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Foreword

I was greatly honoured when requested by the Government to chair a Commission to advise the

Ceann Comhairle on the secrecy and the accuracy of the chosen electronic voting and counting

system i.e. the Nedap/Powervote system.

I was also very pleased to have as members of the Commission, Mr. Kieran Coughlan, Clerk of the

Dáil, Ms. Deirdre Lane, Clerk of the Seanad, Dr. Danny O'Hare, Chairman of the Information

Society Commission and former President of Dublin City University and Mr. Brian Sweeney,

Chairman of Siemens Ireland Ltd. and former Chairman of Science Foundation Ireland.

The terms of reference provided that the Commission shall make one or more reports to the Ceann

Comhairle not later than 1 May 2004 comprising recommendations on the secrecy and accuracy of

the chosen electronic voting and counting system, i.e. the Nedap/Powervote system, including the

application or non-application as the case may be of the electronic voting and counting of the

Nedap/Powervote system for the local and European elections on 11 June 2004.

The timeframe to complete the first report, which was an interim report, was of necessity very

limited so that it was imperative for the Commission to commence its work without delay.

My thanks are due to the many people who assisted the Commission in its work to date particularly

those in the University of Dublin, University College Dublin, Dublin City University, the Institute

of Public Administration, An Garda Síochána and my colleagues on the Commission.

My thanks are also due to the many people who went to so much trouble to furnish submissions and

their views on electronic voting to the Commission.

Since the interim report was presented to the Ceann Comhairle on 30 April 2004, the work of the

Commission has been continuing. This has included, inter alia, the development of a programme of

software testing in relation to the chosen system.

Finally I must thank the Secretary to the Commission, Mr. Alan Murphy who impressed

Commission members by his industry, energy and knowledge of the subject matter. He was ably

assisted by Mr. Paul Dowling, Mr. Brendan Conroy, Ms. Anne Quinlan and Ms. Roisin Greene in

his work to date.

A¿*—-Z7 vf^^A.
Mr. Justice Matthew P. Smith

Chairman

15 December, 2004
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Secrecy, Accuracy and Testing of the Chosen Electronic Voting System

PREFACE

(December 2004)

Background to this Report

This is the report of the Commission on Electronic Voting concerning its work in relation to the

chosen electronic voting system carried out between 1 March and 30 April 2004. The Commission

has already presented an interim report on 30 April 2004 containing its observations, conclusions

and recommendations arising from its work in this period. These remain unchanged in this report.

In making its interim report in April 2004, the Commission indicated that it was unable to present

its work in full at that time but that it intended to present it in due course.

Context of Interim Report

The principal constraint applying to the presentation of the Commission's work in full in its interim

report was that the original reporting deadline of 1 May 2004 did not allow sufficient time to obtain

the views of the various parties identified or mentioned in the work, including the manufacturers of

the system.

These parties, including the manufacturers of the system, have been invited to review and comment

on the work in the meantime and, where it was found appropriate or necessary, their observations

on specific points have been accepted by the Commission and are incorporated in this report.

Any other observations on specific points which were not accepted by the Commission or which did

not require to be accommodated (being by way of commentary, additional information or

clarification only) have been included at Appendix 4 to this report.

The observations received in this way address many of the issues raised by contributors to the

Commission's report.

Revisions

The revisions to the report arising from this process have not been extensive and have been

confined to the elimination of errors and possible misunderstandings. The report has not otherwise

been substantially revised or edited other than in matters of style and presentation and thus remains

essentially as it stood at the time of presentation of the Commission's interim report in April 2004.

In particular, no portion of the report has been either deleted or suppressed.

Contents of Report

The Commission is accordingly presenting the full report of its work at this time (December 2004)

as it would have been presented had there been sufficient time to carry out the above mentioned

steps at the time of presentation of its interim report in April 2004.
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Save as set out above, the contents of this report thus remain subject to the same constraints of time
and information as applied to the work at the time it was carried out.

Most importantly, in presenting this report, the Commission has not changed the observations,
conclusion and recommendations contained in its interim report.

Context of This Report

In the context of the background to this report as outlined above and the limited revisions that have
been made to it, the following should be noted when reading the report:

• the Commission necessarily cast a "wide net" as regards the gathering of information about the
chosen system which might be useful to it for the purposes of its work, including certain
information which could, strictly speaking, be deemed to be outside its terms of reference;

• the conclusions of contributors to some parts of the work appear, in a small number of cases, to

differ from those arising elsewhere: this is because work in relation to various different aspects

of the system was carried out by different means, serving different purposes and from different

viewpoints;

• in presenting its observations, conclusion and recommendations on the chosen system, the

Commission does not necessarily endorse or rely on all of the conclusions arising from the work

carried out by contributors to the report but nonetheless considers that they are of value in

creating a greater understanding of the chosen system;

• the work presented in this report is based on information available to the Commission at the

time of its interim report and does not take account of information coming to light in the

meantime;

• the work presented in this report (which also formed the basis of the Commission's interim

report) was done in the particular context of the proposed use of the chosen system at local and
European elections and a referendum in June 2004 and references to the June elections

throughout the report are to be read accordingly.

The Commission's observations, conclusion and recommendations as set out in Part 6 of this report

are accordingly presented exactly as they appeared in its interim report in April 2004.

Conclusion (April 2004)

The Commission's overall conclusion in April 2004 on the basis of the work now being presented
in this report was that it was unable to recommend the use of the chosen system at the June 2004

elections. It is important to note that this conclusion was not based on any finding that the system

would not work but on the finding that it was not proven at that time to the satisfaction of the

Commission that it would work.

In fact, it is clear to the Commission that the chosen system is capable of gathering and counting

votes at elections with a high degree of accuracy, secrecy and efficiency and this is evident from the
results of the tests carried out by the Commission as described in this report.
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It is important to note therefore that, insofar as the Commission's overall conclusion may appear to

reflect adversely on the chosen system, substantial portions of the Commission's work serve to

illustrate and reinforce its positive aspects.

In presenting this full version of the report of its work up to April 2004, the Commission believes,

and has endeavoured to ensure, that the work will contribute to the information about the chosen
system that is available generally in the context of the public debate.

Further Work of the Commission (December 2004)

Following the presentation of its interim report on 30 April 2004, the Commission was placed on a

statutory footing by the Electoral (Amendment) Act 2004. The Commission has since been

requested by the Government to make such further reports as are necessary concerning the work

envisaged by the recommendations of its interim report (as reproduced in section 6.5 of this report).

The Government has also indicated that the Department of the Environment, Heritage and Local

Government is establishing a programme of work to address the specific recommendations of the

Commission's interim report. The Commission will accordingly review and report on this

programme of work, once completed.

The Commission is continuing meanwhile with its own work in relation to the chosen system,

particularly as regards that work which could not be undertaken within the constraint of its original

reporting timeframe. This has included the process of inviting and considering the views of the

various parties mentioned or identified in this report, including the manufacturers of the system.

The Commission is also carrying out new work in relation to matters arising from its interim report.

However, rather than seeking to validate or reinforce the Commission's work carried out in the

specific context of the June 2004 elections, this new work seeks to build upon the outcome of that

work going forward, and includes, in particular, the development of a programme for software

assurance and system testing in relation to the chosen system. The Commission has recently invited

tenders for the supply of specialist services in this regard.

Commission on Electronic Voting

15 December 2004
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Executive Summary

(December 2004)
Background

This is the first report of the Commission on Electronic Voting concerning its work carried out

between 1 March and 30 April 2004. The Commission has previously presented an interim report

on 30 April 2004 concerning its work in this period.

The Commission was appointed by the Government on 1 March 2004 to report by 1 May 2004 on

the secrecy, accuracy and testing of the electronic voting system chosen for use at elections in

Ireland (and as proposed to be used at local and European elections and a referendum in June 2004).

The Commission was placed on a statutory footing by the Electoral (Amendment) Act 2004.

In presenting its interim report on 30 April 2004, the Commission indicated that it was unable to

present the details of its work in full at that time but that it intended to do so in due course.

Following the presentation of its interim report, the Commission invited the various parties

identified or mentioned in its work, including the manufacturers of the system, to review and

comment on this full report. The views of these parties on specific points are included in Appendix 4

to this report and have given rise to some minor changes to the report.

Context of Report

The Commission is presenting this full version of the report of its work now (December 2004) in
the same form as it would have been presented at the time of its interim report in April 2004 in the

particular context of the proposed use of the system at elections and a referendum in June 2004.

In this context, the Commission has prefaced this report with a number of considerations which

should be borne in mind when reading it. Foremost among these considerations is that this is a

report of the work carried out in March and April 2004 under significant constraints of time and on

the basis of the information available to the Commission at that time.

While this report reflects the broad spectrum of work carried out on behalf of the Commission in

this period, the Commission does not necessarily endorse or rely on all of the individual

conclusions of its contributors but considers that they are of value in themselves.

The Commission's own observations, conclusion and recommendations arising from its work in this

period are presented in this report exactly as they appeared in the interim report.

Work of the Commission (April 2004)

The work of the Commission during March and April 2004 included a review of the tests already

carried out on the chosen system and the carrying out of further tests on behalf of the Commission.

This work is described in Part 2 of this report.

Individual persons and organisations having expertise in the areas of political science, computer
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science, public administration, audit, security and statistics assisted the Commission in its work and

their contributions are set out in Appendix 2 to this report.

Public Submissions

The Commission also invited and received submissions from the public in relation to its work
regarding the secrecy, accuracy and testing of the chosen system. The main points arising from the

public submissions are reviewed in Part 3 of this report while the submissions are listed and
summarised in Appendix 3.

The full texts of the public submissions received are available on the Commission's website

www.cev.ie and may also be inspected by appointment at the Offices of the Commission during the

period of three months following the presentation of this report.

Testing, Accuracy and Secrecy

On the basis of the work and the public submissions described in Parts 2 and 5, the Commission's
analysis and conclusions in relation to the issues of secrecy, accuracy and testing as contained in its
terms of reference are set out in Parts 4 and 5 of this report.

The Commission's general observations, overall conclusion and recommendations for action are set
out in Part 6.

Conclusion (April 2004)

In its interim report presented on 30 April 2004, the Commission summarised its observations and
conclusion in regard to the proposed use of the chosen system at the June 2004 elections as follows:

On the basis of its review of expert reports, submissions received and other relevant

information to date, the Commission finds that it is not in a position to recommend

with the requisite degree of confidence the use of the chosen system at elections in
Ireland in June 2004.

The Commission wishes to emphasise that its conclusion is not based on any finding

that the system will not work, but on the finding that it has not been proven at this time
to the satisfaction of the Commission that it will work.

In addition, the Commission recognises that the threshold of proof required to support

its recommendation against the use of the system is much lower than that which would

be required to recommend in its favour. It is for this reason that, although its work is

incomplete, the Commission is in a position to make its recommendation within the

timeframe of this report.

In that connection, the Commission has not been able to satisfy itself as to the

accuracy and secrecy of the system for the following main reasons:

System Testing

The tests of the system carried out to date are insufficient to establish its reliability

for use at elections in Ireland in June;
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Software Versions

There is not sufficient time before the June elections for a full system testing of the

final version of the software that would be necessary before it could be used in

these elections and the final version of the software is not available for testing at
this point in time;

Source Code

The Commission did not obtain access to the full source code and there is not

sufficient time before the June elections to allow a full code review of the final

version of the software that would be necessary before it could be used in these

elections;

Accuracy

As the software version proposed for use at the forthcoming elections is as yet

unknown, it is impossible for anyone to certify its accuracy;

Secrecy

The voting machine "beeps" as preferences are being selected; publication of

ballot results in full can allow voters to identify themselves in a context of

corruption or intimidation; it may be possible for an insider to overcome the

randomness of the method used for the storage of votes in the ballot module.

The Commission accordingly concludes that, having regard to the issues of secrecy,

accuracy and testing as set out in its terms of reference, it is unable to recommend the

use of the proposed system at the local and European elections and, by extension, at

the referendum due to be held on 11 June 2004.

Further Work of the Commission (December 2004)

Since the presentation of its interim report in April 2004, the Commission has continued with its

work in relation to the chosen system, particularly as regards that work which could not be

undertaken within the constraint of its original reporting timeframe. At the request of the

Government, the Commission is also carrying out new work in relation to matters arising from its

interim report.

The Government has also indicated that the Department of the Environment, Heritage and Local
Government is establishing a programme of work to address the specific recommendations of the

Commission's interim report as reproduced in this report. The Commission will also review and

report on the Department's programme of work, once completed.

In addition to the process of inviting and considering the views of the parties mentioned in this

report, including the manufacturers of the chosen system, the Commission's work from the

presentation of its interim report in April 2004 up to the presentation of this report in December

2004 has also included the development of a programme for software assurance and system testing

in relation to the chosen system. The Commission has recently invited tenders for the supply of

specialist services in this regard.
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Terms of Reference and Membership of Commission

(April 2004)

Terms of Reference

( 1 ) The Commission, which shall be independent in the performance of its functions, shall prepare

a number of reports for presentation to the Ceann Comhairle (the Chairman of Dáil Eireann)

on the secrecy and accuracy of the chosen electronic voting and counting system i.e. the

Powervote/Nedap system.

(2) The Commission shall make one or more of such reports to the Ceann Comhairle not later than

1 May, 2004 comprising recommendations on the secrecy and accuracy including the

application or non-application as the case may be of the electronic voting and counting of the

Powervote/Nedap system for the local and European elections on 11 June, 2004.

(3) The Commission's subsequent report or reports will record its views of the operation and

experience of electronic voting and counting at elections.

(4) In carrying out its work, it will be open to the Commission to review the tests already

undertaken to validate the electronic voting and counting system and to have further tests

undertaken. It may also retain the service of such consultants or other persons that it considers

are desirable.

(5) The Commission shall be entitled to invite and consider submissions on such basis as it thinks

appropriate.

[1 March, 2004J-

Membership

The Hon. Mr. Justice Matthew P. Smith

Chairman

Mr. Kieran Coughlan

Clerk of Dáil Éireann

Ms. Deirdre Lane

Clerk ofSeanad Éireann

Mr. Danny O'Hare

Chairman of the Information Society Commission and former President of Dublin City University

Mr. Brian Sweeney

Chairman of Siemens Ireland and former Chairman of Science Foundation Ireland

' These are the terms of reference of the Commission as they stood at the time of its interim report on 30 April. They

have been supplemented by the enactment of the Electoral (Amendment) Act 2004 and by an order of the Government
made pursuant thereto on 24 June, 2004. These documents are available on the Commission's website at www.cev.ie.

2 The terms of reference of 1 March 2004 were amended on 9 March 2004 as indicated in italics in paragraph (2) above.
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Secrecy, Accuracy and Testing of the Chosen Electronic Voting System Part I

1.1 About this Report

Interim Report

As described in the Preface, this report contains material which was not included in the interim
report presented by the Commission on 30 April 2004.

At the time of presentation of its interim report, the Commission refrained from presenting the full
details of its completed work, including the public submissions, until the legislation putting the

Commission on a statutory footing was in place. The interim report thus contained only the

observations, conclusion and recommendations of the Commission at that time, together with a list

of the public submissions received.

Context

Believing that the information gathered in the course of its work can contribute to the information

about the chosen system that is available generally in the context of the public debate, the

Commission has decided to present this full report of its work in the period up to 30 April 2004.

The period since the presentation of the interim report has also provided additional time that was

not available within the Commission's original reporting timeframe to obtain the views of the

manufacturers of the chosen system and other persons and bodies referred to in its work. This

process has now been completed and the comments of these persons and bodies in relation to

specific points, insofar as they have not been accommodated within the report, are set out at

Appendix 4. In addition to the comments set out at Appendix 4, a number of persons and bodies

whose views were invited by the Commission either made no reply to the Commission or replied to

the effect that they had no specific comment to make or made only general comments on the report.

Structure

While the introduction to this report (Part 1) and the overall conclusion and recommendations in

this report (Part 6) correspond to Parts 1 and 4 respectively of the Commission's interim report

already presented. Parts 2 to 5 of this report, together with the related appendices have not been

presented previously. This newly-presented material describes the work of the Commission (Part 2

and Appendix 2), reviews the public submissions (Part 3 and Appendix 3) and sets out the
Commission's analysis and conclusions in relation to testing, accuracy and secrecy (Parts 4 and 5).

Content

It should be noted that, with the exception of the observations set out in Appendix 4 and those

observations which have been incorporated in the report arising from the views of the

manufacturers and others obtained in the meantime, the content of this report remains essentially as

it would have been published at the time of the Commission's interim report in April 2004.

This report therefore does not take account of the further, and continuing, work of the Commission

in the meantime.
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1.2 Background and Scope

Establishment

The Commission on Electronic Voting was established by the Government on 1 March 2004 to
report to the Ceann Comhairle (the Chairman of Dáil Éireann) not later than 1 May 2004 on the
secrecy and accuracy of the Nedap/Powervote electronic voting system chosen by the Government

for use at elections and referenda in Ireland - "the chosen system". It was also open to the

Commission to review the tests already undertaken to validate the chosen system, to have further
tests undertaken and to invite and consider submissions.

Five persons were invited by the Government to become members of the Commission which held

its first meeting on 5 March.

The terms of reference of the Commission were amended by the Government on 9 March to provide

that its report due not later than 1 May could comprise recommendations on the application or non-

application of the chosen system for use at the local and European elections on 11 June 2004.

Details of the terms of reference and membership of the Commission are set out earlier in this

report.

Legislation

Although the Commission was established on an ad-hoc basis, the Government indicated its

intention to place the Commission on a statutory footing. The Electoral (Amendment) Act 2004

enacted on 18 May 2004 accordingly contains provisions relating to the Commission as well as in

relation to electronic voting generally.

General

In accordance with its terms of reference, the Commission considered the secrecy and accuracy of

the chosen system and reviewed the tests that had been undertaken to validate it. The Commission

decided that further tests should be carried out and these were undertaken insofar as possible.

Procedures for the use of the system at elections were also examined.

Submissions were invited from the public and these were considered by the Commission, together

with other documents and materials made available to it.

The work of the Commission in this regard is described in Parts 2 and 3 of this report.

Definitions

For the purposes of its work, the Commission has adopted the following interpretations of the terms

"secrecy", "accuracy" and "tests":
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"secrecy" is as defined in McMahon v Attorney' Genera?, namely, that the secret ballot must be
secret to the voter, i.e. it relates to matters concerning the possible disclosure of how a voter has

voted. In this context, the concept of secrecy does not relate to the disclosure of the intentions or

actions of a person intending not to vote either by abstaining or deliberately spoiling their vote;

"accuracy" relates to matters concerning the demonstrable integrity and consistency of the methods
for the gathering of the votes at polling stations, the methods for the translocation of the votes from
polling stations to count centres, the process of disaggregating groups of votes for counting in
different types of elections, and the methods for counting and distributing votes;

"tests" includes subjecting the hardware and software elements of the voting and counting system

equipment to physical and functional examinations and trials as regards their effectiveness and
suitability for purpose. Testing of individual components may be carried out separately from
combined testing of some or all of them together. As regards software, testing may include the
inspection or examination of algorithms, pseudo-code or source code as well as the running of

programs and applications using sample data. As regards hardware, testing may include

examination of its physical and electronic properties as well as its operation in live or simulated test
conditions. System documentation and designs may also be subjected to testing.

Scope

The work of the Commission for the purposes of this report concentrated primarily on the operation

of the chosen system as it may be used at Irish elections, with particular emphasis on the local and

European elections due to be held on 11 June 2004.

While the holding of a constitutional referendum on the same day as these elections was announced

after the Commission was established and was therefore not included in its terms of reference, the

Commission considers that its conclusions in this report would be applicable to the referendum also

but that this would of course be a matter for the Government and the Oireachtas, as the case may be.

In addition to the voting and counting operations at elections which are proposed to be carried out

by electronic means, the Commission has also determined that, while they are not central to its

terms of reference in the context of this report, the administrative and other procedures surrounding

the design, manufacture, transportation and custody of the system and its deployment and use at and

between elections are also important factors which can have a bearing on secrecy and accuracy.

Exclusions

Although the public and parliamentary debates on the issue of electronic voting that took place both

prior to and following the establishment of the Commission included a broad range of issues, not all

of these issues fell within the scope of the Commission's work in accordance with its terms of

reference.

In particular, issues such as the existence of a voter verifiable audit trail, the removal of the

possibility of abstaining or spoiling a vote, voter acceptance of the system, alternative electronic-

voting systems and issues surrounding the procurement of the chosen system and the procurement

3 McMahon v Attorney General [1972] 1R 69, ( 1972) 106 ILTR 89.
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of previous testing of the system were outside the Commission's terms of reference.

Insofar as it was feasible and appropriate for it to do so, the Commission nonetheless endeavoured
to give due consideration to any issue coming to its attention which had a bearing on its work in
relation to the secrecy and accuracy of the chosen system and the tests carried out to validate it.

Constraints

One of the main constraints on the work of the Commission was the limitation imposed by the very
tight deadline within which it had to prepare and present its report. From its establishment on 1
March to the due reporting date of 1 May, there were just nine weeks in which to examine and

report on the chosen system.

The Commission recognises that this was a limitation necessitated in turn by the prior

announcement that the polls for the local and European elections would take place on 11 June.

A further constraint on the work of the Commission arose specifically in the context of the

presentation of its report due on 1 May. While the Commission had intended to present the full

details of its work, it was considered prudent to refrain from doing this until the legislation putting

the Commission on a statutory footing was in place and until further steps had been taken by the

Commission, including as regards obtaining the views of the manufacturers of the chosen system

and other persons and bodies referred to in the work of the Commission. The Commission

accordingly presented an interim report on 30 April as described above.

1.3 Approach and Methodology

Expert Assistance

Having decided at an early stage that further tests of the system were required and to that end, given

the complexity and specialised nature of certain aspects of the subject matter, the Commission

decided that expert assistance should be sought to carry out the work in the first instance in

accordance with parameters set out by the Commission and subject to its approval, direction and

control.

Individual persons and organisations having expertise in the areas of political science, computer

science, public administration, audit, security and statistics were identified and were invited to

submit proposals as to the approach and activities they would recommend to the Commission as

being appropriate in the context of its terms of reference. These proposals were considered by the

Commission and were agreed subject to modifications. Thereafter, the reports presented by such

experts were considered by the Commission.

On this basis, a substantial part of the work that underpins this report was carried out by expert

persons for and on behalf of the Commission and the results are accordingly represented in this

report with appropriate credit being given to the author or authors in each case. The views

expressed in the course of this work are those of the individual authors in each case and are not

necessarily those of the Commission.
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Privacy and Confidentiality

The Commission considered it necessary and appropriate that its work should be carried out in a

manner that was free from interruption, influence or interference and accordingly determined that it

would meet and work in private. Persons engaged by the Commission were requested to observe

confidentiality in their work and to declare any material interest they may have in the work of the

Commission or in the outcome thereof. The Commission intends to maintain this confidentiality in

respect of matters and materials not specifically presented in this report.

Meetings

The Commission met on 20 occasions for the purposes of its work in connection with the

preparation of this report and its interim report already presented.

Acknowledgements
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1.4 Description of the Electronic Voting System

It may be useful to describe at the outset the main components of the chosen system of electronic

voting and how they may be used at elections in Ireland. A brief overview of the system is set out at

Appendix 1A.
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2.1 Introduction

This part describes the work of the Commission in its review of the chosen electronic voting system

and related matters, including the procedures and documentation governing its use at elections.

The hardware and software components were examined both as individual items and as a whole
system with design and other relevant issues being considered in each case. The previous tests of
the system listed at Appendix IB were reviewed and the Commission decided that further tests
should be carried out, including an examination of the source code.

Documented procedures for the use of the system, including those relating to storage and
transportation, were also reviewed from the different viewpoints of auditors and election
practitioners and a number of changes to procedures and the introduction of new controls were

recommended. A risk analysis of the system was carried out and its secrecy and security aspects
were reviewed.

The system was considered in the light of international experience of electronic voting, including in
countries where a system designed by the same manufacturers has been used previously, and in
light of its previous use in Ireland.

The work carried out by and on behalf of the Commission is merely summarised in this part and the
full details and results of each strand of the work are set out in the relevant part of Appendix 2 as

indicated in each case. The Commission's analysis, observations, conclusions and recommendations

arising from the work are set out in Parts 4, 5 and 6 of this report.

2.2 Structure of this Part

This part describes the work of the Commission in three main categories: Review of the System

(section 2.3)\ Review of Procedures, Documentation, Risk, Secrecy and Security (sections 2.4 to

2.7); Review of International Experience and Other Issues (sections 2.8 and 2.9).

Section 2.3 of this part containing the Review of the System is further divided into subsections

dealing with Hardware Evaluation, Software Evaluation and System Evaluation. Each subsection in

turn is further divided into paragraphs relating to (a) Review of Previous tests (b) Further Tests

Carried Out, (c) Review of Design and further paragraphs (d), etc. containing additional matters as

appropriate in each case.

23 Review of the Electronic Voting System

The Commission obtained samples of the various hardware and software components of the system

from the Department of the Environment, Heritage and Local Government. Reports of previous

tests carried out on the system were reviewed and further tests were carried out by the Commission.

For the purposes of this summary, the hardware and software elements of the system are dealt with

separately from each other and from the system as a whole.
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Hardware Evaluation

(a) Review of Previous Tests

Tests carried out on the hardware elements of the system by PTB, Zerflow, TNO and KEMA
were reviewed and assessed for quality and comprehensiveness as described at Appendix 2A. It

was concluded that, while the voting machine itself had been comprehensively tested, the
programming and reading unit had not been tested.

Queries were raised with PTB in relation to the results of its testing of various hardware

elements of the system against the specified requirements4 for voting machines for use at

elections in Ireland. The repües by PTB to these points are included in the report set out at

Appendix 2B.

The report at Appendix 2C draws attention to a number of issues arising from the PTB tests of

the voting machine, including the absence or usefulness of error messages for machine

operators, concerns about machine security and identification and the inadvertent deletion of

backup data.

None of the test reports reviewed by the Commission related to the hardened PC and printer

provided to returning officers for use exclusively in running the election management software.

(b) Further Tests Carried Out

Tests were carried out on the voting machine as configured by the insertion of a programmed

ballot module. These tests confirmed that the buttons used by voters to select preferences

corresponded to the correct candidate details programmed on the module and that the printouts

produced by the machine before and after a poll were correct.

The functionality of the ballot module in recording votes (as indicated by printouts from the

voting machine at the opening and the closing of the poll) was tested. It was noted that, while no

votes could be added to modules following the close of poll and printout, it was possible to cast
votes before the open-poll printout occurred.

In a separate test, modules containing voting data were exposed to an intense electromagnetic
field and were found to have retained their data accurately. These tests are described at
Appendix 2D.

An "input-output" test was carried out on a sample of the voting machines deployed to returning
officers throughout the country. In the course of this exercise, 739 voting machines were tested,

together with a corresponding number of ballot modules. Further details of this test are set out
below under System Evaluation and the test is described in full at Appendix 2C.

4 Requirements for Voting Machines for Use at Elections in Ireland (Department of the Environment, Heritage and

Local Government DVREC-2, 5 March 03)
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(c) Review of Hardware Design

The Commission did not obtain access to the wiring diagrams and schematics for the voting

machine, the ballot module or the programming reading unit. It was therefore not possible to

evaluate and comment on the formal design of these devices. However, observations based on a

physical examination of the system components, together with an examination of the hardened

PC are included in the reports at Appendices 2B, 2C and 2D.

It was noted in relation to the voting machine that, while the casting of a blank vote is prohibited

when the machine is configured for a single election, it is possible to vote in one election while

not voting in others when the machine is configured for multiple elections. These tests are also

described at Appendix 2D.

The report at Appendix 2C highlights a number of usability issues concerning the voting

machine as considered from both the voter's perspective and the poll worker's perspective and
commenting in particular on physical set-up, display and interface features, disabled access and

use of the remote console.

Software Evaluation

i a) Review of Previous Tests

Previous desk reviews of the election management software carried out by Nathean

Technologies and reports of previous tests of the counting software carried out by ERS were

assessed as described at Appendix 2A. It is concluded that, while the counting module of the IES
had been tested, additional testing is required. It is also concluded that desk reviews are not an

adequate alternative to comprehensive testing for such a large piece of software and that

additional testing of the IES software as a whole is therefore desirable.

The report at Appendix 2A also highlights the fact that, while the election management software
has been desk reviewed, no independent testing has been carried out on its functions in relation

to the disaggregation (at multi-ballot elections) and aggregation of the votes after they are read in
from individual modules, the encryption of votes onto a CD for transfer to different count centres

at multi-ballot elections and the mixing of the votes prior to counting.

A further commentary at Appendix 2B on the desk reviews and testing of the software draws

attention to an apparent error in the pseudo code (but potentially reflecting a corresponding error
in the actual code) used in a desk review to describe the function of the actual code in the

transfer of surpluses and to a rounding error detected in the course of testing of the count

software carried out in February 2004.

The report at Appendix 2C also notes a number of additional issues arising from the test reports

and desk reviews of the source code for the software.
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(b) Further Tests Carried Out

Parallel testing of the counting software was carried out by the Commission using published
voting data. A new counting program known as the "Coyle-Doyle Implementation" was
developed and the votes recorded at three constituencies in the pilot tests carried out at the 2002
Dáil general election were counted using both counting systems in parallel. The same results
were obtained under both systems, confirming that the votes at these elections were counted
correctly by the version of the software used at the time.

Further parallel tests were carried out on both systems using large numbers of randomly

generated data sets together with data sets designed to give rise to "difficult" or "unusual"
counting scenarios. The results produced by the count software and the Coyle-Doyle

Implementation agreed in approximately 99.9% of cases. In the remainder of cases tested, the

variations in results were caused by the manner in which the count software used floating point

numbers during surplus transfers to determine the transfer of whole votes, in certain

circumstances causing errors in surplus distribution. Details of these parallel tests are set out at

Appendix 2E.

The Commission did not obtain access to the source code for the embedded software on the

voting machine. Furthermore, as the manual entry of votes through the machine's user interface

is labour intensive and time consuming, it was not possible to carry out extensive testing on the

voting machine using large data sets. However, the sample test carried out on 739 voting

machines represents an effective "black box" test of the embedded software on the voting

machine using a single large data set of sample votes. Further details of this test are set out

below under System Evaluation and the test is described in full at Appendix 2C.

(c) Review of Software

The report at Appendix 2B expresses concern that new versions of the election management and

counting software continue to be submitted for review and testing so close to an election.

Particular mention is made of the importance of reviewing and testing each new software

version in full as errors can arise in older parts of the code when newer parts reference them in

unexpected or incorrect ways.

The degree to which the design, development, review and testing of the software have been

carried out in accordance with recognised software assurance methodologies is also discussed in

Appendix 2B, concluding that there is insufficient evidence, from the tests carried out and other

system documentation available to the Commission, to establish that such methodologies have

been implemented in the case of the chosen system.

The report at Appendix 2C deals with the ease of installation of the software on the hardened PC
and outlines a number of usability issues with the operating procedures and user interface of the
software.

It was noted, in particular, that different versions (including older versions) of the software

could be loaded and reside simultaneously on the hardened PC as described at Appendix 2D.
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(d) Software Assurance

The Commission received expert advice concerning the importance of software assurance,

namely, establishing that software can be trusted to perform according to its functional
specification and that it does not have any undesirable behaviour. The advice received by the

Commission indicated that access to the source code would be essential in establishing the
trustworthiness of the software.

The Commission has noted that, as the system is self auditing and does not provide a facility for

independent audit of the process for the recording of votes, the requirement for a full source

code review is heightened significantly on account of the need to establish that no unexpected
behaviour of the system will occur that cannot be identified by means of "black box" testing.

It was also indicated to the Commission that, while the comprehensive inspection and testing

process that would be necessary to evaluate the source code, comprising up to 300,000 lines of

code, could not be carried out within the scope of the timeframe of this report, some useful
deductions and inferences could be made from a preliminary review of the code in the short
term.

The Commission accordingly sought, through the Department of the Environment, Heritage and

Local Government, to obtain access to the full source code of the system, namely the election

management module, the vote counting module and the embedded software on the voting

machine, together with the wiring diagrams and schematics for the various hardware devices.

The Commission was advised by the Department that, because a section of the software relating

to Presidential elections remained under development by the manufacturers, the source code

had, as yet, neither been purchased nor acquired under licence by the State and it was therefore

necessary for the Commission to approach the manufacturers directly in relation to obtaining

access to it.

While the manufacturers declared that they were anxious to cooperate with the Commission in

this matter, it was not possible within the timeframe of the Commission's report due on 1 May

2004 to reach agreement on the terms as to accreditation, confidentiality and liability under

which the full code would be released for third-party inspection on behalf of the Commission.

(e) Review of Source Code

Although it was not possible for the Commission to obtain access to the full source code of the

system, the source code for the vote counting module of the software was released in time to

allow a preliminary inspection to be carried out on behalf of the Commission.

The vote counting module gives expression to the rules for the counting of the votes at Irish

elections and referenda as set out in various statutes and is thus effectively unique to Ireland.

The vote counting module comprising of the order of 100,000 lines of code was accordingly

reviewed on behalf of the Commission. However, in view of the terms under which the code

was released for review, it is not possible for the Commission to publish the results of the

inspection although they have been taken into account by the Commission in reaching its overall

conclusion.
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System Evaluation

(a) Review of Previous Tests

In addition to the live pilot tests of the system carried out at the 2002 Dáil general election and
referendum, further tests of the system are understood to have been carried out by the
Department of the Environment, Heritage and Local Government based on data from local
elections held at Athy and Buncrana in 1999. However, from the test results available to the
Commission, it appears that no independent "end-to-end" testing of the system has been carried
out.

(b) Further Tests Carried Out

Vote Gathering

In an "input-output" test of the system carried out by the Commission, 739 voting machines

were randomly selected for testing from the 6972 machines assigned to returning officers

throughout the country. Ballot modules were programmed with the details of a European

election and each was inserted into a voting machine with an appropriate ballot paper being

printed and placed on the voters' panel of the machine. Fifty pre-determined votes were then

entered on each voting machine and the preferences entered in each case were noted and

authenticated by two persons before the vote was cast. In a further complementary test, the

manual entry of 5000 such votes was video recorded to establish the error rate attributable to

incorrect data input and other factors.

The ballot modules from all 739 machines, corresponding to an electorate of 36,950 voters,

were returned to a central location, and the recorded votes were then compared with the input

votes as described at Appendix 2C.

Vote Counting

The Commission also carried out an end-to-end test of the system by conducting a miniature

election to simulate the use of the system at the European and local elections due to be held in

June. This test involved the configuration and use of the system in the casting and counting of

votes in simultaneous polls at European, local and town council elections as described at
Appendix 2D.

2.4 Review of the Procedures and Documentation for Electronic Voting

The procedures governing the use of the electronic voting system are complementary to the

functioning of the system itself and can thus have a bearing on its secrecy and accuracy.

The Commission accordingly reviewed the system operation manuals prepared by the

manufacturers and the procedural guidelines for the conduct of elections, including as regards use

of the system, issued to returning officers and other election personnel by the Department of the
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Environment, Heritage and Local Government. The purpose of this review was to assess the control

procedures surrounding the use of the system, to identify any areas of risk which may exist and to

suggest how these risks can be addressed.

This work was approached from two similar perspectives. A formal review of the procedures was

carried out from the standpoint of an independent auditor and by reference to best practice criteria

while a separate review, also from an audit standpoint, but drawing on the practical expertise and

knowledge of a group of persons experienced in the conduct and administration of a range of

election types in Ireland was also carried out.

Procedures for the storage, transportation, deployment and use of the system were accordingly

reviewed, areas of risk were identified and recommendations made as regards additional controls

and procedures.

Both reviews recommend changes and additions to the procedures for the use of the system and to

the documentation provided to election personnel, some of which remained under preparation by
the Department of the Environment, Heritage and Local Government at the time of the

Commission's interim report.

The detailed work of these reviews is set out at Appendices 2F and 2G. In addition, the report at

Appendix 2C includes a review of the procedures for the installation and use of the election

management software.

2.5 Risk Analysis

In addition to the general audit of controls and procedures outlined above, a formal risk analysis of

the chosen system as it would operate at elections was carried out on behalf of the Commission. By

reference to the system itself and the administrative and other electoral procedures surrounding it, a

range of possible undesirable events was identified and described. The probability of each event
was estimated and an assessment made of its impact. Finally, any pre-emptive or corrective steps

that could be taken to reduce or eliminate the probability of occurrence or to recover in the event of

occurrence were identified.

The risk analysis identified 5 material risks in connection with the use of the system at the June

elections:

• error in the system as a whole;

• error in voting machine software affecting all machines;

• tampering with software to alter election result;

• tampering with ballot modules during transportation;

• damage to machines before elections.

The first two risks are relevant to the work of the Commission in relation to the system itself,

particularly as regards the adequacy of system testing and the trustworthiness of the software, while

the remaining three risks are relevant to the Commission's work in relation to the procedures for the

deployment and use of the system. The analysis concluded that, while the procedural risks could be

reduced or eliminated in advance of the June elections, there was not sufficient time before the June

elections to deal with the risks inherent in the use of the system itself.

33



Part 2 First Report of the Commission on Electronic Voting

It was also noted that a number of risks associated with the current paper voting system are
eliminated by electronic voting, including inadvertently spoiled votes, misreading of votes in
counting, misclassification of votes by returning officers and inaccuracies in count results

attributable to the latter two factors.

The results of the risk analysis reflect many of the specific concerns expressed in the public
submissions received by the Commission and which are discussed in Part 3. In particular, the

analysis offers a useful tool with which to evaluate the materiality of the risks giving rise to these
concerns in terms of both their likelihood of occurring and their impact if they do occur. Full details
of the risk analysis are set out at Appendix 2H.

2.6 Secrecy of the Ballot

Although a significant focus of the Commission's work was on the testing of the system, principally

with a view to verifying its accuracy in the recording and the counting of the votes, the Commission

also sought to have a review undertaken of the specific secrecy issues, if any, associated with the

use of the system.

The review set out at Appendix 21 concludes that, subject to the implementation of appropriate

procedures, the system represents no increased risk to the secrecy of the ballot for ordinary voters

but that there is a risk in a number of special circumstances including the following:

• publication of the votes cast may lead to voter identification either in circumstances of small

polling centres or where voters have been pressurised or intimidated into recording a lower

preference "signature" to indicate how they have voted;

• re-keying of postal and special voters' votes and the increased need for assistance in the case

of some disabled voters may involve a reduction in secrecy for these voters;

• where the voter does not cast a vote, whether deliberately or in circumstances where they

have expressed preferences with the intention of voting but have overlooked pressing the

"cast vote" button, the operator will be aware of this fact (but not of the preferences

expressed) and will have to reset the machine for the next voter.

The review also concluded that the "beeps" made by the machine when the voter makes an error

may give rise to mild embarrassment but will not diminish the secrecy of their vote. However, the

Commission has noted that the machine also "beeps" (with a different sound) when preferences are

being expressed by voters and that the number of "beeps" may thus be used to make limited

inferences as to the number of preferences expressed, even if not disclosing the actual choices made

in each case.

While the Commission had already determined that the secrecy entitlements of persons wishing to

record a null vote was beyond its definition of secrecy of the ballot, the outcome of this review

served the useful purpose of confirming that there were no other secrecy issues which had not

already come to the attention of the Commission by other means in the course of its work.
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2.7 Security

Security at Elections

Under the current system of paper voting, members of an Garda Síochána attend at polling and

counting centres while votes are being cast and counted and they participate in the transportation

and custody of ballot boxes between centres. The investigation of alleged electoral offences is also a

matter for an Garda Síochána.

It was of interest to the Commission to establish whether and how the security aspects of elections

and the opportunities for criminal activity, particularly as regards computer fraud, were likely to be

affected by the introduction of electronic voting.

Members of an Garda Síochána were therefore invited to examine the electronic voting system and

the procedures for its use and to participate in the evaluation of its security aspects. The views of an

Garda Sochána on these matters were accordingly reported to the Commission and, while they

remain confidential to the Commission, they are reflected in its conclusions and recommendations

as set out in this report.

System Security Policy

A discussion of the security requirements specified for the system in the context of recognised

security standards is contained in Appendix 2B. It is concluded that security features of the system

outlined in the published statements5 are self-defining instead of being measured against
internationally recognised criteria and that such criteria appear to be absent from the original

specification for the system.

Third Party Interference

The reports at Appendices 2B and 2C also highlight a number of areas in which the system
components might be vulnerable to third party interference. The threats considered include some

deceptions of lesser likelihood in relation to the use of the voting machine but also threats to its
internal components and software, and physical threats to the ballot modules and the hardened PC.

Physical Security

The set of two colour-coded keys for the operation of the programming reading unit (which

programs and reads the ballot modules before and after the poll respectively) are understood to be

common to all machines and are thus interchangeable. This is stated by the manufacturer to be a

function of the simplicity of the system leading to its ease of use.

While the provision of unique keys for each machine would undoubtedly present its own difficulties

on polling day, the use of common key sets clearly lends itself more readily to situations where it is

5 Security and Audit Features of the Election Management System (Department of the Environment, Heritage and Local

Government, January 2004)
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sought to subvert or influence the outcome of the election by either interfering with a number of

programming reading units or by obtaining one for the purpose of programming or reading one or

more ballot modules without authority.

A further issue concerning the use of these key sets is described at Appendix 2D. As both keys are
required to be turned on in order to use either the programming or the reading slot on the
programming reading unit, there is no physical distinction (apart from the slot used) between the
configuration of the keys when programming and when reading ballot modules. It is suggested that
this could lead to inadvertent overwriting of a ballot module.

The reports at Appendices 2B and 2D describe how it was found possible to bypass physical and
electronic security measures implemented in respect of the "hardened" PC and then to overwrite or

modify the software.

Custody and Transport

In view of the significant issues which can arise through unauthorised access to voting machines

and other equipment and software used for electronic voting, it is of vital importance that there are

correspondingly substantial procedures and controls in place to minimise the likelihood of such

access, both at election time and between elections. This requirement is accentuated by the fact that

voting equipment is stored at numerous different locations around the country.

The requirements for enhanced procedures and controls in this area (and for these to be fully and

clearly documented) are discussed in the reviews of documentation and procedures described at

Appendices 2F and 2G and relate to issues surrounding the manufacture, transport, custody,

deployment and use of the equipment, both at and between elections.

2.8 International Experience of Electronic Voting

Although the international experience of electronic voting in general can have no direct bearing on

the secrecy and accuracy of the chosen system in an Irish electoral context, the Commission found

it useful to consider the range of issues that have arisen as regards the implementation of electronic

voting using different systems in other jurisdictions.

The Commission accordingly carried out a summary review of the experience in countries where

electronic voting has been implemented either substantively or on a trial basis while the experience

of the use in the Netherlands and Germany of a voting machine supplied by the same manufacturer

was reviewed separately and in greater detail.

Experience in Other Countries

The report at Appendix 2J reviews the experience of electronic voting, principally in elections at

national level, using a variety of different systems in a wide range of countries. Although electronic

voting is found to be a relatively uncommon practice worldwide, there appears to have been neither

widespread negative reaction to it nor evidence of significant errors or system failures in its use.

The motivations for the move towards electronic voting in other countries have included the
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objective of eliminating inaccuracies and errors inherent in the use of the paper system, particularly
under complex voting rules such as those in Ireland.

Useful conclusions from this report include the relative merits of pilot testing and parallel testing in
a live electoral environment and how issues of public confidence can be addressed through the
publication of source code and through the design of systems using open-source software.

Experience in the Netherlands and Germany

The report at Appendix 2K reviews the experience of electronic voting in the Netherlands and

Germany, where a voting machine and integrated election software supplied by the manufacturer of
the chosen system has been used in real elections.

The report concludes that the introduction of electronic voting in these jurisdictions was relatively
uneventful with a focus on the reductions in the numbers of polling stations and election personnel

and on the production of earlier and more accurate results. No technical failures occurred to

compromise an election count and the only issues arising in public debate were the public

availability of the source code, the lack of a VVPAT and the authorisation of the software.

A significant feature of the implementation of electronic voting in the Netherlands and Germany

was that the system was tested and certified by a domestic testing agency before being approved by

central Government for use locally - such use, in the Netherlands at least, being optional for the

local municipality in question.

Although the administrative structures in Ireland are slightly different, there are useful conclusions

to be drawn as regards the need to have testing and certification carried out in an Irish context and

as regards the desirability of segregation of responsibility as between the procurement function and

the type-approval function in respect of the equipment used, both such functions currently being

discharged in Ireland by the Department of the Environment, Heritage and Local Government

which is also responsible for policy and administration in relation to elections generally.

2.9 Other Issues

Review of Hand-counted Voting System

A comparison of the performance of the current paper system and the chosen electronic system was

carried out for the information of the Commission and the results are reported at Appendix 2L.

Eight issues were selected for comparison on the basis that they were considered relevant to the

Commission's work. The electronic system was found to be superior on three issues (removal of

randomness, prevention of unintentional invalid vote and removal of subjective judgment) and the

manual system was also found to be superior on three issues (avoidance of malpractice, opportunity

to cast blank vote and transparency and legitimacy).

Of the remaining two issues (relating to major and minor counting errors) it was not possible to say

which system was better but it was thought likely that, if the trustworthiness of the electronic

system could be established, it would prove superior.
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Rules for the Counting of the lotes

A recurring issue which arose in various forms in the course of the Commission's work relates to a

particular aspect of the rules for the counting of the votes.

Under the current rules, the method of distributing surplus votes involves a degree of variability that
could, in theory, affect the outcome of the count in question and/or of subsequent counts. This

variability takes two forms.

The first arises when the proportions in which a given surplus is to be distributed have been
determined and the next step is to transfer X surplus votes to candidate A, Y votes to candidate B,

etc. The question is: Which of the X physical ballot papers should be transferred? The answer is:
take X votes from the top of the bundle of papers that have second (or next available preferences)
for candidate A6.

The second element of variability arises with surpluses that accrue on the second or subsequent

counts where, rather than having the whole of an elected candidate's votes examined to establish

what proportion of their total votes favours each remaining candidate (and then distributing the

surplus accordingly), the proportion of the surplus to be assigned to each remaining candidate is

determined on the basis of their share of the continuing preferences in the parcel of votes last

received by the candidate whose surplus is being distributed.

Although capable of eliminating this and other minor anomalies in the calculation of proportional

distributions of surpluses (i.e. in this case by calculating the proportions in the whole of the elected

candidate's votes which would be assigned to each remaining candidate), the chosen electronic

system has been designed to reproduce the manual system in exactly its present form.

There is a more accurate method of counting, known as the "Gregory method". This always gives

the same result and is in fact the system used in elections to Seanad Éireann. The reason it is not

used in other public elections is, presumably, that it is time consuming to implement by hand.

However, electronic systems of counting are perfectly suited to handling this method.

The Gregory method of counting could be easily implemented in the electronic system and would

increase accuracy of the process and thereby enhance the value of electronic voting by allowing the

system to be used to its full capacity. Such a change would, more importantly, be more democratic

in that it would allow every relevant preference to be taken into account. Any change to the

counting rules would require an amendment to the law governing the various types of elections.

This and some further issues regarding inaccuracies arising from the current counting rules and

process are discussed in the report at Appendix 2L.

6 The justification for this procedure is that the mixing of the votes at the beginning of the count ensures that the

physical papers that are transferred are a random and therefore representative sample of the whole bundle. The problem

is that there is a not insignificant degree of variability in the extent to which this is so. To the extent that it is not so, this

create potential variability in subsequent counts in which, on an elimination or on a surplus transfer, these transferred
ballot papers are examined for preferences for continuing candidates.
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Verifiable Audit Trail

The Commission's terms of reference required it to consider the chosen system, which does not

include a verifiable audit trail. However, while the issue of an audit trail therefore does not fall

within the Commission's terms of reference for consideration, the Commission sought to establish

the feasibility for audit within the system, not least as a useful indicator of "accuracy" as contained

in the Commission's terms of reference.

The issues surrounding an audit trail in the context of the chosen system are accordingly set out in a

report at Appendix 2M which concludes that the chosen system is not feasibly capable of

modification to provide a full audit trail without unrealistic cost.

The consequences of this are that while it is possible to independently verify that the votes recorded

on ballot modules are those uploaded onto the PC at the count centre, there is no method of

validating that the votes stored on ballot modules are those which were originally entered by the

voters using the voting machine at the polling centre. The report also outlines a number of

alternative voting systems which claim to offer verified voting.

The Commission has noted, in the context of its review of secrecy and accuracy issues, that the

existence of an audit trail is principally an indicator rather than a determinant of accuracy and that

in certain respects it is inconsistent with the competing requirement of secrecy of the ballot.

Tallying at Elections

Under electronic voting as currently proposed, the opportunity to "tally" likely results through
observation of the ballot papers being counted is lost. A feature of the chosen system which may be

used to address, in part, the loss of the tallying function is the facility to publish subsequently the

votes cast at an election.

Although this loss of the tallying function enhances the secrecy of the ballot, it also reduces

transparency to a level below that which exists in the manual system as regards visual verification

of the accuracy of the counting process. Conversely, the proposed remedy for this reduction in
transparency, namely, the publication of the votes cast, can have the effect of diminishing voter

secrecy in certain circumstances, i.e. where voters deliberately record "signature" voting patterns in

lower ranking preferences to make their votes identifiable.

2.10 Conclusion

The work of the Commission as described in this part, together with the public submissions
reviewed in Part 3 are discussed further in Parts 4 and 5 in the context of the issues of testing,
accuracy and secrecy which the Commission is required by its terms of reference to consider.
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3.1 Introduction

By public notices in the newspapers on 11 and 14 March and by radio advertisements in the same
period the Commission invited submissions from the public in relation to the secrecy, accuracy and

testing of the chosen system. Submissions were to be received by 12 noon on 26 March and

interested persons were advised that submissions received would be open to public inspection.

162 submissions were received by post, by e-mail and on line at the Commission's website and a

list of the persons from whom submissions were received is set out at Appendix 3A.

This part summarises the main points arising from the submissions received and a more detailed

summary of the submissions is set out at Appendix 3B.

The full texts of the public submissions received are available on the Commission's website
www.cev.ie and may also be inspected by appointment at the Offices of the Commission during the

period of three months following the presentation of this report.

3.2 Persons who made Submissions

The Commission is grateful to the many people, organisations and bodies who made submissions to

it and wishes to acknowledge the substantial effort which has obviously gone into the submissions,
particularly in view of the short timeframe available. Considerable expertise was made freely
available to the Commission in this way and the importance of the public consultation process in the
work of the Commission is evident from the high degree of correlation which exists between the
main themes in the submissions and the results of the Commission's other work.

The number of public submissions received by the Commission was large, given the short time
available. While many submissions were received from ordinary voters, a very large number of
submissions came from persons who described themselves as IT professionals. The extent to which
these submissions reflect the views of the Irish public as a whole on the proposed electronic voting

system is therefore not known.

33 Main Themes in Submissions

Most of the submissions confined themselves to matters falling within the Commission's terms of

reference, although a significant number argued that the terms of reference are too narrow.

Nearly all of the public submissions were, for various reasons, very hostile to the proposed
introduction of the chosen system and to electronic voting in general. Furthermore, some of those

few submissions in favour of the proposed system cited an incorrect reason for their support,

namely, the elimination under electronic voting of the random element in surplus transfers. In fact,

under current proposals, this random element would be maintained.

The following review of the submissions thus necessarily amounts to a classification of the

arguments deployed against the proposed system, many of which are overlapping.

The main themes of the submissions received may be summarised as follows:
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• the need for a voter verified paper audit trail, to ensure that the accuracy of the results can be

checked independently of the new system itself;

• the need to preserve the right to secrecy of a voter casting a blank ballot;

• the need to ensure that the final versions of the hardware and software used in the election

are the precise versions that have been tested, approved and certified;

• the need for all software to be open source, to allow the wider community to check that it

can generate accurate results; and

• the need for parallel running of the new system with the old paper one, once more to ensure

the new system is generating accurate results.

These points concur broadly with the results of the other work carried out by and on behalf of the

Commission as set out in Part 2 and, although the issues of a VVPAT and the blank ballot fall
outside the Commission's terms of reference, all have contributed substantially to the
Commission's observations, conclusions and recommendations on secrecy, accuracy and testing as

developed in Parts 4 and 5 and as summarised in Part 6.

3.4 Summary Review of Submissions

The Need for a Voter Verified Paper Audit Trail

This is overwhelmingly the main argument against the proposed system. In essence the case,
repeated many, many times, has three elements:

(a) Reliability

No system is 100 per cent reliable and therefore there will be system failures - if not in the June

elections, then at some time in the future. Some of these system failures will be undetectable to
those observing the "black box" operation of the system from the outside.

The Irish Computer Society (Submission No. 102), for example, notes that the system has over
200,000 lines of code and, even with the best possible coding practices, past experience implies

a minimum of 10 serious system failures during the lifespan of the program. In the event of such
a system failure that is detected, the "accurate" election result may be impossible to retrieve
without an independent audit trail.

This point is supplemented by arguments that all computer systems in critical situations, such as
banking, have an independent audit trail to allow system failures to be retrieved.

This argument can thus be summarised as saying that, sooner or later, there will be system
failures, that the accurate result must be independently retrievable for something as important as
a public election, and that the proposed system does not have an independent audit trail to allow
this retrieval to take place.
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(b) Tamper Proof

The view that no system of hardware or software is 100 per cent tamper proof is widespread
among both computer professionals and members of the general public. It is reinforced by the

view that small electronic ballot modules will be easier for experts to tamper with than large
physical ballot boxes, and that ingenious, well-publicised and resourceful hacker and virus
attacks show that the technical expertise is available to do this. Examples are given of electronic
"back doors" into programs, and viruses that activate at some later date, that will come into

effect after "black box" (i.e. non source code) input-output testing is complete.

Such fears are supplemented by a view held by some that security measures controlling access

to count PCs and voting machines are not adequate, and that the collusion of staff with

technically proficient system attackers would be difficult to prevent.

An independent voter verified audit trail, using random checks involving paper recounts of a
limited number of voting machines and count PCs is seen as one way to combat this threat.
Again, the proposed system is argued not to have this facility, since the system is seen only to

audit itself.

(c) Demonstrable Accuracy

The argument that the election system must, above all, be seen to be accurate is most common

among members of the general public. There are many submissions from people who want

proof that their vote has been recorded accurately.

The only computer professional mounting a sustained argument against a voter verifiable paper
audit trail is William Grogan (Submission No. 92). He argues that this undermines the whole
point of electronic voting, would not present a good defence against tampering and is in effect
an argument promoted by people who are unwilling to accept that all systems deployed in the

real world are inevitably imperfect.

A significant number of computer professionals have argued that the accuracy of the proposed
system in a real election cannot be confirmed unless there is some independent voter verified

record of voting data with which to compare the computerised count.

The Need for "Parallel Running"

This is a very common argument advanced by the computer professionals who made submissions.

Essentially the argument is that, especially for "mission critical" applications such as elections, best

practice requires that the changeover to a new system should not be made without running the old

system in parallel with it for the first few cycles of the process. This provides an accuracy check by
confirming that the old and the new systems generate the same results. This has not happened to any

significant extent in Ireland, and certainly not for a national election, with the proposed system.

This argument is held to undermine the limited trials of the system for the 2002 Dáil elections and

the Nice referendum since there was no parallel paper count to check that both systems produced

the same results. A number of computer professionals describe this as "incomprehensible".
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Overall, the absence of a voter verified paper audit trail and the absence of parallel running,
combined with criticisms of the test regime (see below) make up the vast bulk of both professional
and general public objections to the proposed system.

Secrecy of the Ballot

A further class of objections raised in the public submissions concerns potential violations of the

secrecy of the ballot. These are somewhat more diverse, although there is widespread agreement on

one problem - relating to blank and spoilt votes - and several professional submissions on the

secrecy with which votes are stored in the ballot module.

(a) Blank or Spoiled Votes

A submission defending the right of a voter to cast a blank vote, and the consequent right to cast

a "none of the above" vote in secret, was made by Karen Devine (Submission No. 116). In this

and other submissions, it is argued that voters wishing to spoil their vote or cast a blank or

"none-of-the-above" vote must reveal themselves to the voting machine operator. This arises

because the "cast vote" button on the voting machine cannot be activated if no preference has

been recorded for any election that is taking place on the day. The voting machine operator must

then reset the machine immediately after this voter has left the polling booth and will know that

the voter concerned has cast a blank vote. In the context of the June elections, this would only

happen to voters who refuse to register a preference for any candidate in any election and who

also refuse to express a preference in the referendum, but other polls may involve a single

election only in which case the casting of a null vote will be impossible7.

Although implementations of the same system in the Netherlands and Germany allow for the

casting of a "null" vote, the particular Irish implementation of the chosen system does seem to

force voters who wish to vote for no candidate, and who want to register a blank vote, to reveal

himself or herself to the voting machine operator, thus effectively compromising the secrecy of

the ballot as far as they are concerned. However, it is understood that the chosen system has been

specifically configured for use in an Irish context without this facility on the basis that the Irish

electoral code does not formally provide for the recording of null votes. This issue therefore falls

outside the terms of reference of the Commission, as does the issue of ballot secrecy being

violated for such voters.

Should it be decided to modify the electoral code to provide for the casting of a null vote, even
then, while the system could be reconfigured to accommodate this change, it would be unlikely
that the reconfiguration could be completed in time for the June elections and it would, in any

event, be impossible within this timeframe to carry out the testing that would be necessary to
ensure that the modifications had been made without affecting any other aspect of the system.

(b) Random Storage of Votes

It is argued that it may be possible to "unscramble" the order in which votes are randomly stored
in the ballot module. The issue that arises here is that, if it is possible to link data on votes cast

7 The voting machine (as configured for use in Ireland) will not accept a null vote when used at a single poll only. When

it is used at multiple polls the machine will allow voters to express preferences in one poll while expressing no

preferences in others. However, in the latter case, a vote is only recorded in the poll in which preferences are expressed
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with the order in which people voted on a particular machine, then someone who observed the
order of voting would be able to discover precisely how the people observed had voted.

Both the official system documentation and the submission by Powervote Ireland Ltd.
(Submission No. 98) describe a system in which votes are stored in random locations on the
ballot module. This is challenged in the submission by Irish Citizens for Trustworthy E-voting
(ICTE - Submission No. 91 ) and also in the submission by John Lambe (Submission No. 109) on
the ground that what actually happens is that the first record is stored at a random location, the
second at a location randomly selected to be one up or one down from that location, and so on.

Given knowledge of how the first voter voted, for example, it is argued that it might then be
possible to infer how subsequent voters voted.

A related point raised by a number of professionals is the robustness and impenetrability of the
pseudo-random number generator used in the program. The point made here is that, since the

generator uses a seed taken from the system clock, the random numbers are retrievable by
someone who can observe the precise time at which the random number routine was called. This

might in some senses seem to be a somewhat arcane and technical problem, however valid
theoretically. A risk to security would only arise if there was someone who could accurately

record, by physical observation, the order in which voters voted and who had precise information
on how some voter voted, and who had access to the addresses at which votes were recorded on

the ballot module. It might then be possible to unscramble this order and discover how all voters
on that machine had voted. If this claim is accurate, the question that arises is whether the
associated risk to the secrecy of the ballot is significant.

(c) Publication of Election Returns

It is argued that it may be possible, on the basis that election returns are published, to bribe or

force voters to register a distinctive "signature sequence" in their lower preferences. This point is

developed most extensively in submissions by Shane Hogan (Submission No. 100) and William

Campbell (Submission No. 157). It relates to the publication subsequent to the count of the

complete file of votes cast in a constituency (with voter order randomised) which is part of the

current policy.

The claim here is that someone could bribe or intimidate a voter to give a first preference vote in

a certain way by requiring that this voter register a distinctive and unique sequence of

preferences for lower-ranking candidates. This is in principle feasible, given the huge number of

different ways in which an STV ballot can be completed. In the 2002 Dáil election trial in Meath,
for example, there were 14 candidates - giving 14x13x12x1 lx ... xl (= c.87,178,291.200)

different ways to complete the ballot. This gives plenty of opportunity for every voter in the

constituency to be given a distinctive signature sequence for lower order preferences.

Overall, in relation to ballot secrecy, by far the most common point made in the submissions is that

it appears that a voter casting a blank vote may have his or her ballot secrecy violated. In relation to

the other points noted above, their significance will be determined by the likelihood that such

theoretical possibilities will arise in the real world. This likelihood is dealt with by the risk analysis

carried out for the Commission as referred to in Part 2 and Appendix 2H.
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System Design, Build and Testing

The universally accepted point that no software or hardware can be guaranteed 100 per cent
accurate and effective has already been discussed above. The point made by a number of

submissions in this context is that it is necessary to design, build and test any new system as

carefully as is feasible, taking account of how "mission-critical" that system is. The more mission-

critical the system, the more care must be taken in designing, building and testing it.

A point made in many submissions from IT professionals is that collecting and counting votes in

public elections is a highly critical computer application. The implication is that very high standards

must be applied to designing, building and testing it - much higher standards than in a less critical

home computing application. Some of the submissions cite the extraordinarily high standards

applied to the construction and testing of software for NASA space shuttle launches, for automatic

pilot computers in airliners, or for major banks. In such critical applications, the significance of

secure coding techniques, of comprehensive end-to-end testing, and of all-round "bullet proof

operation of the system in the field, is much greater than at a lower threshold of criticality.

A key issue thus concerns precisely how mission-critical the election count system is. In this

context, many of the submissions are critical of the testing regime that has been applied to the
proposed system. Criticisms of the design, building and testing of the proposed system can be
classified under the following headings:

(a) Overall Design Philosophy

Such criticisms came mainly from IT professionals, none of whom appear to have access to the

source code of the system as it has not been publicly released. Indeed the foremost argument is

that, as a public resource, the entire source code of the system must be made publicly available,

so that it can be subjected to scrutiny and testing by the entire IT community.

The rationale for this is that widespread independent scrutiny of the source code would give

much greater public comfort that this code delivers on the objectives of accuracy and secrecy, as

well as revealing potential embedded "back doors" and viruses. On this latter point, purists

among the IT community have argued that the compiled machine code should also be publicly

available, since it is easy for an expert to tamper with a program at machine code level in a way

not revealed by the source code. They argue that what is needed is public access to the actual

machine code executed on the day of the election by both voting machines and counting PCs.

A complication in making the source code public, alluded to in a number of submissions, is that

a large part of the source code is believed to be commented on in Dutch, which many Irish IT

professionals do not read.

(b) Software Tools. Design and Architecture

There are submissions from computer professionals (ICTE Submission No. 91, among others)

arguing that a weakness in the overall architecture of the software lies in the fact that it is

conceived as a single large program rather than as a suite of separate programs. The problem

suggested here is that code changes and fixes in one part of the program (e.g. programming the

ballot modules) could have unintended consequences elsewhere (e.g. the vote counting routines).
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Other criticisms relate to the perceived failure to use much more expensive and time-consuming

secure coding systems; the keeping of logs of all code changes; the use of C^ as a programming

language (claimed to be not as safe for such applications as, for example, Java); the use of

Borland Object Pascal; the use of Microsoft Windows as the operating system rather than, for

example, an open source platform such as LINUX. These are part of a long list of technical

issues raised in the submissions by IT professionals, perhaps the most general of which is the use

of the Microsoft Access 97 database, claimed by some to be obsolete, unsupported, insecure (file

passwords can easily be cracked using cheap and easily accessible websites) and inappropriate to

a large and sensitive application. Reference is made in several submissions to recommendations

in independent test reports that the system should be upgraded to the latest version of Microsoft

Access, but that a decision was taken not to do this until after the June elections. This latter issue

is also addressed in separate correspondence received from Microsoft and discussed further

below.

(c) Lack of Comprehensive "End-to-end" testing

A recurring criticism in the submissions from IT professionals was that, while individual

component parts of the system have been tested, the system as a whole, with all of its interacting

parts, has been inadequately tested, especially in the field at a real election. This relates to the

argument about parallel running (see above), since one way of doing end-to-end testing would

have been to have run the electronic system in parallel with the old paper system for at least one

or two real elections, to check that they generated the same results.

Michael McMahon (Submission No. 160) argues that the twin requirements of accuracy and

secrecy in an electronic voting system pose fundamental design problems and that the proposed

system in effect sacrifices external checks on accuracy in pursuit of secrecy. He also argues that

the collection and aggregation of votes from ballot modules is a part of the system that has not

been properly tested, and concludes by recommending, not a VVPAT, but a new e-voting

system involving encrypted voter receipts.

(d) Previous Tests

The principal issue raised many times in this context is the claim that much of what has been

tested, especially in relation to the software, is not what would actually run in the field in June

2004, given the many updates of the software. Brian Mathews (Submission No. 82) makes the

point clearly when he states: "Any tests performed on software are instantly negated once an

update is made to that software. The IES software has been through several dozen releases.". He

argues that this negates the value of the 2002 general election trials, since "any claims made that

the software has already been tested in the last General election are spurious. Whatever software

ran then is long gone.". His argument is extended to negate the value of testing in real elections

in other countries, since "it is simply ludicrous ... to claim that, because one piece of software

runs in one country, a totally different piece of software will run in another country". Timothy J.

Lane (Submission No. 69) argues that the only safe way to do things is for the final, fully tested

and certified, version to be given as a "golden copy" to the electoral authority - this then passes

out of the control of the vendor and the electoral authority can be sure that what is running is

what has been tested and certified.

Overall, the strong argument is made in a range of submissions that late fixes and upgrades

could negate all prior testing, since they could unintentionally introduce new catastrophic

problems. It is clearly important in the light of these comments to be certain that the version of
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the software that will actually run is the same version that has been subjected to the tests that

validated and certified it.

(e) "Black Box" Testing of the Count Routines

Some submissions are unhappy with the approach adopted in the testing of the extent to which
the count routines apply Irish electoral laws. Electoral Reform Services Limited (ERS) was
commissioned by the Department of the Environment, Heritage and Local Government to carry
out "black box" testing as opposed to a code review i.e. to run a series of ERS test cases through

both the Powervote Ireland system and an independent system programmed by ERS. This form

of parallel testing is known as "black box" testing since it checks that the same input into two
independent programs generates the same outputs from both, without looking inside either

program.

The criticism made in this context is in effect that there are huge numbers of potential states of

the world that cannot be tested, and there is no knowing whether or not one of these might

trigger a system failure. The more tests that are run, the better but there may always be some

fatal configuration of inputs waiting out there. In fact, while the ERS report in question is

criticised for running too few tests, a more recent ERS report of tests carried out in March 2004

indicates that the database of ERS test cases had been increased to around 9,000 sample

elections.

3.5 Issues Arising in Other Correspondence

Additional public submissions were received and considered by the Commission after the deadline

for such submissions and these to a very large extent make the same points as the submissions

already discussed. Some new points were however raised about both the accuracy and secrecy of

the system, and some points already made were argued in new ways.

While these late submissions are not being published by the Commission (and are therefore not

included in the list of submissions at Appendix 3A), those which raised new points are discussed

briefly here and are summarised in more detail at Appendix 3B.

Secrecy

A submission on ballot secrecy (Submission No. L4) from the National Disability Authority (NDA)

argues that the chosen system fails to meet many of the needs of disabled people, despite

representations from the NDA following earlier demonstrations of the voting machine. It is argued

that many of the problems highlighted affect the secrecy of the ballot for disabled people, since they

will need the aid of third parties to vote. Some of these problems exist with the current paper voting

system, in which case the argument is that the proposed system is a missed opportunity to improve

matters for the disabled, while others, such as in relation to the positioning and layout of the voting

machine, are new problems.

These problems are also emphasised by a blind voter and computer expert, Gerry Ellis (Submission

No. L16), who not only argues that the ballot secrecy of blind voters is infringed by the proposed

system, but that better alterative electronic systems for blind voters are available on the market.
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For the most part, it is acknowledged that the proposed system does not seriously lower the secrecy
of the ballot for disabled voters, many of whom do not enjoy this under the current paper system,
but that it does not take advantage of a good opportunity to improve this.

A further point on ballot secrecy was made by James Doorley (Submission No. LI7), a former poll
clerk experienced in both paper and e-voting, who argues that the "beeps" made by the machine
when registering preferences infringe ballot secrecy in that people outside the polling booth can
clearly know how many candidates a person has voted for (a single beep would clearly indicate that
the voter had expressed a preference for just one candidate, for example). He also argues that people

who do not understand how to use the machine often feel obliged, when asking for help in using the
machine, to reveal to the poll clerk how they want to vote.

Accuracy and Testing

Many of the late submissions, as with the other submissions, argued that the accuracy of the

proposed system cannot be guaranteed, given the perceived shortcomings in the testing and

certification regime. Furthermore, in a submission from Microsoft (Submission No. L5) - defining

electronic voting as a "mission-critical" but not "enterprise class" system - significant points about

accuracy and testing are also raised in defending the use of the Microsoft Access 97 database

system as an integral part of the proposed system.

Microsoft argues that the use of Microsoft Access 97 creates "very little risk to the integrity of the

vote" because counting is performed on a "stand-alone, locked down PC". At the same time

Microsoft also says that this is not the system it would recommend if the application were being

built today. The Microsoft submission, in its defence of retaining Microsoft Access 97 when newer

and better alternatives are available, makes the same point stressed by many critics of the proposed

system that updated software needs to be completely retested before it can be used in the field:

"If the application developer, in this case Powervote, makes changes to the code base or

underlying platform ... then a full detailed verifiable systems test is required".

3.6 Conclusion

Overall, by far the most pervasive points made in the public submissions and other correspondence

received were:

• the need for a voter verified paper audit trail, to ensure that the accuracy of the results can be

checked independently of the new system itself;

• the need to preserve the right to secrecy of a voter casting a blank ballot;

• the need to ensure that the final versions of the hardware and software used in the election

are the precise versions that have been tested, approved and certified;

• the need for all software to be open source, to allow the wider community to check that it

can generate accurate results; and
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•    the need for parallel running of the new system with the old paper one, once more to ensure
the new system is generating accurate results.

While the first two of these themes raised in the submissions relate to matters falling outside of the
Commission's terms of reference (but which are nonetheless acknowledged in this report as having

a bearing on the successful implementation of the chosen system) the Commission has noted that

the latter three concur broadly with the main themes of its own work as discussed in Parts 4 and 5.

3.7 Inspection of Submissions

The full texts of the public submissions received before the deadline for submissions are available

on the Commission's website www.cev.ie and may also be inspected by appointment at the Offices

of the Commission during the period of three months following the presentation of this report.
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Ik Part 4

Testing of the System
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4.1 Introduction

In order to consider the secrecy and accuracy of the chosen electronic voting system, it was
necessary for the Commission first to carry out a general examination of its design and operation,
including documentation and procedures. The Commission also reviewed previous tests carried out
on the system and carried out its own further tests. This work has already been described in Pan 2.

This part develops the Commission's main conclusions arising from its work as regards the

examination testing of the system and takes account of issues arising from the public submissions
reviewed in Part 3. Conclusions in relation to accuracy and secrecy are developed in Part 5.

4.2 Review of System Generally

The Commission examined the general operation of the system as it would be used at elections.
This involved a review of the hardware and the software from the viewpoint of voters and election

officials. The review was carried out on a semi-formal basis but also as part of the formal tests
undertaken by the Commission.

Usability

Although criticisms of some aspects of its usability have emerged, the Commission found the

system to be easily understood, both in general concept and in practical use. For election personnel,

its operation corresponds logically to the administrative electoral procedures currently in place for

manual voting. From the voter's point of view, the "booth" design of the voting machine and the

replica ballot paper interface maintain a useful and helpful linkage to the paper voting procedure.

This is not the case with all electronic voting systems.

The design and implementation of the proposed system are thus straightforward, contributing to

ease of use by voters and election personnel.

There are, however, specific usability issues in the case of people with certain disabilities for whom

use of the machine renders voting more difficult (and less private) than in the paper voting system.

Additionally, the system presents issues for people who are unfamiliar with, or fear, technology but

these issues are capable of being addressed by means other than the adaptation of the system itself.

Previous Use

A previous version of the chosen system was deployed in pilot tests in three constituencies at the

Dáil general election and at the Nice II referendum in 2002. The results from these pilot tests

suggest that the system in general operated successfully and without significant difficulty.

While it has not been possible to verify that the system correctly captured all the votes cast at the

2002 Dáil election and referendum because there was no parallel run of paper and electronic voting,

the Commission has confirmed in its own testing that the votes recorded as having been cast at the

Dáil election were correctly counted by the system.
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However, as there have been alterations to both the voting machine and, in particular, to the system
software since 2002, previous experience of the use of the proposed system in Ireland can only be

indicative of its general suitability for use. In view of the alterations made, the system as proposed
for use at the 2004 elections and referendum is effectively a different system and will consequently

require to be fully tested before its accuracy and secrecy can be determined.

A voting machine designed by the same manufacturers has been in use for several years in the

Netherlands and has also been used more recently in Germany. Although this usage may reflect

well on the general characteristics of the voting machine, the fact that it has been modified and
updated for use in an Irish context limits the value of this experience for the purposes of
establishing its suitability for use at elections in Ireland.

In addition, since the rules for the conduct of elections in the Netherlands and Germany are

substantially different from those in Ireland, the software used in conjunction with the voting

machine in each case is so different as to make it impossible to draw any definitive conclusions

regarding the suitability of the software of the system chosen for use in Ireland.

Physical Security

In its examination of the system as currently proposed for use, the Commission identified a number

of actual and potential security weaknesses. These are detailed in the work of the Commission as

described in Part 2 and are summarised hereunder.

It was found that, as regards the voting machine, the programming/reading unit and ballot module,

the physical security measures and the methods used for the storage and transfer of the votes may

be susceptible to interference on account of the ease with which the internal components of these

devices may be accessed and also on account of the technology used.

In the case of the hardened PC on which elections are configured before the poll and on which the

votes are counted afterwards, it was found that the "hardening" measures were easily bypassed so as

to allow the PC's suppressed functions to be re-enabled, possibly for purposes which might

interfere with the functioning of the software or the conduct of the election.

Multiple versions of the application software are in circulation and, although guidelines and training

are given, there is no express control over which version is used in any particular case. It is possible

to load and run older versions of the software onto the hardened PC in parallel with newer versions

while any version can be overwritten, quite possibly inadvertently, by another.

In addition, it appears that there is nothing in the overall deployment procedures that would force

key aspects of running the election to be carried out on the hardened PC rather than on any other

PC.

Security Policy and Software Assurance

The work carried out by the Commission has also drawn attention to the importance of adopting

such recognised security standards and software assurance methodologies as are appropriate to the

design, development and testing of critical computer applications such as electronic voting systems.
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In the absence of external audit features, the role of such standards and methodologies assumes a

heightened significance in the context of establishing the trustworthiness and reliability of an
electronic voting system such as the chosen system.

On the basis of the documentation and information regarding the system that is available to the

Commission, it has not been possible to confirm or evaluate the degree to which such objectives

have been met in the case of the chosen system.

Procedures, Controls and Documentation

The Commission has determined that the general procedures and controls surrounding the use of the

system at elections are of comparable importance to those internal to the system itself. In addition

to the system operating manuals that have been issued, the guidelines for returning officers and their

staff have had to be significantly revised to take account of the introduction of the system and the

changes it brings to the conduct of elections generally.

The Commission's review of the guidelines and user manuals issued by the Department of the

Environment, Heritage and Local Government and of the procedures at elections generally indicates

that close attention must be given to procedural issues and controls regarding the storage, handling,

deployment and use of the equipment by election personnel, including the following:

• the recruitment and training of personnel with the necessary competence in the use of the

system;

• the heightened need for a "segregation of duties" between key officials running the election, in a

context where some of their crucial functions will be removed from public scrutiny during the

count;

• the need for control and verification procedures for the issue and use of all equipment and

software;

• the need for the scrupulous documentation of "ballot paper" reconciliation accounts;

• procedures for the manual entry into the electronic system of postal and special votes cast on

paper;

• the need for very clear instructions for dealing with the errors and failures in the system that

experience in other jurisdictions has shown will occur in one form or another on election day;

• the need for absolutely unambiguous version control of the software, to ensure that only

certified and up to date versions are actually used in the election;

• the provision of clear guidance and assistance to voters, including voters who may be fearful of,

or inexpert at using, new technology.
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4.3 Review of Previous Tests

The reports of a number of previous tests carried out on the system and its components were
reviewed by the Commission and these are listed at Appendix IB. These tests were mainly
commissioned by the Department of the Environment, Heritage and Local Government and were
carried out by independent agencies and companies, mostly outside Ireland.

The Commission also had access to voting information from the pilot tests of the system at the 2002
Dáil general election and to information relating to tests carried out by the Department of the
Environment, Heritage and Local Government based on data from local elections held at Athy and

Buncrana in 1999.

Scope and Context of Tests

Most of the main component parts of the proposed system have been reviewed or tested by

reputable independent testing agencies. However, these components have been reviewed and tested

to different degrees and for different purposes.

Some of the hardware tests relate to certification of compliance with safety and other requirements

as regards the physical and electrical properties of the components of the system but do not

specifically test their functionality as regards their use at elections. Typically the hardware devices

are tested individually and not when connected to each other or when used as part of an overall test

of the system as a whole.

The functionality of the system has also been independently evaluated against the prescribed

requirements and functional specification of what it is supposed to do.

Testing of the software has related mainly to the counting module of the election management

software. Although the embedded source code of the voting machine and the source code of the

election management and counting modules of the election management software have been

reviewed, not all have been tested. The reviews typically measure the code against the prescribed

requirements and functional specification of what it is supposed to do. Although the quality and

overall structure of the code are commented on in a general way, these (and other) design aspects of

the code do not appear to have been specifically submitted for evaluation.

It would be desirable that the whole system should be evaluated, tested and certified by a single

independent agency as being suitable for use in an Irish electoral context and that this should be

carried out by an agency duly accredited to a recognised standard.

Once its suitability has been independently certified, it would also be desirable that there should be

a segregation of functions as between the approval of the system for use in Ireland and its

procurement and deployment for such use. This appears to have been the case in the Netherlands

where the machine is type-approved by central government (on the basis of independent

certification) as being suitable for use at elections by the authorities in local municipalities.

Relevance of Tests

Although the hardware and software elements were found to have been tested to the extent outlined
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above, a significant issue arose from the fact that the software versions that were tested and
examined had already been, or would be, superseded by more recent versions by the time of the
June elections.

This issue is of particular relevance to the election management software which has gone through

numerous versions since it was first reviewed and tested. While the changes made in subsequent

versions have been submitted for further independent review, the reports of earlier reviews appear

to have been relied upon as having continuing validity in respect of the unchanged portions of the

software.

It has been indicated to the Commission that each new software version requires to be reviewed and

tested in full because the changes made, however small, can have unforeseen effects on portions of

the software that were not changed, giving rise to potentially serious consequences.

This issue also has a bearing on the usefulness of the 2002 pilot tests of the system since the

software version as it then existed has been changed many times in the intervening period and must

be regarded as being a different product to that which was used in 2002.

It was not possible in the context of this report for the Commission to carry out its own full review

of the software. Nor would there be time for such a review to have been carried out sufficiently

thoroughly before the elections in June 2004, particularly as the final version of the software had

not yet been issued at the time of the Commission's first reporting date of 1 May 2004.

On the basis of the information available to it, the Commission is not aware of whether similar

issues to those outlined above in relation to the election management software may also apply to the
other software and hardware aspects of the remaining parts of the system outside of the election

management software.

It is also a matter of some concern that new versions of the software continue to be issued in the

run-up to the June elections as it suggests that the software is not fully prepared for its intended

purpose.

Before the system can confidently be adopted for use at elections in Ireland, it will be necessary to
settle on a final definitive version of the software and all related hardware and software

components. There then needs to be a full independent review of the source code and testing of the

final system to be used. Any subsequent software upgrade would require a further full system re-

test.

Completeness of Test Programme

On the basis of the work done by the Commission in reviewing previous tests, it appears that some

components of the system have not been independently tested and certified, other than in respect of

their physical and electrical properties as mentioned above.

As regards hardware devices, the functionality of the programming/reading unit has not been

independently tested while the hardened PC and the printer do not appear to have been tested at all.

As regards software elements, processes at the interface between tested components (such as the

processes  for  the  aggregation  of the  votes   from   individual   ballot  modules,   including  the
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disaggregation of votes cast at separate elections, and their transfer to a CD for transportation to a
remote counting venue) do not appear to have been independently tested.

Range of Tests

While not wishing to comment on the quality of the tests carried out to date, it appears to the

Commission that the range of tests that has been carried out is limited.

In particular, it appears that there has been no independent end-to-end testing of the full system as it

would be operated at elections and those tests that have been carried out by the Department of the

Environment, Heritage and Local Government are based on small data sets only.

The need for end-to-end testing - encompassing all the software and hardware components, as well

as the administrative systems for managing these - is accentuated by the fact that the use of the

system at the June elections would involve up to 4 polls being taken simultaneously and by the
added complexity of the multi-level administrative structure that is proposed to operate it. This

appears to be a particularly high-risk environment in which to roll out the first live use of the
proposed system in a national context.

It is also the case that there has been no parallel testing of the proposed system in a real or simulated

election context, either as compared with the paper system or as compared with alternative methods
of electronic voting. Although the system was deployed on a pilot basis in 2002, these elections
were not run in parallel with a paper ballot and the software has been modified many times since
then. Parallel testing of critical systems is regarded as an important test to ensure their reliability
and accuracy.

4.4 Further Tests Carried Out

Having identified a number of gaps in the range of tests carried out to date, the Commission decided
to carry out further tests of the system. While these tests are not an adequate substitute for formal

independent testing of the system, they serve to illustrate the range and the nature of the additional
testing that is required.

Three main types of test were carried out by the Commission:

(1) input-output testing of a representative sample of the voting machines deployed nation-wide
(Appendix 2C);

(2) miniature end-to end testing of the whole system at simultaneous elections (Appendix 2D);

(3) parallel testing of the counting software using a large number of data sets (Appendix 2E).

In addition, the work carried out by the Commission included a preliminary code review of the

source code for the counting software only.

Test Method

The above tests were carried out as "black box" input/output tests. A black box test is one that is
carried out without knowing how the system processes the data between input and output points
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Data inputs are thus entered into the system and the outputs are evaluated against known or

expected values.

More comprehensive testing would involve "glass box" testing whereby the internal processing of

the system is known and data can therefore be designed to test it in a more structured fashion. In

addition, because glass box testing involves access to the source code of the system software, it is

possible to review the structure and content of the code to identify behaviours, characteristics and

possible weaknesses of the system as well as assessing the quality of its design.

Sample Test of Voting Machine

The test carried out by the Commission on a representative sample of the voting machines deployed

to returning officers confirms that the deployed system can accurately and consistently record voter

preferences at a single-election situation. This test also confirms the reliability in use of the ballot
modules as a corresponding number of these were used in the test.

End-to-End Test

The miniature end-to-end testing of the system involved the configuration of polls and the casting

of sample votes at three simultaneous elections. The votes were then transferred to separate centres

for counting and the results were verified to be correct. This test confirms that the system can

accurately record and count the votes in the context of multiple simultaneous elections.

Parallel Test

The parallel test of the counting software using a similar counting program developed for the
Commission to process voting information from the pilot tests at the 2002 Dáil elections confirms

that the votes recorded at these elections were accurately counted.

This test was also applied to a large number of sample data sets including data sets involving

unusual or difficult electoral situations and the counting software produced the same results as the

test program in the majority of cases.

In a small number of cases in which a discrepancy was noted between the results produced by the
counting software and those produced by the test program, the discrepancy was found to be
attributable to an error in the counting software involving the calculation of fractions for the

purposes of distributing votes in the transfer of surpluses.

While this error is significant in itself and should be remedied, it also reduces confidence in both the
programming and the previous testing of the system and there is a possibility that further and more

extensive testing will uncover further software errors.

Source Code Review

Although the Commission sought access to the full source code of the election management

software and the voting machine for the purpose of carrying out a preliminary review of its structure
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and content, it was not possible to achieve this within the timeframe of the Commission's interim
report. However the Commission obtained access to the source code relating to the counting

function (only) of the election management software and this was reviewed accordingly.

In the absence of the full source code, it was therefore not possible to carry out even the preliminary

review that might have been possible within the timeframe of the Commission's interim report.

It has become clear to the Commission that a comprehensive review of the full source code of the

system is necessary to establish its trustworthiness to a level compatible with the critical importance
of voting at elections.

Such a comprehensive code review was also outside the scope of the Commission's reporting

deadline of 1 May, indeed, there was not sufficient time remaining in any event before the June

elections to allow a full code review of the final version of the software that would actually run in
those elections.

4.5 Conclusion

From its general review of the system, from its review of previous tests and from the results of the
further tests it has carried out, the Commission has identified a number of items that need to be
addressed before the chosen system can be put into use.

Furthermore, the general issues in relation to testing discussed in this part draw attention to what the
Commission considers to be the principal weakness of the proposed system. This is that the level
and comprehensiveness of testing to date - in particular as regards the complete system as proposed

to be deployed at the June elections - means that it is not possible to establish its trustworthiness
and reliability at this time and that further testing, including a full source code review, is thus
required.

This conclusion must be seen in a context where the trustworthiness and reliability of a system for
counting votes in public elections must be established with a very high degree of confidence - a
confidence far higher than in many other applications of new technology.

From this it further follows that it is not possible at this time to draw definitive conclusions as to the
accuracy and secrecy of the proposed system and such limited conclusions as can be drawn in this
regard are set out in Part 5.
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Part 5

Accuracy and Secrecy

of the System
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5.1 Introduction

Part 4 of this report concludes that, given the close proximity of the June elections, given the

Commission's analysis of the level and comprehensiveness of testing to date, and given the very

high standards that must be satisfied by a system for counting votes in public elections, it is not

possible for the Commission to establish the trustworthiness and reliability of the proposed system

at this time.

It follows directly from this that it is also not possible for the Commission to draw definitive

conclusions about the accuracy and secrecy of the proposed system. Indeed it is at this late stage not

possible for anyone to satisfy themselves on these matters in advance of the June elections.

On this ground alone, the Commission is not in a position to satisfy itself as to the accuracy and

secrecy of the proposed system.

However, it may be helpful in this part to review in more detail the conclusions on the accuracy and

secrecy of the proposed system that the Commission was able to arrive at on the basis of the work it

carried out.

5.2 Accuracy

As stated in Part 1 of this report, "accuracy" relates to matters concerning the demonstrable

integrity and consistency of the methods for the gathering of the votes at polling stations, the
methods for the translocation of the votes from polling stations to count centres, the process of

disaggregating groups of votes for counting in different types of elections, and the methods for

counting and distributing votes and allocating seats in each of the elections to take place in June

2004. Thus there is accuracy of the voting method and accuracy of the counting method to be

considered, together with the accuracy of the systems for moving votes between different stages of

the process.

As has already been noted in Part 4, in the context of collecting and counting votes in public
elections, the degree of imperfection in these methods that can be tolerated is very low. It must also
be expected that the degree of imperfection in an acceptable electronic voting system will be less

than in the traditional paper voting system.

Benefits

On the basis of the work it has carried out, the Commission is of the view that the proposed system
can deliver a higher level of accuracy than the traditional paper voting system in a number of

important respects.

The proposed electronic system eliminates many inadvertent voter errors that clearly do occur in the

traditional paper voting system. Such errors result in votes unintentionally being rendered invalid

and the wishes of the voter concerned not being taken into account.

The proposed system also eliminates the need for subjective judgments by returning officers on

votes of marginal validity, and the consequent possibility that different returning officers might

65



Part 5 First Report of the Commission on Electronic Voting

have made different judgements about the same ballot.

Assuming that votes cast are recorded correctly and are transferred accurately to the count program,
the proposed system can generate the same election result every time the votes are counted, which

clearly does not always happen under the traditional paper voting system.

The proposed system could easily be programmed to eliminate the imprecision in selecting ballots
for transfer during the distribution of surpluses. By transferring every transferable vote at a weighted
value ("the Gregory method"), more accurate election results would be generated than under the

current system, since the views of every relevant voter would be taken into account.

Such a change would require an amendment to the statutory rules for the counting of the votes at

various types of elections. However, a policy decision was made when the system was

commissioned to retain the existing method of selecting votes for transfer during surplus

distribution.

Issues of Concern

The principal issues of concern identified by the Commission in relation to the accuracy of the

proposed system largely follow from the Commission's conclusions about testing.

The software version proposed for use at the forthcoming elections is not as yet finalised so it is

impossible for anyone to certify its accuracy.

Furthermore, as regards the system as a whole, the issues set out in Part 4 in relation to the testing

of the system make it impossible to determine its accuracy in the context of this report and the June

elections.

Testing by the Commission has identified an error in the count software which could lead to

incorrect distribution of surpluses. This undermines confidence in software development and testing

and there is a possibility that further testing will uncover further software errors.

While eliminating the possibility of certain types of inadvertent voter error, the proposed system

introduces the possibility of new types of error made by people unfamiliar with electronic voting.

Public submissions were received by the Commission from people participating in the 2002 pilots

who had made or observed such errors.

The results of the input-output test carried out by the Commission, involving the entry of 36,950

pre-detennined votes onto 739 voting machines and a comparison of the outputs against the pre-

determined inputs, suggests that the error rate attributable to human error in the use of the voting

machine may be of significance in the context of postal and special votes which are cast manually

by voters but which are then entered into voting machines by election officials.

A consequence of retaining the current imperfect method of determining surplus distributions

(notwithstanding that the electronic system is ideally suited to handling a fully precise but more

complex system of distribution) is that, although the system offers the possibility of printing out all

the ballots cast at an election and therefore offers the possibility of a manual re-count, the current

rules for the selection of the votes on the transfer of a surplus mean that if a manual re-count of an

election were required (as in the case of an election petition), this can only be done on the basis of
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the votes as mixed by the electronic system and as selected for further transfer by the system. In any
other scenario, it would not be possible to achieve the same result in the manual re-count as in the
original electronic count, in view of the different selections that would be made in each case.

In short, retaining the variable element in surplus distribution embodied in the current rules makes it
more difficult to check the accuracy of the proposed system by way of a total manual recount.

5.3 Secrecy

The major issue in relation to secrecy that emerged in the public submissions received and in the

Commission's own testing relates to a matter deemed outside the Commission's terms of reference,

namely, the secrecy accorded to a voter who wishes to "spoil" a vote, or to register a completely

blank ballot. Setting this aside for now, a number of other issues arose in relation to secrecy.

There is some limited infringement of ballot secrecy arising from the audible "beeps" made by the

machine during the act of voting, both as preferences are being selected and to signal voter errors.

This among other things allows limited inferences to be drawn by those outside the polling booth

about the number of preferences cast. In particular, voters voting for a single candidate would be

easy to identify by those in the vicinity of the machine and in this sense their ballots would not be

fully secret.

There is also reduced voting secrecy for people with certain disabilities, as well as for people who

are unfamiliar with or unsettled by new technology. Such people may need third-party assistance in

using the voting machine, thereby infringing their ballot secrecy. While the Commission

acknowledges that voters with a disability have the right to secrecy, it has been established by the

courts that this right is not an absolute one .

Publication of the ballot results in full but in random order, as happened after the 2002 pilots, is a

very valuable aid in ensuring the accuracy of the results, since anyone is free to recount these for

themselves. Nonetheless it has been submitted that this can in theory reveal deliberate and

distinctive voter "signatures" of low-preference votes (highly improbable rankings of the candidates

ranked 11 to 15 in a 15-candidate contest, for example), which could allow voters to identify

themselves in a context of corruption or intimidation. This may be deemed improbable, but it

remains a possibility.

In this context it is worth noting that, in general, the issue of the publication of the full set of votes

cast highlights a conflict between the objectives of secrecy and accuracy. Publication, as noted,

greatly enhances accuracy by allowing anyone to check the count process. At the same time it

diminishes secrecy to the extent that a particular individual's vote might in some way be distinctive.

If votes are to be published for small local areas - to replace the information hitherto available on

the basis of tallies - then potential infringements of ballot secrecy become more likely. In general,

however, the gains in both real and publicly perceived accuracy arising from publishing the full set

of votes and making these available for recount seem likely to outweigh any potential resulting loss

of secrecy.

Because the storage of votes on the ballot module is pseudo random, not truly random, it may be

possible for an expert insider to overcome the randomness of the storage of votes on the ballot

8 McMahon v Attorney General [ 1972] IR 69, ( 1972 ) 106 ILTR 89.
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module. Combined with knowledge of the order in which people voted using the voting machine in
question and the knowledge of precisely how the first person to vote on the machine had cast their
vote, it might be possible to deduce how everyone using the machine had voted. This also may be

deemed highly improbable, but remains a theoretical possibility.

5.4 Additional Observations on Accuracy and Secrecy

The Commission was able to make other observations regarding accuracy and secrecy which are

outside its strict terms of reference but which it nonetheless finds it useful to report.

Accuracy

The proposed system does not have an independent voter verifiable paper audit trail (WPAT). A

VVPAT is argued in numerous public submissions, many of these by experienced IT professionals,

to have the following desirable properties:

• it increases the public perception of the accuracy of the system by reassuring voters that then-

vote has been correctly recorded;

• by  providing  an   independent  external  check  on  accuracy,  it  creates  a  disincentive  to

manipulation of the system in attempts to generate inaccurate results;

• acting as a backup system, it enables a manual recovery of all or part of the election result in the

event of a serious system failure.

The main arguments against a VVPAT are as follows:

• it almost completely duplicates the existing paper system, dissipating almost all of the

advantages of electronic voting;

• it introduces a greatly enhanced risk of system failures on election day, since printers are

typically the least reliable aspects of most computing systems;

• virtually all countries that have successfully deployed electronic voting have done so without, or

have gone on to reduce their reliance on, VVPATs.

It is outside the terms of reference of the Commission to come to a conclusion about the arguments

for and against a WPAT. Nonetheless, since the proposed system is largely self-auditing rather

than externally audited, it is clear that the standards of testing that must be applied are consequently

higher. With no external check on the accuracy of the system, its accuracy can only be assured by

very comprehensive and rigorous testing of the precise system actually deployed.

Secrecy

Under the proposed system, voters who wish to register an abstention by voting for no candidate

cannot do so in secrecy. This arises because the "cast vote" button on the machine will not function
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if no preference at all has been registered and, if a voter leaves the voting machine in this state, the

voting machine operator must reset the machine before the next voter can use it.

Thus voters deliberately setting out to register no preference, or merely finding no candidate they

wish to vote for once they are in front of the voting machine, are forced to reveal this to the

machine operator.

It would be straightforward to remedy this, if so desired for future elections, by adding an "abstain"

button to the machine, though such a change clearly could not be both implemented and

satisfactorily tested in time for the June elections.

5.5 Conclusion

As noted above and in Part 4, the Commission's main concerns in relation to the chosen system

relate to the testing of the complete system, and to the associated administrative procedures, that

would be deployed simultaneously for county council and European Parliament elections, a

referendum, and in some cases also a town council election, in June 2004.

This has the direct consequence that the Commission is not in a position to satisfy itself as to the

accuracy of the chosen system, given the very high standards that must be applied to the testing of a

vote recording and counting system, especially one that is effectively self-auditing.

The Commission thus relies, in reaching its overall conclusion in Part 6 regarding the proposed use
of the chosen system in the June elections, on the situation in relation to testing, rather than on any

particular finding about accuracy and secrecy.

Nonetheless, the issues noted above in relation to accuracy and secrecy are clearly matters of

concern that those responsible for specifying, testing and deploying the system will want to address.
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6.1 General Observations

On the basis of its investigations and its review of expert reports, submissions received and other
relevant information, the Commission has noted the following in relation to the chosen system:

• the physical layout of the system is straightforward, contributing to ease of use by both voters
and election officials;

• the system eliminates many inadvertent voter errors as well as the need for subjective judgment
by returning officers;

• the system was deployed in pilot tests at previous elections and a referendum in Ireland;

• a system designed and manufactured by the same suppliers is in use at elections in the
Netherlands and Germany;

• testing carried out by experts retained by the Commission on a significant sample of the voting

machines deployed to returning officers confirms that the system can accurately and

consistently record voter preferences;

• testing of the counting software carried out by experts retained by the Commission using voting

information from pilot tests during previous elections in Ireland confirms that it accurately

counted the votes recorded at these elections;

• parallel testing of the counting software program carried out by experts retained by the

Commission using a large number of sample data sets and a similar counting program

developed for the Commission confirms that it can accurately count votes in most situations,

including unusual or difficult electoral situations;

• miniature end-to-end testing of the system carried out by experts retained by the Commission

confirms that it can accurately record and count the votes in the context of multiple

simultaneous elections;

• election results can be calculated and published quickly;

• use of the system may secure future reductions in election costs.

6.2 Testing, Accuracy and Secrecy

However, and within the timeframe of this report, the Commission has not been able to satisfy itself

sufficiently as to the accuracy and secrecy of the chosen system. The concerns of the Commission

in this regard relate to the testing of the system as it would actually be deployed in June 2004.
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Testing

The principal issues identified by the Commission in relation to the testing of the system are as
follows:

• the software has been updated many times since the pilot elections in 2002 and since the full

desk review of the source code:

- the original desk reviews of earlier versions of the software continue to be relied upon as the

baseline for evaluating the ongoing changes to the system that give rise to new versions,

- there have been a large number of new versions of the software since the original desk

reviews and tests took place,

as changes are made to the system, each new software version needs to be reviewed and

tested in full before it can be relied upon for use in real elections,

it has not been possible for the Commission to review the impact of the changes made in

successive versions of the software in time for inclusion in this report,

the fact that new versions of the software continue to be issued in the run-up to the June

elections is unsatisfactory,

- there is not sufficient time before the June elections for full testing of the final version of the

software which would be essential before the software could be run in these elections;

• it has not been possible for the Commission to obtain access to the full source code of the

system:

it has therefore not been possible to carry out the preliminary review of the full source code

that might have been possible within the timeframe of this report,

- a comprehensive review of the full source code of the system is necessary to establish its

trustworthiness to a level compatible with the critical importance of voting at elections: such

a comprehensive code review is outside the timeframe of this report,

- there is not sufficient time before the June elections to allow a full code review of the final

version of the software that would actually run in these elections;

• some components of the system have not been tested, in particular those at the interface between

tested components;

• the tests of the system carried out to date are insufficient to establish its reliability for use at

elections in Ireland in June:

- there has been very limited "end-to-end" testing of the full system in its entirety as it would

run in June, and none has been carried out independently: significant in this context is that

the system as a whole will be required to register, combine, disaggregate, mix and count

votes for up to four different polls being held at the same time.
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- there has been no parallel testing of the system in a real election, either against the
traditional manual system of voting or against an alternative electronic means; such parallel
testing is very important for such a critical system as voting at elections: although the
system was deployed on a pilot basis in 2002, these elections were not run in parallel with a
paper ballot, and the software has been modified many times since then;

• the system has not been tested as a whole or certified as being suitable for use in an Irish
electoral context by an accredited testing and certification authority.

Accuracy

The principal issues identified by the Commission in relation to the accuracy of the proposed
system largely follow from the Commission's concerns about testing:

• as the software version proposed for use at the forthcoming elections is not as yet finalised, it is
impossible for anyone to certify its accuracy;

• the issues set out above in relation to the testing of the system make it impossible to determine

its accuracy in the context of this report;

• certain of the tests performed at the request of the Commission identified an error in the count

software which could lead to incorrect distributions of surpluses; there is a possibility that

further testing will uncover further software errors;

• while eliminating the possibility of certain types of inadvertent voter error, the chosen system

introduces the possibility of new types of error in the use by electors of the voting machine,

particularly in the context of a number of simultaneous polls;

• there is a possibility of interference with the voting machine, ballot module and hardened PC:

in particular, experts retained by the Commission found it very easy to bypass electronic

security measures and gain complete control of the "hardened" PC, overwrite the software,

and thereby in theory to gain complete control over the count in a given constituency,

the examinations carried out by the Commission's experts suggests that these "hardened"

PCs are the weakest link in the security of the proposed system and it is significant that there

appears to have been no systematic testing and certification of the "hardening" of the PCs

notwithstanding their susceptibility to either inadvertent error or deliberate manipulation by

those with access to them;

• the system allows the inadvertent use of outdated versions of the software, as well as the

overwriting of the software with replacement software;

• attention is required to procedural issues and controls regarding the storage, handling,

deployment and use of the equipment by election personnel as contained in the documentation

issued to returning officers.

Furthermore, in the context of the June elections, in which each elector would be asked to use the
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same voting machine to vote simultaneously on a number of different matters, it is important to note

that accuracy in the translocation and counting of votes critically involves the system for the
aggregation of votes from many different polling machines, followed by their subsequent
disaggregation, then separate mixing and counting in local and European elections, as well as the

proposed referendum.

Secrecy

The principal issues identified by the Commission in relation to the secrecy of the system are as
follows:

• the voting machine "beeps" as preferences are being selected, and to signal voter errors; this

allows limited inferences to be drawn by those outside the polling booth about the number of
preferences cast: in particular a voter voting for a single candidate would be easy to identify by

those in the vicinity of the machine;

• there is reduced voting secrecy for persons with certain disabilities (although this is not a legal

issue in the sense that, in McMahon v Attorney General the Court held that the right to secrecy

is not an absolute one) as well as for persons who are unfamiliar with technology and who may

need third-party assistance in using the machine;

• publication of ballot results in full is a valuable aid in checking the accuracy of the results but

this can in theory reveal deliberate voter "signatures" of low-preference votes which could

allow voters to identify themselves in a context of corruption or intimidation;

• it may be possible for an insider to overcome the randomness of the method used for the storage

of votes in the ballot module.

6.3 Overall Conclusion

The Commission accordingly concludes that, having regard to the issues of secrecy, accuracy and

testing as set out in its terms of reference, it is unable to recommend the use of the proposed system

at the local and European elections and, by extension, at the referendum due to be held on 11 June.

The Commission wishes to emphasise that its conclusion is not based on any finding that the system

will not work, but on the finding that it has not been proven at this time to the satisfaction of the

Commission that it will work.

In addition, the Commission recognises that the threshold of proof required to support its

recommendation against the use of the proposed system is much lower than that which would be

required to recommend in its favour. It is for this reason that, although its work is incomplete, the

Commission is in a position to make its recommendation within the timeframe of this report.
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6.4 Other Issues

The Commission also makes the following observations in relation to the chosen system which,
although not falling strictly within its terms of reference, have a bearing on the successful
implementation of the system at elections in Ireland:

• under the system, voters who wish to register an abstention by voting for no candidate cannot do
so in secrecy;

• the system does not have a voter-verifiable audit trail (WAT), argued by many to:

- reassure voters that their vote has been correctly recorded,

- create a disincentive to the manipulation of the system by providing an external check on
accuracy,

- enable recovery from a serious system failure;

• the absence of a WAT significantly raises the standards and quality of other system testing that

is required;

• the proposed system focuses a large number of new responsibilities on returning officers: it has

been argued that an explicit and carefully specified "segregation of duties" between different

election officials would increase safeguards against errors being made or improper manipulation

by a single person operating parts of the system away from public scrutiny;

• although it has the potential to be able to carry out calculations to a higher degree of perfection

than the hand counting method, the system has been designed to replicate, but in a consistent

manner, the inaccuracy inherent in the current vote counting rules as regards the transfer of

surpluses.

Furthermore, one consequence of retaining the current counting rules as regards the initial mixing

of the votes and for the random selection of votes on the transfer of a surplus is that if a manual re-

count of an election were required (as in the case of an election petition) it would not be possible to

achieve the same result in a hand count as in the original electronic count, in view of the different

random selections that would be made in each case.

In short, retaining the random element in surplus distribution makes it inherently more difficult to

check the accuracy of the proposed system using a manual recount and this therefore has a bearing

on the value of WAT in the context of the chosen system.

This could only be avoided by a change in the electoral law to dispense with random selection in

favour of a counting method such as "the Gregory method". This, in turn, would enhance electronic

voting by allowing computer systems to be used to their full capacity and would, more importantly,

be more democratic in that every preference would be taken into account.

In making these observations the Commission is not advocating any particular view on the issues

raised but is including them in its report in the interests of completeness.
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6.5 Recommendations for Action

The following additional work will be required for the Commission to be in a position to satisfy

itself as to the secrecy and accuracy of the system:

• there needs to be a final definitive version of the software and all related hardware and software

components to be used at elections in Ireland;

• there then needs to be a full independent review of the source code and testing of the final

system to be used: any subsequent software modification would require a further full system re-
test;

• there should be independent parallel testing of the system, including where possible in a live
electoral context;

• there should be independent end-to-end testing of the system;

• there should be testing and certification by a single accredited body of the suitability of each
new version of the entire system for use at elections in Ireland.
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Appendix 1 A: Description of the Electronic Voting System

1. System Components

The Nedap-Powervote system as configured for use at elections in Ireland comprises the following

elements:

Voting Hardware:

Portable Voting Machine (VM) with attachecfControl Unit Ballot Module (BM)

Programming/Reading Unit (PRU) and Personal Computer (PC) Compact Disc (CD)

1 Nedap-Powervote: The voting machine, the programming and reading unit and the ballot module are manufactured by Nedap NV in

Holland while the election management and counting software is produced by Powervote Ireland. Both companies have cooperated

to produce the electronic voting system chosen for use at elections in Ireland.
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2. System Operation

The system is typically set up for use by returning officers and voters at elections in the following

manner:

Setting up an Election

Before Election Day:

( 1 ) The programming/reading unit is connected to the personal

computer at the offices of the Returning Officer or
elsewhere.

(2) The Returning Officer loads the integrated election software
programme from the compact disc onto the personal
computer and configures the integrated election software

with details of the election. Copies of a replica "ballot
paper" containing the election details are printed for placing

on the panel of each voting machine in the constituency.

(3) Each ballot module to be used in the constituency is inserted
into the programming/reading unit in rum and is configured
with the election details and with the details of the polling

station and centre at which it is to be used.

The ballot modules and the replica "ballot papers" are delivered

to the polling centres. The appropriate ballot module is inserted
into each voting machine and the ballot paper is placed under the
transparent cover of the front panel of the voting machine.

Conducting a Poll (Voting)

On Election Day:

(1) The voting machines are set up as polling booths. The
machine is activated for each voter by a polling clerk via the

attached control unit

(2) As voters cast their votes on the voting machines, the votes

are automatically recorded on the ballot modules.

At the end of polling, backup copies are made of the votes stored

in the voting machines. The ballot modules are removed from the
voting machines and sent to the count centre.

Counting the Votes

On or after Election Day:

( 1 ) Each ballot module used in the constituency is

inserted in turn into the programming/reading

unit and the votes it contains are transferred

into the integrated election software running on

the personal computer to be counted (or onto a

compact disc to be counted later).

(2)   Votes are counted using the integrated election software on

the personal computer.

(3)   The results are announced after each count and are printed

out in tabular form.
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Appendix IB: Documentation and Reference Material

1. List of Test Reports

Zerflow Electronic Voting Security Assessment 27/03/02*

Review 4/07/03*

PTB Test Report 17/09/03*
Test Report 2 17/09/03*
Software Requirements for Voting Machines 18/03/03*

Test Report 8/09/98*

TNO Test Report: Program Reading Unit Model ESI 1 28/10/03*

Test Report: Voting Machine Type ESI 2 (Standards IEC 60839-1-2, etc) 30/06/03*

Test Report: Voting Machine Type ESI 2 (Standards IEC 60839-1-3) 29/10/03*

Test Report: Voting Machine Model PRU (Standards EN 50082-2, etc) 6/08/03*

Test Report: Voting Machine Model PRU (Standards IEC 60068-2, etc) 8/08/03*

KEMA Certificate No. 2028725.01 issued to NEDAP 20/6/03*

ERS Software Validation Report, 15/12/03*

Report of 22/03/04*

Nathean Code Review of IES Build 0111 23/12/03*
Architectural Assessment and Code Review of IES for use at June 2004 Elections 23/12/03*
Code Review of IES Build 132 - Election Setup and Maintenance 20/04/04*

Code Review of IES Build 132 - Vote Reader 20/04/04*

Code Review of IES Build 132 - Irish Election Processing 20/04/04*

Bureau Veritas Report on Evaluation of Nedap machine 2/02/04*

PMI Code review 14/12/01*
Database Evaluation 14/12/01*
Development Environment 14/12/01*

Guidelines for Review 14/12/01*
Pseudo Code Reference 14/12/01*
Random Numbers 14/12/01*

2. Department of the Environment, Heritage and Local Government Documents

Electronic Voting Contract:
EV Functional Specification*
EV Request for Tenders (RFT) Document*
Count Requirements and Commentary on Count Rules (Department RFT)*
Count Requirements and Commentary on Count Rules (Department RFT) Update Nos. 1-7*

Response by successful tenderer to Questions in RFT section 4 appendix F*

♦available at www.cev.ie/htnVtenders/info_tenders.htm

S3



Appendix IB First Report of the Commission on Electronic Voting

2002 General Election:

CD: Pilot electronic Polls Meath. Dublin North and Dublin West:Databases updated to IES

Version 126 (March 2004) (MS Access 1997 Required)

Guidelines for Returning Officers at Elections:
Memoranda for Returning Officers at Dáil, local and European elections and Referenda

Electronic Voting Software and System Documentation:
IES Computer Specification*

CD: Election Management Software Version 126

IES System Manual June 2004 European and local elections*
Security and Audit Features of the Election Management System*

Electronic Voting and Counting System Information Paper (01/04)*
Powervote System Manuals issued March, 2004*

CD: Election Management Software Version 131

*available at www.cev.ie/htm/tenders/info_tenders.htm
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Glossary

DoEHLG Department of the Environment, Heritage and Local Government

ERS Electoral Reform Services Limited

IEC International Electrotechnical Commission

IES Integrated Election Software

LED Light-Emitting Diode
KEMA NV tot Keuring van Elektrotechnische Materialen (Electrical Engineering

Equipment Testing Company)

PR-STV Proportional Representation - Single Transferable Vote

PC Personal Computer

PRU Programming / Reading Unit

PTB Physikalisch-Technische Bundesanstalt (Federal Physical and Technical

Institute)
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TNO Nederlandse Organisatie voor toegepast-natuurwetenschappelijk onderzoek

(Netherlands Organisation for Applied Scientific Research)

VM Voting Machine
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Executive Summary'

The ESI2/IES electronic voting system is comprised of two parts: a voting machine (ESI2) that

voters use to cast their votes, and a PC application program (IES) that is used to prepare for an

election and to count the results afterwards. A number of independent companies have been

commissioned to test various aspects of the system. The voting machine has been tested by PTB,

TNO, and Zerflow, and has been certified by KEMA. The entire IES has been desk-reviewed by
Nathean, and the vote-counting part has been tested by ERS.

In assessing the "quality and comprehensiveness" of this testing, the report adopts the following
approach:

• The voting process is divided into three stages (Pre-voting, Voting, and Post-voting), and
each stage is further divided into a number of steps.

• Several key issues are identified for each step in the voting process. If these issues can be

addressed satisfactorily, this will maximise confidence in the secrecy and accuracy of the
proposed electronic voting system.

• In addressing each issue, the level of independent testing is examined and assessed.
Instances of incomplete or inadequate testing are noted.

Based on the testing described in the independent test reports, the following conclusions are reached
in this report:

1. The voting machine has been comprehensively tested.

2. The PRU has been neither independently tested nor desk-reviewed.

3. The vote-counting algorithm in the IES has been tested to an adequate standard.

4. The remainder of the IES has been desk-reviewed but has not been independently tested.

Some of those features that have not been tested are very important to the election process,

e.g. reading votes from ballot modules and aggregating votes at count centres.

5. No independent end-to-end testing has been performed.

1        Introduction

1.1       Objective of report

This report addresses Work Strand 2.a. of the research proposal by The Policy Institute (TCD) to

the Commission on Electronic Voting [ref. 9]. Specifically, it addresses the proposal that "The
computer science team will review previous reports on the proposed [electronic voting] system and
write an evaluation of the quality and comprehensiveness of these".

The report is based on desk research and was prepared over the period 15 March 2004 to 13 April
2004.

Referenced documents are listed in Appendix A in alphabetical order.
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1.2       Overview of testing undertaken

The proposed electronic voting system is the ESI2/IES system manufactured by the Dutch company

Nedap N.V. It is comprised of two parts: a voting machine (ESI2) that voters use to cast their votes,

and a PC application program (IES) that is used to prepare voting machines for an election and to

count the results afterwards. (This document assumes that readers are familiar with the basic

operation of the voting machine and IES - [ref. 3] contains a brief introduction.)

Both parts of the voting system have been tested by the manufacturer. (PTB [ref. 11, pp.51-52] has

described the testing performed by Nedap on the voting machine.) In addition, a number of external

companies have been commissioned to perform independent testing and checking of the system -

see Table 1 for a summary.

This report examines the comprehensiveness and quality of these independent tests. Any

shortcomings identified refer to the level of independent testing only, i.e. this report does not cover

any testing performed by the manufacturer.

Table 1.     Independent testing of the ESI2/1 ES voting system undertaken to date

PartofESI2 Testing Co. Nature of Testing

Voting Machine PTB

Zerflow

TNO

KEMA

Thorough testing of the functionality of voting machine ( VM)

hardware and software to verify that they meet their

requirements [ref. 10, 11, 12, 13].

Evaluation of the physical security of the VM [ref. 19, 20].

Environmental testing of VM hardware to verify that it meets

international standards in the following areas: temperature,

humidity, interruptions to power supply, electromagnetic

compatibility, insulation, energy consumption and transportation

[ref. 14, 15, 16, 17, 18].

Certification that the VM hardware meets international standards

[ref. 5].

IES Nathean Desk review of the entire IES [ref. 6, 7].

ERS Verification of the PR-STV count algorithms for Dáil, local and
by-elections [ref. 4].

13       Steps in the electronic voting process

The main steps in the electronic voting process are shown in Figure 1 overleaf. The process is

broadly divided into three stages: Pre-voting, Voting, and Post-voting. Figure 1 also shows the
name of the company/companies whose independent testing is relevant for each step.
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Fig. 1    Electronic Voting - 3 Main Stages
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1.4       Approach and method

In assessing the "quality and comprehensiveness" of previous testing, the approach used in this
report is as follows:

• Each step in the voting process is examined and a number of key issues are identified. If
these issues can be addressed satisfactorily, this will maximise confidence in the secrecy and
accuracy of the proposed electronic voting system. The issues are selected on the basis that
they encapsulate the core of the voting process; the list does not claim to be exhaustive.

• In addressing each issue, the level of independent testing is examined and assessed.
Instances of incomplete or inadequate testing are noted.

The issues examined in this report are listed in Table 2.

Table 2.     Key issues in the electronic voting process

Stage Step Key Issue

Pre-

voting

Storage and

transport of

voting

machines

Election

Setup

1. Will voting machines function correctly after years in storage, and

are they robust against accidental damage during transport?

2. Can voting machines be tampered with during storage, so that

changes will be undetectable and will influence the outcome of

subsequent elections?

3. Can the IES and PRU be checked for authenticity?

4. Are steps taken to prevent unauthorised ballot modules and voting

machines being used on Election Day?

5. Is election information (and only election information) reliably

downloaded from the IES into ballot modules?

Voting Pre-poll 6. Can it be confirmed that voting machines and ballot modules are

functioning correctly before polling begins?

7. Can voting machines and ballot modules be checked for

authenticity?

8. Can the electoral details stored on the ballot module be checked

for accuracy?

^3



Appendix 2A - Part 1 First Report of the Commission on Electronic Voting

Stage Step

Polling

Close of poll

Key Issue

9. Are voting machines physically secure against tampering?

10. Are voting machines protected against adverse environmental

conditions?

11. Does the system ensure that each person can vote only once, and

only in those polls in which he/she is entitled to vote?

12. Are the voter's preferences as displayed on the voter's panel

accurately recorded in the machine's memory?

13. When the 'Cast Vote' button is pressed, are all preferences in

memory accurately and reliably written to the ballot module?

14. Is the voting process secret?

15. Can a vote be lost if there is a power failure as the voter presses

the Cast Vote button?

16. In the event of machine failure (for whatever reason), are all votes

cast up until the point of failure secure?

17. Can voting machines and ballot modules be checked to ensure

that no tampering has taken place during the day?

18. Is the primary ballot module accurately copied to the backup
module at close of poll?

19. Is it certain that no additional votes can be added to a ballot

module after close of polling?

Post-

voting

Reading of

votes

20. Can ballot modules be authenticated to ensure that they are

genuine?

21. Does the IES accurately read all votes from each ballot module?

22. In the case of multiple polls, is the system of transferring votes to
a different count centre reliable and secure?

23. Are votes from different ballot modules correctly aggregated?

Counting of

votes

24. Are all votes randomly mixed prior to counting?

25. How reliable is the PR-STV counting software?
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1.5       Structure of report

There are five further sections in this report:

• Section 2 examines key issues at the Pre-voting stage (Issues 1-5).

• Section 3 examines key issues during the Voting stage (Issues 6-19).

• Section 4 examines key issues at the Post-voting stage (Issues 20-25).
• Section 5 summarises the findings of this report.

• Section 6 comments on the overall quality and comprehensiveness of independent testing.

For each key issue highlighted in Sections 2, 3 and 4, the companies that performed the relevant
independent testing are identified, and the comprehensiveness and quality of their testing is
evaluated. These terms have been interpreted as follows in this report:

Comprehensiveness: Was the scope of the independent testing sufficiently broad? i.e. are there
parts of the system that have not been tested?

Quality: Was the independent testing sufficiently thorough? i.e. for each part of the

system that has been tested, does the testing give a high degree of confidence

that it will function correctly during operation?

The evaluation of testing for each function takes into account the function's importance in

producing an accurate election result, and also considers whether its correctness can be confirmed

with manual checks. Higher standards of testing are expected for vital functions and for those

whose correct operation cannot be verified by manual procedures.

It is assumed that the testing documented by each company has in fact been carried out fully and to

a high standard. This report did not review internal test documentation showing how the tests were

performed, but is based on the test result summaries supplied by each company.

2        Evaluation of testing: pre-voting

2.1 Overview

Pre-voting includes all activities carried out before Election Day. It includes storage and transport

of voting machines, and election preparation using the IES.

2.2 Storage and transport of voting machines

Issue 1: Will voting machines function correctly after years in storage, and are they robust

against accidental damage during transport?

Comment on Issue 1

The manufacturer of the voting machines, Nedap, has stated "no maintenance is required during

storage" [ref. 2, p. 31].

The effect of prolonged periods of storage on voting machines has not been tested directly.

However, TNO [ref. 14-18] has tested a number of limiting conditions for storage and transport of
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voting machines, and has found them to be resistant to vibration and shock, electromagnetic
interference, dripping water, and extremes of temperature and humidity. (The range of
environmental conditions that voting machines must withstand is listed in [ref. 10, pp. 16-17].)

During the 1998 national elections in the Netherlands, 23 out of 5,128 (0.44%) machines failed, 18
of which were replaced before polling started [ref. 2, p.21]. No failures (0 out of 600) were
recorded in Cologne when ballot modules were installed before machines were dispatched to
polling places.

Conclusion on Issue 1

Comprehensiveness of Testing: Tolerance   of   voting   machines   to   a   wide   range   of

environmental conditions during storage has been tested by

TNO.

Quality of Testing: Adequate.

**********

Issue 2: Can voting machines be tampered with during storage, so that changes will be

undetectable and will influence the outcome of subsequent elections?

Comment on Issue 2

Voting machine hardware, backup ballot module, and voting machine software can be considered

separately.

The voting machine's hardware uses standard electronic components but uses printed circuit boards

of non-standard dimensions. This means that replacement boards would have to be specially

constructed for the purpose. Any hardware malfunction is detected by the machine's software

during operation - this has been tested by PTB [ref. 11, pp.7-10, p.43].

The backup ballot module remains in the machine at all times. PTB [ref. 11, p.32] has verified that

before the contents of the primary module are copied into it at close of polling, all data on the

backup module is automatically erased.

Might it be possible to tamper with a voting machine's software? The answer is that this is

theoretically possible. Someone with access to Nedap's source code (written in C) could alter the

program while also ensuring that it returned the expected checksum at start-up. One possible

alteration, for example, would be to enable a voter to press buttons in a specific sequence during

polling that would cause the machine to alter preferences in favour of a particular candidate from

that point on. The clanger that machine software can be altered is explicitly highlighted by PTB

[ref. 11, p.ll]: "an exchange of the ROM chips including fraudulent presentation of the correct
checksums cannot be avoided by software but by means of sealing only".

Conclusion on Issue 2

Comprehensiveness of Testing: PTB   has   verified   that   tampering   with   voting   machine
hardware or the backup ballot module will either have no

effect or else will be detected during operation. There are no

tests that would detect fraudulent exchange of voting machine

software; this may be avoided by secure storage of voting
machines between elections.
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Quality of Testing: Adequate.

23       Election set-up

Issue 3: Can the IES and PRU be checked for authenticity?

Comment on Issue 3

Apart from a few differences, the PRU and voting machine use the same hardware [ref. 8, p.51].
PRU software is therefore stored in the same way as voting machine software, i.e. it is burned into

two EPROM chips [ref. 10, p.6].

IES software runs on a 'hardened PC. It is stored on CD, and the correct version to use is specified

by Ministerial Order prior to each election [ref. 1, p.7].

Is it possible to verify that the correct versions of PRU and IES software are being used at any

moment, and that unauthorised personnel have not tampered with the software? Malicious changes

to PRU software, for example, might allow votes to be altered while being read from ballot modules

after an election. Malicious changes to the IES software used for mixing votes prior to counting,

for example, might allow a particular party/candidate to be unduly favoured by transfers during the

count.

It does not appear to be possible to verify the authenticity of PRU and IES software.

Voting machine hardware and software are validated by comparing checksums calculated at start-up

with those supplied in printed documentation (see Issue 7). These checks do not seem to be

available for the IES or PRU; the IES version and build number can be displayed, but this does not

guarantee that the software is authentic. Since these checks are not available, they could not be

independently tested.

Conclusion on Issue 3

Comprehensiveness of Testing: The IES and PRU cannot be checked for authenticity, so

no testing has been carried out for this issue.

Quality of Testing: Not applicable.

**********

Issue 4: Are steps taken to prevent unauthorised ballot modules and voting machines being used

on Election Day?

Comment on Issue 4

Yes. According to the DoEHLG [ref. 1, p. 8], "when a ballot module has been programmed ... the

IES records the serial number of the module in the system along with the relevant polling station for

security checking upon return of the module after the poll has closed". So a ballot module will not

be read at the end of Election Day if:

a) Its module ID is not in the list of those officially programmed for the election, or

b) It has been used in the wrong polling station.

This aspect of the IES has been desk-reviewed by Nathean [ref. 7], but does not appear to have been

independently tested.

97



Appendix 2A - Part 1 First Report of the Commission on Electronic Voting

Conclusion on Issue 4

Comprehensiveness of Testing: Nathean has carried out a full desk-review of the relevant IES
software.

Quality of Testing: Nathean desk-review  is adequate.     However,  it  is  very
important that no unauthorised ballot modules can be
introduced on Election Day. The security and correctness
of the IES in this regard have not been independently
tested. (See also Issue 20)

**********

Issue 5: Is election information (and only election information) reliably downloaded from the
IES into ballot modules?

Comment on Issue 5

According to the DoEHLG, [ref. 1, p.8], "a print-out is made to verify that the details loaded in the
ballot module are the same as those approved by the returning officer concerned". So the election

information on the ballot module can be manually confirmed. The software involved has also been

desk-reviewed by Nathean [ref. 7].

Can ballot modules be used to transfer other data to voting machines that will influence their

behaviour during Election Day? PTB [ref. 11, pp. 16-17] has listed all items in the ballot module

that are checked at machine start-up. It does not state whether there is space in the module for

additional information, however, and does not specifically rule out the possibility that additional

data can be passed from PC to voting machine - this was not one of its testing requirements [ref.

12]. (PTB's 1998 report on the ESD-1 voting machine used in German elections [ref. 13, p.31]

does address this point directly: "There is no basis to assume that inadmissible data or information

is transferred from the IES to the voting machine via the storage module. There is no executable

code in the storage modules which can affect the functioning of the voting machine, only data

which is described in the documentation and whose use can be well understood using the source

text". It is not known whether this conclusion also applies to the Irish ESI2 machine.)

Conclusion on Issue 5

Comprehensiveness of Testing: Download  of election  information  from  IES  to  ballot

module can be checked using manual procedures. It has

not been verified that there is no possibility to transfer

'extra' data from IES to ESI2 via the ballot module.

Quality of Testing: Nathean desk-review is adequate.

3        Evaluation of testing - voting

3.1       Overview

The voting stage covers all activities from the moment ballot modules are placed into voting

machines until the end of polling. It can be divided into three parts: pre-poll, polling, and close of

poll.
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3.2       Pre-poll

Issue 6:  Can it be confirmed that voting machines and ballot modules are functioning correctly

before polling begins?

Comment on Issue 6

Yes. Voting machines perform extensive self-testing after being switched on, and will shut down if

a problem is detected.   This has been confirmed by PTB [ref. 11, pp. 7-10].   The primary ballot

module is also checked, and will be blocked if it contains invalid or inconsistent data [ref. 11,

pp.16-17].   Note that this check does not confirm that stored information is correct - see Issue 8

below.

Conclusion on Issue 6

Comprehensiveness of Testing: Start-up checks on voting machine and ballot module have

been tested by PTB.

Quality of Testing: Adequate.

Issue 7: Can voting machines and ballot modules be checked for authenticity?

Comment on Issue 7

Yes, voting machines and ballot modules can be checked by election staff using the printed 'open

poll statement'. This has been verified by PTB [ref. 11, p. 15]: "The voting machine is identified by
its machine ID and the hardware versions. The software is identified by the software versions and

checksums. The ballot module is identified by its module ID. All these identification terms cannot
be changed during voting process. They are typed out without modifications." Election staff must

manually match all identification numbers and checksums against those provided in printed

documentation.

Conclusion on Issue 7

Comprehensiveness of Testing: Printing of IDs for voting machine hardware, ballot modules

and software has been tested by PTB. Checking of IDs is
performed using manual procedures.

Quality of Testing: Adequate.

Issue 8: Can the electoral details stored on the ballot module be checked for accuracy?

Comment on Issue 8

Yes. PTB [ref. 11, pp. 17-18] has verified that election data from the ballot module can be printed
out at start-up in the 'open poll statement'. This data includes details of each poll, candidate details,
and identifies which buttons should be active on the voting machine's panel [ref. 11, pp.16-17]. A
thorough manual check of this information should catch any problems that occur during election
set-up. Every button on the voter's panel should also be checked using the machine's test

procedures [ref. 8, p.40].   Each candidate's button, when pressed, should result in the candidate's
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name appearing in the voter display. No other buttons should be programmed. Finally, the printed

statement should indicate that no votes have already been cast in any of the day's polls.

Conclusion on Issue 8

Comprehensiveness of Testing: PTB  has tested that the  'open poll statement'  is printed

correctly. Election staff must manually verify election details.

Quality of Testing: Adequate.

Note: the automatic and manual checks carried out during the pre-poll period appear to catch almost

every possible error or inconsistency that may have been introduced up to this point. Once all

checks have been passed, then based on the literature, it is possible to have a high degree of

confidence that all parts of the electronic voting system are operating correctly.

3.3       Polling

Issue 9: Are voting machines physically secure against tampering?

Comment on Issue 9

Yes. Voting machines are physically sealed so that any interference with the internal electronics or

the ballot module can be detected [ref. 1, p.9]. They are also positioned in plain view of voting staff

throughout the day. The voter's panel on each machine is locked so that ballot papers cannot be

exchanged [ref. 20, p.l], and will be periodically checked by election staff throughout the day to

ensure that it has not been tampered with or defaced [ref. 1, p. 12]. These procedures have been

reviewed and approved by Zerflow, which concluded, "the voting machine is now secure" [ref. 20,

p.2].

Conclusion on Issue 9

Comprehensiveness of Testing: Zerflow has verified that voting machines are physically

secure during polling.

Quality of Testing: Adequate.

**********

Issue 10: Are voting machines protected against adverse environmental conditions?

Comment on Issue 10

Yes. Environmental conditions can change naturally or as the result of a deliberate attempt to

disrupt a voting machine's operation. Voting machines must be tolerant to a wide range of

environmental conditions - the requirements are listed in [ref. 10, pp. 16-17]. They include

tolerance to fluctuations in power, humidity and temperature; to physical shock and vibration; to

dripping water; and to electromagnetic radiation. Voting machines were successfully tested against

these requirements by TNO [ref. 14, 15, 16, 17, 18].

An important question is whether the votes stored in a ballot module might be erased by a strong

magnetic field. To test this, the Policy Institute exposed a populated ballot module to a magnetic

field of 7 Teslas. Data on the module was unaffected.
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Conclusion on Issue 10

Comprehensiveness of Testing: A range of environmental tests has been carried out by TNO.

Quality of Testing: Adequate.

Issue 11: Does the system ensure that each person can vote only once, and only in those polls in

which he/she is entitled to vote?

Comment on Issue 11

Yes. The polling card system is unchanged under electronic voting, so the question is whether each

voter who presents a valid polling card is allowed to cast one vote only. PTB [ref. 11, pp.21-22]

confirms that election staff can select which polls a voter is allowed to vote in using the voting

machine's control unit. After each vote is stored, the software automatically deactivates all keys on

the voter's panel. No further votes can be cast until a member of the election staff reactivates the

machine using the control unit [ref. 11, pp.27-28].

Conclusion on Issue 11

Comprehensiveness of Testing: PTB has tested that only one vote is stored per machine

activation. Election staff must ensure that the correct polls are

active for each voter.

Quality of Testing: Adequate.

**********

Issue 12: Are the voter's preferences as displayed on the voter's panel accurately recorded in the

machine's memory?

Comment on Issue 12

As each voter presses buttons on the voting machine's panel, a list of preferences for each poll is

constructed in the machine's memory [ref. 11, p.23]. The question is whether the displayed
preferences and the internal lists are always an accurate reflection of one another.

This seems to be assured by the manner in which the display function is implemented. The lists of

preferences stored in memory are the 'master copy' and the LEDs on the voter's panel reflect this

stored information [ref. 11, pp.23, 25]. The voter's only options are to select a new preference or
reselect an old one; both have been tested and validated by PTB. Note that if a button stops
working during polling (so that pressing it has no effect), it is up to the voter to bring this to the

attention of election staff.

Conclusion on Issue 12
Comprehensiveness of Testing: PTB has verified that the internal representation of displayed

preferences is correct.

Quality of Testing: Adequate.

**********
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Issue 13: When the 'Cast Vote' button is pressed, are all preferences in memory accurately and

reliably written to the ballot module?

Comment on Issue 13

Yes. PTB [ref. 11, p.27] has verified that once the 'Cast Vote' button has been pressed, the storage

process cannot be interrupted by the voter or election staff, but only by major hardware faults.

The security of stored votes has also been comprehensively tested [ref. 11, p. 10, pp.26-27, 33-35,

37-39]. Each vote is stored twice in each of the two independent memory chips within the ballot

module. All four copies are stored together with a Hamming code, and two of the four are inverted.

Each time a single vote is read, all four copies are read. In the unlikely event of a storage failure, an
error code will be displayed on the control unit [ref. 11, pp.38-39]. The voter should then be able to
vote again (using a different machine).

Conclusion on Issue 13

Comprehensiveness of Testing: PTB has tested that votes are stored reliably in the ballot
module.

Quality of Testing: Adequate.

**********

Issue 14: Is the voting process secret?

Comment on Issue 14

This question has two parts.

First, can a voter's preferences be seen during or after the voting process? The answer is no. PTB

[ref. 11, p.30] has confirmed that preferences are not displayed on the voting machine's control

unit, and therefore cannot be seen by election staff. It also found [ref. 11, p.29] that after the 'Cast

Vote' button has been pressed, all LED's next to voter's preferences are switched off and the
machine's display is cleared.

Second, can a voter be identified from the position of his/her vote in the ballot module? Again, the

answer is no. Votes are stored randomly in the voting module, so that even someone with

knowledge of the storing method cannot predict where votes are located [ref. 11, p.40].

Conclusion on Issue 14

Comprehensiveness of Testing: PTB has verified that the voting process is secret.   Note that

there is no requirement that voters should be able to spoil their
votes in secret, and so this has not been tested.

Quality of Testing: Adequate

*********„

Issue 15: Can a vote be lost if there is a power failure as the voter presses the Cast Vote button?

Comment on Issue 15

No.  If mains power fails on Election Day, each voting machine will have battery backup and will
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be able to continue functioning without interruption [ref. 11, p.36]. If the battery fails too, then a
number of situations can occur. If the current voter has not pressed the 'Cast Vote' button, he/she

can be allowed to vote using a different machine. If the 'Cast Vote' button has been pressed, the

control unit operator must wait until power has been restored and then check whether the number of

votes for each poll has increased by one [ref. 11, p.35].

The various scenarios involved have been tested by PTB [ref. 11, pp.44-45]. Its conclusion is that

no permanent harm can be caused to the system by power failure. Election staff will always be able

to determine whether a vote was stored or not once power has been restored.

Conclusion on Issue 15

Comprehensiveness of Testing: PTB has verified that a vote cannot be lost because of a power

failure (assuming power subsequently returns). The test

documentation does not, however, explain what happens if

power fails while a vote is being stored in the ballot

module, e.g. 2 of the 4 write operations have been

completed, and the 3rd is underway. It needs to be

clarified whether this is possible, and whether it might
corrupt the module's vote memory.

Quality of Testing: Adequate.

Issue 16: In the event of machine failure (for whatever reason), are all votes cast up until the

point of failure secure?

Comment on Issue 16

Yes. This has been confirmed by PTB [ref. 11, p.l 1]: "erasure of data is physically impossible as
long as the ballot module is inside its slot and only programming voltage is used". PTB also
confirmed that data is only written to the ballot module at the end of the voting process for each

voter, and that nothing is written if the memory space is already occupied [ref. 11, p.36]. So
previous votes cannot be overwritten by mistake. Additional physical measures "inhibit deletion or

complete overwriting of votes", although these should not be needed.

Conclusion on Issue 16

Comprehensiveness of Testing: PTB has verified that stored votes are secure if a voting

machine fails.

Quality of Testing: Adequate.

3.4      Close of poll

Issue 17: Can voting machines and ballot modules be checked to ensure that no tampering has

taken place during the day?

Comment on Issue 17
Yes. The security of the primary and backup ballot modules and of the voting machine's hardware

and software are protected throughout the day by a physical seal. In addition, the printed 'close

polling statement' [ref. 8, p.37] contains details of the machine, ballot module, election, and
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candidates. PTB [ref. 11, pp.30-31 ] has verified that this is printed correctly. Election staff must
verify that these details match the printed 'open poll statement' produced before polling began.

Conclusion on Issue 17

Comprehensiveness of Testing: PTB has verified that the 'close polling statement' is printed
correctly.   Verifying that a machine has not been tampered

with is performed manually.

Quality of Testing: Adequate.

**********

Issue 18: Is the primary ballot module accurately copied to the backup module at close of poll?

Comment on Issue 18

The poll can be closed in two ways, and both involve creating a backup of the primary ballot

module [ref. 8, p.35]. PTB [ref. 11, p.32] has confirmed that the entire contents of the backup

module are always deleted before the backup is made. It has not tested that the contents of the

primary and backup modules are identical after the backup procedure. This was not included in its

test requirements [ref. 12], perhaps because the backup copy has never been needed - when asked

what would happen "in the event of a cartridge/disc being lost or destroyed before it is entered in

counting system" [ref. 2, p.28], Nedap replied that "in all our accumulated experience of over

25.000 machines in use such a situation has never occurred". Nevertheless, it is important to be

sure that the backup procedure does indeed produce an identical copy of the primary ballot module.

Conclusion on Issue 18

Comprehensiveness of Testing: PTB has verified that the contents of the backup module are

deleted prior to the backup being made. It has not been

tested that the backup is an exact copy of the primary

ballot module.

Quality of Testing: Adequate.

*********,).

Issue 19: Is it certain that no additional votes can be added to a ballot module after close of

polling?

Comment on Issue 19

Yes. The ESI2 function specification [ref. 8, p. 14] states: "the primary ballot module is blocked by

the voting machine software at the close of poll so that it is not possible to store more votes in it".

This is confirmed by PTB [ref. 11, p.32]. Closing the poll sets a flag in the ballot module that "is

not erasable without the complete module being erased".

Conclusion on Issue 19

Comprehensiveness of Testing: PTB has verified that additional votes cannot be added to a

ballot module after close of polling.

Quality of Testing: Adequate.
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4        Evaluation of testing: post-voting

4.1 Overview

The post-voting stage begins with the arrival of ballot modules at the count centre. It includes
reading, aggregation, and counting of votes using the IES.

4.2 Reading of votes

Issue 20: Can ballot modules be authenticated to ensure that they are genuine?

Comment on Issue 20

Yes. During election set-up, the identities of all primary ballot modules to be used on Election Day
are recorded in the IES (see Issue 4). When the first vote is stored in a ballot module during
polling, "the identification of the voting machine is written into the module information area of the
ballot module. So it is always known on which voting machine the ballot module was used for
voting" [ref. 11, p.33].

The DoEHLG [Ref. 1, p. 14] has described what happens when a module arrives at a count centre

after close of polling: "before the module is accepted, the system verifies that it is a module
programmed for the poll and for the correct polling station". A ballot module will not be read if it
has an invalid ID or if it has been used in the wrong polling station. This has been verified by
Nathean [ref. 7] in a desk-review of the software involved.

Is there a possibility that two ballot modules could be programmed to have the same module ID?

Could they then be switched without the system detecting that anything was wrong? This was

considered by PTB [ref. 11, p.4]. It found that the voting machine software does not overwrite the

module ID at any time. The module ID can only be changed when the hardware is configured as a

PRU in Service mode, and only after the module has been completely erased. (The system can be

placed in Service mode "either by manually turning a DIPswitch on the main electronic board or by

inserting a 'SERVICE' ballot module with a special ID" [ref. 8. p.48].)

So theoretically, it would be possible to program two ballot modules with the same ID. Any voting

machine could be used to enter votes on the duplicate module prior to Election Day. Someone

could then exchange modules either before the 'close polling statement' was printed (this would

involve breaking the seal), or else exchange both module and statement en route to the count centre.

Either action would be uncovered by comparing the number of voters counted manually by election

staff with the number printed on the 'close polling statement'.

Conclusion on Issue 20

Comprehensiveness of Testing: Nathean has desk-reviewed all relevant parts of the IES.

Manual procedures must be used to avoid the possibility that

duplicate modules (i.e. modules with the same ID as authentic

modules) are introduced.

Quality of Testing: The   Nathean   desk-review   is   adequate.      However,   no

independent testing has been performed to confirm that

unauthorised ballot modules will not be read.
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Issue 21: Does the IES accurately read all votes from each ballot module?

Comment on Issue 21

When a ballot module arrives at a count centre, it is inserted in a PRU's reading slot and read into a
PC using the IES.

IES software for this function has been desk-reviewed by Nathean [ref. 7], but the PRU's role does
not appear to have been independently tested. (The tolerance of PRU hardware to environmental
conditions has been tested by TNO [ref. 17, 18], but the PRU's read/write functionality has not been
desk-reviewed or tested.)

The DoEHLG [Ref. 1, p. 14] has stated that the number of votes read from a ballot module for each
poll is manually compared with the number printed out in the 'close polling statement'. So it can be
verified on polling day that no votes are lost in the reading process.

Conclusion on Issue 21

Comprehensiveness of Testing: The relevant IES software has been desk-reviewed by
Nathean. However, the PRU's role in the reading

procedure has not been independently tested or desk-
reviewed.

Quality of Testing: Nathean's desk-review is adequate. However, it is critical to

the election process that votes are not inadvertently
altered while being read. The system does not appear to

provide a mechanism to check this. (For example, the
voting machine might have printed a checksum for each
poll on the 'close polling statement', and this could have
been independently re-calculated by the IES and manually
checked.) Given the importance of the reading function
and the fact that its correct operation cannot be manually

verified, this may represent a gap in the independent
testing.

Issue 22:  In the case of multiple polls, is the system of transferring votes to a different count
centre reliable and secure?

Comment on Issue 22

The DoEHLG [Ref. 1, p. 14] has explained the procedure for transferring votes to a higher count
centre during a multi-poll election: data is encrypted, burned onto a CD-R, and delivered by hand
together with a paper reconciliation record.

Nathean has desk-reviewed the relevant parts of the ŒS. No independent testing appears to have
been carried out to verify that this transfer method is completely reliable.
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Conclusion on Issue 22

Comprehensiveness of Testing: Nathean   has   desk-reviewed   the   relevant   DES   software.
However, it is important to be sure that data cannot be

corrupted or lost during the transfer procedure. Other

hardware and software are involved besides the IES, e.g.

to write data to CDs. These elements have not been

independently tested, nor has the transfer procedure as a

whole.

Quality of Testing: Nathean desk-review is adequate, but the IES function for
transferring votes between count centres has not been

independently tested.

**********

Issue 23: Are votes from different ballot modules correctly aggregated?

Comment on Issue 23

Yes.     This  function has  been desk-reviewed by  Nathean  [ref.  7],  but again,  has not been

independently tested.

In its security audit, the DoEHLG [Ref. 1, p. 15] appears to state that after all votes in a particular

poll have been aggregated, the total number of votes is verified against the numbers in individual

statements. So when the count is carried out on the same PC that was used to read in votes from

individual ballot modules, the total number of aggregated votes must be equal to the combined total

from all ballot modules. When the count is carried out at a higher count centre, the total number of

aggregated votes must equal the total from all CDs. Either way, this manual procedure will verify

that no votes have been lost.

Conclusion on Issue 23

Comprehensiveness of Testing: Nathean has desk-reviewed the relevant parts of the IES.

Quality of Testing: Nathean desk-review is adequate.   However, it is important

to have confidence that no votes are changed during the

aggregation process. The system does not seem to provide

a mechanism to verify this during operation (see Issue 24

for an example of how it might have been done).

Therefore, the only way to verify that the aggregation

function operates correctly is through prior testing. No

independent testing of the aggregation function has been

performed.

4.3       Counting of votes

Issue 24: Are all votes randomly mixed prior to counting?

Comment on Issue 24

Since the electronic voting system imitates the system used for manual counting, it is necessary to

mix votes before running the count algorithm. Votes are numbered sequentially after being mixed.

If a surplus arises during the count, those votes with higher index numbers are transferred.   The
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final result could be distorted by non-random mixing if lower preferences for certain candidates
received higher index numbers - those candidates might then receive a higher proportion of
transferred votes than others.

The DoEHLG [Ref. 3, p.9] has explained that the IES "utilises a widely used computer algorithm
called the Lehmer algorithm", seeded with a value from the system clock. This algorithm will
produce a random mixing of votes. The software has been desk-reviewed by Nathean [ref. 7].

Conclusion on Issue 24

Comprehensiveness of Testing: Software   for   this   function   has   been   desk-reviewed   by

Nathean.

Quality of Testing: Desk-review is adequate. But as with Issues 22 & 23, it is

important for the election process that votes are not

altered during the mixing process. Again, there is no

evidence that the system includes a mechanism to check

this during operation. (One way to verify that aggregated

and mixed votes are the same as those read in from ballot

modules/CDs would be as follows: LCreate a copy of the file

containing the aggregated & mixed votes. ¿Scan through the

votes from each ballot module/CD. As each individual vote is

read, remove it from the file created in step 1. ¿At the end of

this procedure, verify that this file is empty.) The correctness

of the mixing process therefore relies on system testing.

However, the function has not been independently tested.

Issue 25: How reliable is the PR-STV counting software?

Comment on Issue 25

ERS [ref. 4] has tested Nedap's implementation of the Irish PR-STV counting algorithm for

general, local and by-elections. The method it used was to implement the algorithm independently,

and to compare its output with Nedap's over a range of test cases. The test report includes a full list
of all test cases that were run. It concludes, "the risk of IES vl21 producing an incorrect result

sheet in an actual election is less than 1 in 1,000 cases, but perhaps not less than 1 in 10,000 cases"
[ref. 4, p.7].

Conclusion on Issue 25

Comprehensiveness of Testing:

Quality of Testing:

ERS ran a total of 425 test cases for general, local and by-

elections, with an extra 9 for by-elections only (total: 1284
tests). These include a range of normal and unusual cases.

The number of potential test cases for the count algorithm is

extremely large. ERS concedes: "we suspect that if it were

practical to run several thousand, rather than several hundred,

test cases through IES, then we might find an error" [ref. 4,
p.7]. When The Policy Institute research team attempted
to run test cases through IES, it found that the interface to
the count algorithm was both slow and awkward.    If a
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quicker interface were available, it would be relatively

straightforward to automatically generate and execute

thousands of additional test cases. This would increase

confidence in the correctness of the count algorithm.

5        Summary of findings and points arising

5.1       Summary of findings

Table 3 summarises the findings of this report regarding the quality and comprehensiveness of
independent testing across 25 key issues in the election process (listed in Table 2). These issues
were identified on the basis that addressing them would maximise confidence in the secrecy and
accuracy of the electronic voting system.

All points arising are discussed in Section 5.2.

Table 3.     Summary of findings'

Stage Step Key

Issue

Test

Comprehensiveness

Test Quality Point

Pre-voting Storage and

transport of VMs

Adequate

Adequate

Adequate

Adequate

Election Set-up No testing possible

Adequate

Not fully covered

N/A

Desk-reviewed only

Adequate

Voting Pre-poll Adequate

Adequate

Adequate

Adequate

Adequate

Adequate

Polling 9.

10.
II.

12.
13.
14.
15.

16.

Adequate

Adequate

Adequate

Adequate

Adequate

Adequate

Clarification needed

Adequate

Adequate

Adequate

Adequate

Adequate

Adequate

Adequate

Adequate

Adequate

Close of poll 17.

18.

19.

Adequate

Not fully covered

Adequate

Adequate

Adequate

Adequate

Post-voting Reading of votes 20.
21.
22.
23.

Adequate

Not fully covered

Not fully covered

Adequate

Desk-reviewed only

Desk-reviewed only

Desk-reviewed only

Desk-reviewed only

1 The meanings of the terms 'Test Comprehensiveness' and 'Test Quality' are given in Section 1.5.
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Stage Step Key

Issue

Test

Comprehensiveness

Test Qua I it}' Point

Counting of votes 24.
25.

Adequate

Adequate

Desk-reviewed only

More testing possible

5.2       Points arising

Based on the desk research undertaken for this report on the independent testing of the ESI2/IES
electronic voting system, a number of points arise. These 11 points relate to possible gaps in the

independent testing, or areas where the level of testing might have been more thorough. The points

(and the issues to which they link) are as follows:

1. (Issue 3) The system does not seem to provide a means of checking that PRU and IES

software are authentic. This has therefore not been tested.

2. (Issue 4) The IES function for registering ballot modules prior to Election Day has not been

independently tested.

3. (Issue 5) It has not been verified that hidden information cannot be passed from the IES to

the voting machine via the ballot module.

4. (Issue 15) Is it possible that, while a vote is being written to the ballot module, a power

failure might lead to corruption of the vote memory? This point can be clarified with PTB.

5. (Issue 18) Following the backup procedure at close of poll, does the backup module contain

an exact copy of information on the primary ballot module? PTB may be able to answer

this.

6. (Issue 20) The IES function for verifying the authenticity of ballot modules before reading

in votes has not been independently tested.

7. (Issue 21 ) This function for reading votes from ballot modules has not been tested to ensure

that votes are always read accurately.

8. (Issue 22 ) The reliability of transferring votes between count centres has not been verified.

9. (Issue 23) The IES function for aggregating votes from multiple CDs/ballot modules has

not been independently tested.

10. (Issue 24) Mixing of votes prior to counting has not been independently tested.

11. (Issue 25) Additional testing of the PR-STV count algorithm would increase confidence in

its correctness.

6        Comment on findings

This report has assessed the comprehensiveness and quality of independent (i.e. non-manufacturer)
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testing for a range of issues that arise in the electronic voting process. In order to comment on the
overall comprehensiveness and quality of testing, it will help to focus on the core of the process as
shown in Figure 2 below.

Fig 2. Electronic Voting - Tracking a Single Vote

Testing adequate Testing not complete

Ml
Vote displayed    Vote in Vote stored in

on voter panel     VM memory   ballot module

Voting Machine

4.

D
Votes from    Aggregated      Mixed votes    Election
1 ballot votes from        MoK count   resu„
module several ballot

modules

PRU and IES

This figure tracks a single vote through the system from the time it is entered by the voter until the

election result has been calculated. It highlights the central issues in the electronic voting process:

1. Does the voter's panel correctly display the voter's preferences?

2. Are the voter's preferences as displayed on the voter's panel accurately reflected in the

voting machine's memory?

3. When the voter presses the 'Cast Vote' button, are votes accurately and reliably written to

the ballot module?

4. Are votes accurately read from a ballot module into the IES?

5. Are votes correctly aggregated at the count centre?

6. Are votes correctly and randomly mixed prior to counting?

7. Are votes accurately counted in accordance with PR-STV?

Figure 2 also shows that the independent testing is broadly adequate for the first three of these

issues (involving the voting machine), but that there are some gaps in the independent testing for

the remaining four (involving the PRU and IES).

When combined with the detailed findings outlined in Section 5, Figure 2 leads to the following

conclusions regarding the overall quality and comprehensiveness of the independent testing:

1.   The voting machine has been comprehensively tested to a high standard, in particular by

PTB and TNO.
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2. The PRU has been neither independently tested nor desk-reviewed.

3. The IES count software has been tested to an adequate standard by ERS. Additional testing
would increase confidence in the accuracy of the software.

4. The remainder of the IES has been desk-reviewed by Nathean, but has not been
independently tested. Desk-reviews are generally not an adequate alternative to testing for a
large piece of software such as the IES, and additional testing is therefore desirable.

5. No independent end-to-end testing has been carried out on the system. Such testing would

confirm that the different parts of the system work together correctly.

Appendix A - Referenced Documents

No.

1

Company Title Date

DoEHLG Security and Audit Features of the Election

Management System

Jan 2004

Response by successful tenderer to Questions in

RFT section 4 appendix F

Electronic Voting and Counting System

Information Paper

Jan 2004

ERS Software Validation Report 15-12-2003

KEMA Certificate No. 2028725.01 issued to NEDAP 20-06-2003

Nathean Architectural Assessment and Code Review of

IES for use at June 2004 Elections

23-12-2003

Code Review of IES Build Olli 23-12-2003
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11-04-2003

Policy

Institute TCD

Proposed Research by the Policy Institute,

Trinity College Dublin, for Commission on

Electronic Voting

11-03-2004
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No.    Company

15

Title

Test Report: Voting Machine Type ESI 2

(Standards IEC 60839-1-2, etc)

Date

30-06-2003

16 Test Report: Voting Machine Type ESI 2

(Standards IEC 60839-1-3)
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17 Test Report: Voting Machine Model PRU
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IX Test Report: Voting Machine Model PRU
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19      Zerflow

20

Electronic Voting Security Assessment

Review

27-03-2002

04-07-2003
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Executive Summary

This report presents the findings of a desk-review performed by The Policy Institute (TCD) on
behalf of the Commission on Electronic Voting. The desk-review was requested on 21 April 2004,
i.e. after the Institute's final research report had been submitted to the Commission, and therefore
does not constitute part of the main body of research carried out by the Institute at the request of the
Commission.

Documents from three organisations were reviewed. They include reports from Nathean on its
desk-review of IES vl32, and from ERS on its testing of the count algorithm for IES vl24-vl29.
The broad conclusion from both organisations is that the quality of the IES continues to improve as
issues are raised and resolved.

The detailed findings of each report, as they relate to the elections in June 2004, are described in
Table 1.

Table 1. Summary of desk-review findings

Nathean Technologies

Three reports outlining the

results of Nathean's desk-

review of IES vl32, carried

out in April 2004.

Findings:

Nathean did not uncover any new issues in its review of IES

vl32. Progress has been made on resolving 17 previous issues

relating to 'best practice' in the design of the IES; 12 of these

have now been addressed to Nathean's satisfaction, two have

been partially addressed, and three have been closed until after

the elections in June 2004.

Comment:

The five issues not fully addressed to Nathean's satisfaction are

issues of style rather than functionality, and are unlikely to affect

the operation of the IES in the elections.

Electoral Reform Services

Limited (ERS)

One report outlining the

results of testing on the count

algorithm in IES vl24-vl29,
carried out in March 2004.

Findings:

In its testing of the count algorithm, ERS added thousands of

new and altered test cases. These uncovered a number of minor

faults in the count software. Following a number of new

releases from the developer, all test cases passed successfully

against IES vl29.

Comment:

One problem found by ERS has persisted, and has occurred

again in testing by The Policy Institute on IES vl31. This is a

'rounding error' that can cause surplus remainder votes to be

transferred to the wrong candidate. Several attempts to fix the

problem have already been made, some of which introduced new

faults into the software. This highlights the desirability of full

testing on the final version of the IES approved for use in the

June 2004 elections.
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PMI Software

Six reports from 2001

describing the results of an

early review of the IES.

Findings:

• The suitability of MS Access 97 as the back-end database for
the IES was confirmed. Access 97 databases were also
found to have sufficient capacity to handle the volume of

data required by the IES.

• It was confirmed that before votes are counted, they are

mixed by the IES in a statistically random manner.

Comment:

The structure of IES databases may have changed since 2001.

Confirmation that no capacity problems can occur with the

databases used in v 132 might help increase confidence in the

system.

1        Introduction

1.1 Objective of report

Over the period of March/April 2004, The Policy Institute, TCD carried out a body of research on

behalf of the Commission on Electronic Voting. Following submission of the Institute's final

report, the Commission requested that it undertake additional work, namely, a desk-review of a

number of documents relating to electronic voting that were received by the Commission in early

April.

This review would:

• Summarise the purpose and scope of each of the 10 documents supplied;

• Summarise the findings of each report; and

• Comment on the relevance of these findings for the elections in June 2004.

This report describes the outcome of this desk-review. It is based on desk research and was

prepared over the period 21-27 April 2004.

1.2 Documents desk-reviewed

The following documents were reviewed for this report:

Table 2. Summary of documents desk-reviewed for this report

Company Report(s) reviewed Report Date

Nathean 1. Code Review of IES Build 0132 - Irish Election Processing

2. Code Review of IES Build 0132 - Election Setup &
Maintenance.

3. Code Review of IES Build 0132 - Vote Reader.
These three reports describe the results of Nathean 's desk-

review of IES vl32.

20-04-2004
20-04-2004

20-04-2004
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Company Report(s) reviewed Report Date

ERS Report on Irish STV Software Testing.
Describes the results of testing carried out on the count

software for IES versions v!24-vI29.

March 2004

PMI 1. Code Review of the Powervote Electronic Voting System.
2. Evaluation of Integrated Election Software Database.

3. Evaluation of Integrated Election Software Development
Environment.

4. Code Review Guidelines for Powervote Electronic Voting

System.

5. PMI Software's Pseudo-code for Code Reviewing.

6. Evaluation of Random Number Generation in the Powervote

Electronic Voting System.

These describe the results of an early review of the IES. Some

findings of the review are now out-of-date, while others remain

valid.

14-12-2001
14-12-2001
14-12-2001

14-12-2001

14-12-2001

14-12-2001

1.3 Approach and method

The reports from each organisation are reviewed in turn.  The structure of the reviews for Nathean,

ERS and PMI is as follows:

1. Description of report. The purpose and content of each report is described.

2. Findings of report. Each report's findings and conclusions are summarised.

3. Comment on findings. The findings of each report are evaluated with respect to their

relevance for the Nedap/Powervote electronic voting system proposed for use in Ireland's

elections in June 2004.

1.4 Structure of report

There are three further sections in this report:

• Section 2 examines Nathean's three desk-review reports.

• Section 3 examines the ERS testing report.

• Section 4 examines PMI's six reports from 2001.

Each section draws its own conclusions, and a summary of the main issues is contained in the

Executive Summary.

2        Review of reports from Nathean Technologies

2.1       Description of reports

Nathean Technologies had previously carried out a number of desk-reviews of the IES software.

The reports reviewed here (dating from April 2004) set out the results of its desk-review of the
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latest release of the IES (vl32). The results are presented in three reports, each dealing with one
aspect of the IES:

1. Code Review of IES Build 0132 - Irish Election Processing [réf. 41].
2. Code Review of IES Build 0132 - Election Setup & Maintenance [ref. 5].
3. Code Review of IES Build 0132 - Vote Reader [ref. 6].

2.2 Findings of reports

1. Code Review of IES Build 0132 - Irish Election Processing.

No new issues were found during this review.   Four issues relating to 'best practice' were
outstanding from previous reviews, but all have now been addressed to Nathean's satisfaction.

2. Code Review of IES Build 0132 - Election Setup & Maintenance.

No new issues were found during this review.   A number of issues were outstanding from
previous reviews and fall into two categories:

• Issues relating to best practice. Some 17 issues were raised in previous reviews, of which

12 have now been addressed to Nathean's satisfaction. Another two (relating to exception
handling) have been addressed by the developer, but not entirely to Nathean's satisfaction.
The remaining three (relating to stylistic issues in the IES design) have not yet been
addressed, and have been closed until after the June 2004 elections.

• Issues relating to functionality. Eight issues were raised in previous reviews; all have now
been addressed to Nathean's satisfaction.

3. Code Review of IES Build 0132 - Vote Reader

No new issues arose during this review, and issues raised during previous reviews have been
addressed to Nathean's satisfaction.

2.3 Comment on findings

In its review of the 'Election Setup and Maintenance' parts of the IES, Nathean highlighted five
issues that have not been fully resolved to its satisfaction. As described above, these relate to 'best
practice' in software design.

The concept of 'best practice' is not precisely defined, and diverse views on the appropriateness or

otherwise of particular code structures can be held by different software practitioners. Regardless

of the detailed arguments in this case, it does not appear that the issues raised by Nathean would

impact on the normal operation of the IES during the June 2004 elections. This is because they
relate to the style of the software rather than its functionality.

3        Review of report from Electoral Reform Services Limited (ERS)

3.1       Description of report

The report describes the testing performed by ERS on the election count software in the IES

1 Referenced documents are listed in Appendix A in alphabetical order.
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(versions vl24-vl29). The approach taken by ERS is to perform 'comparison testing': several

thousand test cases (sample elections) are counted by the IES and by ERS's own implementation of

the Irish PR-STV algorithm. The results are compared, and any discrepancies noted. If a
discrepancy cannot be accounted for by ERS, this indicates the presence of a fault in the IES.

3.2 Findings of report

In its previous test report [ref. 3, p.7], ERS stated: "We suspect that if it were practical to run
several thousand, rather than several hundred, test cases through IES, then we might find an error".
ERS has added several thousand new or altered test cases in its latest testing, and several new faults

were found.

Errors found during testing are divided into four categories:

1. Presentational errors: These are errors in the intermediate screens that display the detailed
progress of a count, and do not affect the result. ERS did not specifically search for
presentational errors, but reported them to the developer when they were noticed. All

reported presentational errors were fixed in IES vl29.

2. Operational errors: These errors "hinder the operation of the software rather than cause

errors in the result sheet" [ref. 2, p.5]. Several such errors were encountered during testing,

and one remains in the software: the Microsoft Access 97 database used to store voters'
preferences during a count has a maximum size of 1GB. This could be exceeded if an

election with several hundred thousand votes underwent repeated re-counts. This problem
"should not occur in a real election since the election would be counted only once. If it did

occur then the solution would be to use the Microsoft Access "compact and repair" function
to reduce the database back to the size it was when the votes were first imported" [ref. 2,

p.5].

3. Rounding errors: These errors "caused the count software to make the wrong choice when

allocating surplus remainder votes" [ref. 2, p.5], and might have influenced the outcome of
an election count. They occurred because "some arithmetic functions had been poorly

implemented in earlier versions" of the IES. Rounding errors occurred in testing of v 124,

vl25, vl26 and vl28. The original fault was identified in vl24; subsequent errors were due

to faulty attempts to fix the problem.
4. Count logic errors: These are logical errors that occur when the IES fails to properly

follow the Irish PR-STV rules. One such error occurred in testing of vl25. It could not

have affected the result of an election, however, since it "concerned the distribution of

surpluses after all candidates are deemed elected" [ref. 2, p.5].

The developer addressed all faults identified by ERS, and all test cases passed successfully using
IES vl29. ERS concluded that there are now "exceptionally strong grounds for believing that IES
v 129 is a sound implementation of Irish STY count rules", and that "the risk of IES vl29 producing
an incorrect result sheet in an actual Irish election is now probably less than 1 in 10,000 cases" [ref.

2. p.5].

3.3 Comment on findings

•    Operational error caused by limitation in MS Access 97 database size.
In 2001, PMI Software looked at the question of whether an MS Access 97 database might

exceed its maximum size during operation.   Its conclusion was that Access would handle the
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volume of data "required by the IES application in a stable manner without exceeding any of its

size constraints" [ref. 9, p.9]. This issue is discussed further in Sections 4.2 and 4.3, Point 2.

Rounding fault in calculation of transfer factors during a count.

This fault can cause surplus remainder votes to be transferred to the wrong candidate, and could

therefore be more serious. It arose originally in a very small number of cases - 2 out of 5,274

tests run on IES v 124. Faults of this nature are commonly found during testing. After the fault
was raised in vl24, however, the fix inserted by the developer for vl25 actually introduced a
new fault. The fix inserted for v 126 also introduced new faults, and caused several test cases to

fail that had previously passed. The fix inserted for vl28 was also not correct. Only with vl29
did ERS believe the problem had been resolved. Best practice in the software industry suggests

that great care should be taken to verify that fixes are complete and correct before they are
released. Even after vl29, however, the rounding problem seems to have persisted and has

arisen again in testing by the Policy Institute on IES vl31 [ref. 14].

New versions of the IES continue to be released, with each new version containing fixes for

problems found in the previous one. Each fix can also introduce new faults, and the evidence

suggests that this has, in fact, been occurring. When final testing has been completed for the
version of the IES approved for the elections in June 2004, any new fixes (releases) should
trigger complete re-testing of the IES.

4        Review of reports from PMI Software

4.1        Description of reports

PMI Software performed a series of desk-reviews on the IES in 2001. It also evaluated the database
solution employed, and looked at the software development environment used by the developer to
design the IES.

A total of six reports were presented:

1. Code Review of the Powervote Electronic Voting System [ref. 8].
Three areas of the source code were inspected:

- Business logic of the count process;

- Data module of the count process; and

- Business logic for data transfer between ballot modules and the IES database.

The IES has undergone substantial change since 2001, and so many of the issues raised by
this report are no longer relevant.

2. Evaluation of Integrated Election Software Database [ref. 9].

The appropriateness of MS Access 97 as the back-end database for the IES is evaluated.
This report remains valid today.

3. Evaluation of Integrated Election Software Development Environment [ref. 10].

The design environment used by the developer to produce the IES is evaluated. This report
remains valid today.

4. Code Review Guidelines for Powervote Electronic Voting System [ref. 11].
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This report outlines the process followed by PMI during the code review. It is no longer
relevant.

5. PMI Software's Pseudo-code for Code Reviewing [ref. 12].

As part of its review of the IES, PMI produced a pseudocode version of the PR-STV
algorithm. This report simply presents a copy of the pseudocode as a reference for future
reviewers. It does not make any findings.

6. Evaluation of Random Number Generation in the Powervote Electronic Voting System [ref.
13].

This report evaluates the 'mixing and numbering' function in the IES that randomises votes
prior to the election count. Its findings remain valid today.

4.2       Findings of reports

Only those findings that remain relevant today are presented here.

1. Code Review of the Powervote Electronic Voting System.

• The report raises the absence of consistent exception handling (i.e. error handling) in the
code as an important issue.

• The source code responsible for transferring data between the ballot module and the IES

database is reported to be written in Dutch. This "obviously makes it very difficult to

work out all the functionality contained in the unit" [ref. 8, p.85].

2. Evaluation of Integrated Election Software Database.

• Overall, the report finds that MS Access 97 is suitable for use with the IES. As

mentioned in Section 3.3 above, it also concludes, "Access will handle the volume of

data that will be required by the IES application in a stable manner without exceeding

any of its size constraints" [ref. 9, p.9]. The capacity of the IES database is reported as

being sufficient to hold the preferences for TA million voters [ref. 9, p.5].

• Doubts are raised about the security of MS Access 97. Databases are password

protected but are not encrypted. Passwords can be easily identified using free software

from the Internet - this finding was also verified by internal research carried out by The

Policy Institute during March/April 2004 at the request of the Commission on Electronic

Voting.

• Doubts are raised about two aspects of the IES database structure: lack of primary keys

in IES tables, and lack of referential integrity to enforce consistency between tables.

These relate to 'best practice', and are highlighted as "possible design flaws" [ref. 9,

p.9].

3. Evaluation of Integrated Election Software Development Environment.

• Borland Delphi 5, Opus DirectAccess, and TurboPower's Async Professional are the

development tools used to produce the IES. PMI concludes that all three are excellent.

4. Code Review Guidelines for Powervote Electronic Voting System.

No longer relevant.

5. PMI Software's Pseudo-code for Code Reviewing.

No findings in this report.
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6. Evaluation of Random Number Generation in the Powervote Electronic Voting System.

• Delphi's random number generator is seeded with the value of the system clock, and

produces pseudo-random numbers using the Lehmer algorithm. The sequence of

numbers generated is statistically random as required by the mixing function. This is

important because non-random mixing of votes prior to counting could affect the

outcome of an election.

• After all votes have been mixed, there is no way to work backwards from the database to

recover the original order of the votes.

4.3       Comment on findings

1. Code Review of the Powervote Electronic Voting System.

• The absence of consistent exception handling in the IES has remained an issue with

reviewers up until today; it was raised most recently by Nathean in its code review of
vl32 (see Section 2.2, Point 2).

• PMI reports that its desk-review of the IES function responsible for reading votes from
ballot modules was hampered by the fact that it is written in Dutch. Nathean has carried
out more recent code reviews of the IES, and has stated in private correspondence that it
procured the services of a Dutch-speaking code reviewer to address the problem.

2. Evaluation of Integrated Election Software Database.

• The report states that the IES database (Results_Ballots) has sufficient capacity to store
votes for up to llA million voters. If the database structure has changed since 2001,
however, its capacity may also have changed. Nathean has not highlighted any potential
problem in this area in its architectural assessment of the IES [ref. 7]. Nevertheless, it

might help to increase confidence in the system if it were confirmed that the current

database structure would not give rise to capacity problems, even in elections involving
hundreds of thousands of voters.

• The potential security vulnerabilities of MS Access 97 have been addressed by the
DoEHLG through tight physical security: "PCs used for the election set-up and vote
counting are stand-alone machines complete with anti-virus software and each one will

be "security hardened" for the election. This means that all unnecessary services and

programs on the PC will be disabled or reconfigured to prevent any access to the PC. A

two factor security procedure will be required to login to the PCs" [ref. 1, p.7]. The

security of the databases (and all IES software) is therefore to be assured by the fact that
they will be inaccessible to unauthorised personnel.

Nathean has also raised the issue of database security [ref. 7, p.l 1]. A response from the

developer has been deferred until after the election in June 2004 [ref. 5, p.8; ref. 7, p.4].

Nathean accepts that database security is "adequate in its current form (assuming strong
physical and networking security measures are in place)" [ref. 7, p.3].

• The fact that the IES does not use primary keys or referential integrity in its databases

has also been raised by Nathean [ref. 7, p.l 1]. This is a question of 'best practice', and

is therefore open to some dispute. PMI admits as much, stating that "the presence of

Primary Keys is not required", and "it is not necessarily wrong to have no referential

integrity" [ref. 9, p.8]. A response by the developer to this issue has also been deferred
until after the election in June 2004 [ref. 7, p.l 1]. The issue should not have any bearing
on the operation of the IES.
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3. Evaluation of Integrated Election Software Development Environment.

4. Code Review Guidelines for Powervote Electronic Voting System.

5. PMI Software's Pseudo-code for Code Reviewing.

Evaluation of Random Number Generation in the Powervote Electronic Voting System.

• The fact that the original order of votes cannot be recovered from the preferences

database after it has been mixed means that the database can be published without it
being possible to re-sort votes into the order in which they were read from ballot
modules. Since the order of votes on ballot modules is also random [ref. 15, p.40], voter
anonymity is therefore protected by two separate randomisation steps.
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Voting System
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1        Introduction

In undertaking to examine the electronic voting system we decided to approach it from a number of
different fronts. Each of these is presented in their own sections below.

• Security Policies & Software Assurance

• Software Testing

• Hardware/Software Interface

• Analysis of the hardened PC

We feel that such a method provides a broader and more thorough understanding of the system than
any singular method would provide.

Each section is complete with its own references and self-contained in terms of its description.

1.1       Executive Summary of Findings

Security Policies & Software Assurance

1. There is no well-defined, comprehensive security policy covering the development,

deployment or use of the chosen system in Ireland.

2. A number of important security goals have been specified and a significant amount of effort

has been expended to ensure that these goals have been or will be met. However, the equally

important goals of voter trust in the system and prevention/detection of insider attacks have

not been fully addressed.

3. The system should be assured to a recognised international security standard such as ITSEC

or the Common Criteria.

Software Testing

1. Critical errors should not be found in software 3 months before live rollout of the full

system. This causes new versions of software to be written and released too close to full use.

2. Errors that have been found in the IES software do not inspire confidence in the software

development approach taken.

3. A review of the software contains a typographical error.

Hardware/Sofnvare Interface

1. The voting system is 1980's technology. In the 1980's the threats to this kind of technology

were not as well understood as they are today; furthermore many effective defensive

counter-measures have been perfected in the meantime (such as the use of cryptography)

which are not deployed here.

2. Security is inadequate. A determined individual insider with short-term access to a voting

machine, ballot modules or the count-centre computer could significantly affect the recorded

votes. With the possible exception of the voting machine such tampering could be done in

an undetectable fashion.

3. Security, such as it is, relies largely on the long discredited concept of "Security Through
Obscurity". It is a well-established principle in the world of electronic and computer
security, that this is inadequate.

Analysis of the hardened PC

Í. The 'hardened' PC is not secure. An attacker with physical access to the computer can gain
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complete access to the machine and modify it in any desired way. The attacker could then
change the election software or databases to modify the result of the election.

Conclusions

As a result of our study, carried out over a short period of time, we have discovered significant
shortcomings in the electronic voting system and there are likely to be more problems as yet
undiscovered. These problems will require a significant investment of time and effort to fix. We
would have serious concerns about the integrity of any election carried out using the current
system.

2        Security Policies & Software Assurance

Dr. David Gray

Senior Lecturer

School of Computing

DCU

2.1       Security Policies

Given the nature of the Irish electronic voting system and its importance to Irish democracy, there

should be a well-defined security policy and the system should be assured to a recognised security

standard such as ITSEC [1] or the Common Criteria [2]. From the documentation made available, it

would appear that no such policy has been developed and consequently, no security assurance

exercises have or can be undertaken.

Two documents (Request for Tender [3] and Security and Audit Features of the Election

Management System [4]) relating to security requirements have been studied. Document [3] has a

very short statement about the security requirements of the system to be procured:

"4.5 Security - the system will offer full application security, details of which must be

supplied. "

These requirements are surprisingly brief and appear to have left the extremely important

requirements for security in the hands of the vendor. In addition, it is not clear how responses to the

Request for Tender were properly assessed given that there were no detailed security requirements

against which to judge the security of proposed systems.

Document [4] appears to be a post-procurement attempt to define the security of the chosen system.

While this document could form the basis of a security policy, in its present form it has a number of

serious shortcomings.

1. The document establishes five security objectives; namely integrity, confidentiality,

enfranchisement, availability and verifiability. While these objectives are extremely

important, it is not clear why other objectives were not included.

In particular, it is not clear why voters ' trust in the system was not included as a security

objective. In many respects, the existing security requirements are too focused on secrecy

130



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System Appendix 2B

issues and have ignored the equally important requirements for transparency so that voters

can develop trust in electronic voting and the chosen system.

2. A security policy needs a suitable security model defining the components of the system,

user roles, threats etc. It appears that no such model has been developed. Again, without

such a model it is not clear how the security of the system can be assessed.

In addition, in many cases it is not clear what threats particular security mechanisms are

intended to counter and it is also not clear that the possibilities of insider attacks have been

properly addressed.

3. Most secure systems have audit trails and there is typically a separation of duties between

personnel operating the system and personnel responsibility for ensuring the security of the

system. In many cases, the different roles are fulfilled by personnel from different

organisations or at least, different departments/sections within the organisation

owning/operating the system. Typically, security personnel are given read-only access to

audit information and normal users (via the software they use) are given append-only access,

and audit trails can then be used to monitor the use of the system and detect security

breaches.

Document [4] discusses auditing for the chosen system in terms of the features available
rather than requirements that the system should exhibit. As described in document [4], these

features are far from adequate.

a. In general, only the external operation of the system appears to be audited. For

example, users are required to complete paper documents and attach printouts from

the voting machine and IES Software. There does not appear to be any audit

information generated and stored automatically as the system is being used.

b. The information that is audited appears to be rather limited. In particular, the actual

voting data is not audited and the integrity of the votes cast and the correctness of the

count depends entirely on the correct operation of the software. This approach makes
it impossible to monitor the behaviour of the software for both correctness and

possible attacks.

Note that there is a distinction between the use of "internal audit trails" to allow

electoral staff to check the correct functioning of the system and to detect breaches

of security, and "Voter-Verified Audit Trails"; see below.

c. The auditing features identified in document [4] appear to offer only weak security.
For example, during polling, the voting machine prints a number of documents that
are used to audit the voting process. While these documents are useful for checking

for hardware, software and human errors, they could not resist a knowledgeable

insider attack.

d. Document [4] gives no details on the separation of duties of the different staff

configuring, programming and operating the system. Some information is available

in other documents; but this information is not related back to security requirements
and the mechanisms used to prevent attacks. As a result, it is extremely difficult to

determine what trust needs to be placed in the personnel operating the system.
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In addition, there appears to be no well-defined role equivalent to a security officer.

e. As indicated above, the main focus of security in document [4] is on secrecy and

integrity aspects of the chosen system. Hence, much of the design and testing of the

system is directed towards secrecy and it would appear that voter trust in the system

has not been considered important. So while it may be possible to arrive at a system

that is secure relative to these secrecy and integrity requirements, it is very unlikely

that this will lead to voters trusting the system. In particular, there remains the

possibility of a coordinated insider attack that could not be detected.

Voter trust could be established by the participation of a Trusted Third Party (TTP)
in the operation of the system or better still, the use of a Voter-Verified Audit Trail

(WAT).

4. Document [4] does not draw a distinction between the security requirements and the security

features of the chosen system. As a result, limitations of the system are not being explored

and improvements to address security weaknesses are limited and rather ad hoc.

It is clear that considerable effort has been expended on trying to establish the security of the

chosen system. This has included work by a number of independent test centres and the results
appear to be encouraging. However, without a well-defined security policy, at best, these efforts can
only be ad hoc. In particular, it would appear that the security objectives [4] have been developed in

relation to the procured system and not independently. As a result, other objectives (most notably

trust and the prevention/detection of insider attacks) have not been thoroughly addressed.

2.2       Software Assurance

Assurance is the process of establishing that a system can be trusted. This entails establishing that
the system satisfies its functional specification and does not have any undesirable behaviour. In

particular, that it does not have any undesirable security weaknesses. Assurance is not solely a

technical issue as its goal is to give humans sufficient confidence to trust a system.

For software, high levels of assurance can only be achieved by a combination of testing and source

code inspection/analysis. As is well known, black box testing can be used to detect bugs and raise

one's level of trust, but only by inspecting/analysing source code is it possible to determine the total

behaviour of a software component, and possibly prove the absence of bugs. In addition, software
assurance normally requires a secure development methodology using trusted personnel.

A number of documents [5..11] relating specifically to the software components of the chosen

system have been studied. However, no access was granted to the source code for any of the

software components.

There is no documentation to indicate that there has been any attempt to assure the system using a

recognised international standard. However, it would appear that an ad hoc effort is being made to

establish the functional correctness of the software components of the system and that the security

objectives have been met. However, there are a number of serious shortcomings with the current

approach.

1.   There is no sufficiently detailed security policy against which the software can be assured.
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2. The system testing currently being undertaken is not intended to achieve ITSEC or Common
Criteria assurance.

3. It is generally accepted that obtaining assurance after software has been developed is
problematic and the recommended approach is to use an assured development methodology
throughout the lifecycle of a software product. There is no indication that such a
methodology has been used during the development of the chosen system.

4. The testing related documents [7.. 11 ] describe the use of a mixture of black box testing and
code inspection/analysis. There is also evidence that tests are related back to specific
requirements given in [5].

However, there is insufficient detail about how many of these tests were conducted and to
ascertain what assurance level could be conferred on the system as a result of these tests.

For example, § 6.2-12 of [8] claims that the requirement 6.2-12 of [6] "The vote shall be
recorded only once" is fulfilled since "The variable is copied once only, and the storage
function is called only once". It is not clear how the tester arrived at this conclusion.

a. Was it by manual inspection of the code?

b. Was it via some rigorous/formal analysis of the code?

c. Was it achieved by using an analysis tool?
d. Would this conclusion stand up to peer-review?

In addition, this requirement is not limited to the voting machine; the entire system must
satisfy this requirement. There is no evidence that other components were tested to ensure

that they also satisfied this requirement.

5. Assurance cannot be achieved via the ad hoc commissioning of testing exercises. In addition

to requiring an assured development methodology, it must be possible to repeat such testing

in a controlled and transparent manner as the system is updated. It is not clear that the

testing reported in [7.. 11] could be easily repeated.

2.3      Transparency & Trust

The current approach to assuring that the security objectives are met is to demonstrate that the

chosen system is 100% correct and can be operated without the use of comprehensive audit trails

and/or the involvement of trusted third parties in the operation of the system. In addition, there

seems to be a belief that restricting access to information about and generated by the system will

improve security.

Using this kind of approach it is extremely difficult to build a secure system that can command high

levels of trust. However, if sufficient effort is expended and a proper approach to assurance is

adopted, it might be possible to assure the system to an acceptable level. Given the current security

objectives, such an approach would give election officials a system that they could trust to hold fair

elections.

From reading the various documents and operating the system, it is obvious that there are a number

of outstanding bugs and security weaknesses. Therefore, it is very unlikely that an acceptable level

of assurance could be achieved by June 2004.
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However, given the current security objectives, it is very unlikely that an assured system would lead

to voter acceptance and trust in the system. In particular, the operation of the system is not

transparent and the electorate would have absolutely no way of determining if the election process

had been subject to an insider attack. Page 12 of document [4] states:

"The voter can have confidence that the software properly records his/her vote as it has been

tested and certified by an independent international institute."

Given the current system and security objectives, this is an unrealistic expectation.
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3        Software Testing

Renaat Verbruggen

Lecturer

School of Computing

DCU

3.1       Introduction

The aim of this section was to analyse the software testing that has been achieved on the voting

software. In the absence of any source code no extra reviews could be completed and all tests were

done in a "black-box" fashion based on the existing code supplied with no internal access. Because

of the limitations of this approach and the extremely short time-scale involved it was not felt

w orthwhile to try to run a battery of new tests against the system. Instead a comprehensive review

was carried out of the test reports that already exist. This meant reading the reports evaluating the
approaches and searching for potential flaws discovered.

Results from this approach are described below.
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3.2       Examination   of:   Nathean  Technologies  Code  Review  of IES  Build  Olli,  Date:

December 2003

This document [1] relates to reviews of modifications carried out to the source code. The document

is constrained in its introduction with the following condition:

"By agreement, Powervote did not supply any units which were not modified or specifically written

for the Irish edition of IES"

This is an obvious limitation as errors can still arise in so-called "old" software simply because the

new software calls it in unexpected or incorrect ways.

In any case the document then reviews each of the software units giving short summaries of their

contents and no problems are indicated with any modules.

However when the reviews were examined the following issue was found:

Page 12 gives a review of the unit Calc_Count_Section.pas.   The unit contains code used to

determine which surplus to distribute and Pseudo-code is given.

If ¡NumSurpluses = 1 then

DistributeSurpluses

Else ¡NumSui pluses = 1 then

Begin

If LargestSurplus

PseudoCode continues

As it is written the PseudoCode does not make any sense as the condition on both the if and the else
is the same (¡NumSurpluses = 1). If this was implemented the code would never distribute a
surplus if there was more than one surplus to distribute. We cannot see the source code that this

review reflects however the possibilities are:

• The PseudoCode is a correct reflection - therefore both code and PseudoCode are wrong.

• The PseudoCode is wrong but the code is correct.

The main point is that getting PseudoCode wrong in reviews reduces confidence in the other results

of the report and the indication that no new significant issues were raised during this examination.

3J       Errors existing in code in February 2004 Email correspondence. [2]

From a review of testing at ERS in February 2004 it appears that a number of errors still existed in

the source code of version 124 of IES.

• These included error messages appearing on screens during elections requiring drawing lots.

• Errors in arithmetic in calculating surplus remainders for distribution

• Database size becoming extremely large.

Each of these errors was tackled and some solutions have been put forward in the documentation.
However, two important matters arise. The first is that new versions of the IES software are still
being worked on (March-April 2004) and critical errors (i.e. errors that could cause a change in an
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election results) are still being fixed in February and March. In fact we were sent a new version of

the software in late March and there was no indication that this would be the last. For a system due

for a May rollout this is a worrying trend and does not inspire confidence.

Secondly the treatment of one of the errors requires further study.

This was a rounding error that existed in version V124, V125, V126 and to a lesser extent in version

V128.

The cause of the rounding error was the use of inappropriate types for storing values used in

calculating surplus transfers. Appendix B of the ERS report [3] outlining this error history is the

main reference. We would commend ERS and their approach in testing for this error. However we

also read the responses [2] from the developers about this error when it manifested itself in Version

124. The developers appeared to belittle the importance of the error and having chosen an incorrect

type Real, proceeded to choose an extended type that still did not remove the problem.

Quote from one email: Comments 113 EM - Developers' response (verbatim): [4]

"....these problems where caused by me using a variable type 'Real' for handling the calculated

average for each candidate in the surplus distribution. This is the 'old' floating point type use in

delphi. The later versions of Delphi offer also a floating point type 'Extended' which offers greater

precision in computer arithmatic (no rounding problems)"

The email continues to explain they had found no errors themselves. The problem is that they do not

realise how inappropriate it is to make simple equality comparisons of real numbers. Real numbers

inherently can contain rounding errors.

Again due to good testing procedures at ERS the error no longer manifests itself in version VI29.

The developers' attitude is naive for a software development company developing such a critical

application and the process of fixing errors has required 5 new versions before the problem was

eliminated. This leads us to believe that the problem, deemed trivial, was in fact not properly

understood.

3.4 Maintenance Measures for IES software

The ability to use a maintenance mode with a single password to gain access to the IES system is

another big weakness of the delivered system. Although we were in special circumstances, the

password was sent in plain e-mail to a number of separate recipients and there is no indication that
this maintenance mode will be disabled for the election process itself.

3.5 Randomness

We studied the reports and data associated with testing of the IES - File numbers F429 1 through

12 [5]. The approach of ERS to testing the IES software is exemplary and does give confidence in
their results. They do however add an important constraint.

Due to the randomisation process associated with mixing votes for distributing surpluses it is

impossible to recreate test circumstances from scratch. This is a weakness that has been deliberately

added to the system to mimic the randomness of the current counting approach. However simple

procedures associated with setting the random number could be used to allow exact results to be
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recreated and tests to be re-run. This should make it a lot easier to ensure that faults found have

been properly eliminated.

3.6      Ability to produce printed Ballot papers

From studying the IES software it is clear that "paper ballots" that is paper copies reflecting actual

votes cast in the election can be created post-hoc after the count is completed. While not an audit

trail by any means this facility could have been used to engender trust in the system by creating a

parallel votes scenario as a public awareness event. Each voter could create a hand-written ballot,

and then use the electronic vote system. At the end all votes could be matched up to show that the

votes were correctly captured. Unfortunately the randomisation feature as outlined above would

prevent an exact creation of the same poll result. However with some thought this feature could also

be set for demonstration purposes.

[ 1 ]    Code Review of IES Build Olli, Nathean, December 2003.
[2]    Email correspondence copied at Department of Environment from File 429 - 12, ERS -

testing of IES 2004.
[3]    Report on Irish STV Software Testing, Joe Wadsworth & Brian Wichmann, March 2004.
[4]    Comments 113 EM ERS related surplus distributions.
[5]     Files F429-1 through F429-12 Documentation, Correspondence and Data used for the testing

of IES by ERS.

4        Hardware/Software Interface

Dr. Mike Scott
Senior Lecturer

School of Computing

DCU

4.0       Introduction

Any voting system must meet the following critical requirements

a   It must be accurate.

a   It must be safe from interference by any third party.
o   It must be secret. In other words no third party should be able to determine how an individual

cast their vote,
a   It must not be possible for a voter to prove to any third party how they voted.

It would also be nice if

a   The process were fast

a   The cost of running an election could be reduced

a   A voter could be sure that their vote had been counted

Voting systems are vulnerable to abuses, such as

a    Impersonation "vote early - vote often". This is an example of identity-theft.
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□   "Voting the register" - that is after the poll is closed someone votes on behalf of those that have

not actually turned up to vote. This is an "insider" attack on the system.

The comparison here is between a manual system and the chosen electronic system. An abuse
which applies equally to both systems will not be considered further. This applies for example to
"Impersonation" and "Voting the register".

The electronic system is clearly faster and potentially a lot cheaper in terms of the cost of running
an election.

We would make the following general comment about the chosen voting machine - it is very old-

fashioned technology. Many advances in technology and security in the past 20 years have not been

included in its design.

However, here we concentrate first on the four critical requirements.

4.1 Accuracy

An electronic system certainly has the potential to be more accurate than a manual system. Indeed it

can be more accurate. The manual system distributes surpluses by selecting second (and lower)

preferences from a "random" sample of the successful candidate's votes. With the electronic system

this can be done precisely without any randomness. However the chosen system maintains the

random element for "compatibility" reasons. We think this is a big mistake. It draws unnecessary

attention to the shortcomings of the electronic method for randomisation (See Appendix A).

Whether or not the chosen system is in fact accurate is impossible to determine without access to

the source code, and without more testing that was not feasible within the time-scale available to us.

4.2 Third-Party Interference

In the manual system, one of the major disadvantages is the number of people that are needed to

implement it properly. However this is an advantage when it comes to security. Any attempt to

organise a conspiracy would flounder on the sheer numbers who would need to be involved. The

electronic system involves less people, therefore conspiracies become easier, therefore the system

must have enhanced security features to make this impossible.

4.2.1    The Malevolent Voter

What can this individual do?

First there are the "denial of service" attacks which aim to prevent use of the machine. This can

involve the infliction of physical damage to the voting machine. Or a conspiracy of voters may get

together and nominate more candidates than the system can support, forcing a reversion to a manual

count. Or a conspiracy of voters might vote every preference for every election hoping to exceed

the capacity of the ballot module to store that much information.

Deception attacks. An attacker equipped with black masking tape could place this over a

candidate's name. This might fool subsequent voters into thinking that the candidate had withdrawn

from the election.
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The "false template" attack. The attacker prepares a false ballot paper overlay and places it over the

panel of the machine, sellotaping it into position. The order of a pair of candidates on the false

template are swapped to the advantage of one of them. Then masking tape is placed over the bottom

line of the display so that the name of the candidate selected cannot be seen.

Place an LCD display over the real display, and control it remotely to issue false instructions to a

voter.

Cover the real cast vote button with black masking tape, and stick beside it an identical "dummy"

button that looks the same but does nothing.

Recommendation

Replace the black display surround with a more complex checker-board pattern that would be

harder to overlay. Polling booths must be regularly checked to detect any tampering.

We don't consider any of these attacks to be particularly serious.

4.2.2    The Malevolent Official/Technician - the insider attack

This is much more problematic. A determined insider can potentially do a lot more damage. Note
that there are three places where an attack might be effective

a   An attack at a polling station, by compromising an individual voting machine or individual
ballot module. If successful this could effect maybe several hundred votes.

□ An attack on one or more ballot modules as they are in transit to the count centre. This could

effect thousands of votes.

□ An attack at the count centre, on the computer that collates votes from multiple ballot modules.

If successful this could directly affect the outcome of an election.

The controlling program inside the voting machine could be modified to affect the vote. The

program has a "checksum" which protects it against accidental changes, but does not protect against

deliberate tampering. Anyone with appropriate technical knowledge and access to the voting

machines could modify the program and at the same time yield the same checksum. It also appears
that the program is being continually modified by the manufacturer to fix minor bugs. At any stage

a programmer could introduce rogue "trojan" software. See Appendix D.

In practice it took a technician about 40 seconds to open the machine from the back. We observed
that the controlling program chips are actually socketed for ease of access. Therefore there is little

to prevent removal and substitution of the program (see Appendix C). We estimate that 2 minutes of

unauthorised access would be sufficient to switch programs.

In figure 1 the program chips (ROMs) can clearly be seen. They are the chips with the white

stickers.
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Figure 1.   Inside of Voting Machine

However there are paper seals that were broken in the process of gaining access. This offers some

hope that tampering would be detected. We do not know what processes are in place to check these

seals for tampering. On the face of it, it would seem quite easy to cover the broken seals with pre-

prepared substitutes that would fool the naked eye. For access it would be sufficient perhaps to

break only one of the two, and perhaps cut the second with the pen-knife.

Recommendation

It is possible to use technology to protect against tampering. After the software has been analysed

by independent and trusted experts, its cryptographic hash could be calculated and displayed on a

public Web page. This cryptographic hash (a kind of superior checksum - for example the

international standard SHA-1 algorithm could be used) is a unique fingerprint of the software. It

reveals nothing about the software itself, but if the software were subsequently tampered with the

fingerprint would change. After an election an independent body should take away a random

sample of voting machines, and recalculate their hashes. If they match the public value then one

can have complete confidence that the software has not been tampered with.

When the ballot module leaves the machine it instantly becomes a vulnerable target for attack.

The ballot module is itself a purely passive storage device. Anyone who has access to it, with the

appropriate equipment and the appropriate "insider" knowledge, could change its contents to

anything they wanted in a fraction of a second. Compare this with similar access to an old-

fashioned manual ballot box. Its only protection is in the obscurity of its design. And even that

might be relatively easy to determine by "reverse engineering" one of the modules - they are really

quite simple devices. An attacker could design their own special interface to a ballot module
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connected to a small laptop PC with which to change the module contents.

Some protection is provided by the back-up module which is fixed inside the voting machine. This
can be compared with the primary module if tampering is suspected. However, if tampering is not

detectable, then the back-up module is irrelevant.

The module itself is easily opened by pulling apart the blue plastic cover. This reveals a very simple

circuit, a flash-memory based passive storage device. From a detailed visual examination alone, a

competent electronic technician could create their own identical module. The chips used are Intel

P28F010-150, and the total storage capacity is 256k bytes. Typing "P28F010" into Google

immediately brought up the full specification of the chip [1], programming voltages, etc. Equipped

with this information an attacker could create a device to reprogram the module. A few seconds of

unauthorised access would be sufficient either to erase the contents or to replace them. Extracting

the contents of a module used in an election would we suspect be sufficient to determine the

internal formats, allowing data to be undetectably modified. However, we have not had time to

attempt this. Figure 2 shows the internals of a ballot module.

Figure 2.   Inside of Ballot Module

We note here that these issues were addressed in part by the German testing organisation PTB in

their report [4]. They were responding to questions asked by the Irish Government in their

document [5]. We do not know how these list of questions were decided upon, but you can only get

answers for the questions asked, and these in our view are not the right questions. Many of them

appear to be taken from the manufacturers' functional specification document. In other words many

of the questions were asking if the manufacturers' machine did what the manufacturers claimed it

did. Which, not surprisingly, it did. Better questions would have been motivated by a deeper
knowledge of what was required from an electronic voting machine. In Appendix C we attach the
response from PTB to some questions of ours. We draw particular attention to the response to our

second question. It is frankly admitted that the ballot module design is a case of "security through
obscurity" (Appendix B). There is also an admission that the question of the vulnerability of the
ballot module outside the machine was not addressed - "Tests of how the ballot module is protected
when it is outside the machine have not been performed. They are not in the scope of the
requirement". In other words we did not address that question because we weren't asked to.

The hard questions about the security of the chosen system do not appear to have been asked. There
is no independent security analysis that we are aware of. A lot of the software/hardware testing that
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has been carried out has little relevance to security.

Recommendation

The contents of the ballot module should be protected using cryptography. Cryptography is the IT
industry's first weapon of choice when it comes to protecting data and communications (data-in-

transit). It is not used here at all. Various standard solutions are available. The contents of the

module could be encrypted, or protected from malicious modification by a MAC (Message
Authentication Code). Anyone not knowing the secret key could not tamper with the module

contents, even with full knowledge of the module's design. Alternatively the SHA-1 hash algorithm

could be used to calculate a unique fingerprint of the contents which could be forwarded via an

alternative secure channel to the count centre, where again tampering could be detected.

Admittedly modifications such as these would involve a major redesign of the voting software.

When the ballot modules arrive at the count centre, their contents are extracted and further

randomly mixed (see Appendix A). All the votes are then collated on a "hardened" PC that runs the

software to perform the count and declare the results.

Note that before the vote takes place at all the ballot modules are formatted on this same machine,

and details of candidates and the elections are placed inside the modules. They are then distributed

to the voting machines. After the vote they are extracted and returned to the PC.

Here is another weak point. Whoever has control over this PC is in a very powerful position to

tamper with the results of an election. This might well be an individual, as typically only one person

at a time sits at and uses a PC. And this time there is not even the spurious protection of obscurity -

once logged in this is the familiar Microsoft environment that computer students and hackers alike

know only too well. It would be easy to introduce a virus, or a relatively simple program to affect

election results. Note that virus protection software only protects against known viruses. It offers no

protection whatsoever against new viruses of the type that might be written to attack this specific

system.

The "hardening" of the system does attempt to limit access to the machine to the holder of a smart-

card and with knowledge of a PIN number, and this attempt is to be commended. However as

reported elsewhere this "hardening" is completely ineffective. It can easily be by-passed.

This computer is the weakest link in the whole system, and is at the same time the most effective

place to attack the system.

Recommendation

The count centre computers need to be properly "hardened" to prevent illegal access. This is quite

hard to do technically, and therefore rigid physical security would need to be in place as well. In

particular at no time should an unmonitored individual be allowed near these computers. Even with

strict controls we are nervous about the level of security which can be attained. In practice if

something goes wrong, a "programmer " will be called upon to fix it. That individual, in a few

seconds, could do a lot of damage without risk of detection. It would be beneficial if the computers

supported key-loggers, so that an audit trail of activity on the computer could be maintained. This

would at least make possible the collection of evidence if a crime were suspected. The existence of a

key-logger would be a deterrent.
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43      Secrecy of the ballot

In a manual system the secrecy of the ballot depends on the fact that the act of voting takes place in
private, and that the votes get randomly mixed inside the ballot box.

These are relatively easily emulated in an electronic environment, although the randomisation in the
chosen system could be improved (Appendix A). Also we have a small concern that in the high-tech

environment of an electronic voting booth a small camera might go unnoticed, whereas in the no-

tech environment of a manual polling station any wires or electronics would be easier to spot.

4.4 Vote buying

If you can prove how you voted, you can sell your vote. Or you can be coerced into voting in a

particular way. Our attention has been drawn to the fact that modem mobile phones have a facility

to record up to 3 minutes of continuous video. These are becoming increasingly popular, and quite

cheap. We imagine that it will become a standard feature in the near future. Already in Italy such

phones are banned from polling stations due to real concerns about Mafia intimidation and/or vote

buying. See this recent BBC report [6].

Compared to the manual system, the voting machine of the chosen system seems to be particularly

vulnerable. A voter holds the phone close to their chest in one hand and videos himself placing

preferences and finally pressing "Cast Vote". This can be filmed in a complete uninterrupted video

clip. When played back outside the polling booth to the person buying our vote, we can replay the

clip, which will be satisfactory evidence to ensure payment. Note that no phone call is made - we

are simply using the mobile phone as a minature camera. The vote-buyer might indeed lend us the

camera while we vote, to be handed on to the next person when we leave.

It might be maintained that the manual system (as used in Italy) is vulnerable to the same abuse.
However, we would consider that this would be much more difficult. In the first place its hard to

mark a ballot paper with one hand while filming with the other. Secondly in the manual system the

actual casting of the vote - the placing of the ballot in the box - is done in public view. Any filming

of the action of the act of inserting the ballot in the box would raise the alarm. Even if we film
ourselves marking the paper the vote buyer can not be sure that we did not subsequently erase it and

change it before putting it in the box.

Recommendation

Consider moving the Cast Vote button to the outside of the polling booth in full view. The user
places their preferences on the machine, exits, drawing a curtain over the booth, and then presses

"Cast Vote " in public view. This would more closely emulate the manual system.

4.5 "The Computer Ate my Vote"

How does a voter know that their vote has actually been counted? In the manual system of course

we don't know this for sure, but we commonly get to see someone's votes being counted. There are

pictures on TV of ballot boxes being emptied on a table, and people are seen to be counting

papers....

With the chosen voting system there is not even this limited amount of transparency. Note that

electronic voting schemes have been proposed which do allow this facility [3].
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Appendix A - Randomisation

In this Appendix it is important to note that we are dependent on published documentation [4,7,8].
We have not seen the actual software.

True randomisation is actually quite hard to achieve with electronic circuitry. Electronic circuitry is
normally deterministic, that is given its current state, its next state can be accurately determined.
The predictability of its behaviour is in fact important in almost all applications. It is quite hard to
get it to behave unpredictably, or randomly. True randomisation can be obtained from a physically
random process, like radioactive decay, or electronically by generating unpredictable electronic
"noise", and sampling from it.

However there appears to be no true randomisation in the chosen system, either in the voting
machine or in the PC software.

A.l       The Voting machine

Randomisation is important here to preserve the secrecy of the ballot. It is important that the order
of votes in the ballot module cannot be related back to the order in which people voted, otherwise
an unscrupulous official with access to the ballot module could determine how each individual
voted.

On the chosen machine, according to the provided documentation, the machine as it idles between
votes, cycles a pointer around all the empty locations in the ballot module. This pointer moves
every 8 thousandths of a second to the next location. When a voter presses "Cast Vote", their vote is

placed in the position currently pointed at. Therefore, the randomisation comes not from the device
itself, but rather from the random behaviour of voters.

An unscrupulous official places a small microphone close somewhere inside or close to the polling

booth. This microphone picks up the loud beep from the cast vote button and hence determines

where in the module the vote will be placed. Note that it is possible to determine the position of the
first vote, by having an accomplice cast a "distinguished" vote, that is a very unlikely sequence of
preferences. Such a vote can be detected inside the module.

Note that the electronic polling booth is already a "high-tech" environment. Extra electronic
equipment such as a small microphone (or even easier a small camera) might not be spotted. The
reader will be aware of criminals targeting ATM machines by placing a "skimming" device over the
card reader, combined with a small camera to read the entered PIN number [2].

Recommendation

The voting machine should either be modified to include a true random source, and/or it should

make more use of the voter's behaviour to improve the randomness. For example every button
pressed should contribute to the randomness, not just the cast vote button.

A.2       The PC

The PC software makes use of the built-in Linear Congruential pseudo-random number generator.

This appears to be the standard generator that comes with the Delphi programming environment
that was used to develop the software. This generator takes a truly random seed and from it
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generates a random-looking sequence. This type of generator was invented by Lehmer in 1949.
While adequate in many applications, it is to be avoided in any application where the randomness is
critical to the system function.

In this application it is used to further mix the votes received from the ballot modules and to
perform the random distribution of surpluses.

The Lehmer generator has a number of serious failings. First its output is in fact completely
predictable, even though it is "random-looking". Given the initial seed value, its entire output can
be predicted. Indeed, given even a small part of its output, its past and future behaviour can be
completely determined.

The software uses the time-of-day to seed the generator. The time-of-day in fact includes very little
randomness. The effect of a particular seed value on the progress of the counts could be predicted.

The randomness could be controlled in such a way as to favour a particular outcome.

Recommendation

There has been a lot of progress since 1949! Some versions of the Pentium processor now include a

truly random source, based on unpredictable noise generation. Secure true random number

generators are widely available, and there is no excuse not to use one in this application.

Note that random number generators are themselves a tempting target for attack. A small software

virus could easily disable the randomisation process. Note that the randomness is entirely opaque to

the user. Would you play poker with a computer if the computer gets to "randomly" deal the cards?

Observable randomness, like coin-tossing or card shuffling, engenders much more trust.

Appendix B - Security through Obscurity

This is a mantra for IT security experts. It's a how-not-to-do-it mantra. Security Through Obscurity

(STO) is the computational equivalent of hiding the key under the mat. For years people have tried

to secure information and communications depending on the presumption that no potential attacker

would know the method they were using. However there is no long-term security in the perceived

obscurity of the technology. Nonetheless people keep making this mistake. The Germans in WWII

relied on the fact that the Allies did not have access to their encryption machinery - the famous

enigma machine. But the Poles had smuggled one to Britain at the start of the war. The designers of

GSM mobile phones assumed that no one would know the details of their personalisation code,

until one day it was posted to the Internet. There are endless anecdotes...

And it is not necessary. Properly secured systems can be designed that do not rely on STO.

The hiding of the Microsoft Access password in the executable file as detected in the IES software

is a classic example of STO. It was secure as long as no-one thought of looking there. But someone

did... Needless to say this does not give us confidence in the software or in those who designed it.
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Appendix C - PTB testing

This is a reply received to questions asked of the German software testing company PTB,
concerning the PTB tests [4]

Dear Dr. Scott,

After consulting our specialists, I would like to answer your questions.

Before stepping into details, let me state a few general things. The statement "The requirement is
satisfied" which you can find repeatedly in our report is always related to the requirement as it is

provided by the Irish government in the document "Requirements for Voting Machines for Use at
Elections in Ireland, DVREC-2". (Compare page 3 of the test report).

As a testing body, we do not judge whether the particular requirements are sufficient to implement
the general principles of democratic elections in Ireland. However, as a general position, we believe
that the level of security required should not unreasonably exceed the level of security required for
elections carried out in the traditional way. In particular, when the vote casting takes place in
supervised places (polling stations), the technical requirement may consider this fact.

Now to the particular questions:

Question:

"1.4.1 Any alteration of the installed software by an unauthorized person should be detected".

Your conclusion in your report is that "The requirement is satisfied". However you accept that an
exchange of ROM chips including presentation of the correct checksums is possible.

Are the ROM chips in fact sealed? If so exactly what kind of sealing is used? What would be
required for an unauthorised attacker to remove the ROMs, put in place his own, and reseal them?

Our answer:

An exchange of ROM chips is only possible by breaking the seals, that means each storage
exchange is detectable. In fact, the complete electronic unit including the ROM chips is two-fold

sealed, by two independent plastic films which cannot be unfixed. This measure corresponds to the
voting machine requirements of the Irish government (DVREC-2).

Question:

"1.4.2 Any alteration of the content of the ballot module by an unauthorised person should be
detected."

You conclude again that "the requirement is fulfilled".

Do you agree with me that if I had a computer connected by an interface of my own design to the

ballot module, that I could in fact program the ballot module in any way I pleased, including the

presentation of false checksums? I could also reprogram the module number.

The ballot module is a purely passive storage device is it not? Therefore it can be cloned and
modified by anyone with knowledge of its internal formats, programming voltages etc. Is this

correct? Would you agree that the obscurity of the module design is in fact its only protection
against attack if it should fall into the hands of a well-equipped and well-informed attacker?
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Our answer:

Yes, the ballot module is a purely passive storage device. The technical protection against attacks is
(only) given by the secrecy of the module design.

In addition, hardware-oriented security measures of the voting machine prevent from irregular

writing the ballot module as long as the device is inside the machine (this is the case during the
election). Tests of how the ballot module is protected when it is outside the machine have not been
performed. They are not in the scope of the requirement. In both cases, the ballot module is inside

or outside the machine, it is only possible with the help of specific knowledge to technically
manipulate the module. The at least necessary specific knowledge is: - programming procedures of

the ballot module (commands, sequence of commands, voltages), - contents and formats of data

(which kind of data at which position, in which format and in which byte length, etc.), - redundancy
and checksums (type of redundancy, number of repitians, type of checksums, areas that are

protected by checksums, position of the nominal checksum, etc.).

This knowledge would (only) be available from the chip manufacturer (first item) and from Nedap

or PTB (second and third item).

Question:

"8.8-1 The votes should be stored randomly in the ballot module"

You say that "the first vote is unknown". Do you accept that if certain voters deliberately cast

distinguished votes that their positions in the ballot module can be detected, and that if a
microphone is able to pick up the sound of the "cast vote" button and determine within 8ms the
moment that the button is pressed, then the votes of other voters may be determined? By a
distinguished vote I mean one that is extremely unlikely to be cast by anyone else, for example an

unlikely sequence of 10 or more preferences.

Our answer:

If the first voter casts a distinguished vote and no other voter casts the same vote, then the position

of the vote of the first voter can be detected in the ballot module, provided the means are available
to access unauthorised to the ballot module and to perform the necessary search. Furthermore,
under the same condition, one can detect the position of other distinguished votes cast, not only that

one of the first voter. Precisely speaking, after some votes have been stored, it can be detected that

there are distinguished votes, but it cannot be detected in which order the votes have been cast.
However, to disclose the secrecy of votes, the voter itself would have to disclose his/her vote. Here
we have the same situation as with traditional ballot boxes. Now to the possibility of picking up a
vote: The cycle rate of the timer is about 8 msec. Storing of votes does not happen in the same
moment as the CAST VOTE button is pressed, but several hundreds cycles later on. To detect the

positions of votes outgoing from the point-in-time of pressing the CAST VOTE button, the

following information must be available:

- which commands are processed between pressing the button and storing the votes (length of

corresponding assembler commands measured in cycles),
- what is the starting point of the timer (it is not the point-in-time of activating the voting machine),

- the precise cycle rate (8 msec is an estimated average value. The real value is not known).

I hope we could answer your questions exhaustively.

Yours sincerely

Dieter Richter
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Prof. Dr. Dieter Richter

Physikalisch-Technische Bundesanstalt
Department of Metrological Information Technology
Abbestt. 2-12, 10587 Berlin, Germany

Appendix D - Trojan code

We once had the dubious privilege of writing software for a "poker" machine. This gambling device
used a complex internal algorithm to control the dealing of the cards in such a way as to ensure a

profit for the machine. As a debugging tool we wrote a small piece of software which, in response
to a very unlikely (and physically difficult) combination of simultaneous button depressions,
revealed the status of the machine, basically whether it was ready to pay out or not. Clearly this
knowledge would be a big advantage to a gambler.

Such code as this is very easy for a rogue programmer to insert for malicious purposes. In this
context the trojan code might cause a single vote to be counted a thousand times. However, it would
take a lengthy process of code review for another programmer to spot it, as modern programs have
typically many tens of thousands of lines of code.
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5        Analysis of the hardened PC

Charlie Daly
Lecturer

School of Computing

DCU

This report examines the hardened PC Hewlett Packard D530 and associated election software. A
number of weaknesses are identified with the PC and an attack is described that allows a user
without a valid account or smartcard to gain complete control of the system. The attacker could

install a program which waits for the results to come in and then modifies the database files so that
their chosen candidate wins the election.
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5.1 Security issues with standard PCs

PCs were designed from the start to be open architecture: generally, the motherboard and other
components may be removed or replaced. In particular, the hard disks may be removed and
examined in another machine. The BIOS and other code is generally easy to examine. In fact,
Microsoft say that if you don't have physical security, you have no security [1].

There are many possible attacks on a PC, but one of the most common is to examine/change the
information on the hard disk. The only real way to defend against this is to use strong encryption on
your hard disk. The entire hard disk needs to be encrypted, not just the contents of personal data
which Microsoft's EFS provides. If you are using smartcards, then the disk should be encrypted
using a key stored on the smartcard.

5.2 The Hewlett Packard D530

The Hewlett Packard D530 looks formidable. In addition to normal passwords, it uses a special
keyboard with a smartcard reader. So you need the right card and password to be able to access the

machine. It looks secure, but it is all a facade. In fact it is possible without a smartcard and without
any password to gain full control of the machine.

Although there is a lock on the cover, it is easy to remove the cover by forcing it. One could then

access the hard drive and the motherboard to change the BIOS password. Normally an attacker

would want to access the BIOS password to change the setup so that he could boot from an external

device (e.g. floppy, USB drive, CDROM). Remarkably, that is not necessary in the case of the

'hardened PC - although the floppy is disabled - the PC can boot from either a CDROM or USB
disk. This makes an attack very straightforward.

In any event, the security on the hardened PC is irrelevant. Anybody can run the election software

on a normal PC. It is analogous to having a vault where the front door is locked, chained and

monitored by armed guards but the back door is unmonitored and unlocked. You can make the

locks on the front door even stronger, it does not change the fact that anybody can get in with

impunity.

To make things even easier, the hardened PC has a writable CD, so that the election software can be

copied and installed on another machine.

Although the BIOS has a setup password, you can view the current setup without the password. In

addition, the hard disk password is not used.

5.3 Security Philosophy

The whole approach to security seems very haphazard. The keyboard and smartcards, use strong

security techniques whereas the election software actually tells the user the password. The security

of a system is as strong as the weakest link, which in this case means that there is effectively no

security on the system. However, the ad hoc measures might make it look secure to a non expert.

This is dangerous as the system will then be trusted by normal users. In addition, the fact that the

election software will actually give a user the password, sends all the wrong signals about password

use. If the system doesn't care about password security, why should a user care?
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5.4       Sample Weaknesses of the system

1. It is not necessary to use the hardened PC to run the election. Simply connect another

computer to the election hardware and you bypass the security in the hardened PC.

2. It is possible to boot from a CDROM or USB, thus bypassing the operating system. This

would allow attackers to install/modify whatever data files or software that they wanted onto

the system. Attackers could also copy whatever they wanted from the computer (see report

below). In fact, using this technique, we were able to extract the administrator password

which means we have full control of the machine without requiring the boot disk or

smartcard.

3. The hard disk is not encrypted.

4. The PC box can be forced open allowing access to the BIOS and hard disk.

5. The Access 97 passwords used on the databases are not secure.

6. The database password is stored in plaintext in the election software (See fig 1). In fact there

are 11 occurrences of the plaintext password in the executable.

^jn|xJ
Offset 01234567      89ABCDEF]                                  M

001156B0 ! 69 67 75 72 61  74 69  6F 6E SC 41  6C 69 61  73  65 ! igurationVAliase
001156C0 73 5C 49 65 73  2D 4F 63 63 75  70  61  74  69  6F 6E    sMes-Occupation

001156DO 00 00 00 00 FF FF FF FF 04 00 00 00 54 72 75  65            yyyy        True

0011S6E0 : 00 00 00 00 FF FF FF FF 12  00  00  00  53  65  70  61 !  _yyyy_Sepa

001156F0 72 61  74 65 20  57 6F 72 6B 53  70  61  63  65 00  00 | rate Workspace
00115700 FF FF FF FF 0D 00 00 00 3B 70  77  64  3D 76  65  72    yyyy_;pvd"ver

00115710 : 67 65 74 65 6E 00 00 00 FF FF FF FF 07 00 00  00    geten..   yyyy
00115720 43 6F 6E 6E 65  63 74  00 55  8B EC 33 C9 51  51  51    Connect.Uli3ÉQQQ
00115730 51 51  51 53 56  57 8B F0 33 CO  55  68  99 66  51  00    QQQSVW|a3ÀUh|fQ

00115740 64 FF 30 64 89  20 C6  45 FF 00  33 D2  55  68  37  66    dyOdl  iEy.3ÔUh7f

00115750 51 00 64 FF 32  64 89  22 8B 96  60  02  00  00  8D 45    Q.dy2dl"||'...|E

00115760 F8 B9 B4 66 51  00 E8 Cl El EE FF 8B 45 F8 E8 C9    a' 'fQ.èAaîylEaèE

00115770 4C EF FF 84 C0  75 38  8B 46  50  33 D2  8B 08 FF 51    Liy|Àu8|FP3ô|  yQ

00115780 48 8B 86 AC 00  00 00  8B 50  48  8B 46 50 E8  8A DB   H||-...IPHlFPèlO

00115790 FE FF 8B 46 50 BA D4  66 51  00 E8  95 D9 FE FF 8B    pylFPeÔfQ è|Ùpy|
001157A0 46 50  8B 40 7C 8B 10 FF 52  40 E9  7A 02 00  00  8B   FP|@|I  yRSez...|

Fig. 1 Password stored in plaintext

7. The election software asks for a password. Pressing the help button reveals the password

(fig 2). In any event, if the password was changed, it would be subject to a cracking attack
as it is stored in the database.
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FMe      Edit      Goo^nark      Optic

HelpXoP'Csl Pnr.1

Integrated Election Software (IES)

Startup IES password

After starting  the  next  screen  is  coming.

3

i—i;^scz3iz-3|=]   \Powervote Systems

ff^^r^

Integrated Election Software
Stand-alone version _

Click    LS£--—-1  and  IES  will  open.

To change password,  see also stage Maintenar

Fig. 2 Help page giving you the password

5.5       Details of a specific attack

Steps required to gain the administrator password on the hardened PC:

1. Boot the computer from CDROM into Windows 2000 (using either a specially prepared disk

or a commercial product).

2. Replace spoolsv.exe with a program that will create an administrator account with a specific

password.

3. Remove the CD and boot the system using the installed operating system. Log in using a

normal account and spoolsv.exe will execute and create a new administrator account.

4. Log on using the newly created administrator account.

5. Tell windows to use the weaker Lan Manager hashing system. These are very easy to crack

using standard cracking utilities.

6. Dump the password hashes and save them to CDROM or USB disk. (There are a number of

free tools to enable you to access the password hashes.)

7. If you wish to cover some tracks, delete the newly created account and replace the

spoolsv.exe file.

8. Back at base, run a password cracker on the collected password hashes. It required less than

24 hours to find the administrator password. A stronger password might have lasted longer

but would probably have succumbed within a few days.
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Most of the information required for this attack is freely available on the internet. An experienced
attacker would require about 5 minutes to retrieve the password hashes. The hashes could then be

copied to a USB drive or CDROM for offline cracking.

Note that administrators can log onto the computer without a smartcard. An administrator may also

copy the contents of any smartcard to a file and may change the data on a smartcard.

Other related attacks would take even less time. A bootable USB Thumb

Disk could be inserted into one of the USB slots and, with appropriate

software, could replace any of the system/database files on startup. This

would merely require physical access to the machine for a few seconds

and wouldn't even require touching the keyboard. The next time the

computer booted up, it would run the attacker's program altering any

desired files and could then boot up as normal. If desired, the attacker

reboot by removing and reinserting the power cord.

This type of attack would be made considerably more difficult if the computer was set to only boot

from the hard drive. However, it would still be vulnerable to having the CMOS changed, or having
the hard disk removed.

References

[1] Microsoft's 10 Immutable Laws of Security
[http://www.microsoft.corn/technet/archive/community/columns/security/essays/10imlaws.mspx]

Fig 3. Thumb disk

could force an immediate
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Executive Summary

• In response to an invitation from the Commission on Electronic Voting and following
discussions with the Commission, the Institute for the Study of Social Change at University
College Dublin assembled an inter-disciplinary and inter-institutional team to conduct research
on behalf of the Commission. The objective of the research was to contribute to the
Commission's evaluation of the accuracy and secrecy of the system of electronic voting

proposed for use in the European and local elections of June 2004. It is important to emphasise
that this is a contribution to the Commission's evaluation and is not, in itself, an end-to-end test

of the system. In particular, we have not undertaken any detailed testing of the software for

counting the votes. Our understanding is that this and other aspects of the proposed system are

being tested by other groups or agencies retained by the Commission. Our conclusions must be
read in the light of this division of labour.

• The research team was drawn from three institutions: University College Dublin (UCD), the
Massachusetts Institute of Technology (MIT), and the Economic and Social Research Institute
(ESRI).

• This report concentrates mainly on black box testing. In terms of code review, it draws on

previous reports commissioned by the Department of Environment, Heritage and Local

Government (DOELG). We have also conducted a limited review of the vote-counting source

code; for reasons of confidentiality, the report of the outcome ofthat code review has been sent

directly to the Commission on Electronic Voting.

• We have reviewed six reports on the Nedap/Powervote electronic voting system. These

previous studies demonstrate that the voting hardware is electrically compliant with standards.

They show that the software works and is reasonably structured.

• A brief consideration of the process of preparing and running an election and counting the votes

enables one to identify the potential vulnerabilities of the system. There are two main types of

attacks that can be launched against a voting system. The attacker can (a) produce a Fraudulent

Count (get the wrong person declared the winner) and (b) prevent voters from voting

(commonly known as a "Denial of Service" attack).

• Within these broad categories, there are so many different conceivable attacks that, at first

glance, it might seem impossible to adequately protect against all of them. However, testing the

machines before the election can find all but the attacks that add batteries and clocks to the

voting machine. Parallel testing would detect even these problems.

• As part of the testing process, we conducted an input-output comparison of a representative

sample (N=739) of the almost 7,000 machines that have already been deployed around the

country in preparation for the June 2004 elections. In all, 36,950 simulated ballots (50 per

sampled machine) were entered and verified by teams of interviewers drawn from the ESRI's

national panel of interviewers in collaboration with Returning Officers or their representatives

in each centre. In addition to the main field experiment, a smaller parallel exercise was

undertaken in the ESRI's offices in Dublin. This more limited experiment (involving the input

of 5,000 votes on 5 voting machines) was videotaped throughout.
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• The results of the input-output test showed that 36,831 or 99.68% of the 36,950 target votes

prepared for inputting into the machines duly turned up as votes correctly recorded on the ballot

modules. This level of accuracy in the input and recording of votes is sufficient to rule out any

substantial fraud or machine error affecting the deployed machines.

• However, an appreciable level of error (0.32%) did occur and the errors took a number of forms

- votes omitted which should have been entered, extra votes appearing which were not in the

target set and erroneous entries. On detailed examination (see full report below), all of these

errors appear much more likely to have arisen from predictable mistakes by the operators as

they entered the preferences than from any other sources. Video evidence supports this view by

showing that, even in the very carefully controlled video-taped experiment, all six discrepancies
(out of 5000) were attributable to human error.

• Our analysis of the input errors arising suggests certain issues that deserve attention in
programmes designed to educate voters or train election staff. It also suggests issues that should
be tackled in any further evaluation of the usability of the machine.

• The occurrence of errors in our experimental input process indicates that very careful attention

will need to be paid to the inputting of postal votes in the electronic system.

• On balance, however, the results of the input-output test indicate that the voting machines
deployed for use in the June 2004 European and Local elections are a reliable means of
recording the votes of the people.

• In addition to the input-output test of the voting machines, this project conducted a series of
tests of the usability of the system. The findings of these tests can be summarised by citing the
main critical requirements arising from them.

o   All personnel who use the IES system must demonstrate proficiency in hands-on, timed
tests,

o   The results file must be backed up on two disks when created, one stored off site.  It is
further critical that the disk is authenticated when it is about to be used,

o   The label for the ballot modules should extend over the "top" of the ballot module, so

that it acts as a seal and so that the identification of the designated polling station is
obvious at all times,

o   The IES 126 software should never be used for setting up or processing the results of an

election without two people at the workstation agreeing about each step.

o   The control unit (which controls the selection of the races available to each voter and

determines the disposition of incomplete ballots [those that have not been confirmed by

a second push on the cast vote button]) requires continuous oversight by at least one
other person,

o   In order to prevent erasure of the backup modules, when the poll is closed, the electricity

supply to the voting machine must be discontinued and the module must be sealed,
o   All backup modules must have serial numbers.

• We conclude (a) that the voting machines deployed for use in the June 2004 European and

Local elections are a reliable means of recording the votes of the people and (b) that, provided

that our critical requirements are implemented and that the aspects of the system we have not

examined are shown to be satisfactory, the chosen electronic voting system can be safely used in

the June 2004 elections.
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1        Introduction

In response to an invitation from the Commission on Electronic Voting and following discussions
with the Commission, the Institute for the Study of Social Change at University College Dublin
assembled an inter-disciplinary and inter-institutional team to conduct research on behalf of the
Commission. The research team was drawn from three institutions: University College Dublin
(UCD), the Massachusetts Institute of Technology (MIT), and the Economic and Social Research
Institute (ESRI).

The objective of the research was to contribute to the evaluation of the accuracy and secrecy of the

system of electronic voting proposed for use in the European and local elections of June, 2004, i.e.
the Nedap ESI2 Voting Machine and the Powervote Integrated Election Software (IES) vl26. It is
important to emphasise that this is a contribution to the Commission's evaluation and is not. in
itself, an end-to-end test of the system. In particular, we have not undertaken any detailed testing of
the software for counting the votes. Our understanding is that this and other aspects of the proposed

system are being tested by other groups or agencies retained by the Commission. Because this

investigation specifically looks for potential problems in the system, it has at times a fairly negative

tone. Nonetheless, we believe that, if the critical issues identified below plus those identified by

other agencies retained by the Commission are satisfactorily dealt with, the system is capable of

giving Ireland its most accurate and efficient election to date. In this context, it is worth noting that

the Irish electoral system (proportional representation by means of the single transferable vote (PR-

STV)) is a complex and sophisticated voting system1 that would benefit considerably in terms of

accuracy and efficiency from the introduction of electronic voting".

If everything in an election were to run perfectly - an average number of candidates,

straightforward nomination processes producing full candidate details with good photographs, a

well-trained and healthy staff at all levels, a knowledgeable and involved electorate, no clever

attackers, we wouldn't need a report such as this. Our objective, however, is to consider the system

as it could behave under the worst of circumstances - with the poorest trained staff and the cleverest

attackers.

We begin with a brief summary of previous studies of the system commissioned by the Department

of the Environment, Heritage and Local Government (DOEHLG) and review the sequence of events

involved in preparing and running an election. We then consider the potential vulnerabilities of the

system (vulnerabilities both to malicious parties and to unintentional misuse). This leads us first to

conduct an input-output test of a representative sample of voting machines in order to determine

whether the output corresponds to the input or whether, through malfunction or through

interference, there are systematic distortions in the recording of the votes of the people. We then
analyse the system from the point of view of the various users of the system (those responsible for

preparing the election, those who supervise and run the system on voting day, the voters themselves

and those who conduct the count). The simpler a system is, the harder it is to defraud, and the less
likely it is that legitimate users will make mistakes. At times we will delve into low-level detail
(Does the voter have to press "Cast Vote" button once or twice?   Are the LED displays clear

1 For an overview of the system, see Richard Sinnott, "The electoral system" m John Coakley and Michael Gallagher,

eds., Politics in ihe Republic of Ireland, 3rd edition, London: Routledge, 1999, pp. 99-127.

: These gains have to be weighed against a likely loss in the public's sense of involvement in and understanding of the
process of counting votes and a consequent loss in their overall understanding of the electoral system. If electronic

voting goes ahead, measures would need to be taken to minimise that loss.
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enough?). Details such as these have been responsible for loss of votes by confused voters in

electronic elections elsewhere.

Along the way we make many recommendations. Those that are critical to knowing and

demonstrating that voter intentions have been recorded and counted accurately we refer to as

"Critical Requirements." Suggestions for improvement are simply labelled "Recommendations."

Evaluation of a system such as that under consideration should involve a combination of "black

box" testing and code review. The black box testing (where the tester gives the system a wide

range of input data to see if it handles it correctly) allows us to state that the system is behaving as it

was designed to behave. Code review (where the tester looks at the construction of the system,

particularly the software) allows us to state that the program is written in a manner that can be

maintained and allows bugs to be easily found. This report concentrates mainly on black box

testing. In terms of code review, we draw on previous reports commissioned by the Department of

the Environment, Heritage and Local Government (DOELG). We have also conducted a review of

the vote counting source code; for reasons of confidentiality, the report of the outcome of that code

review has been sent directly to the Commission on Electronic Voting.

This report is the result of the intense efforts of a small team working under tight time restrictions.
We are confident that all of our high-level points are relevant, accurate, and important. Still, there

is some likelihood that we have missed some details of the system or made recommendations that

have been adequately addressed already. We also note our regret that, due to the time constraints, it

has not been possible to test the equipment with actual voters, ballot workers, and election officials.
Some of the findings of our black-box efforts underline the desirability of such hands-on testing.

2        Summary of Previous Test Reports

We have reviewed five reports on the Nedap/Powervote electronic voting system. The issues they

raise point to things to beware of, but none of them lead to predictions of dire consequences. These

previous studies demonstrate that the voting hardware is electrically compliant with standards.
They show that the software works and is reasonably structured.

2.1       "Tests on the Design of a Voting Machine" Physikalisch-Technische Bundesanstalt,

1998,2003

The Physikalisch-Technische report covered black-box testing of the voting machine and provided

an extensive physical report (electrical, physical, environmental). This report found no problems

that would make the voting machines unusable. However, it pointed to several issues regarded as

serious:

• Error code numbers are displayed and must be looked up in a list.   This complicates the

process of understanding and solving the problem.

• "In cases of successful restoration [of a vote], there are no messages."  (If the user is not

100% certain that the restoration has been successful, then it isn't successful.)
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• The voting machine ID can be changed. This could allow undocumented exchange of

machines. Even if not fraudulent, exchanging machines needs to be documented to be done

without error or risk.

• There are two serial ports on the voting machine. How they might be used is an important

issue.

• The voting machine backup module is cleared when a new ballot module is inserted. This

seems to create the possibility of inadvertently destroying backup data.

• "In certain cases the voting machine may be used to a reduced extent." (Any variation in the

behaviour of the machine is a source of potential complications and errors.)

2.2 Critical Requirements

• The identification number of a voting machine should not be modifiable after certification.

• Exposed serial ports must be shown to be incapable of altering the voting machine.

2.3 Recommendations

• Explicit resets of the backup data by a poll worker should not be possible.

2.4 "Code Review of IES Build Olli" Nathean Technologies, 2003

Nathean Technologies did not find any particularly serious problems in the voting administration

software. They do make reference to a "LOCAL_LEVEL compiler directive." This implies that the
compilation of the local level software is somehow different from the rest of the software. While

this is not necessarily a problem, a reason and documentation should be provided when things are

compiled separately.

2.5 "Report on Irish STV Software Testing" Wadsworth, Wichmann.   Electoral Reform

Society, 2003

The ERS report describes a wide range of tests of the counting software for IES versions 93 and
121. Their conclusion is that the voting software functions correctly. They found vl21 to behave
as required over a wide range of sample elections. The only reservation we have is the statement in

appendix D: "Such a situation seems hardly credible in a public election and so most of these cases
were excluded." We believe that the software should behave correctly even in "hardly credible"
cases (such as the California recall election which had 134 candidates).

2.6 "Electronic Voting Security Assessment" Zerflow Ltd., 2003

A 2002 assessment of the system by Zerflow made a number of suggestions, all of which were
addressed to their satisfaction by 2003. We feel that several of their concerns need more attention.

In particular:
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• The process of doing an audit is not laid out in the documentation (however, we understand

that the audit issue is being dealt with by other research teams on behalf of the

Commission).

• In the case of a voting machine failure during an election, it is not clear how that machine
should be handled, where it should be stored, when its ballot module should be removed,

etc. (attackers must be kept from getting to vote on the machine in a back room).

• Zerflow states, "Only the returning officer or person authorised by him/her is permitted to

wipe the backup cartridge." The process must insure that unauthorised people do not have
the opportunity to do this.

2.7       PTB-Test Report 2,17 September 2003

This report looked at the details of the voting machine software, reviewing the C code for the entire
voting machine. They conclude that the system is well built, conforming to standard programming
practices and fully compliant with the requirements.

Process Overview

1. The first step in the election process (as illustrated in Fig. 1 ) is for the candidates to register
their intention to run by doing whatever paperwork is required (not governed by IES) and

bringing an appropriate photograph of themselves to either the Local Electoral Area (LEA)
centre or the constituency centre.

2. The candidate's information (name, party, address, etc.) is entered into the IES by a person
at the centre. The candidate's picture is copied from the Compact Disk (CD) that the
candidate brings together with other necessary information.

3. When all candidate information has been entered and the "end of registration" period
arrives, the information is written to a CD.

4. The CD is transferred to the Service Centre.

5. The service centre collects CDs and ballot papers from all constituent Local Electoral
Areas/constituencies.

6. All the information is entered into the IES at "Service Level" and the "Ballot Modules" are

created, one for each voting machine. All of the Ballot Modules for a polling station contain
identical information. All polling stations in a local electoral area will also have identical
information on their Ballot Modules. The data for the Ballot Modules are checked against
the Ballot Papers.
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Figure 1: Preparing for the Election

7.   The Ballot Modules are sent back to the local levels.

8. At the local levels, the Ballot Modules are placed in the Voting Machines, as are the Ballot
Papers. The Ballot Modules (in the Voting Machines) are checked against the Ballot Papers.

9. The Voting Machines are then sealed and transferred to secure storage, with the Ballot

Modules inside.

10. When election time arrives, the Voting Machines are moved to the various polling stations

(Fig. 2). They are set up, checked, and a printout showing identification numbers, candidate

details, and showing that there are no votes already recorded on the ballot module is

produced and signed. The machines are then put into operation.

11. Voters come in and have their registration verified by existing means. They receive a voting

ticket from the official and proceed to the designated Voting Machine. The operator of the

Voting Machine selects the appropriate set of races for them to vote on; they then enter their

preferences and cast their vote(s).
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12. At the end of the polling day, the polls are closed, a "close of poll" receipt is generated, the

Voting Machines are shut down and the Ballot Modules are removed.

13. The Voting Machines are transferred back to secure storage (with the backup modules still

inside), while the Ballot Modules are returned to the Service Centre.

14. At the service centre, after the contents of all the Ballot Modules are read in, the operator

writes out a series of CDs containing the votes from the appropriate Ballot Modules, one CD
for each Local Electoral Area or constituency.

15. The CDs are sent to the appropriate Local Electoral Area/constituency count centre.

16. The operators in the Local Electoral Area and constituency count centres read in the CD and
execute the count.

17. The winners are announced from the Local Electoral Area/constituency count centre.

Figure 2: Election and Post-Election Processing

Vulnerabilities

Protection of the process is critical; without it the system becomes vulnerable to attackers. We must
assume that the attacker has full access to sample machines, spare Ballot Modules, the source code
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all the documentation, lots of money and insider knowledge. (We should point, however, that, to

date, we know of no malicious attacks on any electronic voting machines in any country).

There are two main types of attacks that can be launched against a voting system. The attacker can

(a) produce a Fraudulent Count (get the wrong person declared the winner) and (b) prevent voters

from voting (commonly known as a "Denial of Service" attack).
m

The following are the main components of the system that can be attacked:

• The IES software could be attacked (a) inside the manufacturing company (either by an

employee or a clever internet hacker), (b) during delivery (switching CDs in the post, etc.),

(c) in the PC at the election centre.

• The Programming/Reading Unit (PRU) could be attacked in similar fashion.

• The Voting Machine could be attacked (a) inside the manufacturing company, (b) during

delivery, (c) during setup, (d) in storage (either before or after the election), (e) at the polling

station, (f) during transportation to or from storage.

• The Ballot Module could be attacked (a) inside the manufacturing company, (b) during

delivery, (c) during programming, (d) during setup, (e) in storage (before or after the
election), (f) at the polling station, (g) during transportation from storage, (h) during
transportation back to the Service Centre, (i) during reading at the Service Centre, (j) after

the election.

• The Ballot Paper could be attacked (a) during production at the Election Centre, (b) during
printing, (c) during transport, (d) during installation, (e) during voting, (f) after the election.

• The CDs that are sent to the Service Centre with the candidates' details could be attacked (a)

during transportation, (b) after the election.

• The CDs that are sent to the Counting Centres (from the Service Centre) with the details of

the votes could be attacked (a) during transportation, (b) after the election.

An effective Fraudulent Count must be undetected. Fraudulent Count attacks can be launched

against:

• The IES software, by distorting the reading/recording of the Ballot Modules at the Service

Centre, or by faking the count at the Count Centres.

• The PRU, by having it distort the reading of the Ballot Modules.

• The Voting Machine, by changing the EPROM programs to misrecord data on the Ballot

Modules.

• The Ballot Modules, by replacing the internal components with different ones that will

report what the attacker wants.

• The Ballot Papers, by switching candidate positions on the paper, or by removing or
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replacing candidates on the paper.

• The CDs with the votes, by replacing them with CDs containing different counts.

Denial of Service attacks can be launched against:

• The IES software, by preventing it from producing the correct Ballot Papers or Ballot
Modules.

• The PRU, by preventing it from producing the correct Ballot Modules.

• The Voting Machine, by disabling it somehow (breaking it. cutting cables, causing short-
circuits).

• The Ballot Modules, by disabling them (e.g., sticking toothpicks into the connector), or by
stealing them.

• The Ballot Papers, by damaging them (covering them up with tape, pouring ink over them).

• Both sets of CDs, by stealing them, damaging them.

Figure 3: Insides of a Ballot Module

A great number of these attacks are not viable; either they are too difficult to carry out, too easy to
detect, or do too little damage. Our objective is to ensure that there are reasonable measures in

place to make all of these attacks non-viable. As the ability to maintain secrecy drops rapidly with
increasing numbers of people, we are primarily concerned with attacks that can be carried out
effectively by a small number of people. This eliminates a lot of the attack targets.

Attacking the Ballot Papers would require a large number of people and would be readily

detectable. Existing safeguards seem sufficient. Attacking the CDs seems equally unlikely. There
are too many safeguards in the system and it's too easy to detect. A possible Fraudulent Count

attack on the Ballot Modules could be mounted by replacing their memory chips with a computer

chip running a malicious program. That program would be able to record votes anyway the attacker
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desired. Because the candidates' parties are recorded on the ballot module, the attacker could
produce a batch of modules diverting votes to a given party. This would be a very expensive
proposition and require a number of highly talented computer people. Doing this from within the
manufacturing company seems unlikely. It would require that the ballot modules be manufactured
using different chips, something that is highly unlikely to go unnoticed. Attacking them during
shipping seems more viable, as there would be large numbers of them together. During
programming, storage, transportation to the centres there are too few together and too many people
would have to be involved. Because the modules are often tested, the modified modules would need
to include a battery to run a real-time clock (so that they would only record fraudulent votes on
voting day, not on testing day [this type of attack is known as an "Easter Egg" because it only
shows up on the appointed day]). The battery, computer and memory would have to appear

identical to the original modules. This would be very difficult and very expensive with current

technology.

Denial of Service attacks on Ballot Modules are difficult to mount on a wide scale. Early attacks

would be noticed during programming (when replacements could be obtained), and late attacks

would either be on a small scale or involve too many people. Most of the attacks on the Voting

Machine suffer from the same problems as those on the Ballot Modules. Someone would have to

build some new chips and replace them in the Voting Machine. This is somewhat easier, inasmuch

as the attacker need only replace or reprogram the EPROMs. It shares the same time problems

however, as it must function correctly during testing, and only record fraudulent votes during the

actual election.

A possible alternative to the clock is for the fraudulent programs to look for a known candidate who

would only be listed during elections. Thus the program could look to see if "Joe Bloggs" was on
the ballot, and only cheat if he was. If a voting test were run with the actual candidate list, this

attack would be exposed.

Figure 4: Voting Machine

Fraudulent Count attacks on the IES software would involve running a hacked version of IES. The

only times when the IES software is involved with the actual votes are during the reading of the

Ballot Modules, the production of the CDs, and the counting of the votes.   A hacked IES in the
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Service Centre could report any votes the attacker desired. A hacked IES at the Local Level could
count the votes any way the attacker desired. A variation of the IES attack would be to attack the
host PC, so that it would run some alternate software. If the PC hardware that the IES is running on

has been adequately safeguarded, it is possible to definitively prove that the IES software on it is the

correct software; we can boot the PC from a CD and use programs on the CD to verify that the

programs on the hard disk are correct. Denial of Service attacks on IES are also thwarted by

verification.

Fraudulent Count attacks against the PRU involve substituting EPROMs, as in the Voting Machine

attacks. They have the same problem of needing to report fraudulent results only in actual

elections. Hence the need for a real-time clock or something else to identify actual elections.

Because the Ballot Modules might be read separately, on a different PRU, it would be virtually

impossible to avoid detection. Denial of Service attacks could be similarly discovered.

Figure 5: Insides of the PRU (the same boards are used in the Voting Machine)

The foregoing are the main technical components in the proposed voting system and the types of

attacks that can be launched against them. Other, more specific attacks are all subject to the same

set of requirements regarding what the attacks have to alter (EPROMS, CPUs, software), how many

people have to be involved at the different levels to be effective, and what they have to do to avoid

detection.

There are so many different kinds of attacks that are possible that, at first glance, it would seem

impossible to adequately protect against all of them. Testing the machines before the election can

find all but the attacks that add batteries and clocks to the voting machine. Parallel testing will

detect even these problems. The basic idea behind parallel testing is that, on voting day, we select a
random set of voting machines and run a parallel election on them - an election where we know

what the input votes are. If they all produce the correct results, then we can be statistically certain

that the machines have not been compromised. The quality of the test depends on the size and

randomness of the sample of voting machines and test votes. While, for obvious reasons, we cannot

conduct parallel testing as part of this report, we have conducted an extensive input-output test of

the deployed voting machines that differs from a parallel test only in not being conducted on the
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day of the election. The following section presents the results of that test. We then report the

results of our tests of the system from the different perspectives of the election officials, the poll

workers and the voters.

5        Input-Output test of voting machines

5.1 Objective

The objective of the input-output test was to determine whether the voting machines destined for

use in the 2004 European and local elections can accurately record the preferences of the voters. It

is conceivable that, either through malfunction or malicious interference, the voting machines could

provide a distorted record of the votes that are entered on them. In short, our purpose is to provide

evidence of the accuracy or otherwise of the deployed voting machines as devices for recording the

votes of the people. The nub of the test is an input-output comparison of a representative sample of

the almost 7,000 machines that have already been deployed around the country in preparation for

the June 2004 elections. This test was implemented using a triple-lock verification of the vote input

process as explained in Section 5.2 below. The test was carried out at 24 machine distribution

centres throughout the country. Data were input and verified by teams of interviewers drawn from
the ESRI's national panel of interviewers in collaboration with Returning Officers or their

representatives in each centre. The research design proposed that a total of 37.500 votes would be

input in this way. In addition to the main field experiment, a smaller parallel exercise was

undertaken in the ESRI's offices in Dublin. This more limited experiment (involving the input of
5,000 votes on 5 voting machines) was videotaped throughout the three days it took to input the

data. The purpose of the more controlled videotaped exercise was to enable us to definitively

identify the source of any discrepancies between input and output that might arise and, in particular,

to distinguish between machine and human error.

In Section 5.2 we describe the detail of the research design. Section 5.3 considers sampling issues.
Section 5.4 discusses the preparation of test materials and the training of ESRI personnel. Section
5.5 describes the videotaped test of the input of 5,000 votes carried out in the ESRI's offices in
Dublin. Section 5.6 presents the results of the two tests. Finally, Section 5.7 presents a summary

and conclusions.

5.2 Experimental Design

In preparation for the test, the UCD/ESRI team prepared a simulated ballot for a notional national

constituency with 12 candidates and randomly generated a set of more than 40,000 sets of
preferences relating to the hypothetical candidates. For the main test, 750 voting machines were
randomly selected across the 24 distribution centres. ESRI interviewers were instructed on how to
enter 50 simulated ballot papers on each of the selected voting machines. These votes were
recorded on ballot modules (devices somewhat similar to computer diskettes) inserted in the

machines.

The data entry teams consisted of 3 persons - two interviewers from the ESRI's national panel and

the Returning Officer for the area in question or his/her representative. Each of the 50 votes was
entered by one of the ESRI interviewers. He/she then checked that the vote had been entered

correctly When satisfied that this was the case he/she signed the ballot paper and handed the
booklet containing the relevant 50 ballot papers to the Returning Officer (or his her representative).

The Returning Officer in turn verified the vote and (when satisfied that it was correct) signed the
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ballot paper. He/she then passed the booklet of ballot papers to the second ESRI interviewer who
also checked the vote showing on the screen against the printed ballot paper and signed it when
satisfied that it had been entered correctly. When all 3 had signed the relevant ballot paper the vote
was cast by pressing the "Cast Vote" button on the machine. Each of the 50 simulated ballot papers
in each booklet was entered onto a voting machine and verified in this way. The poll was then
closed and the module removed and sealed in an envelope for return to the ESRI for analysis. This

process was repeated for each of the machines in the final sample.

The scale of the current exercise should not be underestimated. In the main test, a total of 37,500
simulated ballots were issued by the research team for entry onto a random sample of voting
machines over the course of 3 days in 24 different count centres throughout the country. This

involved a total of 186,715 key presses3 on the voting machines to register each candidate
preference plus the additional presses associated with the "cast vote" key for each ballot.

The triple-lock verification procedure outlined above was set up with a view to minimising the

extent of human error in inputting the vote. It should be noted that the data-input task is much more

onerous for the experimental data inputter than it is for an elector casting his/her vote on the day of

the election. When casting a vote, one enters one's preferences "directly" - from the mind to the

machine. The design implemented for this input-output test required the "voter" to read the

individual vote from the paper ballot and then enter the relevant preference pattern onto the

machine. This was repeated 50 times per machine. The demands of this task give a whole new

meaning to the term "voter fatigue". Moreover, each preference set entered was randomly

generated. It did not represent any party or other political allegiance held by the "voter" or follow

any intelligible party pattern. In an actual election the typical voter is likely to have a single, clear

set of voting preference in mind before entering the polling booth. This is not the case with the

current experiment. In this regard the input-output experiment can be interpreted as imposing a

substantially more stringent demand on the data inputters than that imposed on the voter on election

day.

This brings us to the question as to whether or not one should expect errors in the input of the

simulated ballots and, if so, what would be an "acceptable level" of any such errors. Unfortunately

there is no readily available benchmark available. The absence of such a benchmark was a major

factor in our decision to conduct the videotaped experiment to identify the extent and nature of

input error in a controlled and videoed environment (see below).

5.3       Sampling

A total of 6,972 voting machines have been acquired for the forthcoming elections4. We initially

selected a random sample of 750 of these machines (on a simple random selection basis). The ID

numbers of each of the selected machines were sent to the relevant Returning Officer who was

asked to locate the machines in question and have them ready for use by the ESRI interviewers on

their arrival at the distribution centres. The acquisition of the specified machines proved

substantially more difficult than anticipated. It seems that there were two main reasons for this.

First, in some cases the machines had been sent away from the distribution centre for local use in

training or demonstration. Secondly, given the physical shape and layout of the voting machines it

is actually quite difficult to identify the ID number.   Many of the distribution centres in question

' The average number of votes per simulated ballot paper was 4.98.

4 It is our understanding that approximately 6,000 of these will be used on the day with approximately 1,000 machines

being held in reserve as a contingency measure.
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were large warehouses with substantial numbers of machines in storage. Under such circumstances

it proved extremely difficult, if not impossible, for Returning Officers and their staff to provide the

exact machines specified in the sample. Accordingly, although we attempted to secure a simple

random sample of machines for testing purposes, only 57.4 per cent of the specified machines were

actually made available to us. The deficit was made up by a selection made locally at the

distribution centre by the Returning Officer. When the Returning Officer informed the ESRI that

the specified randomly selected machines would not be available he/she was instructed on how to

select every nth machine from those in the distribution centre. Provided the Returning Officers

followed the specified procedure, there should not be a problem in merging the sample of machines

selected in this way (strictly speaking a systematic sample) with the original sample and treating the

total sample as a random one. We are confident that the Returning Officers followed the selection

instructions carefully and that this departure from pure randomness is unlikely to have introduced

bias into the results. However, resource constraints in one distribution centre meant that it was only

possible to make 33 rather than the target 44 machines available for data input. Accordingly, we

were only able to test 739 machines instead of the 750 included in the original sample. Table 1

outlines the distribution of machines tested across the 24 machine storage/distribution centres.

Table I: Number of machines tested in each distribution centre.

Centre No. Centre No. Centre No.

Carlow

Cavan/Monaghan

Clare

Cork City
Cork County

Donegal

Dublin City
Dublin County

26

27
20

44

33

30
97
83

Galway

Kerry

Kildare
Laois/Offaly

Limerick
Longford

Louth

Mayo

32
30
26

20

33
8
16
24

Meath

Roscommon

Sligo/Leitrirn
Tipperary

Waterford

Westmeath

Wexford

Wicklow
Total

24
16
23

43
18
15
23
23
739

5.4      Preparation of the Test Materials and Interviewer Training

A single fictitious national constituency was set up with 12 candidates as follows:

Ahem - Fianna Fail
Banotti - Fine Gael

Burton - The Labour Party

Coughlan - Fianna Fail

Cullen - Fianna Fail
Gregory - Non-Party

Harney - Progressive

Democrats

Kenny - Fine Gael

Ó'Caoláin - Sinn Fein
Rabbitte - The Labour Party

Sargent - Green Party

Scallon - Non-Party

A ballot paper, corresponding to these candidates, was prepared using the IES software, and copies

of this were printed on paper sized to fit on the voting machines5 (see Figure 6 below).

The randomly generated votes were prepared, printed and bound into booklets (one vote, i.e., one

set of preferences per page). It is known that only a minority of voters utilise all the preferences
available to them. The overall preference utilisation pattern of these randomly prepared votes was.

5 The ballots for this simulated constituency, which were used in the final test of the machines, were printed by the

Department of the Environment, Heritage and Local Government.
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therefore, constrained to match that of the 12-candidate constituency in Dublin North in the 2002
Dáil election6. This preference utilisation pattern is outlined in Table 2 below:

Table 2: Proportion stopping after allocating n' preference

Preference

1
2
3
4

5
6

Per Cent

Stopping

3.9
6.4
28.6
17.9
14.0
8.4

Preference

7

8
9

10
11
12

Total

Per Cent

Stopping

5.0
3.0
1.6
1.5
1.4

8.3
100.0

Each group of 50 ballots was prepared as a single booklet,

different voting machine and ballot module.

Each booklet was entered onto a

All ESRI interviewers involved in the test attended a half-day training session in the ESRI's offices

in Dublin on either Thursday 15th or Friday 16th April. This involved a group instruction session

followed by "hands-on" experience with the machines. The group instruction session dealt with the

background to the test; the ballot papers; an overview of the voting machines and ballot modules

and also detailed instruction on all operational aspects of the test. This latter involved providing all

interviewers with direct access to voting machines and bringing them through all operational stages

of the experiment7.

A system of unique ID numbers was used to relate the booklet of simulated ballot papers to the

module, voting machine and till receipt from the voting machine. On completion of each booklet of

ballots the signed booklet, ballot module and till receipt (the written record produced by the voting

machine at the end of input) were sealed in an envelope which was then returned to the ESRI

offices for analysis.

5.5       The Parallel Videotaped Experiment

In addition to the general entry of the 36,950 simulated ballots a further aspect of the study design

involved the entry of 5,000 ballots under controlled videotaped conditions in the ESRI's offices in

Dublin. The 5,000 simulated votes were contained in 100 booklets of 50 votes. The votes were

input under conditions comparable to those used throughout the 24 distribution centres. The

principal difference between this test and the main test at the 24 distribution centres was that the

entry of ballots in the ESRI's offices was videotaped. The purpose of this experiment was to

provide the research team with a better understanding of any errors that might crop up. In the event

of any such errors occurring, we were conscious that it would be difficult to distinguish between

genuine (unobserved) data input errors on the one hand and machine errors on the other. The

videotaped experiment was built into the design in order to address this issue.   If errors became

" See Sinnott, R., and McBride. J. (2004), 'Preference utilisation in three electronic voting constituencies in the 2002

Dáil election', POPB Working Paper 2004/01, Dublin.

Six voting machines, 6 programming/reading units and approximately 970 voting modules were made available by the

Commission to the UCD/ESRI team to carry out the experiment. We wish to thank Mr. David Walsh from the

Department of the Environment, Heritage and Local Government for facilitating the provision of the machines and for

assistance with the software.
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apparent in the main phase of data entry one could assume that they would also appear, even if
perhaps at a lower rate, in the more controlled video-taped test. Where input-output inconsistencies
appeared in the latter we would be able to review the videotape and definitively say whether or not
the inconsistency between observed and expected ballot was due to an input error or due to a
machine error8.

5.6      Results

Initial Findings

As noted above, 739 machines were tested in the field. Accordingly, a total of 36,950 ballots
should have been cast and recorded (50 on each machine). We term these the "target votes". The
core of the test procedure consists of comparing these target votes on a vote-by-vote basis with the
votes actually recorded on the modules from the machines, which we call the "cast votes". The
recorded votes were copied from the modules using the dedicated software and the programming-
reading units supplied by the Commission. These were then transferred to the ESRI's computer
system. An aggregated file of votes cast was set up. This file was compared with the file of target
votes which had been randomly generated by the UCD/ESRI team. Independent comparisons were
made using both ACCESS and SPSS software. This approach was used for both the main set of
votes from the field experiment and also for the votes that were entered with video recording of the
vote-entry process at the ESRI.

The numerical relationship between the two sets of votes is shown in Table 3. When all data entry
was completed, the first step was to count the total number of cast votes on all the modules. A total

of 36,934 were found, i.e. the modules appeared to be 16 votes short of the expected total.

Examination of the individual modules showed, however, that 22 modules were short one vote, i.e.

recorded only 49 instead of 50 votes and a further six modules contained an "extra" vote, i.e.

contained 51 votes instead of the expected 50. Thus, the net shortage of 16 votes was composed of

22 "missing" votes and 6 "extra" votes.

Table 3: Relationship between Target Votes and Cast Votes

Total target votes issued (=739 booklets of 50 ballots each )

Total cast votes t= votes recorded on the modules)

Votes perfectly recorded (=cast votes corresponding perfectly with target votes)

"Extra" votes i=modules with 5 1 votes recorded)

M issing votes ( = modules with 49 votes recorded)

Aberrant votes (=casl votes not corresponding exactly with target votes)

36,950        100.000°

36.934

36.831

99.957%

99.678%

0.016%

0.060%

0.263%

8 It should be noted that there was at least one significant operational difference between the implementation of the test

as conducted in the machine distribution centres and that carried out in the ESRI's offices. As noted above, in the

machine distribution centres the input team was made up of two ESRI data inputters plus the Returning Officer or
his/her representative!s). In the videotaped experiment conducted m the ESRI's offices Returning Officers were not
available. Their place was taken by a third ESRI interviewer or other staff member who was trained by the project team
to take the role of the Returning Officer. All ESRI interviewers who participated in the videotaped experiment at the
ESRI's offices participated in the more general experiment at the machine distribution centres.
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The next step was to compare the target votes with the cast votes on a vote-by-vote basis. This

showed that 36,831 or 99.68% of the 36,950 target votes given to the teams for input into the
machines duly turned up as votes correctly recorded on the ballot modules. This level of accuracy in

the input and recording of votes is sufficient to rule out any sustained fraud or machine error.

However, 119 or 0.32% of the votes given to the input teams for entry on the machines did not turn

up in the output, this total comprising the 22 missing votes plus the 97 aberrant votes. A further 6
votes (0.02%) were cast which should not have appeared on the modules. Our focus now rums to

the nature of these errors, the key question being whether the discrepancies in question were due to
machine error in the recording of votes or to human error in the input process. In order to

understand how the discrepancies might have arisen, we begin by examining the results of the
videotaped input experiment.

Evidence from the Video Recorded Experiment

In the videoed experiment, 5,000 votes were entered onto 5 voting machines. The results showed

that, even in a highly controlled, almost laboratory environment, with tight monitoring and
videotaping, a total of 5 errors occurred in the process of input/recording of the votes on the
modules9. When the video-tapes of the input of the five votes in question were replayed, the
evidence was conclusive - the 5 errors were due entirely to human error in the data entry process.

The error patterns from the videotaped experiment are outlined in Table 4, which shows that the
discrepancies were due to human errors of the following kinds:

• omission of a last preference on a ballot paper as in the first case listed in Table 4 (Module
882, Ballot 30);

• vertical displacement of a preference or transposition of a pair of preferences. This would

occur where the data inputter transposes the preferences assigned to two neighbouring
candidates as he or she is transferring the vote from the printed simulated ballot paper on to
the electronic voting machine10. There are three examples of this in Table 4, namely the
second, third and fourth cases listed (Module 828, Ballot 35; Module 887 Ballot 20;
Module 894 Ballot 6);

• the remaining case in Table 4 is more complex as it involves omission of the preference

for one candidate and transposition of the preferences for another two. This leads to the
casting of a preference set which is quite different to that intended (see the fifth case listed
(Module 895 Ballot 1 ) in Table 4).

The error rate of 1 in 1,000 in the videotaped experiment compares with approximately 3 in 1,000 of the votes entered

in the main experiment. This is consistent with clear evidence from other disciplines that the simple act of being

studied itself causes improved performance on the part of subjects. This is the so-called Hawthorne Effect and is in our
view, responsible for the lower overall error rates recorded in the videotaped experiment.

10 Evidence of similar vertical proximity effects has been documented in Sled, S (2003), 'Vertical proximity effects in
the California recall election", Caltech/MIT Voting Technology Project Working Paper, Pasadena/Cambridge.
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Table 4: Error patterns from the videotaped experiment.

Module

Number

828

887

894

895

Ballot

Number

30

35

20

6

1

Preference set of

target vote

000100020003

301000000200

205000634100

006005431020

200001030000

Preference set of

cast vote

000100020000

301000002000

205006034100

000605431020

100000002000

Type of Error

Omission of last preference

Transposition of 2 adjacent

preferences

Transposition of 2 adjacent

preferences

Transposition of 2 adjacent

preferences

Combined omission and

_transposition_

• In addition to the five discrepant votes just considered, we found that on one module in the

video experiment only 49 votes were registered. The omitted vote (on module 857) was the 50th

simulated ballot in the booklet. The vote preference was 350241000000 in order from candidate

1 to candidate 12. It is clear from the videotape that the vote was entered correctly. It appears,

however, that the relevant data entry operator omitted to actually cast the vote as the video

shows no attempt to press the cast vote button on the voting machine.

Obviously, one cannot assume that, simply because we can show that the six errors in the 5,000

votes entered in the video experiment were due to human error, all the errors that occurred in the

field work were also attributable to human error. Nonetheless, the video evidence performs a vitally

important function in demonstrating that, even given the triple check procedure, human error does
occur in a data input process like this. The video evidence is also vital in giving an indication of the

kinds of errors that are likely to occur.

77ic Nature of the Discrepancies in the Main Sample

With this evidence in mind, we can now examine the discrepancies in the main sample. In Table 3

above, three main types of error were identified:

1.   "Extra" votes:

There were 6 "extra" votes (i.e. 6 modules contained 51 votes) and these are shown in full in

Table 5. The "Comment" column of the Table gives an explanation of how the error is likely to

have occurred. The first ballot contains a pattern of preferences running 1 to 12 , in order of
the candidates on the ballot paper. There was no such ballot in the 36,950 target votes issued.

The most plausible explanation it that this extra vote was due to data entry operators
experimenting with their first machine and inadvertently casting a vote running 1 to 12 in
sequence. The second ballot listed, from module 10, is an exact duplicate of ballot 9 in the
same module, i.e. it appears that ballot 9 was inadvertently entered twice. In all of the other

four cases, the operators realised they had made an error and noted this on the booklet at the

time of entry.   These consisted of three cases where a ballot was entered twice and one case

" Note that a code 'A' signifies a preference 10: 'B' a preference 11 and C" a preference 12. All votes were, of course,

entered in pure numeric form in all parts of the experiment.
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where a ballot with a single preference in the last position (which did not exist in the target set)

was erroneously entered and the problem noted in the booklet.

Table 5: "Extra " votes on the 6 modules containing 51 votes.

Module Number Cast Vote Comment

2 123456789ABC See explanation in the text above.
10 100020300000 Ballot 9 entered twice. No note on booklet
126 056327000401 Problem noted on booklet. Ballot 42 entered twice
127 000040325001 Problem noted on booklet. Ballot 50 entered twice
128 000000000001 Problem noted on booklet. Cast in error at ballot 9

130 400102305000 Problem noted on booklet. Ballot 49 entered twice

2.   "Missing" votes:

It was shown above that there were 22 missing votes (i.e. 22 modules contained only 49 votes
instead of 50). Table 6 gives the full detail of these votes and a comment as to how the problem

appears to have arisen. In three cases the ballot in the booklet was not signed and clearly was
not entered. In 4 further cases, there was a note on the booklet to say that the data entry
operators realised that they had failed to enter the ballot. In the other 15 cases, we believe that

the most likely explanation is that, as with the missing vote in the videotaped experiment, the
"Cast Vote" button was not properly activated by the operators.

Table 6: Full listing of Missing Votes - modules on which only 49 votes registered.

D

3
4
5
6
7
8
9
10

II
12
13
14

15

16
17

18
19
20
21

Module

26
41

83
149
254
273
305

317
327
336
337
447
457
463
501
530
537
553
573
595
607
640

Ballot

48
31
50
14
7

50
50
50

20
40
50
37
50
50
42
48
50
11
12
48
50

Target Vote

010432500000
010000002030
035001260040
005460230100
260413000500
020000100300
000200013040
701530046200
200100000300
050243010000
000010423000

701280036054
000030002010
010003020000
100000003002
000000000100

000100230000
000000010200
010000000000
B8763512C9A4
012004605370
000000210000

Comment

Ballot in booklet not signed - page obviously missed

Note on booklet - realised failed to enter ballot
Note on booklet - realised failed to enter ballot
Ballot in booklet not signed -page obviously missed

Ballot in booklet not signed -page obviously missed

Note on booklet - realised failed to enter ballot

Note on booklet - realised failed to enter ballot

Note on booklet - realised failed to enter ballot

Note: A code of 'A ' in preference pattern signifies a ¡tf" preference: 'B' signifies an 11 '". preference and 'C signifies a

12   . preference.
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3.   "Aberrant" votes:

These were the 97 cases in which a target vote and a cast vote existed, but the correspondence
between the two was not exact. Table 7 lists all 97 cases in full. The data in Table 7 make it
possible to conduct a vote by vote analysis of the 97 discrepancies. A summary analysis of the
error patterns identified is given in Table 8.

77ie Error Patterns in the Aberrant Votes

One complication must be noted at the outset. The complication arises in comparing the cast votes
to the target votes. To protect the anonymity of the elector and the secrecy of the ballot, the votes
that are cast on a module are stored in a randomised order. Consequently, it is not possible to

identify a recorded vote as being the 1st., 2nd., 3rd. ... 50th vote cast. In matching votes cast with
those target votes one must rely on the matching of preference patterns within ballot modules

W«K between the set of generated votes and those actually cast on the day as part of the experiment.12.
"::;■

en Table 7 lists each of the discrepancies between target votes and cast votes.   Column A simply

a a- contains a sequence number from 1 to 97. Column B contains the module number (or booklet
e ; number) in which the discrepancy arose and Column C indicates the ballot number of that vote
¿Kl within the booklet.  Column D specifies the vote that should have been cast, i.e. the preference set

of the 'target' vote as generated by the research team.   Column E lists the cast votes that were

aberrant (in the sense that they differed to some extent from the target set generated by the research

team). Column F classifies the error into a number of basic categories and Column G identifies any

special features of the vote in question.

We now indicate how each aberrant vote can be reconciled or matched with the corresponding

target vote on the basis of relatively simple and intelligible error patterns.  Consider the first row of

,1 Table  7.     This  shows that  in  module  number   1,  ballot  number   15  we  had  a target vote

034560810720. This vote should have been cast but which was not registered on module No 1.

However, on that same module we had a vote cast as 034560010720. This vote appears to have

been cast in error.  When the two votes are placed one on top of the other as below it is clear that

i the problem is an omission of the 8th preference on the vote actually cast:

I

Module 1 Ballot paper 15:

Target Vote        034560810720

Actual Vote 034560010720

Accordingly, we have classified the above as an omission of last preference. A different data entry

error is apparent, for example, from module 15, ballot paper No. 1. In this case we have the straight

transposition of the preferences for the second and third candidates.

ModulelS Ballot paper 1:

Target Vote        060040530012

Actual Vote        006040530012

One can see that in the 'target' vote Candidate 2 should have been given a preference '6' and
Candidate 3 a preference of '0'. On the vote that was actually cast Candidate 2 was assigned a '0'

l: There is an option in the counting software to mix and randomise votes between modules. This option can be turned

off- so allowing our test to take place. One cannot, however, rum off the mixing within module.
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and Candidate 3 assigned a preference of '6'. This represents a simple transposition or a form of

vertical displacement as it appeared on the voting machine.

A slightly more complex form of data entry error combines both omission and transposition.

Consider, for example, line 17, module 117 ballot 6 in Table 7. In this ballot the data entry
operation omitted to enter the 2nd preference for the sixth candidate on the ballot paper and instead

assigned a 2nd preference to the second candidate (who should, in fact, have been given a third
preference).

Module 117
Target Vote

Actual Vote

Ballot paper 6:

13,0002000000

120000000000

Table 7: Detailed description of nature of inconsistencies between 'target'and 'cast' votes

D

Target Vote Cast Note Tvpe of Error

034560810720
627108000345
03020Í400000

000023001000
206405000103
060040530012

000302001000
00450 2200103
023000010000

743095120608
100000000000

000100354620

002010000003
200000100300
023156040000

010200000000

130002000000
02000Ó000100

300O4OO02O01

000004320010

5026400030111

0020JJ1003045
102005004003
020140300000

002516400030
062lo3450000
000302100000

000000000001

030000001020

300000000102

300J62700045
140200003000
003410265000

310078206045
403020000010

034560010720

62710OÖOO345 Omissior
032001400000 Singh

000012003000 Combine
200405000103

006040530012

3000020001
004502001003
002000010000

743005120608
130004206005 Combined

00300000102C
ooooooooo io:
3010627000451 Singl
10420000300C

003401265000 Singl
301078206045

40032000001

Omission of last preference

of last preference

e transposition of 2 adjacent votes

omission and transposition

Omission of last preference

Single transposition of 2 adjacent votes

OCJ Transposition of 2 non-adjacent votes

Combined omission and transposition

Combined omission and transposition

Omission of last preference

omission and transposition

ssion of last preference

e transposition of 2 adjacent votes
e transposition of 2 adjacent votes

Combined omission and transposition

Omission of last preference

Combined omission and transposition

Single transposition of 2 adjacent votes

omission and transposition

Single transposition of 2 adjacent votes

Single transposition of 2 adjacent votes

e transposition of 2 adjacent votes
of last preference

of last preference

ined omission and transposition14
ssion of last preference

Additional last preference cast

Combined omission and transposition15
Single transposition of 2 adjacent votes
Omission of last preference

le transposition of 2 adjacent votes
Single transposition of 2 adjacent votes

le transposition of 2 adjacent votes

Single transposition of 2 adjacent votes
C( Single transposition of 2 adjacent votes

700100354620 Omi;

020010000003 Singl
2OOOOO1OOO30 Singl
023105640000

310200000000

12000000000C
020000000010

200030001000 Coi
000004320100

50264000300J

0020Ü1003045 Singl
102000004003 Omission
020140350000 Omission
0020100t)UOOO Comb

062103450070 Omi
000302100004

102050003004

a See note A below

14 See note B below

15 Note on booklet - ballot 24 cast twice; 21 not cast
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192

19:

192
249

250
252
254

257
259

278

286

300

303

311
311
322

330
338
340

369
386
434

449
451
463

479
482
489

494
496
499

501
512
513

515
517

52:

522
525
531

531
546
550

550

553
5S7

51>S

609

610

610
(ill

D_

Target Vote

000436000215

263COOO07514
010253000004

310200500400

030040020501
100003000200
001000000200

000003^00100
00042 3000100
002000030100

000030120000

030001000002

000003000102

024638071050
213500070460
000102000340

000030200041
580392701460
207103065040

000702638415
002014000030
000132540000

001024005063
302000001000
302000010000

000010200003
000023401000
107026304005

0(H034000020
001000005422
003C000020o7

020100000000
001700625834
300005002014

ooicoooooooo
203100400050

20130600á500

540206000130
000100320400
030001000020

004002030010

040980261753
500000320041

004516382A79
004380271056
304000100200

006273104050

050030001402
304060712005

001230500040

604510003200

Cast Vote

00043000021
20306000751

010203000004
3I020000040C

030000020001
000002000100
Toooooooopoo
000002300100
000423000010
003000020100

000002
02000000000

00000300100

024630.071

21
000

000300200041
58030270146C
2001

07000263041
00201
004103002001

001024005603
002000301000

3O2OOOJ0O0OC

OO010O20O003
00023403100C

1

13000C Combined (

05( Omission <

13 500C0046C Omission

)12OOO034( Singh

0306504C Omission i

14000003 Singl

100026304005 Omission

01003400002Í Singl

001000004320
00300000020Ï

00210000000( Singl

001700625034
30000000201

001003200004
203100405000

20130600 SáOcj Sin
54020Û0001
000000210300
03000 lOOOOOJS:

00400203000
049080261753
400000210030
004516382079 Omission

004300271056 Omission

34000010020C

00620310405C| On

04003000100
304060012005

01230050004( Combi

60451000 032_o| Combined

Type of Error

5 Omission of last preference

A Transposition of 2 non-adjacent votes

Omission of last preference

Omission of last preference

Combined omission and transposition

Combined omission and transposition

Combined omission and transposition

Single transposition of 2 adjacent votes

Single transposition of 2 adjacent votes

Transposition of 2 non-adjacent votes

omission and transposition16

Combined omission and transposition

Single transposition of 2 adjacent votes

of last preference

of last preference

e transposition of 2 adjacent votes

Single transposition of 2 adjacent votes

Omission of last preference

of last preference

5 Combined omission and transposition

e transposition of 2 adjacent votes

Combined omission and transposition

Single transposition of 2 adjacent votes
Transposition of 2 non-adjacent votes

Single transposition of 2 adjacent votes

Single transposition of 2 adjacent votes

Combined omission and transposition

of last preference

e transposition of 2 adjacent votes

Combined omission and transposition

Single transposition of 2 adjacent votes

e transposition of 2 adjacent votes

Omission of last preference

Omission of last preference

Combined omission and transposition19

Transposition of 2 non-adjacent votes

e transposition of 2 adjacent votes

3C|Omission of last preference"

Combined omission and transposition

ingle transposition of 2 adjacent votes

Single transposition of 2 adjacent votes
Single transposition of 2 adjacent votes
Combined omission and transposition

of last preference

of last preference

Single transposition of 2 adjacent votes

of last preference

Combined omission and transposition

Omission of last preference

ined omission and transposition

omission and transposition

Note on booklet re. entering wrong sequence

"Note on booklet - ballot 9 cast twice; 8 not cast
18 Note on booklet - possible error on entered ballot

"Note on booklet - error on entered ballot

^Note on booklet - realised failed to enter preference 6
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611

612

662

662

663

674

682
711

714

714

717

D

Target Vote

010000542030
301006502040

000300004201

000200001003
605438012007

300000200100
0O0J0302000O
003200100000

002000145300
802704506013
100000002000

Cast Vote

010005042030
001005402030

003000004201

002000001003
605430012007

300000201000
00100302000C
00032010000C Combined

020000145 30C Singl

01)1420300000 Combined

M0000001OO0

Type of Error

Single transposition of 2 adjacent votes

Combined omission and transposition

Single transposition of 2 adjacent votes

Single transposition of 2 adjacent votes

Omission of last preference

Single transposition of 2 adjacent votes

Single transposition of 2 adjacent votes

omission and transposition

e transposition of 2 adjacent votes

omission and transposition21

Combined omission and transposition"

Notes:

A: This data entry error appears to have been brought about by combining ballots 36 and 37 in booklet 59.

B: This error pattern is consistent with the operator inadvertently pressing the button for the third preference a second

time, thus cancelling the 3 "* and subsequent preferences.

A code of 'A' in a preference pattern signifies a 10* preference: 'B' signifies an 1 l'hpreference and 'C signifies a /2rt

preference.

Detailed examination of the entire set of aberrant votes showed that all of them exhibited patterns of

error entirely consistent with human error during the input process. The main types of error found

in these votes are summarised in Table 8. Thus, some 27 per cent of the aberrant votes were

explicable as omissions of the last preference on the ballot paper. About 43 per cent were due to

vertical transposition of votes, almost always of adjacent votes. Approximately, 29 per cent of the

discrepancies were due to more complex but still intelligible error patterns involving both omission

and transposition.

Table 8: Distribution of aberrant votes by error type

Nature of error

Omission of last preference

Additional last preference cast

Single transposition of 2 adjacent votes

Transposition of 2 non-adjacent votes

Combined omission and transposition

No.of

Votes

26
1

37
5
28

Per Cent

26.8
1.0

38.1
5.1

28.9
97 100.0

5.7       Conclusion

Much of the above discussion focussed on the discrepancies encountered, their number, pattern and

likely origin. However, it should be recalled that the machines recorded 99.68 per cent of the votes

issued accurately. This indicates that there was no credible evidence of fraud or substantial

machine failure.

However, despite the care we took in training and planning, and the triple check on data entry, there

was an appreciable level of error. This took a number of forms - votes omitted which should have

been entered, extra votes appearing which were not in the target set and erroneous entries.    On

21 Note on booklet - ballot 27 missed, 26 entered twice

"Note on booklet - ballot entered incorrectly
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detailed examination, all of these errors appear much more likely to have arisen from mistakes by

the operators as they entered the preferences than from any other sources. Video evidence lends

further support to this view by showing that even in the very carefully controlled video-taped

experiment all six discrepancies arising were attributable to human error.

Our analysis of the errors arising suggests topics that deserve attention in educating voters, training

election staff, and in evaluating the usability of the machine. For example, the number of missing

votes (22 modules with only 49 votes) where the last vote on the ballot was omitted raises the

possibility that there may be a problem in the closing off procedures at the end of the voting

process. Where possible, we address such usability problems in the remaining sections of this

report.

On balance, however, we conclude that the voting machines deployed for use in the June 2004

European and Local elections appear to be a reliable means of recording the votes cast by the

voters.

6       Using   IES   from   the   Local   Electoral   Area/   Constituency   Worker's

Perspective

The Local Electoral Area /constituency worker uses the IES to create a new "poll" object (we shall

refer to this as a "race" as it consists of the information for a set of candidates who are all

competing for a given set of seats). He or she enters information about the race (location, date, etc.)

and enters the candidates' details from a form along with a picture on a CD. Once all the

candidates' details are in, the official burns a CD with the information and sends it to the Service
Centre. After the election, the Service Centre will send a CD with the full list of all the votes for

that area back to the local centre. The workers load that CD and execute the count.

The operation of the software at this stage is fairly complicated. The workers at this level will
probably have a moderate amount of training, but not a great deal of experience. This is something

they will rarely do. There are a number of minor bugs, and there are several points in the process

where mistakes are easy to make'3. Here are the issues we are concerned about:

• The "Close" button behaves inconsistently in different windows. It completes and finishes

some tasks (indicated with a green checkmark), aborts others (indicated with a red "X"),
appears to complete still others (green checkmark), but actually doesn't. Most of this is

done without feedback.

• In some scrolling lists, an item is selected and processed by a double click. In others, one

has to select the item first and then push an execution button.

• Keyboard accelerators (keystrokes that can be used in place of clicking the mouse) are
confusing in many places. Many times the same keystroke is assigned to two different

buttons ("cancel" and "complete" were both assigned Alt-C).

"3 In case of PC setup problems, there is a service telephone number affixed to the top of the computer. The operator at

"Sord Data Systems" we spoke to was quite knowledgeable.
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• Delete key didn't work in all user interfaces but Backspace did.

• Scrolling in the help window only scrolls the page after release of the cursor button.

• Changing the date to the 99th day of December is possible in the text-formatted version of

the date. This will not cause any problems until the data is written out to a file and sent to

the Service Level, where it will mysteriously fail to load.

• In different places in the software, we have seen dates printed out as "6/11/2004",
"11/06/2004", and "11/ 6/2004". (One of the machines we were running on was set to the

"American" local, hence the Month/Day/Year. Dates should be consistent even if an Irish
operator selects the "American" local.)

• The IES will allow the local level worker to enter impossibly large numbers of candidates

(we entered 97). Only during the ballot layout procedure will it complain with the rather
confusing error message "43 buttons. Incorrect manual selection of ballot papers columns".

• The "Double Height" option introduces one more bit of complexity into the system. Voters

might find ballots made this way confusing. This is especially likely should one ballot
paper be single height, while the next is double.

• The information surrounding the "database" and "securing the database" is vague. It is
possible to "Secure the database" numerous times without any apparent effect.

ISO



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System

Figure 6: A ballot paper

W

TOGHCHÁN DO PHARLIAMINT NA HEORPA

TOGHLACH BAILE ÁTHA CLIATH

EUROPEAN PARLIAMENT ELECTION

DUBLIN CONSTITUENCY

^       AHERN ■ FIANNA FAIL
;**v. if t jno» .v r* «ma*.* ■

FI AN W A -v -s™" " »—■■»■ u

FAtl

BAXOTTLFIKEGAEL
fu,**       H»*m*>"NKt*t1'*-.    ,:¡ i

Hilt ÍMpH»DMMaiPMB|
QaCpHaARVtAN

BURTON - THE LABOUR PARTY

*<MU tf« Jhg HMM^TWt mr

: COUCHLAN . FkAKNA FAD.

FIANNA
FAIL

__,       CUUEH-FIANA1AFAIL
1mm m t .«w c< »» >ntv* in

ItMWrwClAl.fM:

FIANNA «""•
FAIL

MARHEV   PROGRESSIVE

DEMOCRATS

;KEMNY.FIM£GA£L

nut .     fc[m»>»inmHWMBI
gsei.   bo«*«»

UK". RTO*»rrt»ri ;>

OCAOCAIN - SmN FEW

¿J i«f» tar« &l *•€«**"••* ¿*

J
J

J
RASeiTTE . THE LABOUR PARTY

«»I w«il«trf

SARGENT. GREEN PARTY
COMMAONTAS GLAS O— <-

w¿ ■ -

J

J
SCAUON-NCW^ARTY
.MM OXiUtXr SCAUOM!

Appendix 2C

isi



Appendix 2C First Report of the Commission on Electronic Voting

• There is no connection between the picture to be printed on the ballot paper and the details

for the person in question. It would be quite easy (and will almost certainly occur) for Ian

Fleming's picture to be printed next to Ian Fitzgerald's name.

• "Delete Poll" is irreversible.

• The manual does not discuss the drawing of lots. When a lot-drawing situation arises, IES

displays a popup window with no explanation of what to do.

6.1 Critical requirement

• All personnel using the IES system must demonstrate proficiency in hands-on, timed tests

before using it to create or process elections (if it takes someone an hour to do what should
take ten minutes, that is a problem).

6.2 Recommendations

• Deleted polls should be kept in a "Trash Can" in the same way as deleted files in most
software applications.

• There should be some way of ensuring that the correct picture is associated with the correct
candidate.

• "Securing the database" should not be a separate menu item. It should happen automatically
when all the data have been read in. (There may be reasons that we are unaware of why

securing the database must be done manually. At a minimum, it should be impossible to
secure the database a second time.)

• All of the buttons, keyboard accelerators, selection mechanisms, etc. should behave in a
uniform fashion.

• There should be only one way to change the date and it should be unambiguous. Because
IES allows both Month/Day/Year and Day/Month/Year, the month should always be spelled
out in all printouts and tools.

• The "Double Height" option should be eliminated.

• All menu items not required for the current operation should be disabled and greyed out.

• IES should not allow the operator to enter illegal data (e.g., 97 candidates).

7        Using IES from the Service Centre Worker's Perspective

The Service Centre worker uses the IES to create a new "poll" object (different from the "poll"
object we called "race" above - we'll call this an "election" object). He/she then enters information
about the election (date, polling stations to be used, etc.) and downloads the candidates' details from

the CD received.  When all the CDs from all the local levels are loaded, the worker will download
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the information onto the Ballot Modules. The Ballot Modules will then be sent back to the local
levels to be loaded into the Voting Machines.

When the election is over, the local levels will send the Ballot Modules back to the Service Centre.
They will be read into the Service Centre's PC and a CD with the complete contents of the
appropriate Ballot Modules will be created. The CD will be sent to the local levels for counting.

The operation of the software is fairly complicated. The workers at this level will probably have a
lot of training and they will be working with the system often. There are a number of minor bugs,
and there are several points in the process where mistakes are easy to make. In addition to the
issues noted above, here are the things we are concerned about:

• The IES program that is run at the service level is exactly the same program as is run at the
local level. Many inappropriate functions are enabled. For example, the "Candidate Details"
dialog boxes allow the service level worker to change/add candidate information, even
though that should only be done by the local level personnel.

• When a Ballot Module is in the Programming/Reading Unit, the operator cannot see the

label to know which polling station the Ballot Module is intended for.

• Warnings regarding conditions under which the software might be vulnerable were not
called out (e.g., the PC is connected to Internet, it is running with old versions; it is
connected to a modem).

• The system of erasing ballot modules is ad-hoc. They are erased by default when
programming new polls. There should be checks on this process.

• The "results file" contains the details of a race, including which ballot modules are needed

to count the election. It is an XML file that we were able to modify in WordPad. The name

"results file" is a misleading name for the file containing the details of a race.

7.1 Critical Requirements

• The results file must be backed up on two disks when created, one stored off site. It is

further critical that it is authenticated when it is about to be used.

• The label for the ballot modules should extend over the "top" of the ballot module, so that it

acts as a seal and so that the identification of the designated polling station is obvious at all

times. (The operator should not have to pull out the Ballot Module to verify this, as we can

be certain that some operators won't.)

• The IES 126 software should never be used for setting up or processing the results of an

election without two people at the workstation agreeing about each step.

7.2 Recommendations

• IES Software used for counting an election should not have the maintenance code. It should

not be compiled or loaded or linked into the counting version.
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Only those functions that are appropriate to a level should be executable at that level.

Inappropriate functions shouldn't even appear in greyed-out form. If special overrides are

required, they should be executed from a different program by a privileged user.

Certification of all elections should be done at the service centres after the elections. These

must corroborate the local election results. Where "mixing and numbering" and drawing

lots are concerned, the local outcomes made should be available to the service level for
confirmation.

The machines must be cleared of any software that isn't to be used in the process. Unless

there is a certified way of using these software elements to support the voting system safely,

they should be removed; this includes drivers and software for such things as TCP/IP,

Ethernet, and other things that could compromise security.

8        Using the Voting Machine from the Poll Worker's Perspective

The poll workers are responsible for arranging the Voting Machines in the voting hall, setting them

up, testing them, running them during the election, removing the Ballot Modules at close-of-poll,

sending the Ballot Modules to the service centre, and finally breaking down the Voting Machines

and preparing them for shipment back to storage. Some of the poll workers will have a lot of
training, some very little, and undoubtedly there will be some called in at the last moment who will
get their training the morning of the election.

8.1       Setting up the machine

• Setting up this machine was complex, confusing and, at times, physically precarious.
Carrying the voting machine is awkward. There is no balanced posture in which the
machine could be carried with its handles.

• Opening the machine is confusing. The multiple latches and locks give apparent security. A
tamper-proof seal is needed for actual security if a module is in the machine.

• Lifting the machine's voting panel into position is very awkward. It is heavy and

unbalanced. To assemble it, the large lid must be raised vertically, while lifting the voting

panel. A flimsy side shroud must be made to engage with the lid while holding the voting
panel in the correct position. This takes strength and care. With average strength and
balance, it was hard to figure out where to stand and how to hold everything to do it. In our

experience the heavy and unbalanced design of the full-faced control surface is somewhat
dangerous to manipulate. Even in the training video, with two people, the poll worker

struggles to put the side panel in place to hold the control surface up.

• Placing the paper under the plastic was a challenge. The static charge on the plastic made it

especially difficult. As soon as all five Ballot Papers were in place, sliding the plastic sheet
over them dislodged them.

• The plastic cover is asymmetrical. If you flip it over, it will not fit onto the registration
pegs.
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• There is a line at the top of the Ballot Paper (in very tiny type) indicating which column of
the Voting Machine the Ballot Paper belongs on. It will be difficult for many poll workers
to read, and is subsequently hidden under the top aluminium bar.

• The Voting Machine stand allows three positions for voting from a wheelchair. We didn't
have the special table shown in the video but it seemed from the video that the machine was
in some danger of falling off the table.

8.2 Opening the Poll

• The process of holding down the function button while turning the key is error-prone.

• The console display does not give clear instructions to the operator.

• Administration (i.e., opening and closing the poll) uses the same key as running the poll.

• We did not see documentation for a way to test the backup module. It appears that anyone
with a standard operating key can press the function key while turning the key, select "c"
test voting machine mode, select clear backup, agree that they want to erase the backup and
have cleared the backup memory from the machine.

8.3 Running the poll

• The operator uses the same key and the same control unit to run the election as is used to

setup, open, and close it. This gives lots of room for both operator error and fraud.

8.4 Closing the poll

• Closing the poll and printing the end of poll statement took a long time. The Voting

Machine has no progress bar or "expected time to run" indicator.

8.5 Critical Requirements

• The control unit (which controls the selection of the races available to each voter and

determines the disposition of incomplete ballots [those that have not been confirmed by a

second push on the cast vote button]) requires continuous oversight by at least one other

person. It is crucial that someone besides the voter and the one operator can see the ballot

activation and knows when the key is turned to eliminate an incomplete vote.

• In order to prevent erasure of the backup modules, when the poll is closed, the electricity

supply to the voting machine must be discontinued and the module must be sealed.

• All backup modules must have serial numbers.

8.6 Recommendations

• The backup module in the machine should have a signed seal indicating that it has not been

removed since being certified.
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• The back-up battery should be capable of running the equipment for longer than the longest
outage over the previous 10 years.

• A piece of tape applied to the top and bottom of the Ballot Paper would make it easy to
place the Ballot Papers and not have them dislodge when replacing the plastic cover.

• Something should be done to make it obvious which column a Ballot Paper belongs in.
Larger numbers on the Ballot Paper with matching numbers printed on the Voting Machine

itself would help. Repositioning the registration pegs so that only the Ballot Paper with
matching registration notches can fit would be better.

• Installing a gas-filled cylinder spring at each back comer of the machine would allow it to

be opened safely.

• The voting machine stand should be fitted with a gas shock spring at each side to allow the

machine to change positions easily. A linkage rod would allow a person in the front to pull

a lever and rotate the machine without assistance. Mechanical stops would make it

impossible to go beyond the limits of adjustment, thus preventing accidents.

• One physical key to set up and take down the machine and another for running it during

voting would be more secure and simpler to use.

• The control unit display should indicate what buttons to use for what actions.

• The machine should beep in an identifiable way for the different settings as the poll worker

manipulates the control box. This gives the poll worker feedback confirmation that they

have set up the machine correctly. It also allows co-workers to notice what button was

pushed.

• The potential for a poll worker using the machine in function mode to erase the backup

module should be eliminated.

9        Using the Voting Machine from the Voter's Perspective

After verifying his/her registration by existing methods, the voter is given a colour-coded ticket,

which is given in turn to the operator of the machine. The operator selects the set of races which

the voter is eligible to vote in (European Parliament, County Council, Town Council, etc.) by

pushing the appropriate colour-coded button on the control unit. The voter enters the polling booth,

votes, and leaves. Some voters will have tried out the machines at exhibitions, some will have seen

videos, most will have never seen the machine before, and some will have no experience with

computers.

Entering the polling booth, the voter will see a series of ballot papers with candidates' names, party

affiliations, and pictures (fig. 4). Next to the picture will be a pink "button" drawn on the paper (the

actual button lies directly below) and next to that will be a bright, green LED display. The green

LEDs will show double dashes ("- -") next to candidates whom the voter may vote for, and nothing

for candidates in races which the voter cannot vote for. They will also show nothing next to blank

spaces on the ballot.
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The voter makes selections by pushing the pink buttons. When the voter selects the first candidate

in a race, the green LEDs will display a bright "1." A second selection will display a "2." etc.

Should the voter press the same button a second time, the preference for that candidate will be

cleared (reset to dashes). Any other selections in that race with a higher number will also be

cleared. (If the voter selects 1, 2, 3, and 4; then pushes 2 a second time; 2, 3, and 4 will all be

cleared.) When the voter has made all desired selections, s/he completes the vote by pressing the

"Cast Vote" button.

If not all of the races have been voted on and the voter presses the "Cast Vote" button, the machine

gives a special beep and displays a blinking message on the yellow LED display at the top of the

machine, telling the voter that the "Cast Vote" button must be pressed a second time if s/he does not

want to vote in the remaining races. The voter may push "Cast Vote" a second time and record the

vote as is, or may go back to the main panel and continue voting in the other races.

When all of the races have at least one selection, no second confirmation is required. If every

candidate in every race has been voted for, the "Cast Vote" button will light up. indicating that
there's nothing else to do. Upon successful voting, the LED display clears before coming back with

the confirmation that the ballot has been cast.

The issues we are concerned about include:

• Only the Voting Machine operator (looking at the control unit screen) and the voter in the
booth can tell which set of races was activated. It is possible for the operator to partially
disenfranchise voters by selecting the wrong set of races; many voters simply will not notice

(see first-listed critical requirement under 8.5 above).

• The fact that no buttons on the voting machine give any physical "button feedback" is a

concern.

• Some of our test-voters had difficulty with wanting to press the green displays, thinking they
were the buttons. The mistake persisted even after the users understood that the button was

the pink circle next to the candidate's picture.

• The LED display at the top of the machine is not a focal point for the voter while making a

selection. To read the name on the bottom of this display takes some effort.

• The Voting Machine does not allow a blank "protest ballot" to be cast.

• There is a keypad on the voting console (used when setting up and testing the machine).

While it is in fact disabled during voting, it is still a distraction to the voter.

• The same key is used to express a preference and to cancel a preference.

9.1       Recommendations

• It would be valuable if the machine made a distinctive sound for each poll selected for a

voter (Presidential Dáil European, Local, Referendum) giving feedback to the ballot worker
that the correct set of polls had been enabled.  All other ballot workers could also hear this
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sound.    The voter could use it as an indication that something had been done to their

machine to set it up.

• When some races have not been voted on and the "Cast Vote" button is pressed, the display

should stay lit and use its full height to display an animated arrow requesting confirmation
accompanied by an audible beep. If a voter who has not voted in all races leaves the ballot

booth having only pressed the cast vote once, the ballot should be deposited rather than
cancelled.

• The machine should allow a protest ballot to be entered with no selections made. As with a

ballot that has only some races selected, "Cast vote" should beep, display the fact that a

blank ballot is about to be entered and require a second press.

• Some indication of how to operate the voting machine should be given. A poster on the

back panel, facing the voter, is one possibility. It should be as simple as possible.

• If only two lines instead of three in the LED display were devoted to explanation and

instructions the selected candidate name could be read more easily.

• The keypad in the voting machine should have a seal to prevent voters from attempting to

tamper with it. In further development of the machine, the keypad might be moved to the

control unit.

• We are considering the desirability of requiring two presses of the "Cast vote" button in all

cases - one to submit the vote and the other to confirm it. This could be programmed in

such a way that failure to press a second time would not jettison the vote. (This is a

surprisingly problematic area. In other elections using electronic voting machines, votes are

lost due to confusion over when to push the "Cast Vote" button. Indeed, the input-output test

reported above provided evidence of possible problems in the use of the "Cast Vote"

button).

Some of these comments may seem very minor, but they are important. The voters using these

machines will see them once every few years for a few minutes. Some of the voters will have poor

eyesight; many will feel intimidated by computers. Everything that distracts the voter will cause

errors. Anything that can be done incorrectly, will be done incorrectly by someone.

10      Documentation

The Nedap/Powervote Electronic voting and counting system documentation is used in conjunction

with IES version 126 software. Overall, the tasks seem more complex than necessary. The

procedures in the book attempt to break down the tasks into simple steps, but the complexity

presented is still daunting.

The use of names for non-physical objects (computer data) is a tricky but important issue. Because

the objects under discussion are "nebulous," it is very easy for a computer user to become quite

confused as to what s/he is working with and which object should do what. Thus the use of the

word "poll" to mean: (a) The set of candidates for a specific position, (b) the set of all (a)s for a
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specific election, (c) the location where people do their voting, and (d) perhaps several other slight

shades of meaning, is a problem.

The authors could clarify the documentation by revisiting their terminology. The words "Election",

"Poll", and "Ballot" have colloquial meanings and should be used with trepidation in naming data

objects. People will get confused. Descriptive phrases such as "Ballot Paper" would facilitate

understanding. For (a), "Race" might be reasonable, for (b) "Election" and for (c) "Polling

Station". "Level" is another term that is used ambiguously. Is "Service Level" the software being

used, the set of functions in the software being used, a processing centre, a geographical location, or

a specific building in that location?

• The manual discusses briefly how to set up County/City elections for "all the Local

Electoral Areas ... together" or "...separately", but gives little direction on the matter. The

IES vl26 appears not to support this (there is no "Local elections 2004" [the menu item

shown in the manual] in the "New Poll" wizard).

• The manual states "A compatible file containing polling station data can be read into IES."

It says nothing more about this.

• The manual refers to the "PRU" without saying it is the Programming/Reading Unit.

• The term "Memory id" is used. It appears to mean "Ballot Module Identifier" but this isn't

completely clear.

• On the last page of the operator's guide, the following statement appears: "If you see a
message in the display which consists of the following numbers, it means that the vote has
not been stored. 8001, 8002, 5503, 5504." These error messages should be clearer.

• Every data object which the IES user sees should be described clearly, along with a diagram

of how they all fit together.

• Every operation the IES user executes should have a clear and unambiguous purpose. It

should be obvious to the user what to do next and why.

11      Security Measures

• The memory module snapped open and exposed readily available, labelled parts with no

security provisions. Putting it back together without noticeable damage was simple.

• The Programming/Reading Unit seals peeled back easily without damage. Inside, the
system is composed of some standard EPROMs and a 68000 computer with standard 7400H

TTL logic.

• The seals on the voting machine peeled back equally easily. Four Philips head screws had
to be removed. The voting machine uses the same circuit board as the

Programming/Reading Unit, only with different peripherals plugged into the numerous (11!)

connectors.
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11.1 Critical Requirements

• Effective protection against reprogramming ballot module memories before they are read
must be put in place. This could be achieved by means of signed seals on the programming
slot on the Programming/Reading Unit.

• All software in all portions of the system should be authenticated. It is worthwhile noting
that very little of the voting process is secret - the contents and order of the ballot papers,

and the details of the votes (once they are not identifiable with the individual voter) are all
public knowledge. The only requirement is that they be accurate. The only secret is the
specific vote cast by a specific voter. Hence authentication" of data is essential, but not

encryption.

11.2 Recommendations

• A seal with a serial number on it that will be destroyed if peeled off, or a better lock must be
associated with the programming slot of the memory module.

• Modules should have unforgeable serial numbers.

• Modules should be unopenable.

12      Conclusion

This report has reviewed previous evaluations of the Nedap/Powervote electronic voting system and

has examined the process involved and its potential vulnerabilities. In the light of these

considerations, we have conducted a range of tests of the hardware and software. These tests have

included an input-output test of a representative sample of the deployed voting machines and tests

of the system from the point of view of all the actors involved (officials, poll workers and voters).

We have found no evidence of malfunction or malicious interference. We have, however, found

evidence of a minor propensity to human error in inputting data into the machines. It is difficult to

say whether real voters would be subject to such error and, if so, to what extent. The conjectural

nature of our knowledge in this regard points to the need for further experimental study of the

human-machine interface. It seems highly likely that the input of postal votes would be vulnerable

to the input-error processes we have identified and steps would need to be taken to minimise this.

In evaluating and testing the system, we have identified a substantial number of critical

requirements that must be implemented if future malfunction or interference is to be prevented. We

have also identified a large number of recommendations, implementation of which would

significantly improve the operation of the system. We would also like to emphasise that the

combined results of our input-output test of the machines and of our tests of the usability of the

machines point to the need for further experimental research on the human-machine interface.

24Digital Authentication is a technique by which we can be certain that a given file (or any data) is exactly the file which

the author wrote. If someone changes the contents of the file, we will know it. The basic idea is that the author uses a

"secret key" (a big number) to create a "fancy checksum" (another number created by adding up all the bytes in the file

and combining them with the key). The author then publishes a "public key" (another big number, related to the private

key). Anyone may use the public key to verify that the checksum is correct, but they cannot create a new checksum.

Mathematicians tell us that a 1024 bit key would take thousands of computer-years to crack.
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Overall, however, we conclude (a) that the voting machines deployed for use in the June 2004

European and Local elections are a reliable means of recording the votes of the people and (b) that,

provided that our critical requirements are implemented and that the aspects of the system we have
not examined are shown to be satisfactory, the chosen electronic voting system can be safely used

in the June 2004 elections.
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1        Summary

The objective of this strand was to verify that the data coming out from the voting machine in the
modules accurately captured the votes cast on the machine. While there has been extensive testing
done on individual components of the Nedap/Powervote system by PTB [1,2.3,4], Zerflow [5,6],
TNO [7,8,9,10,11], KEMA [12], Nathean [13,14] and ERS [15], there is no evidence of end-to-end

Il testing of the system as a whole. An end-to-end test will confirm the accuracy of the individual

components of the system as well as their interconnectivity with each other. This will confirm the

integrity of each vote from the point at which it is cast at a voting machine to the point where it is
I counted at the count station. The ideal end-to-end test would be to perform a full-scale election

simulation. Since this approach is impractical it was decided to simulate a miniature election.

The miniature election comprised three polls, a European election, a Local election and a Town

Council election. These polls had 6, 7 and 12 candidates respectively. A list of 43 votes were

prepared on a spreadsheet, these votes were then entered manually under the supervision of an

observer to confirm that the correct votes were cast. Once all the votes were entered, the modules

were loaded into the Integrated Election Software (IES) system. The votes were then copied onto

three CD's for each of the count centres (European, Local and Town Council). The votes were then

transferred to the individual count centres where the counts were performed. The votes used in

counting were verified against the 43 cast votes and were found to be correct. The result of the

election was also confirmed against a hand count.

As well as the end-to-end tests, we also ran tests on a voting machine and several ballot modules

that verified that the buttons correspond to the correct candidate details and verified that the

printouts produced by the voting machines are correct. These printouts are an audit of the number of

votes cast on each machine. In further tests, we were unable to add votes to a module after close of

poll. Finally, we checked that votes stored on a voting module could not be erased using an intense

magnetic field. These tests demonstrated that the voting machines and ballot modules behaved

as expected.

The miniature election simulation endorses the reliability and validity of data input and output from
the electronic voting machines including the consolidation of data plus the reliability of the
computer software. However it must be remembered that a full-scale field test has never been

performed on the Irish Nedap/Powervote System where up to three different elections occur in

parallel.

1.1       Recommendations

• We feel that a miniature election should be part of the manual procedures involved in
setting up the voting machines and counting PCs (if it is not already). A miniature election
creates confidence in the operation of all the components of the system and such a distributed
testing process will guard against the introduction of fraudulent components into the electronic
voting system (see section on Miniature End-to-End Election below).

• There is an inconsistency around the issue of null votes. Null votes can be cast in a multiple poll

but not in a single poll. In a multiple poll, provided a voter casts a vote in at least one of the
polls, they can cast null votes in the other polls. This inconsistency could be cleared up by

allowing the casting of a null vote in a single poll by pressing the Cast Vote button twice as
is possible in a multiple poll (see section on Miscellaneous System & Usability Issues below).
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2        Input/output consistency

As part of the miniature election. 43 sets of votes were cast across 3 elections. The elections had 6,

7 and 12 candidates. The procedure was to prepare the votes in advance on a spreadsheet and then

key-in the votes manually. The keying-in of the votes was watched by an observer to confirm that

the correct votes were cast. This process was done in three episodes as votes were written onto 3

modules. The votes were downloaded from the modules onto the Service Centre PC and checked.
The check showed that all the votes were correctly stored for counting.

3        Miniature end-to-end election

The layout of the election is shown in Figure 1 below.

Figure 1. A schematic representation of the components in the miniature election

European Election

Count Centre

PC

Town Council

Count Centre

PC

The organisation is as follows. There are three Count Centres, at European, Local and Town

Council level, which were represented by three separate installations of IES on a single PC

(henceforth the Count Centre PC). The Service Centre is represented by the hardened PC provided

by the Commission. Although we were only provided with one physical Voting Machine, by
configuring three modules we were able to represent three different Voting Machines (Arklow A,
Arklow B and Carnew).

The process was as follows:

• The election details for the three elections were prepared on the Count Centre PC.

• The details were transferred to Service Centre PC on CD ROM.

• The modules for the three Voting Machines were prepared ('programmed' in the IES
terminology) on the Service Centre PC.

• The procedure for setting up a poll was followed on each of the Voting Machines and the
votes were input as described above.

• The polls were closed and the modules were transferred onto the Service Centre PC.

• The votes were grouped by election and consolidated on the Service Centre PC.
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• The consolidated votes were transferred to the Count Centre PC on CD ROM.

• The counts were carried out on the Count Centre PC.

The votes counted were verified to be the votes cast and the counts were verified to be exactly

correct.

We have found this test of the complete system to be a useful exercise in establishing confidence in

the interconnectivity of the system. It should be noted that this is a small scale simulation and that a

full election contains many more voters, Voting Machines and Service Centres.

4       Electromagnetic Held test

We exposed the three modules used in the miniature election to an electromagnetic source of 7

Tesla. After exposure the contents were verified against the data stored prior to exposure. It was

found that exposing the modules to an electromagnetic field of this intensity did not damage the

data stored on the modules. It is extremely difficult to produce a field of this strength. The machine

we used is approximately two metres high, costs in excess of €250,000 and requires a supply of

liquid Helium. In Ireland there are approximately 10-15 machines capable of an electromagnetic

field of this intensity. The majority of these are located in the universities, with a small proportion

in industry.

5       Verification of open/close poll printouts

Verification of the open/close poll printouts was performed on a number of voting modules. These

tests were as follows:

• A poll was opened and the open poll printouts were examined.

• A number of votes were cast, including null votes and deactivated votes in single poll and

multiple poll elections.

• The poll was closed and the close-poll printouts were examined.

In every test the open-poll and close-poll printouts were accurate. We also confirmed that we were

unable to cast votes after closing the poll. However, it should be noted that it was possible to cast
votes before the open-poll printout process was performed. Therefore it is essential that the Poll

Clerk verify that there are no votes recorded on the open poll statement.

6        Miscellaneous system and usability issues

This section summarises some issues that arose during this analysis.

• There is inconsistency around the question of casting a null vote, i.e. expressing no

preference in a vote as opposed to not casting a vote. It is not possible to cast a null vote in a

single poll. However, in multiple polls (e.g. a European and Local Election) it is possible to

cast a null vote in some (not all) elections: i.e. it is mandatory to vote in at least one election.

From a systems point of view, this is not good design as it is sometimes possible to cast a

null vote and sometimes not. The potential to cast a null vote in a multiple poll is an artefact
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of the way the interface is designed. This inconsistency could be addressed by allowing a

null vote to be cast in a single poll by pressing the Cast Vote button twice as is the case in a

multiple poll. This solution may prove to be easy to implement.

• There are two keys needed for the PRU; the red key is for the reading slot and the black key
for the programming slot. Both keys must be turned on to either read or program. This could

give rise to an accidental overwriting of a module at the service centre.

• We were issued with a "hardened" PC of the type that will be used at every point in the
election process, i.e. in the Service Centres and Count Centres. "Hardened" in this context

implies a high level of security; with restricted user privileges, secure logging-on and
restrictions on the installation of new software. However, we found that we were able to

change the build of the count software by overwriting the original build with an older build.
This raises concerns about the level of "hardness" of the PC we were provided with as
it seems that it would be possible for Service Centre and Count Centre officials to
replace the count software with an alternative piece of software.
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1        Summary

This strand is dedicated to testing if the counting software in the Integrated Election Software (IES)

developed by NEDAP/Powervote is a faithful implementation of the Irish system as laid out in the

Government's Count Requirements and commentary on Count Rules, for Dáil and Local Elections.

We did this by writing our own counting software (henceforth to be known as the Coyle-Doyle

implementation) and checking the results obtained by this against those obtained by version 131 of

the IES software. The Coyle-Doyle count software was implemented by the TCD research team

using the Government's specifications. It was developed independently of the IES system. It

operates separately from the IES system and is functionally independent.

We used the three real election dataseis (from the 2002 Dáil elections in the Meath, Dublin-North
and Dublin-West constituencies) as well as a large number of artificial datasets, created by

generating random votes and by manually generating votes. The majority of our datasets were made

up of random votes. In consultation with Prof. Michael Marsh and Dr. Ken Benoit from the Political

Science Department in TCD, a set of interesting or difficult count scenarios were identified. Many

of these arose naturally in the randomly generated poll. For those that did not, synthetic datasets of

votes were created that embodied those scenarios.

The two systems were in complete agreement in the majority (approximately 99.9%) of the tested

scenarios. However, divergences in the number of votes allocated to candidates during surplus

distributions were observed in a number of elections. These results show that the counting

software in version 131 of the IES developed by NEDAP/Powervote is not a completely
faithful implementation of the Irish system as laid out in the Government's Count
Requirements and commentary on Count Rules, for Dáil and Local Elections.

1.1       Recommendations

• The error in the version 131 of IES counting implementation should be corrected. Given that
this error survived the software development and testing process, it would be instructive to

look at the source code that produced this bug. The existence of this error raises questions

about the coding and testing practises involved in the development of the system.

• The counting of future elections can be validated by an independent implementation.
Therefore, we recommend that after every future election the mixed and numbered votes are

made available so the result may be verified.

• If the Commission feels that the level of testing performed by the TCD research team is
appropriate, then this level of testing should be performed on the actual build used in the

election.

2        The Coyle-Doyle Implementation of PR-STV

The rules for an STV count were made available to us in the Government's Count Requirements
and commentary on Count Rules. As a first step we produced a set of flowcharts that describe the

logic of the count rules. The high level flowchart is shown in Figure 1. Appendix C contains more

in-depth lower level flow charts.
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The logic described in these flowcharts was implemented in the Java programming language by

Lorcan Coyle and Dónal Doyle (henceforth to be known as the Coyle-Doyle implementation). This

implementation returns an election result and also tracks the allocation of every vote at every count

in an election. This allows us to confirm if the Integrated Election Software (IES) performed
correctly at the granularity of individual votes as well as the overall election result. When testing

the IES on an election dataset, the TCD research team test that the Coyle-Doyle implementation
behaves exactly the same at every granularity.

Figure 1. A high level flowchart of the election logic

Calculate Oouta tor
election and Quota
lor return of deposit

Calculate numbef ot
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candidate and total
number of 1st prefs

Tests on the three 2002 Dáil Election counts

The first tests of the IES were performed on the three e-voting 2002 Dáil election datasets. These
datasets are publicly available and were provided to the TCD research team by the Commission on
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Electronic Voting on CD ROM. The Coyle-Doyle implementation was found to produce the same
result as the IES at every granularity (henceforth this will be seen as a successful test on a dataset).
Summary tables showing the overall election results of the two versions of these counts are shown
in Appendix D.

These tests confirm that the three 2002 e-voting Dáil elections were counted correctly by the
IES. The counting of future elections can also be validated in this way provided the mixed and
numbered votes are made available.

3.1       Volume testing and interesting count situations

From an analysis of the counting algorithm one can determine a number of interesting or difficult
situations that can occur in a count. In consultation with Prof. Michael Marsh and Dr. Ken Benoit

from the Political Science Department in TCD, further sets of interesting situations were identified.
One example of this would be deciding which candidate to eliminate when two or more lowest
candidates have an equal number of votes.

There are only three real Irish e-voting datasets in existence. In order to further test the IES

counting implementation further artificial datasets were created. There were two types of testing

performed; volume tests with random data, and testing for specific counting situations. During the

volume testing many of the interesting situations we identified arose. In order to test situations that

did not occur in the volume testing specific synthetic datasets were manually created. A list of

interesting situations is shown in Appendix A.

A total of 12148 datasets were created; 5030 European election datasets, 5473 Local Election

datasets and 1645 Town Council Election Datasets. The performance of the IES counting

implementation was validated against the Coyle-Doyle implementation and confirmed to be in

complete agreement in the majority (approximately 99.9%) of the tested scenarios. However,

divergences in the number of votes allocated to candidates during surplus distributions were

observed in a number of elections (six Local Elections and one European Election). Inspections

showed that these divergences are due to an error in the IES implementation.

These results show that version 131 of the counting software in the IES developed by
NEDAP/Powervote is not a completely faithful implementation of the Irish system as laid out
in the Government's Count Requirements and commentary on Count Rules, for Dáil and

Local Elections.

4        Failures in the IES counting implementation

The divergences in election counts between the IES system and the Coyle-Doyle system occur
intermittently during the distribution of surpluses, specifically in the distribution of surpluses where
the number of transferable votes is larger than the surplus itself (described in detail in the
Government's Count Requirements and Commentary on Count Rules, Section 7 subsection 3). The

following two paragraphs outline the Government's description of the part of the procedure that is

pertinent to this discussion.

This surplus distribution is dependent on a transfer factor. The transfer factor is defined as
the number of votes in the surplus divided by the total number of transferable votes in the
"last set of votes ". This transfer factor is multiplied in turn by the total number of votes in
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each sub-set of next available preferences for continuing candidates (note that the transfer

factor is not applied to the sub-set of non-transferable votes in the "last set of votes "). The

number of units (disregarding remainders) in the resulting quotient for each sub-set is the
number of votes from that sub -set which should be included in the surplus distribution.

If the total number of units in all the quotients is less than the surplus, the remainders in the

quotients must be examined. In this situation, the number of votes for inclusion in the

surplus distribution from particular sub -sets is increased by one each based on "the highest
remainders " in the quotients, until the difference between the total number of units and the
surplus is made up. By way of example, if the total number of units in all the quotients is

five less than the surplus, the sub-sets with the five highest remainders in their quotients

each contribute an additional vote to the surplus distribution.

Errors occur as a result of the representation of the transfer factor. Figure 2 is a section of a printout

from the IES system of one of our randomly generated elections where this error manifests itself

(specifically in the surplus distribution of the sixth count). From this Figure, we can see that the

transfer factor is defined as 52/180. Commonly, fractions are represented in code as floating point

numbers, i.e. 52/180 could be represented as 0.28888888888888886 In our example, Candidate D

has 45 next available preferences from the set of transferable votes, so when 45 is multiplied by the

floating point transfer factor the result is 12.999999999999998. The most common way of getting

the number of units in the resulting quotient for each subset is to disregard the remainder. In this

example IES has disregarded .999999999999998 leaving a result of 12. Clearly the result of

45*52/180 is exactly 13, but due to the fact that the transfer factor was represented as a floating
point number, fidelity was lost.

Surplus Distribution: Sixth Count

Poll: County or City Council

Constituency: Co. Wicklov^Arklow LEA

Candidate: B Candidate

Votes    in    52

surplus:

Surplus 5

arose     in

count:

Transferables

in last set

Transfers

by units

Candidate. C,

Candidate, D,

Candidate, F,

Candidate, G,

Total

Number of unfilled

seats:

Number of

continuing

candidates:

52

45

42

41

180

Date of Poll: Friday

Number of seats: S

Last set of votes:

Total:

Non-Transferable:

Transferable:

Transfer factor

Remainder

/180

4

0

24

152

Figure 2.        A printout from the IES system which shows an error in the transfer of surplus votes
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If Candidate D is allocated 12 transfer votes there are 2 remaining votes (rather than 1 vote) to be

transferred. The algorithm transfers 2 votes based on "the highest remainders", thus candidates G

and F are both allocated an additional vote. The net result of this error is that a vote that should be

transferred to candidate D is transferred to candidate F instead. Clearly this shows that the

counting software in version 131 of the IES developed by NEDAP/Powervote is not a fully

faithful implementation of the Irish system under these circumstances.

The problems inherent with dealing with precision in floating point numbers are well documented,

and can be avoided by using appropriate software techniques. This raises questions about the

quality of previous testing as this is the only point in the algorithm where floating point numbers are

needed.

5       Miscellaneous software and usability issues

Two further issues were found during the testing of the IES software:

• As the software is changed, new "builds" are issued. Our tests are only valid in the context
of the software build that the team have tested. Clearly the important software to test is that
which will be used on Election Day. We were initially issued with build 126. We were
subsequently issued with build 131 and performed our testing on this build. If it is felt that
the level of testing that the research team have performed is appropriate then this level
of testing should be performed on the actual build used in the election.

• After an election has been counted by the IES, it is possible to export a summary of every
count in the election. However, the TCD research team found that in situations involving
tied candidates the software failed to export these summaries. Although the summaries
cannot be exported, they can be viewed on screen and are correct. It should be noted that

this is not an error in the count accuracy.
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Appendix A List of interesting situations tested in the IES

Surplus Distributions

• Surplus distributions

o Where the number of transferable votes are less than the surplus

o Where the number of transferable votes are equal to the surplus

o   Where the number of transferable votes are more than the surplus

• Surplus votes are distributed using the transfer factor and multiple candidates have equal
remainder quotients

o   Where the number of votes to be transferred is different

o   Where the number of votes to be transferred is equal and the candidates have different
numbers of votes at an earlier count

o   Where the number of votes to be transferred is equal and the candidates have the same

numbers of votes at every earlier count - this can only be resolved by the drawing of lots
• Candidates tied with equal surpluses

• Undistributed Surpluses - this occurs when a surplus or surpluses are too small to affect the
outcome of the election

• Multiple Candidates elected with surpluses where

o   A surplus is distributed

o   No surpluses are distributed

Candidate Eliminations

• Elimination of a single candidate when there are available surpluses (but this surplus is too
small to affect the outcome of the election)

• Elimination of multiple candidates in a single count

• Elimination of a candidate when the bottom two candidates have equal votes, including:

o   Situations where the bottom candidates have different numbers of votes at an earlier
count

o   Situations where this occurs after the first count - this can only be resolved by the
drawing of lots

o   Situations where the bottom candidates have equal numbers of votes at every count -

this can only be resolved by the drawing of lots

Miscellaneous

• Situations where all candidates have equal numbers of votes in the first count - this can only
be resolved by the drawing of lots

• All candidates receive only first preferences including:

o   Situations where all candidates receive the same number of first preferences

Situations where no votes have a full selection of preferences (i.e. preferences from 1 to the number
of candidates)
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Appendix B Referenced documents

No. Company Title Date

PTB Test Report 20-03-2003

Test Report 2 17-09-2003

Software Requirements for Voting Machines 18-03-2003

Test Report 08-09-1998

Zerflow Electronic Voting Security Assessment 27-03-2002

Reviev>> 04-07-2003

TNO Test Report: Program Reading Unit Model ESI 1 28-10-2003

Test   Report:    Voting   Machine   Type   ESI   2

(Standards IEC 60839-1-2, etc)

30-06-2003

Test   Report:    Voting   Machine   Type   ESI   2

(Standards IEC 60839-1-3)
29-10-2003

10 Test   Report:    Voting   Machine   Model   PRU

(Standards EN 50082-2, etc)
06-08-2003

Test   Report:    Voting   Machine   Model   PRU

(Standards IEC 60068-2, etc)
08-08-2003

KEMA Certificate No. 2028725.01 issued to NEDAP 20-06-2003

Nathean Architectural Assessment and Code Review of

IES for use at June 2004 Elections

23-12-2003

Code Review of IES Build 0111 23-12-2003

ERS Software Validation Report 15-12-2003
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Appendix C Detailed flowcharts of the PR-STV algorithm
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Distribute
Which Surplus

Distribute votes of

selected from drawing of

Check rf votes oí n
Distribute votes of the

candidate with the most
votes m this count
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Surplus Distribution Procedure

Select set of votes
reaeved by candidate in
count that he/she was
deemed elected "last

set of votes'

Sort "last set of votes*
into subsets of next

available preferences for

each continuing
candidate and into a set

of non-transferable

All transferable

votes are transferred

- to the next available
preference marked

Transfer all

transferable votes to
\   the next available

preference marked

Transfer number of norv

transferable votes that make up
difference between nom of

transferable votes and surplus to
a sub-set of votes called "non-

transferable votes not effective"

| Surplus Distribution Procedure

Number of transférable votes > surplus
Section 7:3
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Logic for

excluding lowest

candidate(s)
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Logic for excluding

lowest candidate(s)

Channel 2 + 3

Noto »Ms is a case
where "excluding

candidates together"
nJeappttes

Exclude the highest or sole
number of lowest candidates if

case/cases have been
noted and distnbute Iheir votes M

no such case has been noted,
»west candidate and

distribute thetf votes

NotetfMsisi
'excluding
together" rule apphes
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Does filling of

last seats shortcut

apply?

Deem highest

continuing

candidate elected

Distribute largest
undistributed

surplus
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Appendix D Details of the check of the 2002 counts

Dublin North
The following tables present the results of the Meath 2002 count on the IES and Coyle-Doyle
software. The table shows that the counts tally at the count level. In fact, they tally at the level of
individual votes (i.e. vote id's match)._

Integrated Election Software - Dublin North 2002 - 4 Seats

Votes Cast : 43942 Quota : 8789 Required to recoup election expenses : 21

Candidate Name

Count

3
Count

5
Count

7

Count

8

Boland, Cathal, F.G.

Daly, Clare, S.P.

Davis, Mick, S.F.

Glennon, Jim,    F.F.

Goulding. Ciaran, Non-P

Kennedy .Michael, F.F.

Owen, Nora,   F.G.

Quinn, Eamonn, Non-P

Ryan, Sean, Lab

Sargent, Trevor, G.P.

Walshe, David Henry,

C.C. CSP

Wright, G.V., F.F.

Non-transferable

1177

5501

1350

5892

914

5253

4012

285

6359

7294

247

5658

1189

5551

1382

5945

1009

5309

4030

0

6407

7380

0

5707

33

1216

5730

1424

6028

0

5368

4132

0

6535

7678

0

5739

92

0

5796

1440

6152

0

5422

4720

0

6665

7818

0

5777

152

0

6244

0

6294

0

5532

4763

0

6847

8118

0

5868

276

0

6590

0

6511

0

5732

0

0

8578

9785

0

6139

607

0

6772

0

6596

0

5801

0

0

9128

8789

6249

607

0

7523

0

8640

0

0

0

0

9128

8789

8617

1245

43942 43942 43942 43942 43942

_Cj¡vJe^)o^je_hni¿h?ni¿ntartjHi^J>ublii^^

Votes Cast : 43942 Quota : 8789 Required lo recoup election expenses : 21

Candidate Name

Count

2
Count

3
Count

5
Count

6
Count

7
Count

8

Boland, Cathal, F.G.

Daly, Clare, S.P.

Davis, Mick, S.F.

Glennon, Jim,    F.F.

Goulding, Ciaran, Non-P

Kennedy .Michael, F.F.

Owen, Nora,   F.G.

Quinn, Eamonn. Non-P

Ryan, Sean, Lab

Sargent, Trevor, G.P.

Walshe, David Henry, C.C.

CSP

Wright, G.V., F.F.

Non-transferable

1177

5501

1350

5892

914

5253

4012

285

6359

7294

247

5658

1189

5551

1382

5945

1009

5309

4030

0

6407

7380

0

5707

_33_

43942

1216

5730

1424

6028

0

5368

4132

0

6535

7678

0

5739

_92_

43942

0

5796

1440

6152

0

5422

4720

0

6665

7818

0

5777

152

43942

0

5532

4763

0

6847

8118

0

5868

276

43942

0

6590

0

6511

0

5732

0

0

8578

9785

0

6139

607

43942

0

6772

0

6596

0

5801

0

0

9128

8789

0

6249

607

43942

0

7523

0

8640

0

0

0

0

9128

8789

0

8617

1245

43942
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Dublin West
The following tables present the results of the Dublin West 2002 count on the IES and Coyle-Doyle

software. As before, the table shows that the counts tally at the count level. Again, they tally at the

level of individual votes.

Integrated Election Software - Dublin West 2002 - 3 Seats

Votes Cast : 29988        Quota : 7498 Required to recoup election expenses : 1875

Candidate Name

Count

1
Count

2
Count

3
Count

4
Count

5
Count

6 Result

Bonnie, Robert

Burton, Joan

Doherty Ryan, Deirdre

Higgins, Joe

Lenihan, Brian

Mc Donald, Mary Lou

Morrissey, Tom

Smyth, John Thomas

Terry, Sheila

Non-transferable

748

3810
2300

6442
8086
2404

2370
134

3694

0

4020
2386
6660
8086

2498
2480

0
3783

75

0
4079
2698
6731
7498

2524
2554

0

3829
75

0
4375
3056
7853
7498

0

2662
0

3982
562

0
5125
3728
7853
7498

0
0
0

4863
921

0
6300

0
7853
7498

0
0
0

5669
2668

Excluded

Elected

Excluded

Elected
Elected

Excluded

Excluded

Excluded

Excluded

29988 29988 29988 29988 29988 29988

Coyle-Doyle Implementation - Dublin West 2002 - 3 Seats

Votes Cast : 29988        Quota : 7498 Required to recoup election expenses : 1875

Candidate Name

Count

1
Count

2

Count

3
Count

4

Count

5

Count

6 Result

Bonnie, Robert

Burton, Joan

Doherty Ryan, Deirdre

Higgins, Joe

Lenihan, Brian

Mc Donald, Mary Lou

Morrissey, Tom

Smyth, John Thomas

Terry, Sheila

Non-transferable

748

3810
2300
6442
8086
2404
2370

134
3694

0
4020
2386
6660
8086
2498
2480

0
3783

_75
29988

0
4079

2698
6731
7498
2524
2554

0
3829

_75_

29988

0
4375
3056
7853
7498

0
2662

0
3982

562

29988

0

5125
3728
7853
7498

0
0
0

4863
921

29988

0
6300

0
7853
7498

0
0
0

5669
2668

Excluded

Elected

Excluded

Elected

Elected

Excluded

Excluded

Excluded

Excluded
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Meath

The following tables present the results of the Meath 2002 count on the IES and Coyle-Doyle
software. As before, the table shows that the counts tally at the count level. Again, they tally at the

level of individual votes.

Integrated Election Software - Meath 2002 - 5 Seats

Votes Cast: 64081

Quota :

10681
Required to recoup election

expenses : 2671

Candidate Name

Count

1
Count

2
Count

3
Count

4
Count

5
Brady, Johnny

Bruton, John

Colwell, Jane

Dempsey, Noel

English, Damien

Farrelly , John V

Fitzgerald, Brian

Kelly, Tom

O' Brien, Pat
O' Byrne, Fergal

Redmond, Michael

Reilly, Joe

Wallace, Mary

Ward, Peter

Non-transferable

8493
7617
263

11534
5958
3877
3722
1373
1199
2337

180
6042
8759
2727

8751
7693
265

10681
6019
3892
3751
1380
1202
2353

181
6093
9072
2748

8787
7725

0
10681
6071
3903
3807
1403
1244
2406

0
6144
9104
2769

37

8833
7880

0
10681
6139
3937
3920
1566

0
2630

0
6267
9284
2844

100

8879
8121

0
10681
6265
3978
4105

0
0

2830
0

6385
9645
2964

228
64081 64081 64081 64081 64081

Integrated Election Software - Meath 2002 - 5 Seats

Votes Cast: 64081
Quota

10681
Required to recoup election

expenses : 2671

Candidate Name

Count

6
Count

7
Count

S
Count

9 Result

Brady, Johnny

Bruton, John

Colwell, Jane

Dempsey, Noel

English, Damien

Farrelly , John V

Fitzgerald, Brian

Kelly, Tom

O' Brien, Pat
O' Byrne, Fergal

Redmond, Michael

Reilly, Joe

Wallace, Mary

Ward, Peter

Non-nansferable

8987
8454

0
10681
6639
4052
4464

0
0
0
0

6710
10007

3595
492

64081

9110
9148

0
10681
7376
4273
5139

0
0

0
0

7122
10261

0
971

64081

9577
10881

0
10681

8725
0

5258
0
0
0
0

7348
10374

0
1237

64081

9876
10881

0
10681

10154

0
0
0
0
0
0

8080
11635

0
2774

64081

Elected

Elected

Excluded

Elected

Elected

Excluded

Excluded

Excluded

Excluded

Excluded

Excluded

Excluded

Elected

Excluded
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Coyle-Doyle Implementation - Meath 2002 - 5 Seats

Votes Cast : 64081

Quota

10681
Required to recoup election

expenses : 2671

Candidate Name

Count

1
Count

2
Count

3
Count

4

Count

5

Brady, Johnny

Bruton, John

Colwell, Jane

Dempsey, Noel

English, Damien

Farrelly , John V

Fitzgerald, Brian

Kelly, Tom

O' Brien, Pat
O' Byrne, Fergal

Redmond, Michael

Reilly, Joe

Wallace, Mary

Ward, Peter

Non-transferable

8493

7617
263

11534

5958
3877
3722
1373

1199
2337

180
6042
8759
2727

8751
7693
265

10681

6019
3892
3751
1380
1202
2353

181

6093
9072
2748

8787
7725

0
10681

6071
3903
3807
1403
1244
2406

0
6144
9104
2769

37

8833

7880
0

10681

6139
3937
3920
1566

0

2630
0

6267
9284
2844

100

8121
0

10681
6265
3978
4105

0

0

2830
0

6385
9645
2964
228

64081 64081 64081 64081 64081

Coyle-Doyle Implementation - Meath 2002 - 5 Seats

Votes Cast: 64081

Quota

10681

Required to recoup election

expenses : 2671

Candidate Name

Count

6

Count

7

Count

8
Count

9 Result

Brady, Johnny

Bruton, John

Colwell, Jane

Dempsey, Noel

English, Damien

Fanelly, John V

Fitzgerald, Brian

Kelly, Tom

O' Brien, Pat
O' Byrne, Fergal

Redmond, Michael

Reilly, Joe

Wallace, Mary

Ward, Peter

Non-transferable

8987
8454

0
10681

6639
4052
4464

0

0
0
0

6710
10007

3595
492

9110

9148
0

10681
7376
4273
5139

0
0

0
0

7122
10261

0
971

9577
10881

0
10681

8725
0

5258
0
0
0
0

7348
10374

0
1237

9876
10881

0

10681
10154

0

0
0
0
0

0
8080

11635
0

2774

Elected

Elected

Excluded

Elected

Elected

Excluded

Excluded

Excluded

Excluded

Excluded

Excluded

Excluded

Elected

Excluded

64081 64081 64081 64081
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Summary

This report is dedicated to verifying that the counting software in the Integrated Election Software

(IES) developed by NEDAP/Powervote is a faithful implementation of the Irish system of counting

for Referenda. This was done by running test referenda with predefined numbers of votes and

checking that the IES obtained the expected results. The IES achieved the expected result in

every tested referendum. Our results support the view that the counting software in the IES

developed by NEDAP/Powervote is a faithful implementation of the Irish system for counting

referenda. However, an exhaustive search of every possible scenario (i.e. every possible

combination of votes) was not feasible due to the very large number of possible permutations.

Recommendations

• As the software is changed, new "builds" are issued. Our tests are only valid in the context

of the software build that we have tested. The build we were issued with and tested was

build 1.31. If the Commission feels that the level of testing that we have performed is
appropriate, then this level of testing should be performed on any subsequent builds used in

actual referenda.

Volume Testing and Interesting Count Situations

There are only three possible outcomes of a referendum; (a) the majority vote in favour of
amending the constitution, (b) the majority vote against amending the constitution, (c) there is a tie,

with equal numbers of votes for and against. We have performed a total of 14,011 volume tests with

random datasets. These datasets contain between 848 and 60,920 votes and are comprised of a
random number of yes and no votes as well as a number of "null" votes. To test marginal election

scenarios, sixty manual datasets were generated. These datasets covered situations where a

referendum was decided by a single vote (e.g. 1,000 in favour, 999 against). They also covered
situations where the number of votes in favour was equal to the number of votes against. These

datasets contained between 1,999 votes and 60,000 valid votes. We also ran two large referenda
with datasets of 1,000,000 votes and 4,000,001 votes respectively.

In total, 14,073 referenda datasets were created. The performance of the IES counting

implementation was confirmed to yield the correct result in every one of these datasets. It
should be noted that an exhaustive search of every possible scenario (i.e. every possible
combination of votes) was not feasible due to the very large number of possible permutations.
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Executive Summary

We reviewed the significant control procedures of the election management system ('EMS') with a

view to highlighting key risk factors and reporting to the Commission on the extent to which these

risk factors can be mitigated by existing or additional control mechanisms. The scope of this

element of the work excluded IT processing controls. For the purposes of our review, we based our

work on documentation provided by die Commission and the Department of the Environment,

Heritage and Local Government (DoEHLG) and discussions with the Assistant Principal

(Franchise) at the DoEHLG.

A review of the effectiveness or adequacy of the hardware and software comprising the EMS is

outside the scope of this review: even if the control procedures described here are adequate and/or if

the recommendations contained herein are implemented, the integrity of the hardware and software

involved is fundamental to assuring the secrecy and accuracy of voting under the proposed system.

Our report assumes that the software, machinery, PCs and other computer-related resources have

been tested and verified as operating as intended and primarily assesses non-IT controls which

could potentially prevent error and/or tampering.

An effective means of providing assurance regarding the controls surrounding the system is to

assess the potential effectiveness of input and output controls before, during and after voting. The
review carried out by us has raised a number of concerns regarding the level of controls in place in

that context. These concerns are discussed in further detail in the body of this report. They include,

in particular but not exclusively, concerns regarding:

• the storage of the components of the voting machine in advance of programming;
• the efficacy of controls surrounding the sealing of ballot modules in the voting machines; and

• the level of controls surrounding the PCs and CDs used to read and record the votes from ballot

modules.

We relied to a great extent on procedures manuals provided to us in the course of our work. In many

cases, those manuals set out procedures to be followed when the system worked but were less

detailed in describing procedures to be followed in the case of system problems or failure. This may

undermine the effectiveness and integrity of the system in practice: in general, procedures should be
reviewed to ensure that they adequately address procedures in the case of system failure.

Further, at the time of writing, we have not yet received a procedures manual for Presiding Officers
(POs). While we understand that such a manual is being drafted, its absence is potentially a

significant control weakness. Additionally, it limits the scope of the work carried out by us to date.

Throughout this document, based on the work we carried out, we identify a number of risks which,

in our opinion, exist in the system as proposed. We also suggest in each case a number of
procedures which could be implemented to mitigate these risks. In some cases, it may be possible to

introduce such additional procedures in advance of polling. In other cases, it may be more difficult

to conclude whether the continuing existence of the remaining risks identified is compatible with

the secrecy and, particularly, the accuracy of voting.

An overarching, general concern in the context of the EMS as proposed is the level of discretion
afforded returning officers (ROs). Under the current system (and previous manual voting systems),

ROs are responsible for ensuring the integrity of the voting and the counting of the votes. Under a
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manual voting system, this role was performed in a context which was publicly visible (e.g. through

the checking that ballot boxes were empty at the opening of voting, the physical existence of a

paper ballot, the public nature of the count) and where an audit trail existed. Hence, significant

public oversight of the process was possible.

The proposed electronic voting system fundamentally alters the relationship between the voter, the

RO and the vote. The RO sets up the system, oversees its implementation and also reviews his/her

own work in satisfying him/herself regarding the integrity of the process. This breaches a

fundamental principle of effective controls, i.e. segregation of duties'. This risk was mitigated under

a paper ballot system as there was transparency in the process (e.g. through the public oversight of

the physical count, etc.) and an audit trail which could subsequently be used to assess the accuracy

of the result. The proposed electronic voting system is not characterised by these mitigating factors

to the same extent. We recommend that the process of setting up and implementing the system and

returning the election results be re-examined with a view to introducing adequate segregation of
duties.

As noted above, such a segregation of duties is largely absent in the system proposed. In our

opinion, it is a fundamental characteristic of good control procedures and for the reasons outlined is
increasingly important in the context of the proposed voting system.

In our opinion, a voter, independently or publicly verifiable audit trail is the most effective means of
assuring the accuracy of voting, as it would add transparency and provide an audit trail for

subsequent verification of the result. Under the proposed system, transparency and auditability have
been sacrificed for secrecy. On that basis, while the level of secrecy of ballot may be quite high
(with certain exceptions associated with the potential use of technology), the accuracy of the system
is more difficult to assess. If there is potential that the EMS components can be undermined

through, for example, tampering, controls procedures such as those recommended here may serve to

prevent or detect such tampering.

Introduction

The CoEV has been charged with reporting on the secrecy and accuracy of the Powervote/Nedap
electronic voting and counting system.

We have been requested by the CoEV to review the significant control procedures of the EMS with

a view to highlighting key risk factors and reporting to the Commission on the extent to which these
risk factors can be mitigated by existing or additional control mechanisms. The scope of this
element of the work excludes IT processing controls. Our report assumes that the software,

machinery, PCs and other computer-related resources have been tested and verified as operating as

intended and primarily assesses non-IT controls which could potentially prevent error and/or
tampering.

Scope of our Review

As described in our tender document and set out below, we reviewed the significant control

1 This is not a commentary on the integrity or otherwise of ROs but introduces a fundamental characteristic of good
controls to provide assurance regarding the accuracy of the voting system. It would also serve to provide protection for
ROs in demonstrating the efficacy of the process in cases where the vote is challenged.

228



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System Appendix 2F

procedures of the EMS with a view to highlighting key risk factors and reporting to the

Commission on the extent to which these risk factors can be mitigated by existing or additional

control mechanisms. The scope of this element of the work excluded IT processing controls.

For the purposes of our review, we based our work on documentation provided by the Commission

and the DoEHLG and discussions with the Assistant Principal (Franchise) at the DoEHLG. On that
basis, our review comprised:

♦ A risk assessment identifying key control risks arising in the context of the EMS outlined,
■ Evaluation of the ability of existing control procedures to mitigate identified risks,

■ Recommendations for improved control procedures where necessary, and/or

■ Suggestions for further actions available to the Commission.

The scope of the work outlined above depended on the level of access to relevant documentation
available to us. The work outlined here is a review of the design of the controls over the system. It
is not a formal audit and therefore cannot verify the actual results derived from the system, which

will also depend on the proper implementation of the procedures and the effectiveness of the

controls over data processing.

Methodology

During the course of our work, we reviewed the following documents:

♦ Memorandum   for  the   Guidance  of Constituency   Returning  Officers   at   the   European

Parliament Elections 11 June 2004 - received 24 March 2004;
♦ Memorandum for the Guidance of Returning Officers at the Local Elections, June 2004 -

received 24 March 2004;
♦ Memorandum for the European Local Returning Officers at the European Parliament and

Local Elections, 11 June 2004 - received 24 March 2004;
♦ Security and Audit Features of the Election Management System, January 2004 - received 29

March 2004; and
♦ Powervote Electronic Voting and Counting System Manual - received 29 March 2004.

We also interviewed Assistant Principal (Franchise), DoEHLG at his offices on 2 April 2004 and
had further discussions with him by phone on 19 April with a view to gaining a further

understanding of the procedures proposed in this context.

Assessment of Risk and Controls

In our opinion, the most effective basis on which to establish the accuracy of the ballot is by way of
a voter verified paper audit trail ('WAT) and the implementation of effective control procedures
surrounding the EMS. On that basis, in the absence of a WAT, the approach adopted by us in the
course of our work is to review the adequacy of the input and output controls surrounding the

electronic voting management system.

Further, in the absence of a WAT, a strong control environment is even more important in assuring

the integrity of the process. In addition, while the software may be secure, if the controls

surrounding the process are not, there may be opportunity for error and fraud.
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A new voting system gives rise to new risks and therefore a necessity for new controls and for

adapting existing control procedures. In particular, the process of electronic voting involves new

modalities of storage, transport, processing and counting of votes, potentially requiring the

replacement of existing controls and procedures with new controls and procedures which take

account of the new voting environment.

Responsibility of Returning Officers

It is our understanding that the individual ROs are each ultimately responsible for the polls in their
areas. The DoEHLG does not issue binding instructions to the ROs in relation to the conduct of the
polls, though guidelines are issued.

In the overall context of the election process, ROs are responsible and accountable for the conduct

of the polling and the counting and returning of votes. The resulting level of discretion afforded to
ROs limits the scope of our work as the procedures reviewed are expressed as guidelines rather than

being required procedures. This limits the extent to which the procedures can be relied upon to have
effect in practice.

Furthermore, the procedures as set out in the documents reviewed by us as part of our work suggest

that ROs are responsible for setting up the system, overseeing its implementation, reviewing their
own work and the work of others. In the EMS, control is effectively vested in one person, the RO.
That person controls the process and also performs several self-checking functions. Effectively, this
means that, on an ongoing/real-time basis, the ROs are required to satisfy only themselves as to the
accuracy of their own work. It is only in the event of a court challenge that the RO is required to

account for the conduct of the election. This would include producing all supporting documentation,
which is held for a period of 6 months by the RO, after which it can be destroyed.

The separation of the individual who performs a function from the individual who
authorises/approves/checks that performance is central to the principle of segregation of duties.

Consistent with best practice, therefore, we would expect to see many more control procedures at

each step of the process (such as approvals, checking and review of documentation, restrictions on
access to information, etc.).

If there is significant risk of human error (which may be high where there is unfamiliarity with a
new system) or if a person responsible for a particular function abuses that responsibility, this

cannot be adequately addressed in a situation where there is inappropriate segregation of duties and
limited reporting responsibilities.

Recommendation:

•    We recommend the segregation of the various duties associated with the electoral process.
These functions may be characterised in three parts:

1. the set up of the voting machines (including the programming of ballot modules etc.) until their
despatch to polling locations;

2. the running of the election, including ensuring the integrity of the voting machines and the
efficient running of the voting on election day; and

3. the counting of votes and the returning of the election results.
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• Consistent with best practice in the context of control procedures, we recommend that these
three functions be carried out by three different persons acting independently of each other
under the oversight of the appropriate RO(s). As set out in the Powervote Manual (p. 4 of the
section dealing with the local level), functions 1 and 2 are carried out at the service level (the
ELRO) while function 3 is carried out at local and constituency level. We recommend a further
segregation of the duties noted under 1 and 2. For example, the individual* s) programming the
module should not be the individual(s) reading it in to the system. In this instance, the RO
remains responsible for the overall management of the election and the returning of the results

but delegates key functions to separate members of staff. The RO then has an oversight function

to ensure that the duties in question are carried out correctly.

• The guidelines for ECROs, ELROs and LROs outline a number of requirements, while other

requirements have been mentioned to us verbally, for which we have not seen documentary

evidence. We recommend that the ROs be requested to maintain full documentation of all the

forms and reconciliations to be completed, as well as of the main decisions they have made in

relation to the conduct of the election. We further recommend that a review process take place

after the election to help streamline the process across constituencies and enhance consistency

in the process in future elections.

Use of an updated version of the IES software

We understand that a new version of the IES software has recently been approved for use on polling
day. This may be detrimental to public confidence in the process and represents additional risks in

a number of areas:

• As all EMS components have already been delivered nationwide, a process of installing the

software nationwide will have to be undertaken. There is a risk that the software used in the
election will be inconsistent across constituencies.

• Any testing previously carried out on the software may no longer be valid as a result of changes

made to the software.

Recommendations:

• We recommend that strict controls over the installation process be implemented. Clear

responsibilities for the installation should be assigned and a confirmation procedure (such as
both software engineer and RO signing off on installation for each electoral area, including a
checklist to ensure completeness in installation) should be implemented.

• We recommend that testing of the new software be carried out on a representative sample basis

across the country after the installation process is complete. This testing on a sample basis
should be documented and any exceptions should result in an expansion of the sample of

software tested.

• Once testing has been completed satisfactorily, we recommend that strict controls, such as those

we suggest in this document, be enforced over access to PCs with the software.

Variations in the competency of staff across polling places

Both the Guidance for the European Constituency Returning Officer (ECRO) and the Returning
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Officer (ELRO) emphasise the importance of having staff that are competent in the use of the
electronic management system. Although commendable, the definition of "competent" appears to
be left up to the ECRO and the ELRO. As a result, several issues arise particularly in the case of an

introduction of a new voting system such as that envisaged.

Across polling places there may be wide disparities in the technical abilities of the on-site staff.
Problems that were easily handled by one site may be handled differently or even mishandled by
another site. Voters in the latter sites could feel (or actually be) disenfranchised. Additionally, this

would be damaging for perceptions of the validity of the electronic process.

As mentioned on page 230, ELROs already possess sole discretion in many areas. Given the

importance of technical performance in this election, endowing the ELRO with complete control

over the technical elements of the election can reduce the perceived validity of the process. This is

especially true if there are close or disputed results, or technical failures. Allocating the technical

competence decision to the ECRO alone (with ELRO oversight) may be helpful and provide
additional segregation of duties. An allied problem is how the ECRO or the ELRO determine
competence.

How any staff member is to obtain this competence is not specified. While we understand that

training of electoral staff is underway, the same training of all staff members should be required. If

such training is not cost-effective for all staff members, the DoEHLG could define specific areas of

competence, with corresponding measures or evidence of such competence.

Recommendation:

• We recommend that the DoEHLG define "competence". If possible, consistent training

courses, materials or procedures should be offered. Further, the potential conflict (or overlap)

between the duties of the ECRO and the RO in terms of determining the competence of their

staff should be resolved.

Opportunities for the generation of a paper trail

As discussed above, the absence of a WAT makes any opportunity for hard copy verification that

much more important for demonstrating a controlled environment. Several times during the

programming of the ballot module the current instructions describe a print option for the results of

programming steps. In no case, is it required. In each case it is a simple (one-button) choice to

make. Subject to the integrity of the software, it would provide good evidence to verify the crucial

programming task.

Recommendation:

• A hard copy printout of the results of each stage of the programming task should be made

whenever the system allows. These printouts should form part of the documentation to be

maintained by the ROs, as discussed in the recommendations regarding the responsibility of

ROs.

Controls over EMS components before polling

Key Risk 1: The EMS components (VMs, PCs, PRUs, modules, IES) delivered are not of the
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same specification ordered. Therefore, the hardware and software on the machines are not

that which was tested and approved.

The DoEHLG has approved and commissioned a particular functional specification from Nedap.

the EMS providers. While the DoEHLG is entitled to rely on the vendor to properly supply the

commissioned components, there are documented cases where the software supplied in electronic

voting systems was not that approved. Therefore a risk exists, and the DoEHLG needs to satisfy

itself that the components delivered are as specified.

Recommendation:

• To mitigate this risk, we recommend additional checking by the DoEHLG on a representative
sample basis to confirm that the specification of the components delivered, in particular, the

software conforms to that ordered. We also recommend the documentation of this sample-based

confirmation.

Key Risk 2: The EMS components are physically damaged on delivery to the storage facility

or are damaged or tampered with during storage.

EMS components were held in a storage facility before distribution to the ROs. Safeguards should
have been in place to ensure that there were sufficient quality control checks on the EMS

components delivered, suitable storage conditions to prevent damage and stringent access controls
to the storage facility to prevent tampering. These safeguards should have included restricting

access to all but essential staff, security clearance measures, and maintenance of a record of all

personnel accessing the relevant storage area. Assurance that the machines were not damaged or
tampered with during this period depends on whether these measures were in place and witnessed

by DoEHLG.

Recommendations:

• The CoEV should obtain documentary confirmation from the DoEHLG that the appropriate

safeguards were in place and operated effectively throughout the storage period.

• We understand from discussions with DoEHLG staff that they are currently planning visits by
DoEHLG staff and Nedap engineers in May 2004 to all ROs to check all voting machines,
software set-up & programming etc. This provides additional assurance that malfunctioning
software/hardware will be identified before the election and corrective action taken. We endorse
such an approach and recommend that the DoEHLG report to the Commission on the outcome

of this exercise.

Key Risk 3: The EMS components are lost, damaged, replaced or tampered with while in the

custody of the ROs before the election.

a) Risk arising from inadequate records of EMS components

b) Risk arising from unsuitable storage of EMS components
c) Risk arising from inadequate security over EMS components
d) Risk  arising  from   inappropriate  storage   arrangements  of EMS  components

between elections and the timing of issue of the EMS components
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(a) Record of EMS components

The delivery of EMS components to ROs commenced in September 2003 and most of the
components are already in the possession of the relevant RO. 28 European Local Returning
Officers (ELROs) have received software, voting machines, programming/reading units, ballot
modules, PCs and CDs. 114 Local Returning Officers (LROs) and 4 European Constituency
Returning Officers (ECROs) have received software, PCs and CDs.

We understand that Nedap has maintained a written record of the serial number of each IES, VM,
PC, PRU, module and details of the RO to which each component was issued and that a copy of this
record is maintained by the DoEHLG.

Recommendation:

• We recommend that the DoEHLG also maintain records of the CDs issued. This would reduce
the risk of invalid CDs being introduced to the election process. Consistent with best practice

with respect to segregation of duties, we also recommend subsequent reconciliation of
components issued and returned by a DoEHLG staff member other than the staff member

handling the issue of components.

(b) Suitable Storage

There is a risk that EMS components will be damaged and fail to operate as intended if stored in

unsuitable conditions. To prevent damage, it is essential that ROs are made aware of the

importance of considering the storage requirements and the suitability of proposed storage facilities

(in particular, that locations previously used to store ballot boxes may be inappropriate for a voting

machine). We note that there are storage guidelines for the voting machine included in the

Powervote manual.

The risk of failing to detect damage to a component is mitigated because the components have a

self-checking mechanism when initially booted which produces an error message if there are

failures.

Recommendation:

• We recommend that further reference to the importance of proper storage for all EMS

components be made in the various memoranda for the guidance of ROs, including guidelines

as to what constitutes 'proper' storage. Adherence to these guidelines should also be clearly

documented.

(c) Secure Storage

There is a risk that unauthorised access is obtained to EMS components (while in the possession of

the ROs), which are then tampered with and fail to operate as intended. We believe this prospect to

be a significant risk because it will be more difficult to detect as efforts will have been made to

conceal such tampering. While several preventative measures have been taken, such as disabling of

USB ports, floppy drives, etc., to minimise the risk, we have not identified specific instructions to

ROs concerning either the importance of, or the requirements for, secure storage to prevent

unauthorised access to EMS components. It is possible that ROs, more familiar with the paper-
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based system, are not aware of the potential for tampering and may incorrectly believe that the
components cannot be tampered with without detection. Therefore, they may not be cognisant of
their role in the security process.

Recommendation:

• We recommend that specific guidelines are issued to ROs and referenced in the memoranda for
the guidance of ROs, highlighting the importance of secure storage of all EMS components.
This should include a requirement to (1) evaluate the security access issues in their particular
location; (2) instigate stringent controls over access to all EMS components to prevent

unauthorised access; (3) document who will have access to the components and (4) satisfy

themselves as to the extent of their adherence to the issued guidelines. We further recommend

that access by an individual to any EMS component should only be permitted in the presence of

the RO and that access by any other individual should be restricted to the minimum necessary
for the performance of the ROs duties. The RO should also maintain a written log of those who
have had access to any EMS component.

Security of Ballot Module

Modification of the ballot module has the most serious consequences, because it contains the

original record of the vote. If alterations have been made to components used subsequent to

polling, such as the count PCs or CDs, the original module and backup module will still contain the

original record of the vote. However, if the programming of the ballot module has been tampered

with, or the module replaced, the voting record will be compromised. Therefore, particularly

rigorous safeguards need to be maintained over ballot modules.

The risk that the programmed ballot module is tampered with or replaced following insertion into

the voting machine, and that this is not detected, can be mitigated by several controls. The general

controls outlined above for all EMS components, such as the written record of serial numbers issued

and the prevention of unauthorised access, should apply to ballot modules. Additionally, once the

ELRO inserts the programmed ballot module into the voting machine, s/he secures the machine

with three plastic numbered seals - one around the centre of the machine, a second at the back of

the machine and a third around the metal flap securing the ballot module. We have not yet

ascertained the extent to which the seals in question can be replicated, which represents an
additional risk. However, assuming the seals cannot be replicated, once the seals are broken they

cannot be re-sealed.

The sealing of the module provides assurance that the ballot modules programmed by the ROs are
those in the machines on election day. It is important that sealing occurs directly after programming
to minimise the opportunity for tampering with the ballot modules. The PO at each polling station
will confirm the status of the seals before the opening of polls, add the seal numbers to the VM1
form and certify on that form that each seal is intact.

We understand from discussions with DoEHLG staff that the keys to each voting machine are
common to all voting machines, and therefore we do not consider these an effective control

mechanism.

If an individual did succeed in replacing both the ballot module and the seal, then it is only when
the ballot module is read in at the read-in centre that the tampering could be identified. However, at
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that stage, the only recourse available is to render the poll invalid. Therefore, controls to prevent

tampering before polling are particularly important.

Recommendations:

• We recommend that a document noting the seal number and signed by the RO should be
delivered to the PO independently of the voting machine. The PO should check the number as
indicated by the RO on the document to the seal on the ballot module. This would provide
additional assurance that the ballot module has not been tampered with following insertion into
the machine.

• We also recommend that POs be issued with written guidelines concerning procedures to be
followed if the seal on the metal flap of the ballot module is not intact or if the seal number does
not correspond to the number on the written document. Specifically, we recommend that these
procedures involve the non-use of the machine in the event that the seal on the ballot module is
broken, as there could be no assurance of integrity for the data derived from a module for which
the security procedures have been breached. We recommend that the PO should return the
original seals with the VM1 form to the RO, who checks the seal number to the original list of
seal numbers. The RO thus verifies that the original seals were present on the machine before
polling commenced.

• We understand from our discussions with DoEHLG staff that ROs have been advised to
programme spare modules for the election, to prepare for failure of a machine at a polling
station. (Current estimates suggest up to 30 machines may fail during the election). While it is
appropriate that these measures are taken, safeguards in the form of records of the issue and use
of spare modules should be maintained by both the RO and the DoEHLG. ROs should provide a
written account - independently countersigned - of the use of spare modules as well as any spare

modules that were not programmed. They should also certify at the end of the election that they
have physically accounted for all spare modules issued to them. In this manner, assurance can
be given that spare modules have not been misused during the election process.

(d)       Storage between elections

We consider that an essential safeguard of EMS components is the central storage of all
components at a secure location between elections. This reduces the risk of tampering between
elections.

Recommendations:

• Following each election, the components should be recalled by the DoEHLG, independently
reconciled to the written record to ensure all components are returned by the appropriate RO,

and held in secure storage until the next election. This would reduce the risk that an individual
obtains access to a component, becomes familiar with its operation and devises a method of

tampering. While we appreciate that central storage is an additional cost, we believe it to be a
necessary one.

• Prior to the next election, the same procedures surrounding issue of components should apply.

Additionally, machines should be tested before they are issued, in order to reduce as far as
possible the potential for errors after delivery to the local areas.
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• We understand that it has been procedure in the past that ballot boxes were maintained by the

ROs between elections. This was a practical and sensible approach, but is inappropriate to the
new system. In the paper system, while the ballot box had been stored by the RO before the

election, on polling day it was generally easy to show that the ballot box had not been tampered

with and was empty. The Powervote manual states that there are self-checking mechanisms

built into the software, which ensure that "everything is functioning correctly". However, the

'open poll statement' print-out, showing that no votes have been recorded on the module, is the

only control mentioned that the machine operator can monitor. There is no indication given as

to how an error message would appear or how a machine operator should react to such a

message. We do not believe that this is a sufficient control to confirm that the machine or

module have not been tampered with, as in the absence of physical controls over the machine

and ballot modules between elections, it is possible that they could be interfered with. Further,

the form of this interference may not necessarily be pre-recorded votes. For example, the

module could be programmed to give votes to one candidate when the voter casts a preference

for another candidate. This alteration would not be identified by the printout showing no votes

at opening of the poll, and is thus not as effective a control as the viewing of an empty ballot

box.

Timing of issue of EMS components

Issue of the EMS components to ROs significantly in advance of polling day decreases storage

costs, facilitates early identification of faults and provides an opportunity for the RO to become

familiar with the various components. However, we consider that issue of the components so far in

advance of polling unnecessarily heightens the risk of tampering.

Recommendation:

• We recommend that EMS components are issued to ROs shortly before the final date for

nominations. If ROs are given adequate training in the operation of the components, opportunity
to operate them in a training setting, and components are tested before issue, then it would only

be necessary to issue the component a short time in advance of the final date for nominations, so

that installation of IES can take place. While we acknowledge the practical difficulties
associated with this recommendation, we believe that such a measure would significantly reduce

the potential for tampering with the EMS components.

Key Risk 4: Errors occur during the various stages of the voting process, including the set-up
of the ballot modules and voting machines, for which there are no procedures to handle such

errors.

A general limitation of the documentation relating to the EMS system is that the instructions
provided do not specify what should be done if any of the steps in the process or components fail, or
even if an error message will be displayed. For example, if the ballot module at set-up is not
"verified" what will be displayed or is such a failure even possible? We understand that there are a
substantial number of possible error messages which could arise in relation to EMS components.

While it might be considered impractical to make operators aware of all such error messages, we

believe the most common and/or likely error messages should be documented.

An Incident Report exists, for which no reference is made in any manual, and could be used to

document errors.
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Recommendation:

• We understand that the DoEHLG is instigating a help desk which will be available during
polling and counting to assist in solving any problems or difficulties arising. We consider this

step to be a sensible one, but believe that it would operate more efficiently if the most common
problems and solutions to such problems were documented and explained to the operators in

advance of polling.

Key Risk 5: Procedures to test the voting buttons during the set-up of the voting machines are
incomplete such that a vote cast may not be recorded correctly or recorded at all.

The buttons on the voting machine are tested before and after the ballot papers are positioned on the
voters' panel. In both instances, however, the current instructions state that only one button be

pressed to make sure that the buttons are functional, that the ones programmed to accept a vote are

correctly identified, and that the ones that are not programmed to accept a vote are correctly

disengaged. In each case, the assumption is made that if one button in each category is correct then

all of the other buttons in that category are similarly correct.

This is a risky assumption. From a physical perspective, faulty hardware could disable an individual

button. With the current instructions, this situation could only be detected, during polling, by an

observant voter. Unless the "observant voter" was the first voter to press the faulty button, votes

would be lost until the problem was discovered. If it were not detected during polling, it would be

detected after polling when vote totals did not match. This would be too late.

Software could also be tampered with to disable a candidate's button or, to redirect a vote for one

candidate to another. In the former case, the voter's preference could be displayed on the voter

panel, convincing the voter of its authenticity, but then the vote would not be counted. The latter

situation would not even be detected by other procedures after polling is complete because all of the

counts would match.

A complete testing of all of the buttons would be a one-time task. The lack of procedures for the

failure of a button was already mentioned in Key Risk 4. One possibility in the case of a failure of a

button is to replace that voting machine with a spare and re-start the initiation process.

Recommendation:

• All buttons on the voting machine must be tested prior to and after inserting the ballot papers.

The results of this step should be documented and sent with the materials, after polling, to the

read-in/count centre. Procedures for handling button failure should be documented.

Key Risk 6: The election details are set up incorrectly on IES by the RO and subsequent vote

recording is inaccurate.

Ballot paper preparation and insertion

The LROs and ECROs are responsible for the input of candidate data into IES and the preparation

of ballot papers for their electoral area. It is possible that they make an error and the incorrect ballot

paper is printed and inserted into the voting machine. It is also possible that a falsified ballot paper

is inserted into the voting machine, although this risk is mitigated by the presence of security seals
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on the machine.

The risk of incorrect input of candidate data by the LRO or ECRO and the subsequent printing of an

incorrect ballot paper is mitigated by the fact that candidates or their agents may review the ballot

paper prior to printing and could identify in advance if the ballot paper is incorrect. Additionally, it

would not be difficult to rectify such error in advance of polling day.

The current instructions for inserting the ballot papers in the voters' panel refer to positions that are

"determined in the earlier stages of preparation". We understand that the DoEHLG determines, as

far as possible, the column order of the ballot papers. However, incorrect insertion of the ballot

papers at local level could lead to erroneous results.

Recommendations:

• We recommend that to further ensure that the ballot paper on the voting machine has not been

tampered with and replaced, the PO should be furnished with a separate copy of the ballot

papers - highlighting the column order in which they should appear - along with the other

documentation sent to him by the RO on the morning of the election, and should confirm on the

VM1 form that the ballot paper on the voting machine corresponds to the ballot paper issued by

the RO.

• Procedures detailing how the ballot paper position information is transferred to the insertion

step should be identified and verified. We recommend that the arrangement for candidates or
their agents to view the ballot paper be formalised to ensure independent verification of the

insertion of the ballot paper.

Service Level

The ELROs are responsible for the set-up of the election details, insertion of polling stations, import
of the ballot papers and then programming of the ballot modules. It is likely that they will be
assisted by their staff, including local authority IT personnel. However, there does not appear to be
any independent check on the election set-up and subsequent ballot module programming.
Therefore, we believe that there is a risk of election details being set up incorrectly and that this is

not identified.

Recommendation:

• This risk would be best addressed by a segregation of duties as outlined in the executive
summary, such that the RO would review rather than input and review the set up of the election
on IES. For the forthcoming election, we recommend that details of the election set-up are

reviewed by an individual other than the person who inputs to the IES.

Risks arising during polling

Key Risk 7: Lack of a manual for presiding officers.

We understand that a manual for POs is currently being drafted but have not yet had sight of or
received such a manual. This is a significant limitation to the scope of our work as a manual for POs
appropriate to the context of electronic voting constitutes a significant element and description of
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the control environment. The recommendations outlined here should be considered for inclusion in
a final version of a manual for POs (and may already be under consideration in that regard).

Recommendation:

• We recommend that a manual detailing all appropriate procedures to be followed by POs -
including any modifications to their tasks as a result of this report - is completed and circulated
to POs in good time for the election. The manual should address in detail the procedures to be
followed by POs in the course of their duties as well as in the case of system problems or
failure.

Key Risk 8: A voting machine failure during polling is dealt with inappropriately.

According to statistics quoted in the memorandum for the guidance of ELROs, 0.5% of voting
machines may fail. This amounts to 30 out of approximately 6,050 in use on election day. There
are some procedures in place for this event, including the set-up of a help-desk, staffed by Nedap

engineers and software designers, and DoEHLG staff, which will be available throughout polling
day for all election staff. However, there are inadequate documented procedures regarding actions
to be taken by polling station staff in the event of a breakdown. Therefore, there is a risk that a

breakdown is dealt with inappropriately and questions subsequently arise as to the integrity of the

data on the ballot module taken from this machine.

Recommendation:

• It is essential that written guidelines are issued to polling staff outlining specific procedures to

be instigated in the case of a failure of a machine. These guidelines should include reference to

who should remove the ballot module, who should witness the removal, and sign-off from the

witnesses regarding proper treatment of the module. There should also be a clear requirement

for the same procedures to be followed in the case of the use of a new machine and new module

as were applied to the original machine at the opening of polling (print out of open poll

statement, etc.).

Key Risk 9: There is a risk that voters will misunderstand how the process of casting their

votes works and that as a result, they will be prevented from exercising their constitutional

right to vote at any or all of the elections.

With the new electronic system, there may be some confusion as to what exactly the procedure is

for casting the vote. For example, a voter completes his/her preference selection for the local

election and then casts the vote, thinking that each election is separate and therefore should be cast

separately. While a warning is given on the voting machine display unit, individual voters may not

be cognisant of this.

Recommendation:

• We understand from discussions with DoEHLG staff that road shows will take place nation-

wide and that a substantial advertising campaign is planned for the period prior to the polling

day. In addition, posters setting out clearly the cast vote process will be visible en-route to and

inside the polling station (including one in the direct vicinity of the polling machine and visible

to the voter at the machine). Two voting machines set up with a mock election will be included
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as part of each road show to guide voters through the process and to highlight important

elements of the process (such as the warning regarding elections for which preferences have not

yet been indicated). We strongly endorse this exercise and consider it essential to mitigate the

risk of voter misunderstanding and disenfranchisement.

Key Risk 10: There is a risk that if voters are allowed to vote at machines other than the one

designated for their area, that this will negatively impact on the important control procedure

of being able to reconcile voter tickets issued to votes cast

Voters, on presenting at the polling station, are marked off the electoral register and provided with a

voter ticket. This ticket corresponds in number with the number of the machine designated for their

area. This ticket is handed to the polling officer on duty at each machine. We have been informed
that, in particularly busy periods, voters may be directed to other voting machines in the same
polling building to cast their votes. A significant existing control is that a reconciliation between
tickets issued and votes cast is carried out for each machine: this provides assurance that all and
only votes cast are recorded in the machine. We understand that this reconciliation could also be

carried out for each polling building. While we acknowledge that this is a pragmatic approach to
reducing delays in the voting process, we believe the approach represents additional risks to the

voting process as noted below.

Recommendations:

• We recommend that voters should only cast their vote at the voting machine designated for their
use. A building-wide reconciliation would only be possible after the poll has ended, whereas it
may be necessary to carry out an immediate reconciliation of a particular voting machine during

polling (e.g., to reconcile votes cast where a machine has malfunctioned during polling).
Additionally, the potential for delay between the issue of a voter ticket and voting poses an
additional risk that voters who are issued tickets do not vote. This undermines the reconciliation

of tickets to votes. Therefore, we recommend that, should large queues form at a particular
machine, voter tickets should not be issued until the resulting delays have abated. We appreciate
that this will not alleviate delays during busy periods, but believe the additional risks to the
integrity of the voting process outweigh the practical benefits of reducing waiting time.

• This recommendation should be included in the procedures manual for POs.

• The risk of queues developing could be minimised by a well-publicised campaign encouraging

voting at off-peak times.

Risks arising after polling

Key Risk 11: The ballot modules could be misplaced, tampered with, or replaced after the

close of poll and before delivery to the read-in centre.

If modules may be replicated technologically, this constitutes a significant risk. However, the

consideration of such an IT risk is outside the scope of our work.

In the context of our review of the control procedures, we understand that the following procedures

are in place:
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• A close of poll statement is printed off, detailing valid votes cast, null votes and deactivations.

This statement is to be dated, timed and witnessed.

• The close-poll function immobilises the ballot module so that no new votes can be recorded.

• VM1 (Polling Station Reconciliation Form), and VM2 (Opening and Closing Statements where
printer is not working) forms are required to be completed by the PO. The module, VM forms,
marked register, ticket booklets and voting machine seals are to be delivered to the read-in
centre by hand in an envelope.

• Modules have unique identification numbers stored electronically and printed onto the outer

casing.

• A minimum of two people will be charged with the delivery of the module to the read-in/count
centre.

The read-in/count centre could be a significant distance from the polling station, which could lead
to a number of problems:

• The module could be misplaced or tampered with en-route to the read-in centre.

• If individuals charged with delivery of the module also have access to the modules and the

formatting of modules process, prior to the poll, they could have prepared modules on which

they have carried out a fictitious vote.

Recommendations:

• We recommend that the ballot modules are not enclosed with the VM forms, etc., in an

envelope, but are secured separately in a special container, which is sealed in a similar manner

to the polling machines prior to delivery to the POs.

• We understand that a formal check of the number of valid votes cast, null votes and number of

deactivations of the polling machine (taken from the close of poll printed statement and/or form

VM1) is reconciled with the information read into the PC at the read-in centre. We strongly

recommend this approach, as this would ensure that any module inappropriately introduced to

the process would have to be 100% accurate and would thus significantly reduce the risk of

tampering after the close of poll.

• While the IES system will automatically check the module number on read-in, it appears that it

would still be possible to introduce a new/different module directly before commencing read-in.

Therefore, we recommend that a formal check be carried out of the module numbers (on the

outer casing of the module) returned for read-in, to ensure that the number(s) submitted for

read-in is/are either

• the same number that was delivered with the polling station machine and recorded by the

RO, or

• can   be   reconciled   to   recorded   polling   machine   breakdowns   (for   which   new

machines/modules are to be used).

Consistent with segregation of duties, this check should be carried out by an official/RO

independent of the official issuing ballot modules.

• The above recommendations should be included in written guidelines provided to all ROs.

Key Risk 12: The CD upon which the votes are burned could be over-written or replaced en-

route from the read-in centre to the count centre (which may or may not be in the same

building).
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The delivery of the information from the read-in centre to the count centre via CD is, in our opinion,
a stage of the process that is very susceptible to potential tampering with the result of any individual
election and thus represents a significant risk after the close of poll. Our conclusion is based on a
number of key factors:

• Tampering with the CD does not require specialised equipment. CD drives and writing
facilities are standard on most modern laptop computers.

• Tampering with the CD does not require significant specialist knowledge.

• Unlike the ballot modules, CDs are a standard form of information storage and are readily
available.

• Invalid CDs could easily be concealed.

We acknowledge that the above risks could be somewhat mitigated by the fact that the original
record of the poll is held at the read-in centre (see our specific recommendation below in respect of

this).

These risks are particularly significant in relation to the European elections due to the delay

between read-in of the polling module on Friday, 11 June 2004 and the count on Sunday, 13 June

2004, given the time frame in which tampering could take place.

Recommendations:

• We recommend that steps be taken to ensure that the CDs used in the election process are

particular to the election, individually identifiable and not easily replicated. We recommend

that all CDs to be used in the process be issued directly by the DoEHLG with a departmental

insignia stamped on each. This stamp could include a unique ID number, which would enable a

record of all CDs issued and used to be kept and checked. We understand from discussions with

DoEHLG staff that they are currently consulting with the Local Government Computer Services

Board concerning supply of CDs, which will incorporate such features.

• We recommend that before transferring the CD to the count centre, the ELRO signs the outside

of the CD, and that only CDs originally signed are accepted at the count centre.

• We recommend that steps be taken to ensure the security of the information on the CD. Such

steps could include using read-only CDs and the use of password protection on the files, of

which only the RO at the read-in centre and the RO at the count centre are informed. We

understand from discussions with DoEHLG staff that they currently intend to use CD-

Recordables rather than CD-Rewritables and we consider this a worthwhile security measure.

• We recommend that, prior to the result being announced, the RO at the count centre and the

read-in centre confirm data such as number of valid votes cast. This procedure may detect

evidence of tampering with the CD en-route to the count centre.

• In relation to the European elections, as well as the above recommendations, we recommend
that the polling module numbers are reconciled as described in the previous recommendation
regarding the physical security of the modules. These CDs should be sealed in a container
similar to the manner in which the polling machines were sealed and stored in a secure location

(e.g. a Garda station) until they are read into the PCs on Sunday, 13 June 2004.
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• Inappropriate access to the CDs in advance of counting may undermine the secrecy of the vote

before counting. The implementation of the above procedures would also mitigate against such

risks. For similar reasons, we recommend that stringent security measures are implemented

over the PCs at the read-in centres after the CDs have been despatched, since the PCs will

continue to hold the data from the modules read in. These measures should be documented in

specific guidelines issued to ELROs.

Key Risk 13: The PCs and PRUs used in the read-in and count centres could be tampered

with prior to and during the read-in/counting process.

The EMS process requires the use of in excess of 500 PCs nationwide. By tampering with the PCs
and PRUs, individuals could affect the counting of ballots, as the processing of the ballot

information would be corrupted. Control procedures currently in existence to reduce the risk of
tampering include the use of hardened PCs and password protected access to PCs.

Recommendation :

• We recommend that procedures be issued to ROs specifically outlining effective security
procedures and access restrictions, including continuous supervision of the EMS components at
the read-in and count centre.
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1.0     Executive Summary

The Institute of Public Administration, on behalf of the Commission on Electronic Voting,
undertook a review of the general and environmental controls of the proposed voting system for the
June 2004 elections.

A team of external and internal IPA expert election practitioners, auditors and accountants,
examined and evaluated the regulations, policies and manuals for the forthcoming June 2004

elections with particular emphasis on completeness, accuracy, validity, secrecy and compliance
with robust control arrangements.

A particular focus of the Commission's work is on the secrecy and accuracy of the forthcoming
elections.

Secrecy, in terms of the election, is interpreted as the concealment or keeping private of the act of

voting and in the exercise of a preference. The voting machine or ballot box is private to the
individual voter and this right to privacy should not be infringed, whatever voting system is utilised.

Accuracy, in terms of the election, is defined as ensuring correctness and freedom from mistake or

error. Accuracy also implies exactness, careful precision and conformity to a pre-set standard. The

accuracy of the election and the casting of votes correctly, exactly and error-free is a fundamental

issue for the conduct of any election. The instructions provided to the voter to ensure he/she can

cast his/her vote accurately and in accordance with their wishes is an important part of the drive for

accuracy in elections.

The significant issues, as seen by the IPA group, included:

• The challenge to recruit appropriately competent and suitable polling station staff.

• The necessity for effective and quality training to be provided and other instruction options,

briefings, guidance etc to be arranged, if required.

• There are some areas for improvement within the guidance memoranda and system manuals.

• A focussed and positive public relations campaign, explaining electronic voting, is

necessary to engender public confidence and enthusiasm for the new system.

• The input of special and postal votes will involve agents of candidates with obvious

implications for secrecy of votes cast. The input process, as currently envisaged, may slow

the count and result declaration stages.

• The additional complexity in situations where there will be three and in some instances four

ballot papers on the machine or where there are numerous candidates may be confusing for

some voters and overly complicate the efficient conduct of the election.

• The need to anticipate the main risk issues and to agree actions to deal with these issues. The

most prevalent risk factor identified in this review was behavioural, people and personnel,

rather than the equipment or technology.

The proposed recommendations include:

• Careful recruitment and attraction of competent individuals to work within the polling

stations.
• Detailed consideration and review of the fees order should be undertaken and other benefits

specified to attract and retain quality applicants.
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• Additional training provision should be considered, as appropriate, to ensure roles,
responsibilities and functions are clearly understood. Options could include timely, just-in-
time and refresher training and briefing sessions, documentation, help desks, drop-in clinics

and mentoring or coaching.

• The areas for improvement identified within the system manuals should be incorporated in

order to enhance the guidance available.

• The PR campaign should focus on simple, repeated and high impact messages - proactive
rather than reactive.

• The instructions to voters, with multiple ballot papers, should be clear, succinct and

facilitate the complete and accurate casting of their votes.

• Detailed consideration should be given as to how special and postal votes are to be read in
and the time at which this may happen, to avoid possible count delays.

Summary conclusion

The overall control environment, within the electronic voting system, is quite strong. Indeed, in

some respects, the electronic system is likely to produce greater accuracy and avoidance of potential

human error. It will also lead to significantly enhanced efficiency at the count.

An election is not solely concerned with the physical machinery. It concerns a whole process that

incorporates strategic planning; with national, regional and local operations and logistical

arrangements; with briefings, training and guidance of ballot administration personnel; with

processes and procedures on election day and with security and controls at count centres. In

assessing risk to the entire forthcoming election process, the IPA Expert Group concluded, based on

this review of general controls, that a significant potential risk this year is not the operation or

processes surrounding the use of the new voting machines, rather, the 'people behaviour' at the

ballot box and whether the instructions are sufficiently clear and lucid to enable members of the

voting public to cast their votes accurately and in accordance with their intended preferences.

In arriving at its assessment of the "control environment", the IPA Group adjudge that there is

clarity of accountabilities among those charged with running the election; that there is high-level

commitment to ensure that the elections are conducted smoothly and successfully and to the highest

ethical norms. Such recommendations, as we make, are aimed at strengthening the efficacy and

efficiency of the ballot administration process where that might appear to be warranted. If the

election is conducted in accordance with proposed arrangements - subject to the recommendations

and other considerations detailed in this report - it is our opinion that the objectives of secrecy and

accuracy and overall integrity will be achieved.

2.0 Introduction

2.1 Background

The Commission on Electronic Voting was established on 1 March 2004 and is required by its

terms of reference to report on the secrecy and accuracy of the electronic voting and counting

system for the June 2004 elections. It proceeded to engage consultants and other specialists to

review and test various aspects of the proposed voting arrangements.

The Institute of Public Administration accepted the invitation to meet the Commission and
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forwarded an outline proposal on how it could usefully contribute and add value to the

Commission's deliberations.

The essence of the proposal was an IPA group review of the general and environmental controls

around the election process as distinct from detailed application and software testing of the election

process.

2.2      Review Objectives and Scope

The objectives and scope of the review were as follows:

Objectives

• To examine and review the regulations, instructions, policies and procedures which have

been utilised in previous, paper-based elections.

• To examine and review the regulations, instructions, policies and procedures which have

been prepared for usage in the June 2004 elections.

• To compare and contrast both sets of regulations etc. to identify perceived gaps, weaknesses

or omissions.

• To consider the general controls around the application with particular emphasis on the

impact on those tasked with conducting the elections, i.e. returning officers, presiding

officers and poll clerks.

• To carry out a "walk through" and compliance tests on each stage of the process and assess

same, in terms of security and accuracy.

• To report, as requested, to the Commission at various stages in the assignment.

Scope

• The regulations, policies, procedures etc. are those produced by the Department of the
Environment, Heritage and Local Government (DEHLG) and include all instructions issued
to all key stakeholders in the election process.

• The detailed list of questions and comments, coupled with the review of documentation and
tests, would facilitate a statement on the arrangements in place for the June 2004 elections.

23      Methodology and Tasks

Methodology

The focus of the review was on the respective controls, guidance, regulations and procedures of
previous elections and those currently available for the June 2004 election: in terms of robustness,

appropriateness and efficacy.

This included the identification of the substantive procedural and technological changes that will
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apply within electronic voting and on the extent to which these are reasonable and strong, from a
voting management and public administration perspective, and the overall control environment

within which electronic voting would occur.

The review team, assembled by the IPA as part of its analysis of the control environment, included
expert practitioners and public servants with many years of "hands-on" involvement with various

ballots and elections; local, Dáil, European, Presidential, european company works council ballots,
pension trustee ballots, etc. The various roles occupied by the team included chief returning officer,

returning officers, inspectors, presiding officers, poll clerks, count staff, Garda representative,

auditors and accountants, academic researchers, training specialists and local government

specialists.

Tasks

The detailed tasks included:

• Sourcing, securing and detailed examination of electoral regulations, policies and

procedures for Irish elections.

• Evaluation of guidelines, rules and guidance manuals issued to key stakeholders for the

2004 elections.

• Evaluation of the Integrated Election Software System manuals in terms of

comprehensibility and completeness.

• Off site meetings with European local returning officer staff to discuss relevant issues

pertaining to the elections.

• Review of documentation and files at the DEHLG Franchise Section at Custom House.

• Preparation of summaries of the detailed manuals and identification of key control issues.

• Preparation of flow diagrams for key election activities.

• Conduct of a workshop on the 13' April 2004 with an expert group which sought to identify

potential control issues/problems/challenges that the 2004 elections presented and also the

opportunities or innovations which the new system could potentially deliver.

• Within the workshop, a "hands-on" review of the voting machines was undertaken. The

session included the raising of detailed queries with the IPA training specialist who has been

involved, on a countrywide basis, with the initial "training of trainers" for the election.

• Within the group, some basic risk-assessment and possible key risk factors were identified

and ranked in terms of impact, probability and control effectiveness.

• Summary conclusions and areas for possible improvement were identified which could

enhance the effective implementation of the ballot in an electronic voting environment.

2.4       Secrecy and accuracy considerations

A particular focus of the Commission is on secrecy and accuracy of the forthcoming elections. In

undertaking our review, consistent with the agreed objectives set out above, the secrecy and

accuracy dimensions and how these would be reflected in the conduct of the elections, underpinned

our analysis and evaluation.

Secrecy, in terms of the election, is interpreted as the concealment or keeping private the act of

voting and the exercise of a preference. The voting machine or ballot box is private to the individual

voter and this right to privacy should not be infringed, whatever voting system is utilised.
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Accuracy, in terms of the election, is defined as ensuring correctness and freedom from mistake or

error. Accuracy also implies exactness, careful precision and conformity to a pre-set standard. The

accuracy of the election and the casting of votes correctly, exactly and error free has wide

implications for the whole conduct of the poll, including the instructions provided to the voter to
ensure he/she can cast their vote accurately and in accordance with their wishes.

This report focuses on the control environment and control processes which can support the

effective conduct and functioning of the elections which are fundamental in addressing secrecy and

accuracy issues. The report sections cover; control and risk assessment, quality of guidance

memoranda and system manuals and the key issues which may impact on the election process.

Within the proposed system, there are three distinct levels designated i.e. Local, Constituency and

Service. These levels relate to the role and responsibilities of the Local Returning Officer (LRO),

Constituency Returning Officer (CRO) for the four European election constituencies and the
European Local Returning Officer (ELRO). These abbreviations and terms are reflected in this
report.

Section 8.0 details the main findings and recommendations from the review.

3.0 Control and Risk Assessment

3.1 Basic Control Systems

There are a number of key controls or system characteristics that should be evident within a strong

and effective control environment. The following table sets out these controls and the extent to

which these are evident in the electronic-voting system.

TABLE: Key System Controls

Kev Control Electronic voting System

Segregation of duties

- no one person or

organisation has

unfettered access or

control

The division of roles and responsibilities between LRO, CRO and the
ELRO and the clarification of cross over and transfer of documentation

etc. from one party to the next provides strong evidence of this control.

At a high level, the nomination of candidates and production of ballot

papers is independent of the operation and supervision and execution of

the poll and the custody of the ballot modules. Similarly, the count and

declaration of result is separate from the production of the voting

database.

At a lower level, the operation of the polling stations with presiding
officers, poll clerks and/or technicians and a clear division of duties from
register sign-off, to issue of permit ticket, to voting at the machine is a

strong control.

The guidance on set up and close of poll also requires at least two people.
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Kev Control Electronic voting System

which also acts as an internal check.

Physical Controls -

Restriction of access

and safeguarding of

the equipment or

assets

The IES Software and the machine keypads provide both computer and

password restrictions on capacity to access different levels and also

physical barriers to interference with the voting machine. The existence

of seals and keys confirm these controls. The sealing of the ballot module

envelope, for return to count centre, is a further example of the control in

operation.

Organisational

Controls - Including

clear statements of

responsibility and

accountability

The guidance memoranda and the system manuals provide very detailed

information on the responsibilities of each level, i.e. local, constituency

and service. Our review of the system and testing of regulations and

procedures confirmed (a) the existence of these controls and (b) clarity of

understanding by these key stakeholders of their reciprocal

responsibilities.

Authorisation and

Approval

This is related to the previous control with the emphasis on the authority

of individual officials in the conduct of the elections. Again, the guidance

memoranda are quite specific in this regard.

The Presiding Officer manual, currently under preparation, and the

instructions for polling station staff will specify the authority levels and

role requirements within the polling station. For example, the authority to

remove the ballot modules, to certify and authorise the opening and

closing of poll printout and to ensure custody and dispatch to count

centre, resides with the Presiding Officer.

Supervision Control

-oversight of the

function of the system

and ensuring adequate

performance in

carrying out duties

The appointment of appropriately qualified and competent staff is very
important. For this, as with previous elections, there will be inspectors
routinely visiting the polling stations to check on occurrences and current
position at each station.

Numerical and

Accounting Controls

-use of account

details and

reconciliation to

validate activities

The IES and the voting machines include several levels of arithmetic and
accounting controls, e.g. number of ballot modules, number of polling
stations, number of votes cast, standby etc. These can be authenticated

from physical checks and verifications. The reconciliation and
verification aspects are key parts of election control and must be
thoroughly complied with.
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Kev Control

Management Control

Systems - overall or

higher level

supervision of system,

strategic and

operational planning

etc. These controls

provide the framework

within which the other
controls are exercised.

Electronic voting System

The role of the DEHLG and the adherence to a robust and strong control

environment and control culture are key aspects for this control. The

involvement of key stakeholders groups, an overall project plan,

timescales and timelines, agreed policy and procedures statements are
evidence of this control.

Personnel Controls -

appropriately

qualified, proficient,

competent and trained

individuals who can

perform their duties to

an acceptable standard

Given the cyclical nature and the irregular pattern for calling of elections,

the conduct of polls require the recruitment, on an ad-hoc basis, of

thousands of staff. This issue is the most problematic aspect for the

forthcoming elections as (a) there is a change in system, (b) the staff are

familiar with the older system, (c) tendency to use the same people (d)

training is being offered, but its impact is somewhat unknown and (e) the

level of remuneration for a potentially 15 to 16 hour day may be

insufficient. Appropriately qualified and competent polling station staff

are key to the effective conduct of these elections.

General and Application Controls

If we consider the electronic voting system as mainly a computer system, there are two discrete

categories of controls to consider. Application controls are designed to ensure that the computer

application (i.e. input, processing, storage and output) runs smoothly and accurately and in

accordance with the system specification. In contrast, general controls for the electronic voting

system are all the other controls over the environment within which the system operates. The
application can run efficiently and effectively if the general and environmental controls are robust

and are being complied with.

The control environment for electronic voting incorporates the overall attitude, awareness and

actions of key stakeholders regarding controls and their importance in the conduct of elections and

the adequacy of documentation and procedures.

The focus of our work has been on the general control issues and our tests have focussed on key

elements within the control environment and the strengths or weaknesses within these elements.

3.2       Risk Assessment

In the context of electronic voting, risk can be viewed as the threat that an event, action or failure to
act will or could adversely affect the core objective i.e. the efficient conduct of the elections. Risk
could also be considered as the damage to the reputation of electronic voting and an undermining of

public confidence in it. Successfully delivering the core objective revolves around issues of secrecy,
accuracy, confidentiality, integrity, public confidence and compliance with statutes and regulations.
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The following table details some of the most relevant categories of risk appropriate to the proposed
election process:

TABLE: Risk Categories

Category Description

Personnel Relating to the availability and retention of suitable staff

Operational Relating  to procedures  employed  to achieve  the core

objective_

Information Relating to the adequacy of information which facilitates

the conduct of an election

Reputational Relating to the public reputation of the system

Technological Relating to the use of technology to achieve the core

objective_

Project Relating to project planning and management procedures

Budgetary/Financial Relating to the availability of resources or the allocation

and prioritisation of resources_

In any assessment of risk, the key requirement is to decide on how, if at all, to respond to the

identified risk. The most important way of addressing the risk is to undertake a strategy of risk

reduction. This acknowledges that it is not possible to reduce risk to zero, (i.e. total prevention)

but, rather, that it can be managed and contained at a reasonable, acceptable or appropriate level.

The assessment of reasonableness, acceptance or appropriateness is context specific and dependent

on operating circumstances. Other possible strategies, which, in a public service sense, are less

likely, include risk avoidance i.e. not undertaking the activity or risk transfer i.e. outsourcing the

activity or insuring against failure.

Risk management is about making explicit what has or may be implicit in the management of

operations and activities. It is not a separate exercise but should be systematically embedded in the

day-to-day processes, procedures and regulations. While not prioritised or listed within the

documentation, reducing the risk - and managing for a successful outcome - underpins the DEHLG

approach to electronic voting.

The recommendations and proposals for changes and improvements contained in this report aim to

strengthen the process and to make even more explicit the issues to be taken on board by the

Commission and the DEHLG in the planned conduct of the June 2004 elections.

The focus on risk tends to emphasise the negative impact or damage that could occur. However, it

is worth reflecting that, in terms of innovation, creativity and the search for better ways of doing

things does require some reasonable risk taking by organisations and individuals. Ultimately,
reasonableness is a judgement call and it is only after the event that the appropriateness of the

decision or action can be comprehensively assessed.

There has been a good deal of public and media discussion surrounding the electronic voting

proposals. We have focussed, in our review, on the factual position, as it currently is, and on the

reasoned and reasonable steps that have been put in place and the further steps over the next few
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weeks and months to seek to ensure success with the process. The ranking of personnel,

operational, information and reputational risk above technological risk underlines the view that the
human dimension i.e. the competence and capability of election staff, the adequacy and quality of
training and operational instructions and the impact of the information awareness and public
relation campaign, are the most critical imperatives to ensure an effective, acceptable and credible
election process.

4.0 Key Issues

4.1 Postal and Special Voting

The detailed guidance in relation to the input of postal and special votes at the Local and Service
Level is quite specific.

Special voting involves a special Presiding Officer bringing ballot papers for the June 2004
elections to special voters in the place where they live. The special Presiding Officer is
accompanied by a Garda to ensure the same level of security as in a polling station. Help and

assistance may be provided if the voter cannot vote without help. Voting must be abandoned if clear

instructions cannot be given by the voter. When voting is complete, the envelope with the vote is

placed in a secure ballot box and returned to the Returning Officer.

Postal voting applies to certain members of the electorate e.g. Defence Forces, Garda Síochána,

Diplomats, etc. These individuals return, in the prescribed envelopes, their ballot papers with

marked preferences. In terms of vote input, postal and special votes are subsequently combined.

At a local level, a voting machine prepared by the ELRO, will be provided and it is the

responsibility of the LROs/Town Clerks, etc., to enter the postal and special votes in accordance

with normal operations of the voting machine. The manual indicates that two staff undertake this

process. On completion, the ballot module is returned to the ELRO to integrate with the other

ballot modules for the "read-in" process.

However, it would appear that the guidance standard now being discussed is that three staff and not

two undertake the role and, more importantly in terms of the efficient conduct of the count, that the

input of votes should not begin before 8pm (1 hour before close of poll). The number of
preferences made, length of paper etc., will dictate how long it takes to input a paper, but a rate of
60 - 100 per hour, could be assumed. In many of the larger urban areas, there would be several

hundred such votes and with three separate papers, i.e. Local, European and Referendum, the

potential to delay the count is quite significant. A possible option is the provision of multiple
voting machines and additional staff to undertake the input and oversight of the process.

Alternatively, the 8pm starting time could be relaxed and indeed the input could commence after the

last post on the 11th June i.e. early afternoon.

At the Service Level, there is also guidance on input of these votes for the European Elections and
the ELRO is responsible for input of these to a specific voting machine for that purpose. The
system manual (page 33) indicates "the ballot module should be extracted from the machine and
read into the PC. You should read in all postal and special voters modules first, before the modules
for the polling stations begin to arrive". Again, the issue of timing and delay is significant where
there may be large volumes of postal and special European votes.
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Whether, at Local or Service Level, agents will be present when preferences are being called out

and inputted. The 8pm time is presumably to delay the discernment of trends being publicised
when stations remain open until 9pm. Heretofore, these votes were integrated with all the other

ballot boxes and trend predication was more difficult.

The responsibilities for the postal and special voting are summarised on the following table:

TABLE: Postal and Special Voting

Election Conduct of Postal Voting    Conduct of Special Voting

Local Elections LRO ELRO

European Elections    ELRO ELRO

Referendum ELRO ELRO

The implication of these responsibilities is the necessity to have a separate machine designated for

these votes with responsibility for input with the LRO for Local Elections and the ELRO for all
others.

In summary, clear instructions are required on the number of staff to input and oversee postal and

special voting, time for "read-in" process and possibly additional resources so as to expedite the

count in a timely manner. It would be unfortunate if the potential to issue speedy and detailed

results which is among the key benefits of the proposed system was affected by delays with a

relatively small but significant number of special or postal votes.

4.2       Recruitment and Staffing

For the wider electorate, the polling station staff will be the key interface with the new system and

in many respects they are the medium through which the system will work, particularly if voter
guidance and assistance is sought.

Throughout the country, the challenge for the ELRO is to ensure the availability of adequate
numbers of suitable, competent and capable individuals with good interpersonal skills who are

willing to undergo mandatory training and to study and internalise the new voting arrangements.
The move from two to three staff in most polling stations will require the influx of new people,

which can be both a strength and weakness. In terms of technology, there could be a competence

issue and within each station there will be a dependence on the individual or individuals who

occupies the control unit/technician role. Three people, instead of two, adds a further stage to the

process that must be managed efficiently at each machine.

There is a current uncertainty, and potentially a major logistical problem due to (a) the additional

training requirements (b) the perceived additional complexity and (c) the length of the day and the

proposed level of remuneration, that experienced and capable individuals may not make themselves
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available and, indeed, after training may deem themselves or be deemed unsuitable. For a small
number of staff, such drop out could be managed but for a situation where 15,000 - 20,000 people
are required, the implications could be quite significant.

Consideration in particular should be given to reviewing the proposed remuneration. Additionally,

some information pack or wider campaign targeting possible recruits, incentivising appropriate and

competent people and allaying anxieties of prospective polling staff could be undertaken.

43      Training and Support

The provision of a variety of quality training supports, manuals, checklists, presentations, briefings,

hands-on sessions, booklets etc. could be another important determinant of how the poll runs on the

ll"1 June. It should be mandatory for all staff to attend training events and these formal sessions

provide the ideal opportunity to reduce anxieties or correct flawed perceptions about the electronic

voting system. Individuals require time and patience to handle, examine, assemble and disassemble

the voting machines, to enter data and to be completely comfortable with their obligations on the

day.

The selected vehicle for training is a "Train the Trainer" concept and sessions have already

occurred around the country. There is an appropriate window when the training would be most

beneficial, and the adoption of the just-in-time approach is dependent on local circumstances and

the levels of other training supports available. The perceived normal sessions are to be of 2 - 2 '/¡

hour duration and, depending on impact, this may be adequate for some people. However, it would

be important to have some further options available where people could self-select whether they

need to attend further sessions or indeed whether a drop-in clinic or help desk facility at key

locations would be appropriate, particularly close to polling day.

It is recommended that the Instruction Manual and Operators Guide be reviewed and updated, as

appropriate, in terms of content and visual presentation. In particular, a checklist to follow

instructions on opening, conduct and close of poll would be a useful addition. The emphasis should

be on simple instructions to be followed. The specially prepared training video is useful but a
consensus of the Review Group was that it be used at the end of sessions, as distinct from the start.

It is a useful tool to re-enforce the "hands-on" learning but could be perceived as somewhat

challenging before the hands on sessions take place.

The following are among the issues that should be emphasised within the briefing/training for

polling station staff

• Verbal assistance and explanation can be provided to voters, but under no circumstance

enter the voting machine display area while a voter is present

• Control unit is not to be left unattended

• Voting permit tickets to be securely maintained

• Periodic check of face/screen of voting machine to be undertaken

• Compliance with instructions to open and close poll

• Courteous, helpful and professional behaviour

4.4       Public Relations Campaign

Our review of the system concluded that an aggressive, high quality, high impact and simple public
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relations message is critical to enhance voter confidence in the system and, indeed, to maximise

voter turnout, particularly for the older generation of voters who may perceive themselves as less

technically competent and aware.

In raising voter awareness through all media sources, there should be greater use made of having

machines set up in public buildings, libraries, post offices etc. where individual voters can get a

preview of the system. As well as polling cards, each voter should receive a small calling card with

key messages about the forthcoming system. Large, laminated visuals of the machines should be

displayed in public buildings and around the polling stations for people to view as they approach the

registration desk.

The two key learning/communication points which should be emphasised are (a) the cast vote
button and (b) the vote stored screen.

It is our understanding that a PR agency has been recruited for this purpose and the key messages
will be rolled out during the run up to the ballot. If the messages are unclear and the awareness

raising unsuccessful; voter apathy could increase and polling station staff will have to carry a
heavier load of providing information, clarification and guidance.

4.5       Ballot Reconciliation

At the "read-in" ballot modules stage, there is a key control issue, which should be prescribed for
all Service Level staff. It would appear at present, to be left to local discretion. A ballot paper
Verification Account/Reconciliation Statement should be prepared with the objective of agreeing
the authenticated and certified printouts in the envelope, signed by the Presiding Officer, with the
overall number of votes within each ballot module "read-in" for that polling station. This control
check could be carried out by two staff at Service Level with a control page with columns for ballot
module number/identification, votes "read-in" from ballot module, discrepancy/comment if

required. This also acts as a completeness check on all opened or used ballot modules within
replacement voting machines.

5.0     Guidance Memoranda

The DEHLG have produced three guidance memoranda as follows:

Memorandum for the Guidance of Returning Officers
at the Local Elections, June 2004

Dated: November 2003

Memorandum for the Guidance of Constituency Returning Officers
at the European Parliament Elections, 11 June 2004

Dated: January 2004

Memorandum for the Guidance of European Local Returning Officers

at the European Parliament and Local Elections, 1 ¡June 2004
Dated: December 2003

These guidance memoranda must be read in conjunction with the IES system manuals which
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explain in more detail the operations at the Local, Constituency and Service Levels. Our review of
the regulations, processes and procedures incorporated a walk through the system including
references to and interpretation of the guidance memoranda and the system manuals. The work also

incorporated review of ancillary documentation, legislation and a review and examination of
selected files at the Custom House.

A key control in any system is the provision of and compliance with a clear unambiguous chain of

responsibility and accountability, which sets out detailed and comprehensive roles and requirements

for the key stakeholders in the process. The existence of division and segregation of duties,

supported by certified and authorised handovers within the process, also acts as a significant control

at various stages of the process.

Having reviewed the documentation in advance and tested the basic assumptions and instructions

and their potential to work in practice, we are satisfied that, except for the issues listed in this

report, the elections for June 11, 2004 will comply with requirements of reasonableness and

appropriateness, in terms of accuracy, secrecy, confidentiality, robustness and verifiability.

The flow diagrams detailed in the appendices illustrate the process which is proposed, and the

control points at each level have been reviewed in terms of completeness, accuracy and validity.

6.0     Integrated Election Software System Manuals

As part of our Review, a "walk through" of the election process was undertaken. This included a

review of the eight system manuals and the particular instructions within each manual. Many of the

review team had "hands-on" experience of the software and had used the manuals as reference

documents over the preceding months.

The following paragraphs identify, for each manual, the areas for improvement, which should be

incorporated to address perceived gaps or weaknesses and to ensure that possible loose ends are

identified and resolved.

(a) Introductory Manual

This is an overview manual which indicates that 180 Local Electoral Areas, 80 Town Councils, 4
European Constituencies and 28 ELROs will be involved in the June 2004 elections.

Areas for improvement

• Clarification that DEHLG will be providing blank and encrypted CDs for transfer of

information.

• Agreed certificates/authorised forms to acknowledge handover of CDs from LROs, CROs to

ELROs and back.
• Specification and dispatch of software to all Returning Officers and timelines for dispatch to

be agreed.

• Agreed certificates/authorised forms to acknowledge contents of ballot module i.e. the ballot

paper between ELRO and other returning officers.
• Immediate dispatch of CD to printer by LRO and CRO and proofs to the ELRO so that

programming can commence.
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• Emphasise the levels of responsibility chart on page 12 of the manual which identifies the
division and segregation of duties and responsibilities. This chart is reproduced in the

appendices of this report.

(b) Local Level Manual

Areas for improvement

• Emphasis on accuracy checks and the proofing and verification of the ballot paper.

• Clarification and a direction on what is to happen to the excess ballot papers produced by

the printer and dispatched to the ELRO. The guidance currently suggests 50% additional

print run. Directions for destruction or return to RO would be appropriate. Printed paper

ballots in wider circulation would represent a security/reputational risk.

• Agreed certification/authorisation forms to acknowledge results CD from the service level.

• Clarification on the number of staff and machines and the timings for input of postal and

special voting.

(c) Constituency Level Manual

Areas for improvement

• Similar issues to (b) above with emphasis on accuracy and thorough checking.

• Clarity in relation to maximum number of polls and candidates per column - the manual

indicates 5 and 18 respectively. Is there a possibility that 5 columns may be inadequate if

many nominations are received and need to ensure all candidates are given equal
prominence?

(d) Service Level Manual

Areas for improvement

• Guidance and procedure to be set out for reconciliation of ballot paper accounts as the first
stage of the "read-in" process.

• The spare modules programmed and installed in machines in case of break down or

malfunction should be returned and read in, even if unused. This will serve as a

completeness check and ensure all possible modules with votes are controlled, returned and
stored at one location.

• Clarification on the timing and procedure for input of special and postal voting.

• Segregation of duties at ELRO and having a team of competent, proficient and capable staff
is a critical control.

(e) Programming Ballot Modules Manual

Areas for improvement

• Clarification on the status of programming reading units (PRUs) and versions being utilised.

• Necessity to check the functioning of PRUs before programming or read in.

• Control procedure to ensure that all ballot modules being programmed are blank.
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(f) Voting Machine - Set up

Areas for improvement

• In accordance with health, safety and welfare, there should be a clear requirement for two

people to lift the machine.

• Emphasise the need to pull and tear off printer paper so as to prevent recoil or malfunction.

A possible role for inspectors is to check printer paper is visible and has been pulled

forward.

• Clarification on the security, return and storage of voting machines at end of poll as the

backup data is included. A possible role for Presiding Officer to re-seal the voting machine

to protect contents.

• In the event that the backup voting details in any machine are required, clarification of the

procedure and process by which this can be accessed.

(g) Voting Machine - Operators Guide

Areas for improvement

• Clarification and agreed guidelines on what type of guidance and instruction can be
provided to voters on the use of the machine.

• Procedure explained to de-activate and re-activate machine if wrong colour button is pressed

on the Control Unit.

• Possibility to improve and make instructions more user friendly, including use of colour

screens and walk through checklists to set up and close machines.

• An agreed procedure to tear, perforate, tag and store coloured permit tickets at the Control

Unit to prevent possible recycling of votes.

• Arrangements for "just in time" training and other training supports to be available.

(h) Read in Ballot Module Manual

Areas for improvement

• Agreed ballot paper verification or reconciliation process to be set out and explained within

this manual.

• Clarification of the process by which backup voting details on a machine can be read in

before commencement of count stage, if required.

(i) Miscellaneous Items

Areas for improvement

• Process and procedure to collate and return IES registration forms for the correct version of

the software to a central location.
• The postal and special voting input procedures and the probability of slowing down the

count process unless additional machines and/or staffing are available or timelines are
changed. In a situation of additional resources to input these votes from 8pm, there may be a

constraint imposed by the number of machines available.
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In conclusion, the majority of the areas for improvement represent small administrative and

operational changes which can be incorporated with relatively little difficulty.

Other issues were discussed in more detail in Section 4.

7.0 Miscellaneous

7.1 Logistics

It would be anticipated that queues will develop particularly in the evening and in the run up to
close of poll. While the norm will be for three ballot papers to be in view at each voting machine,
there will be many instances where four ballot papers will be in place. This will occur at polling
stations near large urban areas or towns where voters may be casting votes in respect of two local

elections, i.e. Town Council and County Council, European Parliament and the Referendum. To

alleviate congestion and to expedite voter throughput, a couple of alternatives should be considered.

Firstly, within the national publicity and PR campaign, voters should be encouraged to vote early
and all related literature should emphasise this message. Within the polling station, there should be
clear instructions, provided both visually and verbally, on what voters are required to do. Secondly,

in situations of severe delays, the Presiding Officer may be required to intervene and to verbally
check on individual voters' progress. An agreed protocol for this intervention should be considered

to save potential embarrassment and also to maintain integrity of the polling station.

7.2 General

Garda Siochána Involvement

The introduction of electronic voting, while not impacting greatly or changing the involvement of

the Gardai, has some security implications. In particular, the storage and security of expensive

voting machines and the arrangements for dispatch by ELROs to polling stations, and the return to

secure premises after close of poll, needs careful consideration.

Local circumstances prevail within each area and effective working arrangements have been

instituted over the years. However, the new demands will require a policy statement by Garda

management, to support the local decision-making on a county or geographic basis.

Simulated Elections

In addition to simulated elections and other routines undertaken by the DEHLG, a number of

Returning Officers have undertaken their own independent simulations for their electoral areas.

This included parallel running of manual and electronic counts and the results have been

satisfactory.

Kex Elements of the Roles

RO at Local Elections (Local    • Publication of notices and receipt of nominations

Level)_[  • Supply materials to ELRO including ballot papers, CD

262



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System Appendix 2G

with ballot paper data, etc.

Special voter documentation

Polling card issue

Ballot box for and input of special and postal voting

Conduct of count and results declaration

CRO at the European

Parliament Elections

Publication of notices and receipts of nominations

Supply materials to ELRO including ballot papers, etc.

Conduct of count and results declaration

ELROs at the European

Parliament and Local

Elections

Responsible for voting for all elections (except postal

voting at local elections)

Publication of notices e.g. disability access

Preparation and provision of voting machines

Appointment of staff

Transfer of data to CRO and RO

All aspects of inspection and supervision of poll

Presiding Officer

The Presiding Officer should be required to use two envelopes at the close of poll;

• Envelope to contain signed statements from both opening and closing of poll and the ballot

module. This should be sealed for dispatch and return to the count centre.

• Envelope to contain counterfoils of coloured permit tickets, marked copy of register, other
authorisations (agents, disabled voters etc.), unused stationery, etc. which should be sealed

also for return to count centre. The counterfoils, for example, may need to be referred to, in

case of discrepancies or to clarify the voting details at a polling station.

Voting Machine

At the end of the poll, it is recommended that the Presiding Officer seal the voting machine, which
has a back up copy of the vote details, and to ensure that it is securely stored in readiness for return

to a central location/warehouse.

8.0     Main Findings and Recommendations

The following section outlines the main findings and recommendations from our review:

The sourcing, recruitment, training and retention of competent, proficient and
capable polling station staff is a significant challenge facing the ELROs.

Finding 1:

Recommendation 1:    Serious   consideration   should  be   given  to  the   levels  of remuneration
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envisaged for what will be a 15-16 hour day coupled with the necessity to

attend dedicated training events.

Finding 2: The quality and effectiveness of the training programmes and sessions for

15,000 - 20,000 staff throughout the country will be a key determinant of

how successful the electronic voting arrangements will be in practice.

Recommendation 2: Consideration be given to production of further training supports and aids,

colour slides, checklists, documentation. The provision of drop-in clinics or

test machines should be pursued.

Finding 3: The system manuals and other guidance memoranda should be updated and

additional pages circulated to address perceived gaps and weaknesses in

current documentation highlighted in this report.

Recommendation 3: The detailed comments in Section 6.0 can be used to update the relevant

sections. Greater use of templates and checklists should be considered and

should be incorporated in the Guidance for Presiding Officers Manual,
currently being finalised.

Finding 4: The success of Electronic Voting and the challenge to adequately explain it,

and thereby engender public confidence and enthusiasm, is a particular
challenge to be addressed in die PR and publicity campaign

Recommendation 4: A comprehensive, targeted and high quality TV, media, poster and postal

campaign should be undertaken at the appropriate juncture in the run up to
the 11th June.

Finding 5: As  a  result  of the  necessary   facilitation  of postal   and  special  voting

arrangements, there is a distinct potential to slow down the overall count
process and delay the "reading in" of ballot modules.

Recommendation 5: To expedite the count as soon as is practicable after 9pm either additional
resources - voting machines and staff - should be made available at 8pm or

alternatively the current timeline be relaxed so that input can commence in
the late afternoon of election day.

Finding 6: This is the first time that electronic voting will be used in every polling

station and, for the majority of the Irish electorate, it is the first real exposure
they will have to the new arrangements. The fact that there will be three and
possibly four ballot papers on each voting machine could make the voting
process somewhat more confusing and complicated

Recommendation 6: The potential for greater confusion and the possible difficulty with voters

accurately reflecting their preferences, underlines the absolute importance of
having available at each station appropriate guidance and assistance.
Additionally the public relations and information has a key role to play in
raising awareness of what will confront voters at each polling station
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Finding 7: The most prevalent risks factors cited for the June 2004 elections are
personnel, operational, information and reputational.

Recommendation 7:    The recommendations and other issues highlighted in this review can, if
implemented, reduce these risks very significantly.

In summary, the system is a modem and innovative enhancement that can, in our assessment,

command confidence. It will be secure if the guidelines and procedures are complied with. It is

more transparent, in several respects, than the older manual system used heretofore. However, it

requires more advanced planning and testing initiatives than previous systems. It can be
successfully administered, assuming the right election staff can be recruited, appropriately trained
and deployed at polling stations and at other levels.

9.0     Concluding Remarks

The Institute of Public Administration was pleased to be invited to carry out this review of the

electronic voting system. Our work focussed on general and environmental controls and on the

documentation and procedures for the June 2004 elections

We would like to accord our appreciation to the inter-disciplinary group of IPA Specialists and the

external expert practitioners, who provided unique insights and perspectives on a wide variety of

pertinent issues. Notwithstanding this latter contribution, responsibility for the report findings and

the recommendations made rests entirely with the Institute.

Finally, we would like to thank both the Commission and its secretarial and administrative support

for their efficient help and co-operation at various stages in our review and also the DEHLG for

making available all the system information, files and documentation we required.

We are available to contribute to the Commission's work and to provide further support, if deemed

appropriate.
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Appendices

Designated Levels of Responsibility

(reflecting the segregation of duties within the process)

Source: Election system manuals

The proposed referendum will add further responsibilities and possibly an additional column, for
National Returning Officer level, to this table.
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Outline Flowchart - European Local Returning Officer
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Outline Flowchart - Local Returning Officer
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Outline Flowchart - Constituency Returning Officer
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Outline Flowchart - Postal/Special Votes
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1        Summary of conclusions

Risk analysis is concerned not only with the probability of a problem occurring, but also with the

impact if it does occur. There are four principal steps involved in preparing a risk analysis:

• Identification of each possible undesirable event;

• Estimation of the probability of it occurring;

• Assessment of the impact if it occurs; and

• Identification of possible actions to prevent, reduce or eliminate the probability of occurrence or

take remedial action if it does.

In this instance, as often, in arriving at a judgment, it is appropriate to compare the resultant risks

with the risks inherent in the current system or in maintaining the status quo. As no system is ever

perfect, the question is what risks are tolerable or acceptable in the light of the known problems

in the current system.

Viewed through the lens of risk analysis, many of the potential problems raised by some

commentators as theoretical possibilities, are in practice not material risks. For example, in

examining a theoretical risk of tampering, it is not only necessary to ask could it be done, but what

is the relationship between the effort required and the benefit to the person tampering with the
system? Similarly, a small problem (such as loss of an occasional vote) might be acceptable given

considerable improvements in overall accuracy compared with a manual system. It should be

noted that in general, the greatest risks in any system come from humans (as opposed to mechanical

risks or risks from nature). Furthermore, research shows that it is insiders who generally pose the

greatest threats to system security.

The purpose of this analysis is to identify those risks with which the Commission needs to be
concerned. In this section, 49 possible risks are analysed. Of these, five are material risks. These

are:

• An error in the system as a whole in the June 2004 election (Risks 5.1/5.14/5.15);

• Errors in the voting machine software which affect all machines (Risks 5.3/5.5/5.13);

• Tampering with the software to alter the result of an election (Risks 6.1/6.6);

• Tampering with vote modules during transportation or storage between polling stations, service

centres and count centres (Risk 6.4); and

• Damage to machines in between elections (Risks 6.5).

The latter three risks can be considerably reduced, if not eliminated, by appropriate procedures.
The first two risks cannot be dealt with this side of the June 2004 election.

Finally, it should be noted that many of the risks identified below only exist because of the absence
of an independent verification mechanism for the results such as an audit trail.

2        Analysis framework

The approach used to model the risks in electronic voting is based on two models. The first model

(Figure 2.1 ) shows the factors that create risk.
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Figure 2.1       Model of risks in e-voting
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The following is a short description of this model with key terms defined as follows:

• Reward refers to the return or potential gain accruing to somebody tampering with the

system.

• Personal risk is the possible penalty if caught tampering or if the tampering fails.

• Impact is the extent of the alteration that occurs as a result of malpractice (or of an accident

or error).

Both reward and personal risk create a level of motivation, which is the strength of the drive to

tamper with the system. This will be moderated by opportunity, i.e. how easy it is to gain access to

the system for the necessary time and at the appropriate level. This in turn is determined by system

vulnerability, including procedural vulnerability. Malpractice risk is also moderated by the skills of

the malefactors, the resources that they have available and the knowledge of the system that they

have or can attain.

Finally, external events and system vulnerability also give rise to risks from accident or error.

This second model is a categorisation of risk type on a 2 x 2 grid (Figure 2.2).
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Figure 2.2       Categorisation of risks
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2.1      Definitions

The following definitions are used:

Error refers to a fault or problem that occurs by either:

• Hardware failure;

• Software failure or bug;

• Human error; and

• Accident or 'Act of God'.

Malpractice refers to a problem caused by a deliberate attempt to:

• Alter the result of an election;

• Break the secrecy of the ballot box; and

• Disrupt the election.

Systemic here means that;

• In the case of error:

o A failure in design or manufacturing that occurs in several or all machines; and/or

o A weakness in the process, which causes errors at multiple or all locations.

• In the case of malpractice, an attempt to do any, or any combination of, the following:

o Cause a significant alteration in the votes in one constituency;

o Alter votes at several or all locations;

o Find out how many voters voted;
o Sabotage several machines at one location or many locations;
o Interfere with the counting software at one or more centres; and
o Interfere with the transmission of ballots between processes or locations.

Non-systemic means:

•    In the case of error, a one off failure, accident or mistake such as the failure of a single

machine at a polling station;
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•    In the case of malpractice, a one-off, local attempt to do any of the things listed above under

systemic malpractice, but at a single location.

Table 2.1 summarises the risks examined in this section.

Table 2.1.        Summary of risks

Risk      Description Tv£e_

3.1 Complete machine failure. NE

3.2

3.3

3.4

3.5

3.6

3.7

3.8

3.9

3.10

3.11

3.12

3.13

3.14

3.15

3.16

3.17

4.1

4.2

4.3

Power failure. NE

Single ballot lost. Ne
Accidental damage to a voting machine NE

Single ballot not recorded NE
Mo votes written to module \HE

Single ballot recorded incorrectly Ne
Damage to module during transport NE
Accidental electromagnetic interference ni-:

Error in data upload in service centre NE

Accidental miscounting of votes NE

Accidental non abstaining voter identification NE

Postal voter identified Ne
Disabled voter identified NE

Software error in some machines NE

"Spoiled" vote (blank ballot) voter identification NE

Module accidentally overwritten at service centre Ne
Single or small number of ballots altered electronically NM

Small scale impersonation NM

Deliberate voter identification NM

Interference with a single or a small number of modules during

storage or transportation NM4.4
Destruction of or damage to a single or a small number of modules

during transportation_ NM4.5

4.6

4.7

4.8

4.9

4.10

5.1

5.2

5.3

5.4

5.5

5.6

Deliberate damage to a voting machine NM

Voter coercion or bribery NM
Switching of vote modules NM

Switching of votes CD Nm
Adding votes before opening of polling station NM

General system failure SE

Widespread loss of ballots SE
Widespread ballots recorded incorrectly SE

Widespread accidental electromagnetic interference S H

Widespread error in data upload in service centre SE

Widespread miscounting of votes S F
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Risk

5.7

Description

Extensive voter vote identification

5.8

5J__

5.10

5.11

5.12

5.13

5.14

5.15

5.16

6.1

6.2

6.3

6.4

6.5

6.6

Many postal voters identified.

Many disabled voters identified

System cannot cope with features of an election

System cannot cope with number of voters

Votes accidentally lost during counting

Inherent fault in voting machine hardware

Inherent fault in voting machine software

Inherent fault in counting pc software

Inherent fault in counting hardware

Tampering with voting machine software or hardware

KVide scale impersonation

Deliberate wide scale voter identification

Widespread interference with modules during transportation

Widespread damage to voting machines

Tampering with count software

Type
SE

SE

SE

SE

SE

SE

SE

SE

SE

SE

SM

SM

SM

SM

SM

SM

2.2      Scales

The following are the scales used to measure various factors.

Probabilities are expressed on a seven point verbal scale only as it is not possible to quantify these.

The scale runs:

• Zero (non existent);

• Very low;

• Low;

• Moderate;

• High;

• Very high;

• Certain.

Apart from the fact that assigning numerical values to terms like 'low' and 'moderate' would only
give a spurious accuracy, it is worth noting that the interpretation of language in probability is
highly subjective. For example, in betting on an outsider in a horse race, a gambler might consider
a probability of 0.8 of losing his or her stake to be a 'high' probability, whilst a probability of 0.1 of

losing the stage would be 'very low' in the circumstances. On the other hand, a probability of 0.1

of an election giving the wrong result would be regarded most people as being completely
unacceptable; indeed, even a 0.001 (one in a thousand chance) would be unacceptable to many, if
not most, citizens. The assessment of probabilities in this section tries to arrive at as detached and

balanced a view of the probabilities as is possible.

Impact is expressed on a four point verbal scale as follows:
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None This will have no impact at all.

Small This may affect a small number of individual voters, but would not endanger or

invalidate the election.

Large This could result in a wrong result or the election being declared invalid in a

constituency.

Catastrophic   This would either invalidate the election, and/or result in severe loss of public trust
in the system.

Comparison is based on a five-point scale as follows:

Additional      This is a new risk which does not exist in the current system.
Increased        This risk exists in the current system but is higher in the electronic system.
Neutral This risk exists in a similar form in the current system or the net effect on overall

risk is broadly neutral.

Decreased       This risk exists in the current system, but is lower in the electronic system.

Eliminated      This risk exists in the current system, but is removed by the electronic system.

Each risk/problem is analysed under the following headings:

• Event;

• Description of the event and the circumstances in which it could occur;

• Probability of the event occurring;

• Impact if the event does occur;

• Comparison with corresponding risk (if any) in the existing paper system;

• Pre-emptive actions which can be taken to reduce the risk; and

• Corrective actions, which can be taken if problem occurs.

This section concludes with a brief discussion of risks in the current system, which would be

eliminated by an electronic system and some other risk related issues.

2.3       Important caveats

This analysis works within the parameters of the situation. Specifically, it should be noted that:

• In considering the pre-emptive and corrective actions that can be taken, it is assumed that

the State is limited to the facilities provided by the current system and current resources.

• In practice, many, though by no means all, of the risks discussed below would be eliminated

if there were a voter verified paper audit trail. However, it should be noted that because of

sampling error, small errors in an electronic voting system would be undetectable.

• There are problems in the current system, which do not arise in the new system Some of

the more important of these are discussed at the end of this section. [For further detail, see

the report in Appendix L.]

• This section is not concerned with verification of the results after the election except where

this relates to recovery from a problem. For this reason, the issue of post election checking

is only addressed obliquely. For example, it is possible to check machines before and after

an election to increase confidence in the system, but this is not considered a risk analysis
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issue although it is a potential part of a risk management strategy.   The latter is only

suggested where it would reduce the relevant risk on the day.

3       Non-systemic errors (NE risks)

Non-systemic errors are the most likely type of problem to occur, in part because there are more

possibilities for localised error than anything else. For example, it is virtually certain that one or

more voting machines will fail on the day. However, the impact of any conceivable non-systemic

error is likely to be immaterial in terms of the overall election and. at worst, is no worse than the

equivalent risks in a paper system.

In general, the gains from the elimination of problems (such as accidentally spoiled votes) in the
current system outweigh the collective impact of all of these risks.

Risk (3.1)       Complete machine failure

Description     A machine simply stops working, or starts to misbehave in some manner and has to

be shut down.

Probability      Low for a given machine.

Close to certain for one or more machines in a general election.

In the 2003 Dutch election, 5 machines out of 7,500 gave problems (which were all
fixed) on Election Day. If there are 6,000 machines in use during an election and

the probability of a machine failing is .001, then it is virtually certain that one
machine will fail and the expected number of failures during the day is 6. The
suppliers have suggested a conservative reliability factor of .995 implying that the

expected number of failures is 30.

Impact Small.

The worst-case scenario would be loss of all votes already entered into the machine.

Given the nature of the vote storage the probability of this is virtually zero (see Risk
3.6). More likely is the loss of a single vote at the point of failure (see Risk 3.3).

This would not be sufficient to invalidate the election. In a small polling station with
only one or two machines, this could cause delays in voting or a hiatus in voting

until a replacement machine was available.

Comparison    Additional.

Pre-emptive The main risks here can be. if not be entirely eliminated, then at least substantially

reduced by having spare machines available. It is important that a replacement
machine can be in situ within a reasonable timeframe. An alternative would be to

extend the time available for voting.

Corrective       Replacement of the faulty machine.
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Risk (3.2) Power failure

Description Power fails at a polling station.

Probability Low

Impact Small.

The worst-case scenario would be that batteries ran out before the close of polling.

This would necessitate extension of polling hours.

Comparison    Additional.

Pre-emptive Making sure that sufficient batteries to operate the system are available and are fully

charged. Standby generators could be used if necessary, but this is probably

excessive.

Corrective       Extension of polling time. Bring in fresh batteries.

Risk (3.3)        Single ballot lost

Description A vote is not captured by the machine due to machine or power failure at the time, or

just before, it is cast.

Probability      Low for a given machine.

Close to certain for one or more machines in a general election.

Impact Small.

There is no significant risk to the validity of the election from this.

Comparison     Reduced.

There is a small risk of this in the current system at the count centre, particularly if

one considers inadvertently spoiled ballots. This is an additional risk, but there is no
equivalent risk at the service centre so this is probably positive in its overall impact.

Given this, the risk here is probably less than in the current system.

Pre-emption    There is no way that this can be avoided.

Correction It may be possible to put a procedure in place to enable a voter to vote again if it can

be established that a vote was definitely lost. However, this cannot be guaranteed to
work in every case.

Risk (3.4)       Accidental damage to a voting machine

Description     A machine is damaged (dropped, flooded, hit with a heavy object, etc.)
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Probability      Low.

Impact Potentially large.

The worst-case scenario would be loss of all votes already entered into the machine.

While a loss of data in these circumstances is extremely unlikely, the impact could

be significant. It is estimated that the maximum number of votes in a machine could

be in excess of 200 by close of poll. This number of lost votes is more than

sufficient to change the outcome of an election in a marginal constituency.

Comparison    Neutral.

This is also a slight risk in the current system where a ballot box could be set on fire

or flooded.

Pre-emption    Proper training of staff.

Suitable tables at polling stations.

Good operating procedures.

Correction      There is no corrective action that could recover votes lost in this way. The damaged

machine can be replaced for the remainder of the day.

Risk (3.5)        Single ballot not recorded

Description     A ballot is cast, but not written to the voting module.

Probability      Very low.

This could happen because of software or hardware error (for example if there was a

problem with a bit switch due to electromagnetic or radioactive interference - see

Risk 3.9).

Impact Moderate.

The impact here is not the loss of the single vote, but the question mark that it would

raise over all ballots cast in the machine in question.

Comparison    Increased.

This is a remote risk in the current system, but the impact is negligible.

Pre-emption    Thorough testing of the voting machine.

Correction      There is no corrective action that can be taken as, while it might be known that a

vote was lost, which vote might not be clear.
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Risk (3.6)       No votes written to module

Description No votes are recorded on the module due to a fault in the voting machine. It should

be noted that if this were to happen, there would also be no votes recorded in the
back-up module.

Probability      Very low to zero.

This could happen because of software or hardware error or because of a fault in the

module itself. Given the extensive testing and operational history of the proposed
machine, this seems highly improbable.

Impact Large.

This could possibly invalidate the entire vote in the constituency in which it
happened.

Comparison    Additional

Pre-emption    Thorough testing of the voting machine.

Correction There is no corrective action that can be taken if this happens apart from re-running
the election in the constituency.

Risk (3.7) Single ballot recorded incorrectly

Description The vote recorded differs from the vote cast.

Probability Very low to zero.

Impact None.

There would be no impact in practice because it can never be known whether this
has happened and a single vote accidentally altered will not have a material effect on
the election.

Comparison    Additional.

Pre-emption    Thorough testing

Correction      No action possible.

Risk (3.8)       Damage to module during transport

Description     A vote module is damaged during transport.

Probability      Low
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Impact Moderate

This would result in a loss of a number of votes, possibly a couple of hundred from a

busy polling station.

Comparison    Neutral.

This risk is akin to the loss of a box of ballot papers. While damage to a module is
more likely than to a ballot box, given the availability of back-up modules, this is

neutral.

Pre-emption    Back-up modules in machine.

Proper staff training.

Good transportation procedures.

Correction      Use back-up module.

Risk (3.9)        Accidental electromagnetic interference

Description A bit or bits in the machine are altered by electromagnetic radiation (called a single
event upset or SEU). There is a number of other possible ways this could happen

which range from a machine in a polling booth being placed close to a transformer,
to radioactive decay in a silicon chip, or even cosmic rays.

Probability      Very low

Impact Small.

An error of this type should be detected by the voting machine itself, which will shut

itself down. Existing votes will be protected.

Tests show that votes  in the module itself are unaffected by extremely  large

electromagnetic fields.

Comparison    Neutral.

Pre-emption

Correction

This is an additional risk, but there are risks with paper ballots as well (such as fire

and flood). This is not a materially new risk.

Common sense about machine location.

Bring in a replacement machine.

Risk (3.10)     Error in data upload in service centre

Description     The votes are correctly recorded on a module, but are mis-read and/or mis-written

when transferred into the CD prior to loading onto the count PC.   This risk and the
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following risks are the two most important risks from non-systemic accident/error.

In fact, this is probably the most material error of this type as it is possible to re-run a

count on a separate machine, but if any errors are made in reading the votes in, the

same error may be reproduced in all counts.

Probability      Very low

This has been tested, but there are so many possible permutations and combinations
that any test can only be partial.

Impact Small

As a once-off error, this might not be detected and, for a single module, is unlikely to

have a material impact on the election. However, if it were discovered (say by

somebody putting the module into another reader), it could have an impact on public

trust and confidence in the system and could have significant political implications.

Comparison    Additional

There are problems with the current paper system with votes being misread by
manual count staff. However, a whole series of votes in one location being
systematically miscounted is not likely.

Pre-emption    Testing of reader before and after reading.
Test in a separate reader.

Correction       Replace reader.

Risk (3.11)     Accidental miscounting of votes

Description     An error in the count software gives the wrong result.

Probability      Very low

Impact Catastrophic.  A fault here could invalidate the election and would almost certainly
result in a total loss of public trust.

Comparison    Reduced

The electronic system is not transparent and cannot be seen by tallymen. It is not

possible to be certain that the result is the correct one except by a parallel run.

However, there are different and arguably more serious problems with the manual
count, though the possibility of wholesale error is small.

Pre-emption    Testing of the software.

Making the votes available to others to count.

Correction      Votes could be made available to independent third parties after the election.  They

can then be re-counted using other machines and software. This provides a degree of
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comfort, but should such a re-count arrive at a different result, there could be serious

ramifications even if, eventually, the recount software turned out to be faulty.

Note also that if, due to concerns about secrecy, only partial votes were released, it

would be difficult to correct this error with certainty (see Risk 4.7).

Risk (3.12)     Accidental non-abstaining voter identification

Description An individual voter's vote becomes known to others. This could arise from a

regulation, which allows a returning officer to release details of the votes in a

particular polling station.

There is also a minor concern about the different 'beeps' given by the machine

telling third parties that voters had made mistakes while voting.

Probability      Very low

Impact Moderate

Comparison    Neutral

This could (in theory) happen under the current system.

Pre-emption Change the regulations to prevent returning officers releasing votes or only allow
them to do so if there are more than a certain number of votes in a polling station,

say 500. It is understood that this policy is being considered by the Department of
the Environment, Heritage and Local Government.

Clear guidelines for returning officers.

Correction      Not applicable.

Risk (3.13)     Postal voter identified

Description     The vote of a postal voter is identified.

Probability      Low

Unlike the current system, postal votes will have to be keyed into a system by a third
party. It is possible that a postal voter's vote, especially from a small community.
could be identified under these circumstances, especially as local election agents are

entitled to be present to check that votes are correctly entered.

Impact Large

While this would not affect the outcome of the election, this could become politically

contentious.
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Comparison    Increased

Pre-emption

There is some small risk of postal voter identification in the current system, but this

risk is higher in the proposed system due to the need to re-key.

There is no way that this can be avoided apart from adopting tight procedures and,
for example, requiring that agents present to verify that votes are typed correctly are

from outside the constituency.

Correction       Not applicable.

Risk (3.14)     Disabled voter identified

Description     A disabled voter's vote is identified.

The voting machine is going to be more awkward for some voters to use (though it

may be easier for others).

Probability      Low to moderate.

Impact Large.

Disabled voters are entitled to the same secrecy as everybody else.

Comparison    Increased

The system is designed to tilt so a wheelchair user can key in his or her vote. Blind

voters can have a companion present. It is probable that some disabled voters who

could manage paper voting will need assistance to operate the voting machines.
There is therefore a small increase in risk here.

Pre-emption    There is a facility on the Powervote machine to have audio feedback for visually

impaired voters. This could be put into operation.

Correction       Not applicable.

Risk (3.15)     Software error in some machines

Description Each machine has to be configured for a specific constituency. It is possible that in

doing this, a software error could give an incorrect result in a particular constituency

because of the combination or number of candidates.

Probability      Low

The problem arising in relation to this is testing. There are too many possibilities to

test every eventuality so there is some residual risk that a particular combination of
candidates or elections could cause a problem.
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Impact Large

This could distort or give the wrong result in a constituency.

Comparison    Additional

Pre-emption    One way to test for this would be to run a dummy election the day before with the

machine configured as for the election.

Correction      No short term corrective action possible.

Risk (3.16)     "Spoiled" vote (blank ballot) voter identification

Description A voter who does not cast a vote can be identified by the returning officer and

possibly by third parties as the machine has to be re-set after such a vote.

Probability      High

Impact Moderate to large

While a majority of spoiled votes in the current paper are probably errors made by

voters in completing ballot papers a certain number of votes are deliberately spoiled

or left blank. The system makes no provision for casting a blank ballot, but it is

possible to obtain a token, have the machine activated and then simply walk away

without pressing the 'cast vote' button. When this happens, the system must be re-set
by turning a key on the control device. This action is quite visible to the public (and

of course, to the official concerned). Consequently, such 'voters' would have no

certainty of anonymity. This may raise legal issues and a possible constitutional

challenge on the right to cast a blank ballot.

Comparison    Additional

Pre-emption This problem can be surmounted by modifying the voting machine software,

should not be difficult to do.

This

Correction       Not applicable.

Risk (3.17)     Module accidentally overwritten at service centre

Description There are two keys needed for the programming and reading unit (PRU). A red key
is used for the reading slot and a black key for the programming slot. The latter slot
is used for configuring the module for the upcoming election. Both keys must be
turned on to either read or program. This could give rise to an accidental overwriting

of a module at the service centre if a module were accidentally put in the

programming rather than the reading slot.

Probability      Low
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Impact Small

Votes in the module would be lost. The impact would depend on the number of
votes in the module and how marginal the constituency was.

Comparison    Additional

Pre-emption    The system should be redesigned so that two keys are needed for programming while
only one is needed for reading the modules.

Another possible solution is that, prior to reading in the modules, the programming
lock is turned on, and the key removed. While locked, it is not possible to enter a
module into the programming slot. In this situation, only the red key is needed from

then on, and the black key could be left in a secure location to prevent accidental

erasing of data by reprogramming it.

Correction      Not applicable.

4        Non-systemic malpractice (NM risks)

With the exception of deliberate sabotage, non-systemic malpractice is the least likely of the four

problem classifications to occur. The reason for this is that the effort involved in altering a single

machine is disproportionate to any possible desired outcome. Apart from the fact that tampering

with a single machine is difficult, it is not possible to know which or how many voters will use that

machine on the day. There is, therefore, little motivation for trying to alter votes in this way.

Risk (4.1 )        Single or small number of ballots altered electronically

Description     An individual ballot or a small number of ballots is electronically altered.

Probability      Zero

To do this would involve altering the programming of an individual voting machine.

This is possible in theory, but would be extremely difficult to do in practice, as it

would require a conspiracy of a number of authorised officials, a high level of skill

and considerable access. The likelihood of this is close to zero given that it would

have little effect in terms of affecting the outcome of an election. If this were done

systematically however, the situation would be quite different (see below).

Impact Small

Comparison    Reduced

It is probably easier to do this with a paper ballot so the risks are less than the current

system.

Pre-emption    Good security.
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Proper and secure storage of modules and machines.

Correction      Not applicable.   If done skillfully, it would not be known that ballots had been
changed.

Risk (4.2)       Small-scale impersonation

Description A voter claims to be somebody else and casts more than one vote. This may include

legitimate non-voters or people not 'entitled' to vote (such as somebody recently
deceased).

Probability      Moderate

Impact Small

Comparison    Neutral

This risk is the same in the current system.

Pre-emption This is not an issue specific to voting technology. It relates to maintenance of an

accurate register of electors and good identification checks in polling stations

Correction      Not applicable.

Risk (4.3) Deliberate voter identification

Description A person seeks to find out how a specific voter has voted.

Probability Very low.

Impact Small

Comparison Increased.

There is some increased risk in the electronic system from a sniffer device or from
the fact that there is an electrical link to the returning officer's control panel from
whence a voting machine is activated. There is a more material risk in a small

polling station that a voter could be identified and linked to a particular vote (see
Risk 3.12).

Pre-emption    Redesign of the activation station so that there is no display screen.   This could be
done by using a series of lights to indicate status rather than the current readout.

An alternative is to test the system to ensure that it is not possible to 'sniff a vote
and to check that it is not possible to transmit a message from the voting machine to

the returning officer's console.
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Changing the rules about vote release in small polling stations (see Risk 3.12).

Correction      Not applicable.

Risk (4.4) Interference with a single or a small number of modules during storage or

transportation

Description An attempt to alter the votes on a voting module during transportation from the

polling station to the service centre.

This is one of the more serious risks, particularly if done systematically (see Risk

6.4). It is conceivable that somebody could develop a device to read the data on a

module and then re-write it onto the module in such a way as to alter the ballots

whilst leaving the internal checksums correct. This would require a high degree of

skill to prepare and a conspiracy of several authorised staff, possibly including a
member of the Garda Síochána, to execute. Once done, there would be virtually no
way of discovering the alteration.

As noted above, the rationale for doing this to a single module is questionable.
Doing this on an extensive scale is a different matter.

Probability      Low.

Impact Large.

This could be used to alter the result in a constituency, particularly a marginal one.

Comparison    Increased.

This is a risk in the current system (stuffing the ballot box). However, ballot box
stuffing is difficult; electronic systems make such an exercise much quicker and
therefore easier to do.

Pre-emption The most important step required in relation to this risk is to implement good
procedures so that modules are not out of view of authorised officials at any time.
Further protection could be attained by encryption of the data in the module.

Correction      If uncovered, use of the back-up module.

Risk (4.5)       Destruction of or damage to a single or a small number of modules during
transportation

Description     An attempt to steal, destroy or damage a voting module during transportation from
polling station to service or count centre.

This type of action is likely to be more taken by a disgruntled employee than
anybody else.

290



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System Appendix 2H

Probability      Moderate.

While the probability of any given module being damaged is tiny, the cumulative
risk is more material. For example, if there is only a probability of 0.0001 that a
given module is damaged, given 6,000 modules there is a 0.45 probability that at
least one module will be damaged during an election.

Impact Small.

This is only a problem if the back-up module is faulty.

Comparison    Neutral

This is a risk in the current system, but the small size of vote modules makes them

vulnerable to theft and/or damage in a way that current ballot boxes are not. The
availability of a back-up module counterbalances this risk.

Pre-emption The most important step in relation to this risk is good procedures so that modules
are not out of view of authorised officials for any period of time. Back-up modules

must also be protected.

Correction      Use the back-up module.

Risk (4.6)       Deliberate damage to a voting machine

Description An attempt to damage a machine either by physical assault or by magnetic or

electromagnetic interference.

Probability      Low.

It is possible that political extremists or others who are out to prove a point about the

unreliability of the technology could try to damage a machine in a polling station.

There is also a risk to machines in storage between elections.

Impact Small

Given the design of the machine, it is unlikely that votes already cast would be lost

in such an attack.

Comparison    Additional

Voting machines are obviously more vulnerable than ballot boxes although it would

be easy to set fire to a ballot box if one was determined to do so.

Pre-emption    Good security on site.

Correction       Provide a replacement machine.
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Risk (4.7)       Voter coercion or bribery

Description     A voter is bribed or intimidated into voting in a particular way.

What makes this possible is the use of so-called Mow preference signatures'. As an
example of how this works, consider an election with 10 candidates. A voter is told
how to vote down the ballot paper. The intimidator or briber is only interested in the
first four preferences, but he puts the last six in a specific sequence so that later,
when the ballots are published, he can locate that vote and ensure that the first four

are 'correct'.

Probability      Low to moderate.

This would normally seem an implausible scenario. However, intimidation at

election time is not unknown in Ireland and there has also been one known case of

something quite similar to this being done in Italy with an e-voting system.

Impact Moderate

This would have to be done on a considerable scale to be worthwhile. However, in a

marginal constituency it could change the result.

Comparison    Increased

This is a theoretical possibility with the current system, but impractical in reality.

Pre-emption Do not publish all votes. If it is not possible to verify such votes, there is no point in

using this practice. However, doing this would have implications for re-counts by

third parties (see Risk 3.11).

Correction       Not applicable.

Risk (4.8)        Switching of vote module! s)

Description     A vote module or modules is switched for a pre-setup module, either at the polling

station or at a service centre.

Probability      Low.

This could only be done by an insider.   It would require considerable skill and

timing, but is feasible.

Impact Moderate

This could change the result in a marginal constituency.   It would be difficult to do

on a scale sufficient to change an overall election result.

Comparison    Increased
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This is a theoretical possibility with the current system, but impractical in reality.

Pre-emption    Tight procedures.

Two authorised officials present at all times with modules.

Correction       If discovered, go to back-up module.

Risk (4.9)       Switch of votes CD

Description     The CD with the votes generated at the service centre is switched with a CD

prepared earlier or with another CD written subsequently.

Probability      Very low to zero.

This is feasible, but would be virtually impossible to execute plausibly in the time

available.

Impact Large.

This would alter the result in a constituency.

Comparison    Additional.

Pre-emption    Tight security.

Careful checking of all checksums etc.

Correction       If discovered, re-create correct CD

Risk (4.10)     Put in additional votes at start of poll

Description     There is an opportunity for corrupt officials to 'vote' a number of times before the

polling station opens to the public.

Probability      Low.

This is easy to do, given collusion by a number of officials, but it would require a
conspiracy of several people.    At the close of poll, the 'extra' voters could be

selected from non-voters on the day who are on the voting register.

Impact Small

This might alter the result in a constituency, but the impact would be marginal in

most cases.

Comparison    Additional

Pre-emption    Careful vetting of officials

Good procedures.
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Correction       None possible, if done carefully, this would be undetectable.

5        Systemic errors (SE risks)

This type of error is less likely than a local error, but much more serious if it occurs. A systemic

error, particularly a problem with the voting machine or the system as a whole, could result in an

incorrect election result, an election being abandoned or loss of public trust.

All of these risks are additional; none exist in the present paper system.

Risk (5.1)       General system failure

Description A general failure of the system to operate though failure of one or more components.

This is the single largest risk in the system, particularly for the scheduled elections in
June 2004.

Probability      Low (long term) to moderate (short term)

This is a serious concern in the short run because of the limited testing of certain

parts of the system and because of the absence of both end-to-end (systems) tests or

a parallel run. It is highly unusual for a system of this size and importance to be
implemented without either a systems test or a parallel run. The pilot run in three
constituencies in the last general election was not a parallel run as it was for a

different machine configuration and the results were unverified and unverifiable.

The present system depends on a number of components including Microsoft

Windows 2000 and Access 2000, two products, which are not without security
problems. Window 2000 has been the subject of many attacks and is subject to
constant update and patching to fix holes in the software.

Impact Catastrophic

This would almost certainly either invalidate the election or cause it to be aborted.

Comparison    Additional

Pre-emption    Full system testing

Parallel run of the system.

Clearly the above cannot be done before June 2004.

Correction      None apart from re-running the election.

Risk (5.2)       Widespread loss of ballots

Description     Ballots are cast, but not written to the voting module.

Probability      Very low
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This could happen because of software or hardware error (for example, if there was a
problem with a bit switch due to electromagnetic or radioactive interference from.
for example, a solar storm - see below). It should be noted that, short of using
formal methods of system development, it is never possible to be certain that
software with the amount of lines of code which this software has, is error free.
Given the testing to date and the track record of the voting machine, the probability
of failure occurring at this point is quite low.

Impact Catastrophic

Such an event would almost certainly invalidate the election and, depending on
circumstance, result in a complete loss of public trust in e-voting.

Comparison    Additional

Pre-emption Thorough testing of the voting machine by independent sources with full access to
source and machine code.

It should be noted that this includes a full retest with every release of, or
modification to, the software.

Correction      Re-run the election.

Risk (5.3)        Widespread ballots recorded incorrectly

Description     The votes recorded differ from the votes cast.

Probability      Very low.

Impact Catastrophic

A major issue here is mat. unlike the loss of paper ballots, there may be no way of

knowing that this has occurred unless the distortion is so significant that the

consequent results are implausible. The only guide will be pre-election opinion

polls, which are not reliable in this regard.

An additional difficulty arising in relation to this is that, if an unexpected result (such

as a major upset) were to occur in a constituency, it might give rise to allegations of

error or malpractice. There will be no way of either proving or disproving such

allegations.

Comparison    Additional.

Pre-emption    Thorough testing of the voting machine by independent sources with full access to

source and machine code.

There are arguments for and against releasing all code into the public domain. On

the positive side, it increases public confidence and is more likely to lead to

identification and correction of errors.   On the negative side, by making the code
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widely available there would be a greater level of knowledge available to those who

may wish to tamper with the system or (say) plant a virus in the PC in a count centre.

It should be noted that this also requires a full retest with every release of. or

modification to, the software.

Correction      None apart from re-running the election.

Risk (5.4)       Widespread accidental electromagnetic interference

Description     Extensive disruption of machines caused by electromagnetic interference.

This is technically feasible if there were, for example, a major solar storm on the day

of the election. There is no protection again such an occurrence but as such storms

are normally foreseeable and are unlikely to upset the machines anyway, this

possibility can probably be disregarded.

Note that this is only a risk with the machines. The modules seem to be impervious
to powerful magnetic fields.

Probability      Zero

Impact Catastrophic.

In such circumstance, the election would have to be declared void.
Comparison    Neutral.

This is an additional risk, but there are risks with paper ballots as well (such as fire
and flood). This is not a materially new risk.

Pre-emption    Keep machines clear of sources of electromagnetic fields.

Good shielding.

Correction       Re-run the election.

Risk (5.5)       Widespread error in data upload in service centre

Description A software or hardware error means that while the votes are correctly recorded on

modules, they are read incorrectly into the PCs prior to counting. The same

comments made for non-systemic errors of this type apply in this instance, though
the implications are much more serious.

Probability      Very low

Impact Catastrophic

Again, this might be difficult to detect unless the distortion was sufficient to raise
questions in the minds of party officials.
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Comparison    Increased

There are undoubtedly some errors in the current system however, unlike the manual
system, an electronic system has the potential for a massive error.

Pre-emption    Testing of readers before and after reading.

Correction      Replace readers.

Risk (5.6) Widespread miscounting of votes

Description An error in the count software gives the wrong result.

Probability Very low

Impact Catastrophic.

A fault here could invalidate the election and would probably result in a complete
loss of public trust.

Comparison    Reduced

See comments on Risk 3.11.

On balance, in relation to this issue, the impact is to reduce risk. While there is some

remote risk of software error, if it functions according to specification, the electronic

counting system, unlike the current manual system, will be accurate. The option to

use fractional votes is also available to eliminate sampling error.

Pre-emption    Testing of the software.

Making the votes available to others to count.

Correction      Votes are made available to third parties to re-count after the election.   See also

comments on failure at one service/count centre.

Risk (5.7)       Many (ordinary) voters' votes identified

Description     The votes of large numbers of voters become known to others.

Probability      Very low

See the discussion of voter identification codes using lower preferences (Risk 6.3).

Impact Small

This could be embarrassing rather than anything else.

Comparison    Increased
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This is a small risk in the current system.

Pre-emption Change the regulations to prevent returning officers releasing votes (or only allow

them to do it if there are more than a certain number of votes in a polling station, say

500).

Correction       Not applicable.

Risk (5.8)       Many postal voters' votes identified

Description     The votes of several postal voters are identified.

Probability      Low.

See comments under Risk 3.13.

Impact Large.

If this were to occur, it would cast doubt on the secrecy of the ballot.

Comparison    Increased

This is a risk in the current system but this risk is increased by the need to re-key in

the presence of election agents.

Pre-emption    See risk 3.13.

Correction      Not applicable

Risk (5.9) Many disabled voters' votes identified

Description The votes of a large number of disabled voters are identified

Probability Low

See comments under Risk 3.14

Impact Small

Comparison Neutral

Pre-emption See comments under non-systemic errors.   See risk 3.14.

Correction Not applicable

298



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System Appendix 2H

Risk (5.10)     System cannot cope with features of an election

Description     The software or hardware cannot handle the particular features of an election (e.g.

too many parties, too many candidates, etc).

Probability      Low
It is reasonable to assume that the specification has anticipated all possible scenarios

at a macro level; however, it is impossible to envisage every possible sequence of

events during an election.

Impact Large to catastrophic

In the wrong circumstances, this could cause an election to be abandoned. See also

comments above about general systems failure.

Comparison    Additional

Pre-emption    Thorough testing.

White box testing.

Correction      No actions possible.

Risk (5.11)     System cannot cope with number of voters

Description There are two scenarios where this could happen. Due to the slow pace of voting,
voters cannot get to a machine or due to the high volume of votes cast, the system

cannot deal with the throughput. Note that this is more likely to be a problem in the
June 2004 election as people become accustomed to the system. In the longer term,

voting may actually be quicker using this method.

Probability      Very low

However, if a machine or machine failed at a busy polling building, there could be

problems.

Impact Small

Comparison Additional

Pre-emption Have replacement or additional machines available.

Correction Extend polling hours.

Risk (5.12)     Votes accidentally lost during counting

Description     The vulnerable point here is where votes are read from the modules into the service
centre PC and to a lesser extent into the count PC.    A loss of votes subsequent to
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this could arise from a failure in the count software or a hardware failure on the PC

Probability      Low

See comments on Risk 3.13.

Impact Small/Large

A failure of this nature is immediately visible. If it is a hardware failure, the impact
will be small. While there might be some delay while equipment was replaced, the
impact should not be material. A software failure (which is much less likely in this
particular case) would be much more serious and could cause a count to be

postponed for a long period while the problem was resolved.

Comparison    Additional

Pre-emption    Testing.

Replacement equipment available.

Correction       Replace faulty equipment.

Risk (5.13)     Other inherent fault in voting machine hardware

Description     An error in the hardware design leads to many machines malfunctioning on the day.

Probability      Low to zero.

As before, the extensive testing and history of the machine makes this a very low

probability.

Impact Catastrophic.

This could return a completely incorrect result for an election.

Comparison    Additional

Pre-emption    Thorough testing.

Correction      No action possible short of re-running the election.

Risk (5.14)     Other inherent fault in voting machine software

Description     A bug in the machine software causes it to fail or malfunction (see risk 5.3 for the

specific instance of miscounting).

Probab i 1 i ty      Low to moderate.
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From information available on the testing of the system, this must be considered a
low to moderate risk. This risk will also recur each time the software is altered, as it
will have to be fully retested. Furthermore, as there has been no 'white box' testing
of this system, this risk is higher than it would be had there been white box testing.

Impact Catastrophic

This could cause a problem during an election and/or return the wrong result.
Comparison    Additional

Pre-emption    White box testing.

Correction       No actions possible short of re-running the election.

Risk (5.15)     Inherent fault in counting PC support software

Description     The votes are recorded and transferred correctly, but the PC fails or malfunctions due

to problems with the operating, database or other software.

Probability      Low to moderate

This is also one of the more significant probabilities. There are several things that

could go wrong in relation to this including the count software, the operating system,
the Access database and so on. The technical environment for counting software is

not the best available (see also comments under Risk 5.1).

Impact Large to catastrophic

The ability of third parties to re-run the count reduces the risks here somewhat.

However, was it to be discovered, it might cause major political problems about the

status of the 'elected' government.

Comparison    Additional

Pre-emption    Thorough testing.

Allow independently certified agents to re-do the count on their equipment.

Publish counting software (source and compiled).

Correction      Replace count software.

Risk (5.16)     Inherent fault in counting hardware

Description     A hardware problem causes an error in the count.

Probability      Almost Zero
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Impact

Some commentators have raised this issue however, it is so small a risk as to be

negligible.

Catastrophic if undetected.

Small if detected.

Comparison    Additional.

Pre-emption    None possible

Correction       Have replacement machines available.

6        Systemic malpractice (SM risks)

In the longer term, this is the area of greatest concern. It is of concern for two reasons. First the

impact of this would be widespread; secondly, sabotage apart, it is hidden and therefore difficult to

detect. Some parts of the system are more vulnerable than others. The part of the system based in

and around the service and count centres is of particular concern. On the other hand, there are steps

that can be taken to significantly reduce each of these risks.

Risk (6.1)       Tampering with voting machine software or hardware

Description The hardware or (more likely) the software of the voting machine is altered in such a

way as to alter votes either ab initio or on instruction (e.g. by pressing a certain

combination of keys on the keyboard).

Probability      Very low

For this to happen requires motivation, skills, conspiracy and opportunity. There is

ample historical evidence of motivation to tamper with elections (witness recent

events in the USA). The skills are available and it is not difficult to envisage a
conspiracy to alter the software. The primary problem is opportunity. This would

require either suborning a programmer working for NEDAP or accessing the

machines between elections. Neither of these is impossible although the latter would

require a formidable degree of organisation and corruption. The conspirators would

also have to have already done this or wait until the next software upgrade of the

voting machine software as this software is burnt into the hardware of the machine.

While this is an implausible scenario, it is not impossible.

Impact Catastrophic

The problem here is that, if this is done with sufficient skill, it might never be

detected. It is important to bear in mind that such tampering would necessarily be

subtle, i.e. it would make minor changes to the votes so as not to be too obvious.

Comparison    Increased

In theory this is possible with the current system, but in practice it would be almost
impossible to execute on any scale.

302



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System Appendix 2H

Pre-emption    Good security and testing of code with each new release of software.

Removal of party identification information from the machines. Although this is not
foolproof (by pressing certain key combinations, it would be possible to prime the
machine), it would considerably reduce this risk.

Correction      If detected, re-run the election.   Note that if the tampering was done skilfully, it
might never be known that ballots had been changed.

Risk (6.2) Wide scale impersonation

Description As for local impersonation, but done systematically and on a wide scale.

Probability Moderate

Impact Small

Comparison Neutral. This risk is the same in the current system.

Pre-emption As already noted, this is not an issue specific to voting technology.

Correction Not applicable.

Risk (6.3)       Deliberate wide scale voter identification

Description     An attempt to find out how a large number of people voted.

Probability      Zero.

Given the design of the system this would be exceedingly difficult to do. While, at

some theoretical level it is possible that the 'pseudo randomization' of vote storage

on the module could be replicated, the skill needed to do this and the effort of noting

who voted at which station and in what order bears no relation to any benefit

obtainable. This is not a plausible risk. There is a minor risk from sniffing devices,

but this is so low as to be negligible.

Impact Large.

Comparison Neutral.

Pre-emption Careful checking for illegal devices during polling.

Correction Not applicable.
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Risk (6.4)       Widespread interference with modules during transportation

Description An attempt to alter the votes on several voting modules during transportation from

polling station to service or count centre.

As noted above, this is a serious risk, but one which can be neutralised by good

procedures. In fact this may well be the most vulnerable point in the system for

somebody who wants to tamper with an election result. However, it would require a

conspiracy on a large scale as well as considerable technical expertise to carry this
out.

Probability      Low.

Impact Large.

This could be used to alter the result of an election. If done skilfully, it would be
undetectable.

Comparison    Increased

As already noted, this is a risk in the current system (stuffing the ballot box).
However, the electronic system makes such an exercise much quicker and therefore
easier to do.

Pre-emption Good procedures including vetting of personnel and tight security in handling
modules. Sealing modules in a box where they are held during transportation or if
necessary overnight.

Further protection could be attained by encryption of the data in the module.

Correction      If uncovered, use of the back-up modules.

Risk (6.5)       Widespread damage to voting machines

Description An attempt to damage several machines either by physical assault or by magnetic or
electromagnetic interference.

Probability      Very low

This seems unlikely to happen on any large scale although it is possible that some
machines might be attacked.

Impact Small

Given the design of the machine, it is unlikely that votes already cast would be lost
in such an attack.

Comparison    Additional
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The voting machines are obviously more vulnerable than ballot boxes to damage.

However, widespread damage to machines would require a considerable degree of

organisation to undertake.

Pre-emption    Good security on site.

Correction      Having replacement machines available.

Risk (6.6)       Tampering with count software

Description     The counting software is altered so as to give an incorrect result.

Probability      Low

In the longer term, this is one of the major risks of the present approach. There are

three important issues here and it is worthwhile examining each in a little more

detail.

First, it would be relatively easy to modify the software to give an untraceable

advantage to a particular party. This might be done during the randomising process

by (say) running several randomisations and picking the one most favourable to a

particular party. It might also be done by altering votes as they are read into the

system.

Secondly, the problem is amplified by the proprietary nature of the code. Because

neither the public nor the department have access to the source and corresponding
compiled code, there is no way of checking that such an alteration has not been

made.

Thirdly, there may be a window of vulnerability in the process for loading the count

software onto the PC. Unless watertight procedures are put in place to ensure that

the tested system is the one used on the day, it may be possible to swap versions.
This problem is exacerbated by the high rate of change currently taking place in the

software.

Impact Moderate to large

This could alter the outcome of the election in a constituency or even a complete

election.

Comparison    Additional

Pre-emption    Make the software open source.
Permit white and black box testing of all software.
Version control procedures for master copies of software.

Tight controls on PCs.

Correction       None as, if done properly, this could not be traced.
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7        Other risk related issues

There are some risks in the current paper balloting system, which an electronic system will
eliminate. These risks are:

1. Inadvertently spoiled ballots;

2. Errors arising through misclassification of votes by returning officers;

3. Errors arising in counts due to misreading of ballot papers; and

4. Different results on re-counts due to the preceding two factors.

In addition, were the system to be used to compute all votes and allocated fractional votes (the

Gregory method), the risk of an incorrect result due to sampling error could be eliminated. Some

commentators have argued that a result where the difference between candidates is less than the
sampling error should be deemed to be a tie.

There is also a risk that voters may accidentally lose lower preferences due to the way the system

works when you cancel a preference by pressing a button a second time. This (logically) clears all

subsequent preferences. The voter must re-enter these. As voters sometimes switch preferences

between two candidates in the paper system, they need to be aware that if they do this in the
electronic system they need to be careful.

Finally, there is a risk that where there are multiple votes to be cast (as is proposed for the elections

taking place in June 2004), voters may inadvertently press the "cast vote" button prematurely thus
partially disenfranchising themselves.
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1        Summary of conclusions

For the purposes of this section of the report, secrecy is defined as the right of voters to keep details
I of how they voted confidential if they so wish.

The conclusions are:

• There is a material threat to the secrecy of the vote when a voter abstains, i.e. does not press the

"cast vote" button. This could be easily eliminated by putting an abstain button on the machine;

• There is no material risk to general voter secrecy arising from the proposed e-voting procedures.

Any residual risk of widespread vote identification can be easily eliminated by appropriate
procedures;

• The system is open to voters being pressurised, intimidated or bribed into voting in a particular
way with a verification of their vote being visible afterwards. There is a way of eliminating this
risk, but it has other drawbacks;

• There is some increase in the risk of identification for disabled and postal voters; and

• The voting machine 'beeps' to indicate that a voter has made an error. Some voters might find

this mildly embarrassing, but it does not impinge on the secrecy of their ballot.

2        Discussion

Given appropriate procedures, for ordinary voters, there would be no increased risk to the secrecy

of the ballot from implementation of the NEDAP/Powervote system. There are, however, a number

of special circumstances where there is a risk to secrecy. These are discussed below.

1. Voter does not cast vote: The current system does not provide an option to abstain. As it

is estimated that about 25% of spoiled ballots are deliberately spoiled, it is clear that in any

election there will be some voters who choose to express their views by, in effect,

abstaining. It is almost certain that in future elections, some of these voters will chose to

exercise this right by obtaining a voting token and then not pressing the 'cast vote' button.

When this happens, the official in charge of the polling station has to re-set the system for

the next voter by turning a key on the control device. This action will be obvious not only

to the official, but also to any nearby observer, thus revealing that the voter has 'abstained'.

This infringes the right of this voter to secrecy in this action.

There are several ways that this problem can be rectified. By far the simplest is to allow

voters to abstain by activating the button on the voting machine that facilitates this. This

facility is used in other jurisdictions which use this technology.

2. Voters are identifiable from published details of votes cast.   Some commentators have

expressed concern that in a small polling station with few voters, publication of even

anonymous individual votes might enable election agents or others to infer how a specific

individual had voted. This risk can be eliminated by either not publishing such details at all

or only doing so where the number of voters is large (say over 500).
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3. Voter bribery /intimidation. There is a small possibility that the use of lower preference

signatures could be used to identify voters so as to ensure that higher preferences were in a

pre-determined sequence specified by a third party. This might be done by intimidation or

bribery.

A simple solution to this is not to publish all vote preferences. For example, the first four

preferences on all votes in a constituency could be published with a large sample of full

votes. This would enable third parties to re-run the count (which is an important safeguard)

whilst meaning that it would be impossible to determine that a specific voter voted the

'right' way.

4. There is some reduction in secrecy in the case of postal and disabled voters. In the case

of postal voters, this arises from the fact that votes must be re-keyed by election officials.

However, use of appropriate procedures can effectively eliminate this risk. The use of a

trusted companion for blind or visually impaired voters will continue. We understand
(verbally) from the Department of the Environment, Heritage and Local Government that

the voting machine has a facility to produce audio information for the visually impaired.
This could be implemented if it was considered appropriate.

The system is less easy for voters with certain other types of disability to use in secret and it

may be that some voters who are able to vote using the current paper ballot system without
assistance, will need assistance to vote electronically.

5. Widespread vote tracking. Some concerns have been raised about the randomisation of

vote storage locations on the module and that, because this is done by pseudo-

randomisation, this storage sequence could be replicated and the order of voters and votes

re-created. While this is theoretically possible, such a scenario is highly implausible. Apart
from anything else, it would require an enormous investment of effort and resource for little
tangible benefit.

3        Conclusions

With regard to secrecy, the principal issue is whether a voter has a right to abstain and to do so with
the same right to secrecy as a voter who expresses preferences.

A further issue arises in the consideration of whether the rights of visually impaired and disabled
people could be infringed.
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1        Executive summary

Ireland is planning to use a fully electronic implementation of vote tabulation and counting for the
local and national elections scheduled for June 2004. This report provides an overview of the
experiences of other countries in using electronic voting and draws from these experiences any
relevant lessons for Ireland. The comparative focus is on the adoption of electronic voting systems
adopted at the national level. The survey excludes Germany and the Netherlands, since these
countries are being reported on in-depth for the TCD research team by P&D Analytics (see TCD
report l.d.). For reasons described more fully in section 4.10, the report also does not cover the
variety of decentralised (non-national level) electronic voting systems used in parts of the United
States.

The use of electronic voting worldwide remains a relatively uncommon practice, although this is
rapidly changing as countries experiment with various electronic methods or expand their existing
use of electronic voting. Furthermore, electronic voting is not limited to Europe or North America,
as countries such as Brazil and India have embraced electronic voting far more completely than
Europe, the United States, or Canada.

The electronic voting systems reviewed here differed widely in terms of technology and

implementation. Some involved paper audit trails, while others did not. Others have introduced

electronic voting concurrently with a paper-based system, while others have chosen to phase in

electronic voting without this option. Finally, different systems treat differently the ability of voters
to spoil their vote or to cast blank ballots. This report reviews the different ways that countries using

electronic voting have dealt with these choices and evaluates their experiences.

No system is free from problems or controversy, but what is fairly remarkable is that where

electronic voting has been applied on a national scale, there has been neither widespread public

backlash nor evidence of significant errors or system failures. Indeed, many electoral commissions

charged with making the decision to use electronic voting cite errors and inaccuracies in the manual

counting process as a compelling reason to adopt electronic voting and computerised vote counting

methods. Furthermore, these arguments for the adoption of electronic voting are strongest in the two

electoral contexts reviewed here that have the most complex voting rules namely Belgium, with its

open list proportional representation system, and the Australian Central Territory (ACT) which uses

a Single-Transferable Vote similar to Ireland's.

Another argument for the use of electronic voting is that it may increase turnout and therefore, the

democratic qualify of the election outcome. There remains no systematic evidence for this, except

from remote electronic voting trials that are not covered in this report. On the contrary, a report

following the UK trials with electronic voting in 2002 local elections found no support for the

assumption that electronic voting methods would increase participation rates, particularly among

younger voters.

2        Methodology

The method of researching other countries' experience was primarily through press reports,

governmental web sites, academic studies, and documentary review of similar commission reports

from other countries.
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The coverage of countries examined here is designed to be comprehensive rather than focusing in

detail on any particular system. In each case, the emphasis was on:

• Identifying the nature of the election for which electronic voting was used;

• Identifying the type of system, including the hardware and software used;

• Characterising the electoral rules governing the election; and

• Reporting on the overall experience with the use of the system.

Because of the widely differing contexts in which electronic voting systems are used, it is difficult

in practice to objectively evaluate electronic voting system performance. Despite a vigorous debate

over the potential problems and advantages of electronic voting systems, "many of the general

claims in favour and against e-voting are not yet substantiated by thorough empirical research. They

generally depend on local circumstances and particular beliefs, interests, and institutions"

(Svensson and Leenes 2003, 14).

This report does not offer systematic empirical research, but rather surveys the main experiences of

other countries using electronic voting systems, identifying the general quality of the experience. In

looking at the quality of the experience in each case, the following criteria were examined in
particular:

• Accessibility;

• Secrecy of the vote;

• Accuracy;

• Deliberation;

• Security;

• Authentication;

• Timeliness and availability of results; and

• Verifiability.

Whenever possible, public opinion regarding the system is also reported.

2.1       Definitions

The category "electronic voting" is potentially broad, referring to several distinct possible stages of
electronic usage during the course of an election. For the purposes of this survey, distinctions are

made between the following terms:

(i)        Electronic voting
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Electronic voting refers to any system where a voter casts his or her ballot using an electronic

system, rather than a paper ballot (or mechanical machine to punch a paper ballot). Once recorded,

an electronic vote is stored digitally and transferred from each electronic voting machine to a
counting system. This is the system examined in this report.

(ii)      Electronic vote counting

Electronic vote counting refers to the system that is used to tabulate ballots and award seats. It

would be possible to vote using a non-electronic medium and then convert these votes to an

electronic system and award seats through an electronic vote counting system. This sort of system is

not surveyed in this report.

(Hi)     Remote electronic voting

Numerous countries are currently experimenting with remote electronic voting systems, which

allow voters to cast their votes through remote methods by using telephones, mobile telephone SMS

text facilities, interactive digital television, Internet Web pages, or e-mail. A number of experiments
have been conducted worldwide for example, trials conducted in the British 2002 local elections

experimented with a variety of these methods; on-line and phone voting was tried in Canada in

2003; and also in 2003, web-based voting was used in a Swiss referendum. These methods raise

many different issues not directly relevant to the Irish experience, and are therefore not covered in

detail here.

3        International experience: full elections

3.1       Brazil

Brazil, the largest nation in South America, has been at the comparative forefront of electronic
voting worldwide. Currently, all votes are cast by electronic voting machines in Brazil.

The Brazilian Supreme Electoral Court authorised the use of Electronic voting technology in the
1996 Brazilian municipal elections. This use was further extended in 1998 when over 60 million
voters (57% of the electorate) used electronic voting. By 2000, the Brazilian government had
converted to fully electronic voting and deployed over 400,000 kiosk-style machines in elections

that year.

Voters in Brazil use an electronic voting device that, for each office, displays the choices and
prompts the voter for his or her vote. Powered by National's Geode™ technology, the voting
machines feature an integrated screen and keyboard in a small (30x40x20 cm) form factor. To vote
for a candidate, voters only need to press on the keyboard the number designated for a particular
candidate. The candidate's picture then appears on the screen. Voters can confirm, reject, choose

another candidate or start the selection process again. The Brazilian electronic voting technology is
unusual in that the voting machine itself tallies the votes once voting finishes, producing both

digital and printed reports of the number of votes given to each candidate.

Concerns regarding the accuracy of the self-auditing systems caused the legislature to mandate a
retrofit of 3% (some 12,000 machines) to produce a paper ballot that the voter could peruse and
deposit in a box for recount. These paper-trail machines were successfully used during the October
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6, 2002 election. Following that demonstration of the reliability of the machines, use of the paper
trail was abandoned for subsequent elections. Following a lengthy debate over the advantages and
disadvantages of the paper trail option, the government concluded that eliminating the use of

printers within the system would save Brazil about $100 million. In addition, moving to all

printerless machines would make voting much faster.

The evolution of electronic elections in Brazil:

• March 1995: The Electoral High Court ordered work begun on an electronic ballot box after

ascertaining no suitable example is available worldwide.

• November 1995: Government tenders issued for hardware and software manufacturers.

• October 1996: First electronic municipal elections held using electronic voting. 33% of

population vote on 77,000 electronic boxes in 57 cities. (Manufacturer: Unisys).

• October 1998: 58% of population voter for president and other candidates electronically in

537 cities using 167,000 ballot boxes. (Manufacturer: Procomp)

• October 2000: 110 million voters, including indigenous reserve residents, used 354,000

ballot boxes for municipal elections nationally. (Manufacturer: Diebold Procomp)

• October 6, 2002: 406,000 electronic voting machines were used exclusively for the first time

to register 115 million voters' preferences on 18,882 candidates for 1655 posts in all

government levels. (Manufacturer: Unisys)

• October 27, 2002: Second round of voting for president. The same technology and logistics

applied as from the first round.

3.2       India

India's first-ever election using electronic voting is scheduled to take place from April 20 through

May 10, 2004. As the world's largest democracy with a population of more than 1 billion, India has

an electorate of more than 668 million and covers 543 parliamentary constituencies, and will

require more than one million electronic voting machines (EVMs).

Following legal approval in 1989 to allow the use of EVMs, they have been used in many state

elections but never in an entire general election. In the 1999 parliamentary poll, the machines,

prepared by Electronics Corp of India and Bharat Electronics, were used in 45 constituencies.
EVMs were also used on an experimental basis in five state elections in November 2003.

Slightly bigger than a laptop, the EVM comprises two units, one for control by the polling staff and
the other for the use of voters. The balloting unit requires voters to press the button next to the

candidate's name and symbol and the control unit records the vote.

A light next to the button glows, and a short beep sound follows indicating the vote has been cast.

The polling officer then presses a switch to clear the machine for the next voter.

The EVM comes in a reusable carry pack, and can operate on a battery power source in remote

areas. According to Election Commission officials, each EVM can record five votes a minute, or

nearly 3,000 votes in a polling day.

Stages in India 's EWAsystem:

1. Control unit: polling station staff press a button to release a ballot for each voter entering the

booth. There is also a "close" button, which, once pressed, prevents any more votes being

cast.

2. Balloting unit: this is the equivalent of a ballot paper.

3. The voter presses the button next to a candidate's name and the control unit records the vote.
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At the count, it says how many votes were cast and for whom.

In previous manual elections in India, a nationwide ballot could consume around 8.000 tonnes of

paper and 400,000 phials of indelible ink and require some 2.5 million strongboxes to store them

under heavy security until the votes were counted. In the past, it took up to three days to count the
votes, with hired personnel spending day and night in secured areas manually counting each ballot.

Vulnerable as the procedure was to human error, a recount was frequent. The electronic voting

machines are intended both to reduce errors and to speed the counting process.

7,3      Belgium

Belgium has been experimenting with electronic voting since 1991, when it began trials to address a
number of specific complexities and constraints of the Belgian electoral system (mandatory vote, 1
to 5 simultaneous elections, 3 different languages, and up to 87 candidates for each list and
election). In the manual system, these complexities made counting a long and difficult process,
often subject to error. Electronic voting was approved by law in 1994, and widely used in the 1999

and 2000 general and municipal elections. Belgian authorities have progressively extended the
constituencies which use electronic voting, with the system expected to be in place everywhere by
2006. In the general elections of May 18, 2003, 3.2 million Belgian citizens (or about 44% of the
electorate) were able to vote electronically.

Belgium's approach has been similar to Ireland's in that it does not modify the voting process (by
permitting remote electronic voting for instance), but rather replaces the ballot paper with a

machine at the polling station, and then uses an electronic counting system to tally the results.

The security of the e-voting systems in use was criticised in the past by both citizen's groups and
some political parties. To address these criticisms, the law now imposes an independent audit of the
systems prior to election. In 2003, an audit report released by the Federal Public Service of the
Interior approved the systems after a simulation based on around 1 million votes. To increase public

confidence in the system, the federal government also decided to publish the source code of the

three e-voting software systems used (Digivote provided by Steria. Jites provided by Philips and
Stesud, and Favor) and to run a simulation of the electronic voting operation on its e-government

portal http://Belgium.be.

Some difficulties were recorded during the 2003 voting (May 18) in the Belgian communes where
electronic polling booths were in use for the general elections, which renewed both federal
assemblies of the country. Delays occurred in voting operations in some localities, causing some

polling stations to have to remain open well after the official closure time of 3 p.m. Voters therefore

had to wait for a long time to cast their vote in some areas. Most did wait, due to Belgium's

compulsory voting system and fines for failing to do so, but it was reported that an estimated 10%

of voters abstained from the ballot in certain areas.

According to early reports, causes for the delays were:

.    The limited number of computer booths available in polling stations equipped for e-voting;

. The complexity of the e-voting systems and the lack of information and knowledge of most

voters on the way to use them. To ensure maximum reliability and security, the e-voting

process comprises several additional steps compared with the manual process; and
. A series of computer or power failures, with more than 500 maintenance and repair

interventions in comparison to 463 such interventions during the local elections in 2000.
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However, e-voting systems do not appear to be the only cause of organisation problems

encountered: delays were also experienced in polling stations using traditional voting methods, due

to problems such as a shortage of bulletins, lack of voting inspectors, or insufficient number of

polling stations. Furthermore, use of electronic voting has steadily spread in Belgium, with 100%

adoption scheduled by 2006. The reason for the gradual replacement of manual with electronic

voting is primarily motivated by the associated financial costs.

4        International experiences: trials

4.1       Australia

The Australian Capital Territory (ACT) is one of eight states and territories in Australia. Members
of the ACT Legislative Assembly are elected using a proportional representation electoral system

known as the Hare-Clark system. Hare-Clark is a variant of the single transferable vote method used

in Ireland. Electors vote by showing preferences for individual candidates. To be elected, a
candidate needs to receive a quota of votes. Each elector has a single vote, which can be transferred
from candidate to candidate according to the preferences shown until all the vacancies are filled. In

the ACT, the Hare-Clark system is used to elect 17 members from 3 multi-member electorates. The
electorates of Brindabella and Ginninderra each elect 5 members, and the electorate of Molonglo
elects 7 members.

A close election in 1998 in the ACT revealed numerous problems in the state's hand-counting

system, when two candidates were separated by only three or four votes. After recounting, officials
discovered that out of 80,000 ballots, they had made about 100 mistakes. Similar to numerous
election authorities in the United States, the ACT Electoral Commission decided to investigate
electronic voting methods as a remedy for errors and inaccuracies.

Ultimately, the ACT Electoral Commission adopted a system known as eVACS, or Electronic

Voting and Counting System. The system was created (by a company called Software
Improvements) to run on Linux, which is a widely used, freely available open-source operating
system. The Commission posted drafts as well as the finished software code of eVACS on the
Internet for the public to review. No serious functional or security flaws were exposed, although

some bugs were discovered following public and academic reviews of the code. The public reaction
to this open source approach was also quite positive.

The 2001 election was used to provide a trial for the new system. A total of 80 machines were

tested in the election, distributed among eight polling places throughout the capital Canberra. A
total of 16,559 electronic votes were recorded at 4 pre-poll voting centres and at 8 polling places on

polling day. A comparative manual count after the election showed that the system operated
accurately.

The eVACS-based voting terminal consists of a PC and offers ballots in 12 languages, including
Serbian and Farsi. The system includes English audio for vision-impaired and illiterate voters. The
voter swipes a bar code over a reader that resets the machine for a new vote and calls up a ballot.

Once a selection is made and reviewed, the voter swipes the bar code again to cast the vote. The bar
code does not identify the voter; it simply authorises the voter to cast one ballot.

The terminals link to a server in each polling place through a secure local-area network - no votes
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are transmitted over the Internet or via phone lines. The server writes two copies of the votes onto

separate discs that are digitally signed and delivered independently to a central counting place. The

digital signature is a 128-bit unique identifier generated from the voting data. If the data were

changed in transit, the identifier would change too, raising red flags that something went wrong.

The machine does not provide a paper audit trail or a voter-verifiable printed receipt. Similar to the

Irish decision, the Electoral Commission rejected the printout feature in order to keep expenses
down and to reduce possible mechanical faults that might have resulted from a printout system.

In its summary of the electronic voting system from the 2001 trial, the ACT Electoral Commission
reported that the use of electronic voting and electronic vote counting was a success as well as "a

valuable improvement on democratic processes in the ACT." The ACT Electoral Commission's

report states that the electronic voting system:

• Eliminated the need for manual counting of electronic votes, thereby reducing the possibility

of counting error and speeding the transmission of results;

.    Was reliable and secure;

• Effectively eliminated unintentional voter errors;

• Reduced the number of informal votes;
• Allowed blind and sight-impaired people to vote entirely without assistance and in secret

through use of headphones and recorded voice instructions; and

• Provided on-screen voting instructions in 12 different languages.

The electronic counting system also had significant benefits. Preferences shown on paper ballots

were data-entered by two independent operators, electronically checked for errors, and manually
corrected if needed. This data was then combined with the results of the electronic voting, and a
computer program was used to distribute preferences under the ACTs Hare-Clark electoral system.

The electronic counting system:

• Effectively eliminated errors such as incorrectly sorting or counting ballot papers;

• Increased the accuracy of the election count;
• Reduced the time needed to accurately count the votes and announce the election result; and

.    Increased the amount of information available about errors made on paper ballots by

electors.

While the electronic voting and counting system experienced some problems, such as difficult-to-

use barcode readers and minor delays in displaying results on and after election night, it was well
received by voters. The Commission considered that these minor problems were relatively easy to
resolve, and strongly urged that an improved system be made available for the 2004 Legislative

Assembly election.

4.2       Italy1

The Italian Department for Innovation and Technologies and the Ministry of the Interior announced
on February 20, 2004 that a large-scale electronic vote count experiment will be earned out during

1 The summaries for sections 4.2. 4.3. and 4.5-4.7 are paraphrased from the Spanish Interior Ministry's website at

http://wv,-w.euskadi.net'botoelek/otros_4)aises/siml_i.htm.
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the 2004 elections for the European Parliament.

The initiative, dubbed "Electronic Scrutiny", will take place alongside the traditional manual vote
count during the June 12-13 European elections in Italy but will not have any legal value.

Approximately 2,500 electoral sections will participate in the electronic scrutiny pilot, which could

pave the way for legally binding electronic vote counts in the future. According to the Italian

Government, the main advantages of an electronic scrutiny system would be easier and faster

operations, more accurate vote counting, faster and secure transmission of results and an increase in

overall election efficiency.

Interior Minister Giuseppe Pisanu has stressed that this experiment will allow the country to kick-

off electoral modernisation without disturbing the voting habits of the citizens in the more delicate

moment of voting itself. Instead, he added, the government has decided to start with modernising

the vote count process and the transmission of election results. The Italian government has not yet

released detailed technical specifications of the planned electronic vote counting system.

A national ad-hoc Commission will assess the pilot, with particular reference to the efficiency of the

system, and address any problems it may encounter. The Commission will then make any necessary

recommendations in order to prepare the system for wider testing in future elections.

4.3 Argentina

In 2003, Argentina piloted an electronic voting system in Buenos Aires Province, the most

populated province in Argentina. Citizens were able to try the electronic systems piloted in 11

towns in a mock ballot with a slate composed of Argentinean historical figures.

The Argentine system is based on machines already used in Brazil. The electronic voting machines

(EVMs) resemble ATMs. Each citizen shows identity documentation at the voting place, and the

registrar enters the voter's identity number at a keyboard with a display. If it appears OK on the

display, the person is approved to vote and goes behind a partition where the EVM is located.

The screen of the EVM shows the first office that the voter will vote for (e.g. Governor, in 2003)
and all the political parties that presented candidates, each paired with a number. The voter chooses

his or her favourite by punching a key with the number of the chosen party. The next screen shows

the name and photo of the chosen candidate. To confirm the selection, the voter punches a green
key. If the voter wants to change the selection, he or she punches a red key. Once the selection has
been made, the voter pushes a white key and then the green key to confirm. The system also permits

voters to cast "blank" votes, which in Argentina are counted in order to calculate the percentage of

votes obtained by each party. After completing a vote for a particular office, another screen appears
with the following office to choose and continues until the ballot is completed. At this point the
EVM disables, preventing a second vote.

4.4 United Kingdom

In May 2002, thirty local governments in England tested various technological improvements to
voting or vote counting. Some jurisdictions used new technologies for the polling place, such as

touch-screen voting machines while others tested techniques for voting remotely. Nine jurisdictions

allowed voters to cast their ballots using electronic methods, such as interactive voice response

(IVR) technology, PC-based systems and handheld mobile devices via short message service
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(SMS). Some of these jurisdictions allowed voters to cast ballots from PCs or kiosks in public

places such as shopping centres.

In the Electoral Commission's report2 reviewing the e-voting trials, it found that the hardware and

software performed successfully and without any significant problems. It also identified no

evidence of fraud during the pilots, although it did express concerns about potential security and

privacy violations.

4.5 France

Pilot schemes were staged involving 4000 voters in Strasbourg during the 1994 European election

and in Issy-Les-Moulineaux during the presidential election in 1995. In 2000, the city of Lyon

staged a trial electronic ballot. France has also experimented with the SVI integrated voting system

provided by Nedap (the same system as used in Ireland, Germany, and the Netherlands). However,

widespread use of electronic voting is not currently envisaged in France.

4.6 Costa Rica

The Electoral High Court (TSE) of Costa Rica provides a description of an electronic voting system
currently under study. The system was tried out in elections for mayors, district councillors,

municipal district councils and aldermen on December 1, 2002.

Electors who choose to vote electronically are given a blank receipt signed on the back by the
members of the panel presiding over the polling station. The electors' choice at each election is

indicated on this receipt either by the electors themselves or with the aid of an assistant using a
printer provided for that purpose. The chairperson of the Receiving Board activates the system so

that each elector can vote. Electors are then presented with a monitor screen showing a ballot paper
with the list of parties, numbered from 1 onwards corresponding to the mayoral election. Electors

vote for the number of the party of their choice, they are then shown the ballot paper for district
councillors, and must follow the same procedure. When each elector has finished voting, he or she

must take the receipt and fold it so that the signatures of the members of the panel are visible, then
drop it into the relevant ballot box. Once the paper is in the box, the elector's ID card is returned and

he/she must leave the polling station.

4.7 Panama

In Panama, the first experiment with electronic voting took place in a referendum held on 15th
November 1992. The system consisted of a mechanical element in which electors used bulb type
switches to vote, and then pull a lever to record their vote via perforations in a paper. The
experiment involved six voting machines in the metropolitan area of Panama City and San
Miguelito, in the districts of Bella Vista, Parque Lefevre, Juan Diaz, San Francisco, Bethania and
Belisario Porras. For the 1999 elections, an electronic voting system was tested at several points in
the Republic of Panama, though in the end it was not used due to a lack of consensus between

political parties as to its use.

4.8 Japan

A pilot scheme was carried out in the municipality of Kawaguchi in 1999. There were 362,743

2 "The Implementation of Electronic Voting in the UK", available from http://www.dtlr.gov.uk.
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people on the electoral roll, distributed into 78 polling stations, of which eleven (with a total of
54,953 potential voters) took part in the electronic voting trial. Voting occurred using a touch-
screen system, with voter identity verified using a magnetic strip card system. Reports suggest the
system worked satisfactorily and that the verdict of the electorate was positive.

Another pilot was used in June 2002, in the western Japanese city of Niimi. More than 15,000

people from 43 polling stations voted using a touch-screen system. Officials reported that the
electronic voting went smoothly except for an initial machine trouble that delayed the issuing of

voting cards for some 15 people.

4.9 Spain

While it has not yet employed electronic voting on a national scale, Spain has experimented with
various forms of electronic voting. In the March 14, 2004 general elections, numerous small-scale,

non-legally binding electronic voting trials were successfully conducted. These included diverse

technologies in addition to strictly Irish-style electronic voting systems, such as Internet and SMS

remote voting.

On November 16, 2003, three e-voting pilot tests were successfully conducted during the elections

to the Parliament of Catalonia. This included remote voting via the Internet for eligible voters living

abroad, and touch-screen voting in five municipalities coupled with an electronic counting system

(developed by Demotek). Despite relatively low participation levels (less than 20% of targeted

voters), Government sources said that public reaction to the pilot tests was "excellent" and that the

tests were "successful". None of the tests had legal value however, so citizens participating in the

tests also had to vote via traditional methods. Legal use of such e-voting systems in Catalonia

would require the Parliament to pass a new election law.

4.10 Experiences with electronic voting in the United States

The US experience poses a number of problems for discussion in parallel with national experiences,

since the US voting systems and election technology is:

a) Highly decentralised, generally decided at the county level;

b) May involve numerous different technologies even for elections to the same office; and

c) Has taken place in a politically charged environment among a background of controversy

from previous failures attributed to non-electronic voting machines.

While it is possible to summarise the information from many localities, counties, and states where

electronic voting systems have been used, these systems are not included in this report, which is

based on comparisons of national systems only.

5        Comparing features

This final section compares the features of different systems with reference to a number of the

dimensions deemed most important as highlighted in the public debates over the introduction of
electronic voting systems in Ireland. These four dimensions, depicted for the three national systems

surveyed in Section 3 of this report, are:
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1 ) Whether a country's system uses a paper audit trail:

2) Whether the system was introduced first in a pilot fashion;

3) Whether the system permits an anonymous, blank or spoiled ballot; and

4) Whether the software is open source or proprietary.

The findings of this section are also summarised in Appendix B.

5.1 Paper audit trails

Of the three countries surveyed in Section 3, only Brazil used paper audit trails on any significant

scope. Following a lengthy and vigorous debate as to whether the paper audit trail was needed, the

Brazilian government introduced them on a limited basis for the October 2002 elections, where

paper audit trails were used on 12% of all machines. The system allowed voters to see the printout

of their vote, before both paper and electronic votes were recorded and saved. As a control, the

Commission also checked 3% of all ballot boxes against paper printouts. However, due largely to

the costs associated with their use and also because of physical problems with the paper systems in

Brazil's tropical climate, the paper audit trails are to be phased out by October 2004.

5.2 Basis by which system was introduced

In all three countries surveyed in Section 3, electronic voting was first introduced in either limited

constituencies or for sub-national elections. Ireland, which introduced electronic voting first in the

three constituencies in the 2002 Dáil elections, would also fall under this category. Furthermore, the
numerous examples from Section 4 document the trials in progress in a number of countries where

national-level elections have not yet used fully electronic voting. In several cases (e.g. Brazil,

Australia) the authorities audited the results from a subset of the machines to verify whether the

results were accurate.

53      Treatment of blank or invalid votes

Two of the systems surveyed in Sections 3 and 4 permitted blank votes to be cast (Brazil and

Australia), and both of these preserved the anonymity of the voter casting such votes. In the
Brazilian system, a blank vote (for "none of the above") is included in the count of total valid votes,

while in Australia it is not. India's system does not permit invalid votes to be cast, owing largely to
substantive reasons and the fact that the level of invalid votes has traditionally been very high, and
one of the key advantages for electronic voting was seen as the ability to reduce the high level of
invalid voting. Belgium's system no longer permits the casting of blank or invalid votes.

5.4      Open-source versus proprietary software

Two of the countries surveyed in Sections 3 and 4 (namely, Australia and Belgium) post the source
code of the electronic voting software used on the Internet for inspection. Australia initially posted
its software source code, and Belgium chose this measure in 1999, in order to increase public
confidence in the system. Brazil permits a partial inspection of its code for a short time before the

election, and it is only available for inspection by political parties and by the electoral commission.
India has not announced any plans to make its software source code publicly available.
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Appendix One      Table of comparative experience with electronic voting
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Appendix Two      Summary of main decisions made in other countries regarding
electronic voting properties
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1 Introduction

It is the intention of the Irish government to introduce Electronic Voting at the European Elections
in June 2004. Part of the introductory process has been the establishment of an advisory committee,

the Commission on Electronic Voting, whose main task is "to prepare a number of reports for
presentation to the Ceann Comhairle on the secrecy and accuracy of the chosen electronic voting

and counting system i.e. the Powervote/NEDAP system".'

The Policy Institute, Trinity College, Dublin has, among others, been asked to study and report on

several aspects of the Powervote/NEDAP system, including international experiences in using the

system. As the NEDAP system for electronic voting is currently in use in more than 90 per cent of

all polling stations in the Netherlands (and has been in use in some municipalities for approximately

30 years), consideration of the Dutch experiences were thought to be useful for the work of the

Commission. In the short time available it did not prove possible to include information on other

European countries as well, with the exception of experiences with electronic voting in Germany. In

2002, around 5, 000 NEDAP voting machines were in place in Germany and this report summarises

the current practice and evaluations of these machines.

In the following sections, a number of topics concerning the use of electronic voting are presented.

The report begins with a discussion of the legal context in the Netherlands of the use of electronic

voting machines and summarises the main points of debate. In the second part of the report, a more

detailed analysis is provided of the aspects relevant for the secrecy and accuracy of hard- and

software of the NEDAP system. A third section considers recent experiences with the NEDAP

voting machine in Germany. Finally, the conclusion summarises the report's main findings.

The findings are based on a desk study of the main scientific and non-scientific publications on the

matter as well as, interviews with people from the Ministry of Interior, the Elections Advisory

Board, NEDAP, the testing organisation TNO and Universities. A list of relevant publications

reviewed and persons interviewed are detailed in Appendix One.

2 Voting machines in the Netherlands

2.1       Basic principles

As in all other western democratic states, the election process in the Netherlands can be
characterised by three important catchwords: correct, verifiable and secret. Correct means that only
enfranchised people have voted, that each of them has cast only one vote and that only valid votes
have been counted. The criterion of a secret ballot guarantees that it is impossible to relate a person
to his or her vote. Furthermore, a voter should not be able to show proof of what he or she has
voted. Finally, the results of an election should be verifiable for all people concerned.

1 Terms of reference Commission on Electronic Voting (version of March 9, 2004).

" This section is mainly based on the following sources:

Electoral law of the Netherlands

Regulations of the Ministry of Home Affairs
Interviews with the secretary of the Elections Advisory Board (Kiesraad) of the Ministry of Home Affairs

Wolter Pieters (Security of Systems Group; Katholieke Umversiteit van Nijmegen): Stemmachines in

Nederland. September 2003.
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The manner in which the State seeks to guarantee these basic principles is outlined in the Election

Law. The Election Advisory Board, consisting of experts who have been appointed by the Minister

of Interior, advises the Minister on matters concerning the elections and act as the main election

office responsible for the organisation of the elections.

Interestingly enough, with regard to the method of voting, the majority of the articles in the Election

Law still mention paper ballots and red pencils to be used by the voters on Election Day. The Law

explicitly allows the use of methods other than pencil and paper, but it does not stipulate any
details.

Details concerning the use of electronic voting are legally embedded in a so-called General Act of

Government (Algemene Maatregel van Bestuur), which is issued by the Cabinet and does not need

to pass Parliament. Electronic voting was introduced in the Netherlands for the first time in an
election in 1982, but it took a long time before the conditions for using and details on testing were
legally embedded. A first General Act on Electronic Voting was issued in 1989 regulating the
approval of voting machines. This Act was replaced by a more detailed Act issued in July 1997 by
the Secretary of State for the Interior.3 The most recent Act provides details on the testing of voting

machines and refers to an independent test-institute. In the same year, TNO (TNO Electronic
Products & Services B.V.) was officially appointed by the Ministry to conduct the testing of the
hard- and soft-ware used in the voting machines.4 Since then, electronic voting has twice been the

object of government interest. Immediately following the local and parliamentary elections of 1998,
the Secretary of State for the Interior asked the Elections Advisory Board to advise him on several
matters concerning electronic voting. These matters were:

The announcements of the first, temporary, election results;
- The possibility of a so called paper-trail for the individual voter;

- The need for more detailed regulations on the use of the software used to calculate the
results; and

The need to narrow the risks arising from the total dependency on the companies who
deliver the hardware and software.

The Election Advisory Board hired an external consultant to assist them in providing advice on

these issues and in 1999 the Parliament passed most of the recommendations made in the report

issued by the consultant. Electronic voting was on the agenda of the Ministry of Interior for a
second time in 2002. This arose from a number of problems experienced in the two elections that

occurred during 2002 namely, with the software calculating the final distribution of seats. The
Elections Advisory Board was asked for advice on the testing and approval of the software and in

March 2003, the Board provided several recommendations in relation to the issue. The next section

discusses in detail the use of voting machines in the Netherlands and presents the results of the
aforementioned two studies.

2.2      Authorisation of voting machines

The 1997 General Act of Government on the use of voting machines regulates the conditions for the

authorisation and valid use of the machines. In short, the authorisation process includes the

3 Algemene Maatregel van Bestuur, Regeling voorwaarden en goedkeuring stemmachines 1997, Ministerie van
Binnenlandse Zaken. 11 Juli 1997.
4 TNO is a large research and technical orgnisation. Its mission is to make scientific knowledge applicable to strengthen
the innovation capacities of business and government.
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following:

( i) A potential manufacturer of a voting machine first of all develops a prototype that has to

be tested by TNO, me only testing institute certified to do so. Once the prototype meets

all the requirements, production may be started;

(ii) All voting machines produced are now subject to a one-out-of-every-ten test to check

their compatibility with the prototype;

(iii) Test-reports are sent to the Ministry of Interior and the final permission to use a machine

is given by the Minister; and

(iv) At least once every four years, a sample of voting machines is tested again to assure

their proper functioning. Between 1998 several compames competed for governmental

authorisation and were formally approved: NEDAP (ES3B and ES3A1), Alcatell Bell

(ES-Vote, under conditions). Control Systems-Van Rietschoten-Houwens Noord West

B.V. in 1998; Alcatell Bell c.s. (ES-Vote 2.3) and NEDAP (ES3B V.2.10) in 1999 and

NEDAP (ES3A1 and ES3B V.2.11; EDS-1 V3.0) in 2002.

It is the choice of the Municipal government in the first instance to decide whether to discard the
traditional method of voting by paper and red pencil and to introduce electronic voting and,

secondly, which (authorised) type of machines to buy. After purchase, the municipality and the
polling station subsequently control the proper functioning of the voting machines.

The introduction and use of electronic voting machines in the Netherlands was rather uneventful,

since all relevant actors agreed on the advantages of such a system (NEDAP or other brands). The

main advantages were seen to be as follows:

• Reduction in the number of polling stations;

• Reduction in the number people necessary to attend the polling stations;

• Improvements in electoral administration;

• Production of more accurate and earlier results; and

• Avoiding the casting of invalid votes.

Local governments underlined these advantages and, in browsing through the records of the local
councils, it is obvious that city councillors had only one major problem with the decision to switch
over to electronic voting, namely the costs. It becomes clear that once a community changed to

electronic voting, the benefits outlined above were observed as expected.

All this is demonstrated in the study initiated by the Elections Advisory Board in 1999.5 In this
study, 47 communities were approached with a number of questions. Twenty of these communities
used the NEDAP voting machine, 15 used machines from other brands and 12 communities
followed the traditional paper ballot procedure. Of the 20 communities that used the NEDAP
system, four had a machine from before 1990, six used machines since 1994 and the others used
machines since 1998. The main reasons driving the switch to voting machines that were mentioned

were as follows:

1. Increase the efficiency of the polling stations (no reason for a recount and the inherent

possibility of errors);
2. Reduction of costs for the construction and arrangement of the polling station; and

3. Earlier presentation of final results.

5 Stand van zaken automatisering rond verkiezingsproces. Het Expertise Centrum. 1999.
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Furthermore, 80 per cent of the Municipalities indicated that the introduction of the voting
machines resulted in a 25 per cent (on average) reduction in the number of polling stations. All 20

communities were satisfied with the performance of the voting machines and the technical support

by NEDAP. The study also found that the number of failures or malfunctions was very small. In

general, these failures occurred immediately after the machine was bought or were caused by lack

of knowledge on the part of the attending personnel. Machines bought in 1994 or later showed
hardly any problems at all. A final observation is that 60 per cent of the communities were of the

opinion that the use of a voting machine took less time than the traditional method of voting with
paper ballots.

2.3       Debates

Based on the interviews conducted and the two advisory reports of the Elections Advisory Board, it
is possible to distinguish a number of issues that are the subject of debate, namely:

(i)        The public availability of the so called source codes;
( ii )      The lack of a voter verified audit (paper) trail; and

(iii)     The authorisation of the software for the distribution of seats.6

2.3.1    Source code

The main issue under debate in relation to this is whether the source codes should be published. In
the Netherlands, the two types of software, the embedded machine software and the counting
software, are treated differently. The embedded software is tested by NEDAP itself and TNO, the
only accredited test institute in the Netherlands. The test reports are submitted to the Minister of

Interior who then decides whether or not to authorise the machines. The testing organisation has, of

course, full access to the software, which contains numerous lines of comment to facilitate the
analysis of the code.

Knowledge of the source code is restricted to a limited number of persons, all specialists and some
of them from an accredited institution and of immaculate reputation. So far, according to the

interviewed persons and reports, the integrity and quality of these institutions have not been
doubted, but there are some people who would like to see the source codes made known to a wider

range of people. The idea is that publishing the source code would make detection of possible

malicious changes made by compromised programmers more likely. However, NEDAP is not
willing to publish the embedded software for fear of losing their market to competitors who would
copycat their voting machine.

It should be pointed out that even when the source codes are made public, problems might not

necessarily be detected easily or even detected at all. Prof. Dr. Bart Jacobs stresses the importance
of ensuring that software should be correct and secure: A computer program is correct (or safe) if,

under normal conditions, it performs as it is supposed to do. Software is secure if the program

always functions in a proper way, even under conditions of malpractice: security is safety under

attack. According to Jacobs, large computer programs cannot be analysed and tested adequately.
The number of possibilities is so large that only special computer programs with model checkers or

6 Website of Rebecca Mercuri: www.notablesoftware.com

Margaret McGaley and Dr. J. Paul Gibson. Electronic Voting: A Safety Critical System. 2003
Website of Peter Knoppers: ce.et.tudelft.nl/~knop/stemmachines/ (in Dutch)
Bart Jacobs. De computer de wet gesteld. Oratie, Nijmegen 2003.
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theorem proving can help with the systematical control of all possibilities that could occur within
the software. However, in his opinion, these formal, mathematical methods can be used for very
small programs only. To test the correctness of larger programs, one is dependent on less
encompassing methods like tests, inspection of the code and systematical design.

NEDAP is far less restrictive with regard to the source code for the counting and tabulation
software. On the contrary: not only do test institutes have access to the code, NEDAP also deposited
the source code in the office of the Election Advisory Board and made similar provisions with the
Association of Users (Dutch communities using NEDAP's voting machines).

2.3.2    Voter verified audit trail

A second issue relates to the desirability of a so-called Voter Verified Audit or paper trail. At
present, the NEDAP machines do not provide a paper trail. Voters can control their initial vote on a

display and then decide whether to cast their vote or change it. After closing time, the voting
machine produces a complete paper audit of all the votes and the officials of the polling station

check the total with the number of ballot papers. However, according to Mercuri, the voting system

should print a paper ballot containing the selections made on the computer. "This ballot is then
examined for correctness by the voter through a glass or screen, and deposited mechanically into a
ballot box, eliminating the chance of accidental removal from the premises".8 This would ensure

that it was possible to compare the results of (a sample of) voting machines with a paper ballot. In

the event of a discrepancy occurring, the paper ballot would be considered the official vote and the

tabulation made by the voting machine as 'unreliable'.

To-date, NEDAP has resisted the demand for a paper trail by referring to the technical problems

that the use of printers in the machines would cause. NEDAP argues that printers are notoriously

vulnerable and that when a cast vote would not be (properly) printed, serious problems would arise

during Election Day. Even more problematic, according to the spokesmen of NEDAP, would be the

fact that the paper ballot would be considered the official vote, even when there are doubts about

the reliability of the verification by voters of the paper ballot. Some voters are not interested and

will not check the printed vote at all, while others, noting a discrepancy, might think they made a

mistake or would not want to start a discussion on the issue with the personnel of the polling

station.

The arguments put forward by NEDAP in relation to this are affirmed by a number of American IT

experts. Recently, the four principal authors of the Help America Vote Act (HAVA; signed on

October 29 2002 by President Bush) addressed the Congress of the United States in a letter to

express their concern about "recent legislative efforts that promise enhanced electronic voting

system security" as follows:

"Various proposals have been introduced in the House and Senate, but a common feature of

these bills is they would amend HAVA to require that all voting systems, including

electronic and computer-based systems, produce or accommodate a voter verified paper

record '. Not only are such proposals premature, but they would undermine essential HA VA

provisions, such as the disability and language minority access requirements, and could

result in more, rather than less, voter disenfranchisement and error. [...] While there are

risks associated with any technology, the solution is not to rush to judgment by returning to

flawed svstems. Rather, the answer is to allow the Commission, together with the active

Rebecca Mercun. A Better Ballot Box? IEEE Spectrum Online, 2002.
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input of election officials, computer experts, and civil rights groups representing voter
interest, to develop standards for ensuring the security of all voting systems, as required

under HAVA."9

NEDAP's thinking, as became clear in the interviews conducted by the author with its

representatives, runs along very similar lines as those outlined above in the quote from the HAVA

representatives. Instead of introducing a paper trail in the machines, they would opt for camera
screening (without breaching the secrecy of the ballot) of the voting acts in randomly selected
polling stations. The outcome of the screening could then be compared with the calculations of the
voting machines. °

One of the strongest opponents of the use of voting machines (of any brand), Mr. Peter Knoppers

from the Technical University of Delft (who devotes a very critical website to the subject"),

mentions a recent development: a voting system with a very special printer as proposed and

described by David Chaum.'" However, Knoppers admits that Chaum's system, and especially the

printer, would be even more vulnerable. It is also expensive.

2.3.3    Software for the distribution of seats

The third issue relates to the software for calculating the final distribution of seats. The Elections

Advisory Board advised the Ministry of Home Affairs in 2003 about the desirability of tests for

software for the calculation of the distribution of seats.13 The report begins by explicitly stating that

there was no reason to suppose that the software used for the calculation of seats did not conform

with the regulations. The Elections Advisory Board itself observed that in the past the software was

tested many times and that results of the tests have been used to make adaptations to the software.

Nevertheless, the Board was of the opinion that they should be as vigilant as possible, not only to

boost the faith of the public, but also because at two polling stations (in 2002 and 2003) small
differences were detected. The Advisory Board therefore advised the Minister of Interior: "To have

a test developed for approving the software for the counting and the distribution of the seats to

parties and candidates. Criteria for approval should be restricted to a minimum necessary to

guarantee the proper functioning of the software". Furthermore, the Board stressed that all software

used for the counting and the distribution of the seats to parties and candidates should be open for

testing including the software used by the communities to count and calculate the local results as

well.14 At this point in time, such a test is not part of the regulations. Another recommendation of

the Election Advisory Board is that 'Proper functioning of the software should be tested by a 'black

box method' using test sets with a known outcome (e.g. election data from the past)'. That means

that the Board, given the development of the software market, does not want a line-by-line source

code analysis. The testing of the software should be done under the direct responsibility of the

Minister of Home Affairs and not, as is the case for voting machines, by an outside institution like

TNO.

Overall, this section has described the Dutch context with regard to the use of electronic voting

9 Letter to the Congress of the United States, March 3, 2004.

10 Oral communication by NEDAP spokesmen.

" URL: ce.et.tudelft.nl/~knop/stemmachines/

'- David Chaum. Secret-Ballot Receipts and Transparent Integrity. Better and less-costly electronic voting at polling

places. Article can be downloaded at ce.et.tudelft.nl/~knop/stemmachines/

13 This advice was based on an external consultancy repon earned out by Het Expertise centrum. See Goedkeuring

Software Zetelverdeling. Het Expertise Centrum, 2000.

1 In practise, only one software package is used.
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machines. The next section provides a more detailed report on the different aspects of the NEDAP
machines.

3       NEDAP Electronic Voting Machines

3.1       The use of Nedap electronic voting machines on Election Day(s)

During the last parliamentary elections in The Netherlands in 2003, 85 per cent of the voters voted

by means of an electronic voting system. Of these, 95 per cent were confronted with the Integrated

Vote System (IVS) of NEDAP, a Dutch company that is a major player on the European market for

electronic voting systems. The IVS is an integrated system, composed of a machine and specially

developed software.

The method of voting, electronically by machines, received little attention in the Dutch newspapers.

This was probably largely due to the fact that only five of the total of 7,500 vote machines had

manifest problems and these were resolved before the polling stations opened their doors.

Furthermore, minor problems that occurred during Election Day were remedied by NEDAP-staff

stationed at 70 locations throughout the country. Company policy is that if a voting machine is out

of order, it has to be replaced within 30 minutes. It turned out that these 70 support units were

sufficient, while for some of the Dutch islands, a spare machine was already in place.

Over the last 30 years, more and more local governments have decided to use NEDAP machines

and IVS and especially during election years, the percentage of communities using IVS has

increased. Interestingly enough, citizens of the capital of the Netherlands, Amsterdam, still vote

with a red pencil. At first the reason was the decentralised structure of the city as, especially at local

elections, people had to vote twice: once for the city council and once for the district council.

However, the newest generation of voting machines can handle more than one election. The reason

now to prefer paper ballots and the red pencil (or red lipstick which is explicitly allowed by the

Election Law!) is that the city of Amsterdam prefers to wait for the next phase in technical

developments, i.e. virtual polling stations (PC-Intemet etc). Another city in the Netherlands,

Arnhem, continues to use the red pencil for financial and 'nostalgic' reasons.

Figure 1. Percentage of municipalities using IVS
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The municipalities store the voting machines once acquired. The machines require no special

maintenance and on Election Day they are transported to the polling stations. On behalf of the

Election Advisory Board, who acts as the main Electoral Office during the elections, NEDAP

merges and checks the lists of candidates of each party. The Municipality takes care of the

programming of the Ballot Module (see below). The Ballot Module is used on Election Day by the
chairperson of a polling station to activate the voting machine.

On Election Day a voter presents his/her 'summon' for the election. This summon is then compared

with the voting register, after which the voter receives a serial number that must be given to the

person that operates the voting machine. Next, the voting machine is unlocked and the voter casts

his/her vote. On the service panel of each voting machine there is a print of the ballot paper. When a

voter pushes the button next to a candidate's name, that name and the name of the political party

becomes visible in a display and the voter then can either cast his or her vote or decide to change it.

At the closing time of the polling station, the chairperson instructs the voting machine to print a
complete audit with the number of votes for each candidate, the total number of votes for each

party, the total number of voters that made use of the voting machine, the total number of so-called
blank votes and the total number of valid- and not-valid votes. This paper audit is transferred to the
main election office of the Municipality. Separately, the Ballot Module is brought to the main
election office and by means of a special connecting device the data are fed into a PC and converted
into the election result for that community.

To safeguard the continuity of the use of the electronic voting machines, the Municipalities are
organised in an association of users of NEDAP voting machines where NEDAP deposited a
protocol of the software (not the software embedded in the voting machine itself)- In case NEDAP
would discontinue its services, the Association is allowed to search for another company to

facilitate the use of the software. The annual reports, however, indicate that so far there is no
friction between NEDAP and the Municipalities using ISV.

3.2       The NEDAP voting machines

The election system consists of an Election Management System (EMS) and the NEDAP Voting

Machine (VM). Communication between the VM and the EMS happens through transportable
ballot modules (BM). The EMS is used to define elections for all election districts of a county,
including offices, candidates, affiliated political parties and propositions used in referendums. The

EMS is responsible for programming the BM and providing the correct information for printing the
ballot paper facings. Programming is done in the programmer-reader unit connected to the EMS.

Figure 2. NEDAP voting machines

Voting Machine

Source: NEDAP
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The BM is responsible for securely transporting the election definition to the VM and the votes cast
into the EMS. For this reason, a BM consists of two EPROMs in which the votes are stored
redundantly with security checks. Voters make their choices using the VM: first, they push a button
to select the desired candidate; they then verify the choice on the display; and finally, push the vote-
cast-button. A second BM in the voting machine is not transportable and is used, after the polling is
closed, to copy the entire data of the transportable BM before it is brought to the EMS again.

An important issue is, of course, how secure and secret the machines are. As mentioned in the

previous section, the hardware and software are tested by TNO but these testing reports are not

available to the public. For the purpose of this report, interviews were conducted with two

representatives from NEDAP. These interviews explored with the NEDAP representatives, the

criteria published by Peter Neumann (1993) concerning "confidentiality, integrity, availability,

reliability, and assurance" for computer systems involved in electronic voting.15 Neumann suggests

that these are generic electronic voting criteria, although he also concludes "an assessment of the

realizability of those criteria leads to the conclusion that, operationally, many of the criteria are

inherently unsatisfiable with any meaningful assurance." In the following sections, the report

considers the NEDAP voting machine in light of these criteria (stated in italics), bearing in mind

Neumann's warning, and the fact that the machine is not a PC, which makes a number of criteria

less meaningful or even not applicable. 6

a) System integrity.

The computer systems (in hardware and system software) must be tamperproof Ideally, system

changes must be prohibited throughout the active stages of the election process.

NEDAP voting machines are stand-alone systems with embedded software that is not changeable

without notice (covered and sealed). The software resides in EPROM, there is no hard disc or

floppy drive. The machines are copies of those that were certified by the accredited bodies.

b) Data integrity and reliability.

All data involved in entering and tabulating votes must be tamperproof. Votes must be recorded

correctly.

All relevant election data is protected by an error-detection code. Votes are stored twice in two

physically independent memory devices, so every vote is stored four times. Whenever there is a

discrepancy, the voting machine is locked and cannot be used anymore except for reading the Ballot

Module and the contents recorded on the BM as ofthat moment in time.

c) Voter anonymity and data confidentiality.

The voting counts must be protected from external reading during the voting process.

The association between recorded votes and the identity of the voter must be completely unknown
within the voting systems.

During the voting process, counting is disabled. Once counting has started, the voting process
cannot be re-started. Votes are stored randomly into the memory devices so it is considered
impossible to associate a recorded vote and the identity of a voter.

d) Operator authentication.
All people authorised to administer an election must gain access with nontrivial authentication

15 Peter G. Neumann. Security Criteria for Electronic Voting. Paper presented at the ló* National Computer Security
Conference Baltimore, Maryland, September 20-23 1993.

16 In the left column, Neumann's criteria are summarised. The right column is the result of analysis of test-documents,

interviews with NEDAP-staff and written comment given by NEDAP on our request.
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mechanisms. Fixed passwords are generally not adequate.  There must be no trapdoors — for

example, for maintenance and set-up — that could be used for operational subversions.

The system is only operable by using two different physical keys owned by two authorised people.

The local authorities that are responsible for the operation of the voting machine appoint these

persons.

e) System accountability.

All internal operations must be monitored, without violating voter confidentiality. Monitoring must

include votes recorded and votes tabulated, and all system programming and administrative

operations such as pre- and post-election testing. All attempted and successful changes to

configuration status (especially those in violation of the static system integrity requirement) must be

noted.

System operation is monitored on the display control unit, without displaying choices made by the

voter. All changes in modes (e.g. from standby to voting mode, from standby to counting mode, etc)

are recorded. This is recorded in a special memory device and can be printed in a special mode. All
election data and stored votes are continuously tested on integrity (i.e. that they have not been
tampered with).

f) System disclosability.

The system software, hardware, micro code, and any custom circuitry must be open for random

inspection at any time (including documentation), despite cries for secrecy from the system vendors.

The whole system including the source code is open for inspection at any time by an accredited

body, namely TNO and PTB. Any random chosen system can be disposed to such an organisation

for verification. In The Netherlands, TNO performed these tests. The German test-institute, PTB in
Berlin, also performs software tests in the form of a line-by-line code inspection.

g) System availability.

The system must be protected against both accidental and malicious denials of service, and must be
available for use whenever it is expected to be operational.

The system is maintenance free and operable at any time. There are no 'deadly' key-combinations

(i.e. the equivalent of control-alt-del).

h) System reliability.

System development (design, implementation, maintenance, etc.) should attempt to minimise the
likelihood of accidental system bugs and malicious code.

Structured design: requirements, functional specification, implementation specification and test

specification are basic parts of the system development. The system is designed with sub-circuits
whose functions are testable for diagnostic (self) tests.

i) Interface usability.

Systems must be amenable to easy use by local election officials, and must not necessitate the on-

line control of external personnel (such as vendor-supplied operators). The interface to the system

should be inherently fail-safe, fool-proof and overly cautious in defending against accidental and
intentional misuse.

The system is stand-alone and easy to operate by just a few simple operations.

The user manual of the system is very detailed.17 There are no vendor-supplied operators and

NEDAP's role is mainly restricted to the replacement of a blocked machine.

Handleiding Integraal Stemsysteem voor Windows. NEDAP/Groenendaal.
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j) Documentation and assurance.

The design, implementation, development practice, operational procedures, and testing procedures

must all be unambiguously and consistently documented. Documentation must also describe what
assurance measures have been applied to each of those system aspects.

Documentation: requirements, functional specifications, software design, hardware design including
Worst-Case Analysis, Failure Mode and Effect Analysis, hardware and software test plans, test
descriptions and test results. Test reports on software, hardware, EMC, safety and environmental
tests from independent authorities are available.

k) Personnel integrity.

People involved in developing, operating, and administering electronic voting systems must be of
unquestioned integrity. For example, convicted felons and gambling entrepreneurs are suspect.

Every person involved with the voting machine is screened by NEDAP or by the municipality.

3.2.1    System trustworthiness

a) Security vulnerabilities are ubiquitous in existing computer systems, and also inevitable in all

voting systems — including both dedicated and operating-system-based applications.

Vulnerabilities are particularly likely in voting systems developed inexpensively enough to find

widespread use.

Proprietary hardware and software ensures control of every aspect in the design. The embedded

software is developed exclusively for the voting machine and is not used in any other system

(NEDAP or otherwise). The software resides in EPROM: there is no external access to the system.

b) System operation is a serious source of vulnerabilities, with respect to integrity, availability, and

in some cases confidentiality — even if a system as delivered appears to be in an untampered form.

A system can have its integrity compromised through malicious system operations — for example,

by the insertion of Trojan horses or trapdoors. The presence of a superuser mechanism presents

many opportunities for subversion. Furthermore, Trojan horses and trapdoors are not necessarily

static; thev may appear only for brief instants of time, and remain totally invisible at other times.

System operation of the voting machine is very simple with easy to perform checks before, during
and after the election on its integrity. Before the election, verification on programming of the ballot

images and number of votes recorded (should be zero) has to be performed. During the election, the

number of votes can be verified with the number of tickets used for 'parallel' counting. The voting

machine is not a PC-based system.

c) System integrity can be enhanced by the use of locally non-modifiable read-only and once-

writable memories, particularly for system programs and preset configuration data, respectively.
System program resides in EPROM and cannot be reprogrammed in the machine. The ballot
module is pre-programmed with election configuration and election data. It includes checksums for

testing its integrity.

d) Data confidentiality, integrity, and reliability can be subverted as a result of compromises of
system integrity. Non-alterable (e.g., once-writable) media may provide some assistance for

integrity, but not if the system itself is subvertible.

Election data and votes are stored in the ballot module. Votes can only be added to the ballot

module. Re-writing is only possible after erasing the device (i.e. to enable it to be used in a new

election/referendum). The special construction of the hardware avoids the possibility that an

unwanted erase command of the transportable ballot module can be generated. Erasing of this
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module is only possible outside of the voting machine (in the programmer-reader unit). The backup
module can be erased inside the machine.

e) Voter anonymity can be achieved by masking the identity of each voter so that no reverse

association can be made.

No detail of the identity of the voter is registered in the voting machine. Only the vote is recorded,
without any link to the voter's identity. A random generator ensures that votes are stored in the
memories at random.

f) Operator authentication must no longer rely on sharable fixed passwords, which are too easily

compromised in a wide variety of ways. Some other type of authentication scheme is necessary,

such as a biométrie or token approach, although even those schemes themselves have recognised

vulnerabilities.

During the election in the polling station at least two (official) persons are present. Two operators

each with a different key are needed to operate the machine. This avoids fraudulent actions taken by

only one person.

g) System disclosability is important because proprietary voting systems are inherently suspect.

However, system inspection is by itself inadequate to prevent stealthy Trojan horses, run-time

system alterations, self-modifying code, data interpreted as code, other code or data subversions,

and intentional or accidental discrepancies between documentation and code.

Besides in-depth line-by-line code inspection by accredited bodies (TNO in The Netherlands and

PTB in Germany), election end-to-end tests can always be set-up by independent parties. After each

alteration to the system, extensive end-to-end tests are run by NEDAP or outside institutions. For

example, NEDAP/Powervote's Integrated Election System Irish-rules STV software (IES) was

tested by comparing the output of several hundred IES election result sheets with those generated

by the Electoral Reform Services program, eSTV, when given the same vote data files. The testing

was successful.18

3.2.2    System Robustness

a) System availability can be enhanced by various techniques for increasing hardware-fault

tolerance and system security. However, none of these techniques is guaranteed.

The robustness of the voting machine is tested by a number of environmental tests performed by

TNO (vibration, shock, topple, free-fall, temperature and humidity). TNO also test extensively the

electro-magnetic compatibility (for example electrostatic discharge, thunderstorm, cattle prods etc.).

At the request of NEDAP, TNO raised the criterion from 8kV to 16kV. Many years of experience

shows a high availability of the systems (i.e. that the systems are very sturdy and have passed many

rigorous tests to ensure that the machine is not likely to break down).

b) System reliability is aided by properly used modern software-engineering techniques, which can

result in fewer bugs and greater assurance. Analysis techniques such as thorough testing and high-

assurance methods can contribute. Nevertheless, some bugs are likely to remain.

The software is properly designed and thoroughly inspected (line-by-line) by an accredited body

(ISO/IEC 17025).

c) Use of redundancy can in principle improve both reliability and security. It is tempting to

believe that checks and balances can help satisfy some of the above criteria. However, we rapidly

Joe Wadsworth and Brian Wichmann. Report on Irish STV Software Testing. 2003
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discover that the redundancy management itself introduces further complexity and further potential
vulnerabilities. For example, triple-modular redundancy could be contemplated, providing three
different systems and accepting the results if two out of three agree.

The ballot module has two physically independent circuits (drivers and memory devices). The votes
are stored twice in each memory device. Every choice made is directly expanded with an error
detection code. All definite four-vote parts have error detection code added. Whenever an error is
detected, the voting machine is locked and cannot be used anymore (although the ballot module can
be read elsewhere so that votes stored in memory are not lost).

d) Interface usability is a secondary consideration in many fielded systems. Complicated operator
interfaces are inherently risky, because they induce accidents and can mask hidden functionality.
The user interface is very simple and supported by display messages.

e) Correctness is a mythical beast. In reliable systems, a probability of failure of 10 or 10' per
hour may be required. However, such measures are too weak for voting systems. For example, a

one-bit error in memory might result in the loss or gain of 2**k votes (for example, 1024 or
65,536). Ideally, numerical errors attributable to hardware and software must not be tolerated,

although a few errors in reading cards may be acceptable within narrow ranges.
Efforts must be made to detect errors attributable to the hardware through fault-tolerance

techniques or software consistency checks. Any detected but un-correctable errors must be
monitored, forcing a controlled rerun.

However, a policy that permits any detected inconsistencies to invalidate election results would be

very dangerous, because it might encourage denial-of-service attacks by the expected losers.

In the Netherlands, a failure rate of less than 10"* is required. Calculation made by TNO shows a

failure rate of less than 10"13. All relevant circuits are testable. Diagnostic tests (i.e. data and address

line checks, integrity of the votes, RAM and ROM checks) are implemented and continuously

performed. Misbehaviour is recorded (and should this occur), the machine will be blocked and

(within 30 minutes) replaced by another voting machine.

3.2.3    System Assurance

a) High-assurance systems demand discipline and professional maturity not previously found in

commercial voting systems (and, indeed, not found in most commercial operating systems and

application software). High-assurance systems typically cost considerably more than conventional

systems in the short term, but have the potential for payoff in the long term.

NEDAP has built voting machines since 1970. For the first 10 years it was a completely mechanical

machine and NEDAP learned a considerable amount about the mechanical parts of the machine.

Together with the next 25 years of designing and producing electronic voting machines, NEDAP

has gathered considerable knowledge on how best to assure the provision of a secure and reliable

voting machine. It is estimated that throughout these years, 60 million votes have been recorded

without any problem.

b) User friendliness.

In addition to these 'formal' criteria, according to the representatives from NEDAP, the users of the

voting machines have fewer complaints than they had when using the traditional paper ballot
procedure e.g. the print with the names of the parties and the candidates is easier to read because it

is bigger than a ballot paper; for visually handicapped, a magnifying glass is attached to the
machine; mistakes can be corrected by simply pushing the button of another candidate; and,

pressing a button is easier than the exact coloring of a circle by means of a red pencil attached with

a string to the polling booth.
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4        Electronic voting in Germany

In Germany, the Election Law was adapted in 1975 to allow the use of mechanical- and electronic
voting machines. In 1998, NEDAP voting machines were tested for the first time in Cologne. The
tests were evaluated by the City Council as very successful and one year later, the elections for the

European Parliament in Cologne were carried out exclusively with (600) NEDAP voting systems.

In the following years, other cities followed: in the elections for the Bundestag of 22 September
2002,29 Municipalities used the NEDAP electronic voting machines.

A desk study of the main scientific and non-scientific publications on the matter, as well as
interviews with people from the Election Bureau in Cologne leads to the conclusion that the present

state of affairs in Germany resembles the situation as it was in The Netherlands some years ago. For

example, the election law was adapted a couple of times to allow the use of voting machines'; the

number of communities that use a voting machine is steadily growing; a number of large cities

(Köln, Düsseldorf) have used voting machines for quite a number of elections; it is the decision of

local governments to introduce and finance voting machines; only machines authorised by the

Minister of Interior are permitted and the market is dominated by one system, the voting machine of

NEDAP. Furthermore, there is little debate on the use of voting machines, even about the two topics

that caused some stir elsewhere namely, the secret source code and the lack of a voter verified audit

trail.

It appears that when making the decision to switch to using electronic voting. Community councils

are primarily concerned with the financial aspects e.g. cost per machine, reduction of the number of

polling stations and polling station personnel.

There exists a widespread trust in the accuracy and safety of the NEDAP voting machines. The

German testing institute, the Physikalisch-Technischen Bundesanstalt (PTB) has an excellent

(international) reputation and its authority is widely accepted. Their test of the NEDAP system is

even more extended and thorough than that of TNO in the Netherlands, especially with regard to the

line-by-line code inspection and design/structure analysis of the software.

Although the PTB test reports were not available to us, the testing concept is known. In a lecture.

Prof. Dr. Dieter Richter (2001 ) from PTB discussed the principles- and operating procedures of the

testing of voting machines.19 According to Richter there are many components in the test concept

of PTB, such as: the electromagnetic compatibility, insusceptibility of the apparatus, stability of the

system under mechanical impact, the ergonomics of the service panel, the security in a situation of

power failure, the insusceptibility for mistreatment, the protection against repeated voting by the

same person, and protection against any manipulation of hard- and software. Special attention is

paid to the testing of the software: correctness, reliability and protection against manipulation are of

the utmost importance. Based on legal demands and the technical norms for high-security software

testing, a catalog of more than 50 software characteristics is deduced.

All in all, PTB is confident that the voting machines are adequately tested and experiences with the

system in the field (e.g. elections) give PTB no cause for adaptation of the test concept.

'" Prof. Dr. Dieter Richter (PTB). Lehren aus der Wahlgeräteprufung tur Online-Wahlen. Erweiterte Fassung des

Kurzvortrages anlässlich der Workshops „Online-Wahlen" beim Bundesministerium der Innern, Berlin, 11 December

2001, erarbeitet unter Mitwirkung von Herrn Dr. Volker Hartmann und unter Verwendung von Materiàlen von Herrn

Dr. Norbert Greif, beide PTB.
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4.1       Evaluation

As well as the tests of the system described in the section above, there exists a number of extensive

evaluations of the experiences with the voting machines of NEDAP in Germany. The University of
Koblenz-Landau undertook of a meta-analysis of 13 different surveys in 13 Municipalities as well
as their own research on the use of electronic voting machines in Rheinland-Pfalz.20 The principal

findings from both the meta-analysis and separate research study are summarised below.

The meta-analysis report analyses 13 separate evaluations of the use of NEDAP voting machines in

the communities of Stuttgart, Hannover, Arnsberg, Bonn, Dortmund, Köln, Langenfeld, Troisdorf,

Bad Ems, Kastellaun, Mainz, Leipzig and Hamburg. In this meta-analysis, four dimensions were

distinguished as common elements in all surveys:

1. Guarantee of a secret ballot;

a. Is the ballot secret

b. Are the voting machines reliable

c. What is the liability for technical errors

2. Comparison of the voting machine with the traditional paper ballot method;

3. Assessment of the user friendliness; and

4. Overall judgment.

All together, the citizens of the 13 communities had a very high acceptance as well as a positive
overall judgment as well. In particular, older and female voters scored very high on the four
dimensions. The election officials were also very positive, especially about the decrease in the

number of invalid votes; about the quick end-results and about the lower costs.

The University's own research surveyed 1182 voters, using the same design with the four

dimensions. Summarising the results, it turned out that there was very little skepticism towards the
anonymity; that almost everyone qualified the use of the voting machine as 'simple' and 'not
difficult'; that the respondents were satisfied with the information they received about using the
machines (before and during the voting) and there were hardly any suggestions for improvements
and that the overall judgment was very positive, especially from the older and female voters.

The survey results from the election officials' yielded comparable results (see figure 2).

" Prof Dr. U. Sarcinelli und Nina Thomsen, M.A. Einsatz elektronischer Stimmenzahlgeräte bei der Wahl zum
vierzehnten Landtag Rheinland-Pfalz am 25.03.01. Studie im Auftrag des rheinland-pfälzischen Ministerium des Innem

und Sport. Universität Koblenz-Landau. September 2001.
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Figure 2: Satisfaction with NEDAP voting machines (%)

Satisfaction with Nedap voting

machine (percentages)

Voters Officials

I negative

I neutral

I positive 89 92

The representative of NEDAP in Germany added some other positive results of the use of voting

machines: the reduction in the number of polling stations and polling station personnel and fewer

blank votes" . Based on the experiences in Germany and The Netherlands, NEDAP claims a decline

in the number of polling stations of 20 - 25 per cent.

Looking at the official statistics for Cologne, Dortmund and Neuss, the reduction in polling stations

and personnel is even larger.

Past Present

Electorate polling stations personnel polling stations personnel

reduction

personnel

Köln 711.000 800 5.600 540 2.700 53
Dortmund 430.000 478 3.346 280 1.400 42

Neuss 113.966 126 882 96 480 54

Source: Wahlamt Köln and HSG Wahlsysteme GmbH, Werne.

The following sections discuss the experiences of the City of Cologne with the use of NEDAP

machines. This part is based on two interviews with members of the staff of the Election Bureau

(Wahlamt Köln) and on a review of a number of articles and relevant press clippings.22

The City of Cologne has used voting machines since 1999 and between 1999 and 2004, 7 elections

took place: Europawahl in 1999, Kommunalwahl and Oberbürgermeisterstichwahl (2x) in 1999,

Landtagswahl in 2000, Stichwahl Oberbürgermeister in 2001 and Bundestagswahl in 2002.

Experiences with the voting machines have been positive. On average 600 machines were used and

:l Eine Kette von Vorteilspunkte. HSG Wahlsysteme GmbH, Weme (www.wahlsysteme.de)

:: E-mail 24 March 2004 drafted by Mr. Michael Friedrichsen (Head of the Central Election Office Köln) and Mr.

Stefan Grewing.
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only in 11 cases were there small technical problems. The election officials submitted only positive
reports and because the activities are less complicated and time consuming, the number of polling

stations could be reduced from 800 to 540 and the number of personnel per polling station declined
from 7 to 5. The Physikalisch-technischen Bundesamt tested the voting machines including the

embedded software. The counting and tabulation software, however, was not part of the PTB

testing. Furthermore there were no security problems; neither was there any errors observed in the

counting of the votes.

The voters of Cologne also judged the switch to electronic voting machines positively: a survey

held in 2001 showed that only 1.9 per cent were of the opinion that the voting process was now

more complicated than it used to be, while 6.4 per cent saw no improvement.23

5        Final remarks

The introduction and the use of voting machines in the Netherlands and in Germany can be

characterised as uneventful. Although there were (and are) critics who point out that serious

problems exist, in particular with the secret source code and the lack of a voter verified audit trail,

the debates were rather marginal.

In the Netherlands, there was never a serious discussion in Parliament or in the councils of the 419

communities that use voting machines. The discussions initiated by scientists and journalists were

never very heated and did not reach much prominence in the media. One can conclude therefore

that, although some discussion will continue to take place and regulations and conditions will be

adapted on a regular basis, the use of voting machines is widely accepted.

At present, the attention of politicians and the media is concentrated on the next phase: 'distance
voting'. The idea behind this is to make it easier for citizens to cast their vote by offering them more

alternatives, like voting by telephone and Internet. On 11 December 2003, a law was published"
concerning the regulation of a number of experiments in the realm of distance voting. In this law,

several possible experiments are outlined. Within the context of this report we like to mention two

of them.

1. A first experiment is to allow voters to choose the polling station they like; and
2. A second experiment concerns telephone and Internet voting for those who reside in another

country and who, until now, can only vote by mail. The security problems involved in

especially the latter mode of voting are manifold and far more complicated than those with

voting machines. Discussions therefore concentrate on new issues such as voter identity,

secrecy of the ballot and hackers.

Despite all this, it is expected that the Dutch Government will give the green light for setting up
these experiments at the elections of the European Parliament in June 2004. It would appear nearly
certain that these new e-voting developments will generate much more debate than the voting

machines ever did.

23 Leben in Köln - Umfrage 2001 (Kommunaler Mikrozensus). Amt fur Stadtentwicklung und Statistik.

u Experimentenwet Kiezen of Afstand. Staatsblad 2003. nummer 569.
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Appendix:  List of persons interviewed

Interviews (telephone and/or face-to-face) were held with the following persons:

• Ir. Peter Knoppers, technical University Delft

• Mrs. Mr. Drs. E. Pronk (Elections Advisory Board: Ministry of the Interior)

• Mr. GJ. Boon (Elections Advisory Board: Ministry of the Interior)

• Mr. H.B.M. Steentjes s.t. (NEDAP)

• Mr. H. van Wijk s.t. (NEDAP)

• Mr. J. Groenendaal s.t. (Powervote)

• Mr. Koning s.t. (TNO Electronic Products & Services B.V.)

• Mr. M. Friedrichsen s.t. (Head Wahlamt Köln)

• Mr. S. Grewing s.t. (Wahlamt Köln)
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1        Introduction: Baseline - paper voting and electronic voting compared

Whether electronic voting would mark an improvement or a disimprovement (by whatever criteria

we decide to apply) depends, of course, on how it compares with the status quo. It needs to be

assessed not only against a flaw-free system of voting - though this must always be the objective
aimed at - but also against the present reality.

2        Procedures for voting and vote counting

2.1       Paper ballots

At present, procedures for voting at general elections are as follows (the source for this section is

Department of the Environment and Local Government, 2000). Virtually all voters vote by
presenting themselves at a designated polling station in their constituency - there are around 6,000
polling stations nationally. Upon arriving at the polling station, the voter is given a ballot paper,
stamped with the official mark. The elector votes by writing '1' (and, if desired, '2', '3', etc)
besides the names of candidates, in order of the voter's preference. The voter folds the ballot paper
to conceal the way it has been filled in, and places it in a sealed ballot box. (The details of voting in
other contests - presidential elections, local elections, European Parliament elections, and

referendums - are essentially the same.)

At the close of polling, the ballot boxes are sealed and are sent to the returning officer for the
constituency, along with a statement of the number of ballot papers issued at the polling station. The
ballot boxes are stored overnight and are opened at 9 am the following day. The number of papers
in each box is compared with the number of papers issued, and any discrepancy is 'reviewed' by the
returning officer. The first stage of the count is the examination of each paper to ascertain its
validity. Doubtful ballot papers - ones that might be considered to be spoiled votes - are
adjudicated upon by the returning officer. The ballot papers are then mixed and counting begins.

Sometimes, more than one election takes place simultaneously - for example, in June 1999 there
was a European Parliament election, a local election, and a referendum all on the same day. Voters
were given three ballot papers, of different colours, each of which was placed in the same box. The
first stage of the counting of the votes is then the physical separation of the different ballot papers.
This can be complicated by the existence of different count centres for the different votes - for
example, in 1999 the local election ballot papers were counted at county level while the European

Parliament ballot papers were taken to one of the four Euro-constituency count centres.

It should be borne in mind that not all voters vote by physical attendance at the polling station.
Some vote by post. There were 15,040 such voters on the 2000 register of electors, of whom almost
11,000 were members of the defence forces, with about 2,000 qualifying for a postal vote because
of physical disability, 1,600 as members of the Garda Síochána, and 500 as diplomats or because of
some other qualifying occupation. In addition, there are also 'special voters' who because of illness
live in hospitals, nursing homes or similar institutions and vote there; there were around 3,000 such

electors on the register in 2000.

The envelopes containing the postal and special voters' ballot papers are opened before the counting
of votes begins and are placed, without examination, in a separate ballot box. This is opened at the

same time as the ballot boxes from the polling stations.
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It is worth noting that the process of checking the ballot papers as each successive box is emptied

allows 'tallymen' and 'tallywomen' from the political parties to take a record of at least the first

preference marked on each paper. This provides information that is very useful for the parties, as

they are able to quantify the level of support for each candidate in each polling station. It also

provides reassurance that no malpractice has occurred in the casting or counting of votes, as any

significant deviation from the expected pattern would immediately be evident.

2.2       Electronic voting

Clearly, the introduction of electronic voting would affect some of the details of this process (taking

the computer modules as being analogous to the ballot boxes). The treatment of the computer
modules when more than one vote is held on the same day (as will occur in June 2004) needs to be

spelled out, especially when the data on these modules are required to be fed into computers in two
different locations.

Similarly, the treatment of votes from those who vote by post, or in locations other than the polling
station, needs to be clarified. If such votes are cast in paper format and are then 'keyed in' at the

count centre, this introduces an obvious source of potential error.

We can identify a number of aspects of the status quo at which to look. We will examine the
potential for malpractice, errors in the counting process, invalid votes, uncertainty or inconsistency
as between returning officers, and transparency and legitimacy.

3 Malpractice

Before comparing the potential for malpractice under paper and electronic voting, it is worth noting
that there are, of course, various kinds of fraud, such as impersonation, that could arise under any

system. We will not dwell on the kinds of malpractice whose likelihood of arising would not be
materially affected by a switch from paper to electronic voting.

3.1       Paper voting

In theory, a number of types of malpractice are possible under the paper system.

First, in theory a ballot box might be 'stuffed' by the insertion of non-legitimate papers bearing
support for a particular candidate. This would, though, be extremely difficult, especially since all
the added papers would need to be stamped with the official mark in order to be treated as valid. It
could hardly be done while the ballot box was in operation, as this would be noticed by the party

agents at the polling station. It could, in theory, be done at some stage between the closing of the

polling station and the opening of the ballot boxes in the count centre the next morning. This would,
though, require a series of improbable assumptions. It would require the seal on the ballot box to be

broken and then re-fixed without this being detectable by anyone else. In addition, the paper

recording the number of ballot papers issued would have to be altered, since otherwise this number
would be far smaller than the number of papers in the 'stuffed' box - or else the same number of

ballot papers already in the box would have to be removed. While this is not a completely
impossible scenario, the most relevant fact is that it has never, so far as we know, been alleged or

suggested that anything untoward has happened to a ballot box at any election over the past 80
years.
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Second, the present system does not make it impossible for voters to be intimidated into casting

their vote in a certain way, or for voters to sell their votes. This could be done by one voter going

into a polling station, receiving a ballot paper, and then leaving with it (either not putting anything

in the ballot box or placing some other piece of paper in the box to give the impression of having

used the genuine ballot paper). The blank ballot paper would then be handed to a local political

'boss', who would fill it out and hand it to another voter. This voter would be instructed to take it

into the polling station, ask for a ballot paper, go into the private compartment and pretend to fill

out the paper, place the paper completed by the 'boss' in the ballot box, and leave with the blank

paper, which would be given to the boss for the process to be repeated as often as desired. We are

not aware of any allegations that this has ever happened.

3.2       Electronic voting

The scope for malpractice under electronic voting is examined fully elsewhere in this report. It is

worth making the point here, though, that the 'paper trail' suggestion - that the machine print a

copy of each voter's ballot paper so that the voter can verify that their vote has been recorded as

they cast it - would be open to the second problem noted above if the paper copy is given to the
voter. The voter could then be vulnerable to being pressured to prove that he or she has voted in a

particular way by showing someone the paper record of how they voted.

4        Errors and imprécisions in the counting process

4.1       Paper voting

With a large number of pieces of paper to count, counting errors are almost inevitable. Individual

papers may be placed in the wrong candidate's pile, or what is thought to be a bundle of 50 votes
may actually contain a few votes more than or less than 50. In most cases this does not make any

difference to the outcome, but sometimes it does. This is most evident in very close finishes when
recounts are called. Almost invariably, a recount will produce an outcome that is not identical to the
original count, either because the counters have made more mistakes, or fewer mistakes, or different

mistakes, or because votes that were deemed valid the first time round are now declared to be
invalid by the returning officer. Sometimes the recount gives the last seat to a different candidate.

For example, in Cork South-Central at the 2002 election the original count gave the last seat to
Kathy Sinnott (Ind) by 3 votes ahead of John Dennehy (FF). The recount gave the seat to Dennehy
by 2 votes, and there followed a further recount, with Dennehy finally being declared elected 6
votes ahead of Sinnott. The recounts were still in progress five days after polling day, and both
sides brought teams of barristers to the count to scrutinise the votes. Similarly, in the Wicklow

constituency the recounting was not over until 25 May, eight days after polling day.

Although it is not exactly an error, it is worth discussing a source of imprecision in the counting
process, which arises on the distribution of a surplus. If the number of votes to be transferred is
smaller than the 'package' from which the votes are taken, which is always the case with a first
count surplus and is often the case with later-count surpluses as well, then there is a need for one of

two procedures. Either some selection of ballot papers must be made, or each ballot paper must be
transferred at a fraction of its original value. Without going into the full technical details, the basic
position is that the latter procedure (known as the 'Gregory method') is preferable and more precise
since it avoids the risk that the sample of papers picked for transfer will be atypical of all the papers
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from which they were selected. There are indeed several variants of the Gregory method, such as
inclusive Gregory' and 'weighted inclusive Gregory'.

However, this 'better' procedure is also more complicated, since it requires keeping a record of
fractional values, and for this reason it is not employed at Dáil elections (though it is used at Seanad
elections and in Northern Ireland). Instead, a sample of papers is chosen, and this raises the
possibility that, had a different sample been chosen, the outcomes of some constituency contests
over the years might have been different (see Gallagher and Unwin, 1986, for a fuller discussion).

4.2       Electronic voting

Electronic voting - assuming all votes are correctly recorded and counted, issues that are dealt with

elsewhere in this report - would eliminate this source of errors and delays in determining the result.

In addition, implementation of one or other variant of the Gregory method, eliminating the element
of chance introduced by random selection of papers to transfer, is easy - though, in fact, current

regulations will mean that random selection will continue to be used even if electronic voting is

employed in June 2004.

5        Invalid votes

5.1       Paper voting

When the ballot boxes are opened at the start of a count the first step is to identify and remove from

the count invalid votes. These are often known as 'spoiled votes', though since that term seems to

imply a conscious purpose on the part of the voter it is not really applicable to all invalid votes.

Table 1 shows the number of invalid votes at a number of recent contests. It shows that, on average,

slightly over 1 per cent of votes cast at general and local elections are invalid. We might expect the

figure for referendums to be lower since, after all, the voter is required simply to put an 'X' in one

of two boxes in order to cast a valid vote. However, in fact it is higher and, moreover, it varies

more. Particularly notable are the high figures for the Amsterdam Treaty referendum in 1998 and

the referendum on giving constitutional recognition to local government in 1999.

Table 1: Invalid votes at recent general elections, local elections and referendums

N %

General election 1987 16,241 0.9
General election 1989 20,779 1.2
General election 1992 26,498 1.5
General election 1997 17,947 1.0
General election 2002 20,707 1.1

Local election 1985 18,170 1.3
Local election 1991 12,987 0.9

Local election 1999 20,916 1.5
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Amsterdam referendum 1998 33,228 3.6

GFA referendum 1998 17,064 1.1

Local government referendum 1999 109,066 7.6

Nice referendum 2001 14,887 1.5

Death penalty referendum 2001 14,480 1.4

ICC referendum 2001 17,819 1.8

Abortion referendum 2002 6,649 0.5

Nice referendum 2002 5,409 0.4

Note: Percentage figures refer to invalid votes as a percentage of all votes cast.

The question of invalid votes has surfaced in the debate over electronic voting. Some argue that

there is a right to 'spoil' a ballot paper and that this facility is availed of by a significant number of
electors, who will be deprived of this possibility if electronic voting is adopted. ( It should be noted
that, under current plans, a voter would still be able to leave his or her ballot paper blank - but this

will be known to the polling clerk and so the ballot privacy of such voters will be lost.) Others

maintain that most invalid votes are invalidated unintentionally and that electronic voting would
have the advantage of saving these voters from themselves by making sure that the votes they cast

are valid ones.

In order to reach a conclusion on this, we need further information on why invalid votes are deemed

to be invalid. Although such data are not published, a record is kept of this information for some

contests at least, and this has been made available by the Department of the Environment, Heritage

and Local Government (Department of the Environment and Local Government, nd).

Essentially there are four main reasons why a vote might be deemed invalid:

(a) It does not bear the official mark;

(b) It does not bear any clear indication of a first preference for any candidate (or an option at a

referendum);

(c) It bears an indication of a first preference for more than one candidate (or an option at a

referendum); and

(d) It contains writing or some mark that, in the opinion of the returning officer, is calculated to

identify the elector.

Invalid votes in category (a) are, typically, ones that the voter intended to be valid but which are

invalidated through forces beyond the voter's control (the exceptions would be the 1 per cent or so

that, on the law of averages, would have been deemed invalid anyway for one of the other reasons).

Those in category (b) are typically papers that are left completely blank but are nonetheless put in
the ballot box by the voter. These, then, are deliberately left incomplete and hence invalid by the
voter - although a few may be invalid because the voter did not know how to indicate a choice for a
candidate or an option. This may explain the high number of invalid votes at the Amsterdam (1998)

and local government ( 1999) referendums: in each case, those votes took place on the same day as
more high-profile votes (the Good Friday Agreement referendum in 1998 and the local and
European Parliament elections in 1999). Some electors who cast a valid vote in the more high
profile contest may not have wished to vote in the other one and placed their ballot box in the ballot

box unmarked.

Those in category (c) are more difficult to assign. We might assume that, typically, these are votes
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that the voter intended to be valid but became invalid because the voter filled in the ballot paper

incorrectly, placing a T beside the name of more than one candidate or an 'X' beside both options

in a referendum. Alternatively, the voter might have marked only one Tor 'X' but done this
carelessly so that it is not unambiguously clear which name or option the mark is intended to be

beside. The latter votes are unintentionally invalid, though in the case of those with more than one

T or 'X' it may be that some are deliberately rendered invalid; at referendums in particular it

seems unlikely that any voter would imagine that placing an 'X' beside both options can produce a
meaningful vote.

Votes in category (d) can be assumed to be, in the main, ones deliberately made invalid by the

voter, typically by writing something. It may be, of course, that some of these votes were intended

to be valid ones and that the voter was unaware that their writing or mark(s) would have the effect

of rendering the vote invalid.

Table 2 shows the distribution of invalid votes across these categories at some recent elections and

referendums. (It is not clear how votes that are invalid for more than one reason are classified; we

may assume that there are very few such votes.) It shows that only a small minority of these votes

come into category (a) (invalid against the wishes of the voter) or category (d) (nearly all

intentionally made invalid by the voter). Over 88 per cent come into category (b) or (c) and as such

cannot be unambiguously interpreted as deliberate or accidental invalid votes. We suggested above,

though, that most of those in category (b) might have deliberately left their paper blank, while those

in category (c) include some who did this because they did not know how to cast a valid vote, some

who marked their ballot paper imprecisely, and some who deliberately marked a first choice for

more than one option.

Table 2: Categories of invalid votes at some recent general elections, local elections and

referendums

Category of spoiled vote-

bed

General election 2002 N       20,707 1,866      9,477      8,036      1,354
%        100.0 9.0       45.6        38.8 6.5

Local election 1985                     N 18,170 1,036 8,840 6,734 1,557

% 100.0 5.7 48.6 37.1 8.6

Local election 1991                     N 12,987 886 4,710 6,753 634

% 100.0 6.8 36.3 52.0 4.9

Local election 1999                     N 20,916 2.148 9,262 8,758 749

% 100.0 10.3 44.3 41.9 3.6

Amsterdam referendum 1998       N 33,228 352 15,026 16,212 1,638

% 100.0 1.1 45.2 48.8 4.9

GFA referendum 1998                 N 17,064 348 3,087 13,266 363

% 100.0 2.0 18.1 77.7 2.1
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Abortion referendum 2002           N 6,649 563 868 4,227 990

% 100.0 8.5 13.1 63.6 14.9

Nice referendum 2002                 N 5,409 481 481 3,913 532
% 100.0 8.9 8.9 72.4 9.8

Total all elections / refs N     135,130        7,680   51,751    67,899      7,817

%        100.0 5.7        38.3        50.2 5.8

Category a: no official mark;

Category b: no expression of first preference / option marked:

Category c: more than one, or unclear, first preference / option marked;

Category d: writing on ballot paper.

Note: Raw figures are reconstituted from percentages and do not always add precisely.

Source: Department of the Environment and Local Government, nd.

Thus we might, very tentatively, estimate that around half of those whose votes are invalid (those in

category (a), and most of those in category (c)) had intended to cast a valid vote and would be
'rescued' by electronic voting. The other half had not intended to cast a valid vote, but very few of

these (only those in category (d), and perhaps a few in category (c)) were explicitly availing of the

facility to spoil their ballot. The introduction of electronic voting, then, would benefit about half of
these voters and would make no difference to most of the rest, leaving only a small proportion
without an opportunity they would wish to avail of. It is worth noting that the Minister for the

Environment has expressly stated that the system is designed to facilitate those who wish to cast

valid votes, not those who wish to cast invalid votes, and that he does not recognise any 'right' to

cast an invalid ballot.

6 Uncertainty / inconsistency between returning officers

6.1 Paper voting

One of the reasons why recounts throw up different figures from the original count is because votes
that were initially regarded as valid are now declared invalid after being challenged. This highlights
the element of subjective judgement involved in deciding whether a given vote is valid or not. For
example, if a ballot paper contains nothing except a tick beside the name of one candidate, one

returning officer might regard this as a clear expression of the voter's intention while another might

regard it as invalid. Similarly, if the number ' 1 ' overlaps two candidates' boxes, but with 90 per
cent of it in one's box and 10 per cent in another's (or 80-20. 70-30 etc), two returning officers
might form different opinions as to whether the voter's choice was clear. The relevant legislation,

indeed, uses the phrase 'in the opinion of the returning officer", emphasising that an element of

subjective judgement is unavoidable.

6.2 Electronic voting

Electronic voting would remove this source of uncertainty and possible inconsistency, as it is

impossible to cast an invalid vote electronically and hence there is no need for any subjective

judgement.
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7 Transparency and legitimacy

7.1 Paper voting

The process of casting and counting votes is entirely transparent under paper voting. The

whereabouts of the ballot paper from the moment it is placed in the ballot box until the opening of

the ballot boxes is known. As already described, the votes are counted in full view of the public.

The result is a system of casting and counting votes whose legitimacy has never been disputed. No

matter how disappointed any voter or candidate may be by the result of an election or referendum, it

has simply never been suggested that the result was anything other than genuine or that malpractice

was involved in producing the declared result.

While people in Ireland take it for granted that this is the way things are, it should not be forgotten
that the legitimacy of the current system is a very valuable property. Many people who cast their

votes in elections around the world simply do not have this confidence in the way elections are
conducted in their country.

In this context, the role of the 'tallymen' and 'tallywomen', which we mentioned earlier, should not

be overlooked. Because, thanks to their endeavours, we know not just the overall constituency

result but also the figures for individual polling stations (each covering just a few hundred votes),

any malpractice - in the form of an outlandishly high or low vote for a particular candidate in a
particular area - would soon be spotted.

7.2 Electronic voting

Clearly, this is an aspect of electronic voting that has to be carefully considered. It is important that

any such system does not merely satisfy the experts that it is technically sound - it needs also to be
trusted by the voters. At present, we do not have firm evidence on the views of the voters, which

can be obtained only through the kind of carefully designed survey work that has not been

undertaken to date. It is evident that some voters are concerned about this aspect of electronic

voting, but we have no way of telling how widespread or deep these concerns are.

8        Summary

We could summarise the performance of paper and electronic voting on these criteria in the table

below. It is apparent that each type of voting has advantages in certain areas and disadvantages in
others.

Paper Electronic

Malpractice ++ ?

Minor counting errors — ++?

Major counting errors + ++?

Elimination of element of

chance in distribution of surpluses - ++

Provides opportunity to cast blank ++ —

or invalid vote or register protest
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Prevents voter unintentionally - ++

casting invalid vote

Prevents inconsistency in - ++

exercise of subjective judgement

Transparency and legitimacy ++ -?

++ = very good

+ = good

- = poor

- - = very poor

Paper voting is superior in three respects:

1 ) First, the possibility of serious malpractice is known to be extremely low, to the point of

being negligible, under paper voting; it is not known exactly how to evaluate this possibility

under electronic voting;

2) Second, paper voting provides voters with the opportunity to cast an invalid vote, either by

writing something on the ballot paper, by marking the paper in an unclear manner, or by

leaving the paper blank. Under electronic voting the first two options are removed; leaving

the ballot blank can be done, but only in a manner that reveals to the polling clerk the fact

the voter has done this; and

3) Third, the paper voting system has achieved virtually universal legitimacy in the eyes of the

electorate, partly because of the transparency of the voting and counting processes; at

present, at least, it is clear that a significant number of people, whether reasonably or

otherwise, do not fully trust electronic voting.

Electronic voting, too, is superior in three respects.

1 ) First, it provides the opportunity to remove the element of randomness in the distribution of

surplus votes (even though the current plan is to retain this element, in 2004 at least); under

paper voting, this would or will remain;
2) Second, electronic voting prevents a voter unintentionally casting an invalid vote; paper

voting does not; and
3) Third, electronic voting removes the need for returning officers to exercise subjective

judgement in adjudicating on individual ballots papers; paper voting does not.

On the other two criteria, major and minor counting errors, we cannot be certain which method is

better. We know the extent of the problem under paper voting: minor errors are inevitable, but

major errors are virtually impossible. Under electronic voting, if the system works perfectly, both
types of error will be eliminated, and thus electronic voting will be superior on these two criteria.
The difficulty, of course, lies in the question of whether we can be certain that electronic voting will

indeed work perfectly.
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1        Summary of conclusions

The conclusions are:

1. The NEDAP/Powervote system does not provide a full audit trail;

2. The system is not feasibly capable of modification to provide a full audit trail without

unrealistic cost;

3. Consequently, there is no post facto method of validating that the votes stored in the data

cartridge are the same as those entered at the keyboard by the voters;

4. It is possible to independently verify that the votes recorded on cartridges are those uploaded

to the count centre PC; and

5. There are electronic voting systems available which offer a full audit trail.

2        Capabilities of proposed NEDAP system

The NEDAP/Powervote system does not provide any meaningful audit trail. There is a small

printer in the machine, which produces summary and machine status information. Details of the

contents of these printouts are given in the Functional Specification provided by NEDAP. The only

'audit trail' data on the printout is:

• Information to identify the polling station;

• Information to identify the poll;

• The number of activations;
• The number of votes cast (including in the case of multiple elections the number of null votes);

and

• Number of deactivations.

3        Audit trail principles

The concept of an audit trail comes from accounting, but the meaning of the term in electronic

voting is different in one critical respect, which changes the meaning of the term 'audit trail'

entirely.

The purpose of an audit trail in an accounting system is to enable an auditor or authorised party to
trace a transaction from source to destination. With a proper audit trail, it must be possible not only
to explain or reconstruct each figure in key statements such as balance sheets, profit and loss

accounts or cash flow statements, but to follow individual transactions as they progress through the
system. A key feature of the design of such systems is that anonymity is not normally a
requirement. This is not the case in voting where the secrecy of the ballot must be maintained. For

this reason, comparisons that have been made by some commentators equating voting machines
with automatic teller machines (ATMs) are not meaningful as there are several ways that a user of
an ATM can check that a transaction has been accurately recorded and processed (and it will soon

be clear if it has not). This type of audit trail is not, therefore, suitable for a voting machine.
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Where secrecy of individual transactions is required, the only method of providing an audit trail is
at the aggregate level. Since an individual vote cannot be tracked (indeed, must not be traceable),

the only option is to check the overall result. This can only be done by a mechanism that is:

• Visible to the voter;

• Durable;

• Impossible to alter without it being obvious that a change has been made;

• Independently countable; and

• Anonymous.

The only practical medium, which meets these criteria, is paper and the only mechanism by which
an independent audit trail can be established is by voter verification of a paper printout of the ballot
before it is cast and retention of that paper ballot until after the count is complete. There is strong
academic support for this from leading experts in this field. It is a view also endorsed by the Irish

Computer Society in its submission to the Commission as well as by a number of other computer
experts who made submissions.

4        Voter verifiable audit trails

Conceptually, there are four basic ways of providing a paper audit trail. A voting machine could:

1. Scan a conventional ballot paper;

2. Scan a specifically designed machine readable (e.g. a 'lotto' type) ballot paper;

3. Show the voter the completed ballot behind a glass screen before it is cast; and

4. Produce a pre-printed ballot, which is machine read by a device similar to that in a national

lottery machine.

The first of these can work well for a single, first past the post voting system, but is problematic for

a STV system because of potential errors in scanning handwritten numbers.

The second class of machine overcomes some of the problems with the first, but is still liable to

problems with the machine reader if the voter does not fill in the form correctly or, for example,

seeks, by overwriting, to correct an error that they have made.

Both the third and fourth options are good solutions to the problem of audit trail. They enable the

electronic capture of votes and provide a separate and parallel paper ballot, which can be counted

manually or by a separate machine at a later time if necessary. Bar coding can also be used to

reduce errors.

5        Concerns about paper systems

All of these options are more vulnerable to mechanical failure than a purely solid state/electronic

system such as the NEDAP/Powervote system. Specifically, either the printer or scanner can fail.

While these problems are not insurmountable, a system with moving parts is more prone to failure

and more problems can be expected during a poll than with a solid state system such as the

proposed system.
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Some commentators have expressed concerns about the use of printing in electronic systems. These
concerns can be summarised as:

• A matter of principle. Why introduce electronic systems if you are simply going to rely on
paper?

• Problems for voters with disabilities.

The following comment comes from an open letter opposing paper systems signed by
representatives Robert W. Ney and Steny Hoyer of the US House of Representatives and Senators
Mitch McConnell and Christopher J. Dodd of the US Senate summarises the case:

"The proposals mandating a voter-verified paper record would essentially take the most
advanced generations of election technologies and systems available and reduce them to
little more than ballot printers. While such an approach may be one way to address DRE1
security issues, it would, if adopted, likely give rise to numerous adverse unintended

consequences. Most importantly, the proposals requiring a voter-verified paper record
would force voters with disabilities to go back to using ballots that provide neither privacy
nor independence, thereby subverting a hallmark of the HA VA legislation. There must be
voter confidence in the accuracy of an electronic tally. However, the current proposals

would do nothing to ensure greater trust in vote tabulations but would be guaranteed to
impose steep costs on States and localities and introduce new complications into the voting
process."'

In practice, neither of these concerns are difficult to address. In particular, where paper is only used

as a back up system and proper facilities for disabled voters are in place, these are not important
issues.

However, there is an important difference between the United States, where most of the discussion

of voter verified audit trails takes place, and Ireland and that is the complexity of the voting system.

A voter verified audit trail works well in a first-past-the-post election system where there is one

count and every vote is counted. A single transferable voting system using sampling for

distribution of surpluses is quite different. Because of randomisation, a parallel paper count will

almost never give the same result as a machine count due to a mixture of sampling error and the

almost inevitable human errors that occur in any manual system. If, on recounting manually, the

difference between the manual result and the machine result were within the sampling error, what

would this prove?   Furthermore, which would now be the definitive result?

Another potential complication is that paper verification assumes that paper votes will be counted in

some, possibly several, constituencies. What or who determines whether such a count should be

held? Proper infrastructure for such a count might have to be put in place in anticipation of a call or

calls for a manual count. If manual re-counts were to become common, the benefits of the

electronic voting system would be largely negated and the costs would increase enormously.

The case for voter verified audit trail is a powerful one. In particular, it eliminates many of the risks

of electronic voting at a stroke. On the other hand such an approach is not without drawbacks and

is likely to lead to significant difficulties during a complex ballot.

' Direct Recording Electronic
: Source: http://www.jfanow.org/cgi/getli.pl71963
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6        Verified voting machines

The following are machines that claim to offer a form of voter verified voting.

a) Accupoll

This system uses touch screen technology and a printed-paper "Proof of Vote". Ballots are not pre-

printed. Voters verify that the printed ballot reflects their choice of candidates. This is then
deposited in a separate ballot box. If required, paper ballots can be independently checked (Source:
www.accupoll.com).

b) Vote Trakker

This system produces a paper print out after the vote has been cast. According to their own
material:

"After the voter makes their selections on the touch screen, they press the "Cast Ballot"

button. A printout of their choices appears under a protective viewing window. The voter

then can review the paper. They will see their selections for each contest. Also on the top
they will see a header that contains a randomly generated number that does not tie the vote

to their identity. Once the voter leaves the voting machine, a presence sensor sends a signal

to the printer to retract the paper record into the voting machine. There is no intervention
required by a poll worker."

It is not clear what happens if the vote print is not the same as what the voter thought that he/she
had cast (Source: www.aitechnologv.com/votetrakker2/).

c) Populex

While this system uses touch screen technology, a ballot card is printed with readable details and a
bar code. This card is then the official ballot (not the electronic version). According to their web
site:

"... in contrast to most other touch screen voting systems that collect and store the votes

electronically in computers, the Populex™ system prints a tangible paper ballot card. This
ballot card is the official ballot. Each ballot contains a bar code that is scanned to reliably

record and count the votes on election day. The same ballot card is the permanent paper

record that must be available for manual audits..."( Source: www.populex.com/dfb.htm)

d) Truvote

It is not exactly clear from the material available how this system works in practice. It does

produce a voter verifiable printout, but does not say what is done with this. A noteworthy feature of
this machine is that it enables voters to write in candidates using a touch screen keyboard (Source:
www .truvote. com ).
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6.1       Some other technologies of interest

a) Automark

This system uses scanning technology to fill in a pre-printed ballot paper, which is then cast in a

normal ballot box. It is designed to help voters with disabilities

(Source: www.vogueelection.com/products_automark.html).

b) VH-VHTi

This is a sophisticated system that uses cryptographic techniques to guarantee privacy in the ballot.
It includes a facility not only to use a paper verified ballot but also, later to check on-line that the
vote was recorded correctly. This seems unnecessarily complex for Irish elections (Source:

www.votehere.net/vhti/documentation/VH_VHTi_Overview.pdf)-

c) Vreceipt Technology

This is currently a concept rather than a product. It uses ideas from cryptography to produce a
highly verifiable system where not only is there a paper ballot kept, but the voter also gets a receipt.
While this system looks interesting, the degree of complexity involved seems out of proportion to

the need.
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No. Name ofperson(s)

or body

Main Points

Patrick O'Beirne IT professionals know that only a voter verified audit trail can

check accuracy_

Charles Flanagan Should not publish tallies, which would infringe secrecy

Ann Burns Supports e-voting but wants a provision to spoil the vote

Roy Madden All computer system have faults and the only way to check

accuracy is with an independent audit trail

No    indications   of   a    comprehensive    independent   risk

assessment

Testing only on subsections of the system

Needs to be built according to secure software development

guidelines (as in NASA), not in home PC environment

Software certified in tests not necessarily the same as the

software used in actual election

Is there an audit trail of changes to the software - which is

critical

David Bateman No software can be 100% tested

Software tested against accidental malfunction not deliberate

manipulation

Software malfunctions can show up after several years

Parts of the whole system are continuously upgraded - then

everything   needs   retesting   (NASA   kept    1960s   shuttle

computers for this reason)

Every upgrade introduces new risks_

Dr. Roy H W

Johnston

Easy to manipulate any system, so paper trail is essential

Need to use Gregory method for surplus transfers_

Francis Butler Need voter verified paper trail

Alan Jones Anti e-voting message supplemented by a large number of

attachments. All are on e-voting (mostly in the US)_

10

John McGinley

Jim Harding

Objections based on secrecy of the ballot that would apply also

to paper voting (if a candidate gets zero first preferences, then

s/he knows that no voter voted for him/her, and knows your

ballot in this sense)

Objections to releasing tally data_

Blank/spoiled ballots will be obvious to poll clerk

John Fintan

Fitzgerald

Was a voter who had a problem registering an e-vote in Dublin
South in the 2002 referendum: The vote was initially not
registered and nobody noticed this until the voter drew it to
their attention

From long experience of IT - need a parallel run with a paper
trail to validate system_

Michael and Ethna

Viney

As daily computer users, feel that paper trail is only way to
validate system_
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No. Name ofperson(s)

or body

P.M. Boyle

Main Points

Commission not independent since appointed by Government

Commission should make research results available before a
decision is made

Commission has insufficient time to make a decision
14 Ben Cranks Software should be open source

Frank Mason Software should be open source

Potential for manipulating program

Need referendum to change to e-voting

No constitutional right to spoil a vote
16 Brendan Farrell Cites US research showing problems with no paper trail

Onus on Government to prove system safe_

Tommy Weir Cites problems in Florida 2004 with e-voting

Paper trail the only defence against manipulation

Kiernan Burke Cites problems in Napa with one of the e-voting machines,

causing a recount

Hence need for paper trail_

Tom Coughlan Cites need for paper trail, given f 10.000.000 electricity bills

20 Tom

O'Seitheacháin
Cites need for paper trail, will spoil vote otherwise

_21_

22

Kiernan Burke Cites US research on problems with e-voting

Géraldine Bird Argues  need  for paper trail

election

citing  last  US  presidential

23 Micheal Mac

Biorthagra

Fears votes could be reconstructed from voting order

24

25

Aidan O'Hara Generally opposed to the use of machines to count votes

John Burke No way of voter knowing that actual vote is recorded

Fears for secrecy of the ballot

Mistakes by poll clerks could compromise result

Fear for effect of power failure at a busy time_

26 George Mullan Argues for paper trail - a machine readable paper vote

_27_

28

29

Bobby Carty Argues election could be disrupted if more than 40 candidates

Thomas Long Fears mistake in transcribing postal vote into electronic system

Blank/spoilt vote will be visible to poll clerk because of need

to reset machine   _

Yvonne S lattery

30 Stephen Geraghty Argues for paper trail

31

IT

Fergal Shevlin The only way to test the accuracy of the system is to have a

parallel paper trail

33

Milo Doyle

Donal

O'Callaghan

Main issue, need for paper audit trail

Secondary issue, software should be open source for public

inspection

Asks whether there have been final tests of system actually to

be used

Asks about protection of memory modules from corruption
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No. Name of person(s)

or body

Main Points

34 Antoin O

Lachmain

Argues he cannot make proper submission without unavailable

technical documentation, source code, test results, operational

manuals, contracts with suppliers which he asks the

Commission to provide_

35 Kieran O'Sullivan Argues for Lotto-style paper trail

Argues for extension to internet voting

36

~3T

Paul Donnelly Citing Florida, argues for paper trail

Argues that source code can be rigged from the inside

John Timmons Argues for open source code

Argues for paper audit trail

Philip Newton Unqualified support for new system - "there will be teething

problems that I am sure will be ironed out, we should all give

it a chance"

39 David Algeo Argument that the present system has not been sufficiently

tested:

o   Once    it    has    been    "tailored"    to    a    particular

constituency/election;

o   To ensure that all votes cast are included in the count;

and

o   To show that there is no need for a paper audit trail,

when this is usual in such applications

Assumes that the decision to dispense with an audit trail arises

from   the   unreliability   of   hand   counting,   so   that   the

Government prefers an uncontested result to an audited one

40 Pat O'Flaherty Supports introduction of e-voting, to achieve greater accuracy

BUT argues for parallel elections with audit trail to test

accuracy_

41 Peter Barrett Wants assurances that source code will be available and

specific Irish modules rigorously tested

Wants information on security against manipulation

Asks about EU endorsement of the use of chosen system for

European Parliament elections_

42 Mark Wakefield "testing will not reveal whether there is an electronic 'back

door' which would allow the system to be subverted in the

future"

System can be manipulated

Lack of paper audit trail_

43 Paul Casey Commission Report should set out the people, processes that

will ensure secrecy and accuracy

Plus a statement of how results will be audited

Plus full technical evaluation of what is inside the various

"black boxes" of the system_

44

^45~

Raymond

McCarthy
Cites risks of error, failure and manipulation

Dáire Mag Cuill No computer system is 100% dependable
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No. Name of person (s)
or body

Main Points

Therefore need paper trail

Feels it may be technically possible to "bug" machines and

read people's votes_

46 John Morrison Need for a Total Quality Audit Panel for the system

Some suggestions on security_
47

~48~

Kieman Burke •    Information  on  the   UK   Institute   for   Information   Policy

Research

Sean Shelly • "Sceptical that any machine is 100% reliable 100% of the
time"

• Thus would like audit trail
49 Need a referendum to introduce e-voting, excluding non-

nationals

50 Donal Kelly "it is not realistically possible to test the software to 100%

coverage. This means that with the chosen system there will be

thousands of lines of code [about] which nobody can

accurately say what these lines of code do"

51 John Re id All electronic equipment ultimately fails - thus 100% accuracy

impossible to achieve_

52 Michael Farrell Audible   beeps   when   pressing   buttons   meant  that   people

outside can hear when voter is making errors - violating

secrecy

No sense of security that vote cast was vote recorded_

53 Michael
Prendergast

No problem with the current paper system

2002 tests of e-voting not relevant, given subsequent software

upgrades

No parallel running of electronic and hand counted systems

Too little time for public to make submissions to Commission

Commission   terms   of   reference   should   have   included

"security"

No external validation of results

Transfer of ballot modules more vulnerable to breaches of vote

secrecy than that of ballot boxes_

54 Meg Dunne How will the system work for blind voters?

Will they be able to try it out in advance?

55 Andrew Ogle Proposed system no improvement on present one

Given public concerns about new system - forcing it through

will increase public distrust of Government_

56 Tommy Broughan,

T.D.

"Grave concerns that the key which gives polling staff access

to sensitive features on the machine is easily copied and could

be abused"

Without paper audit trail, no security that system has not been

accidentally or deliberately corrupted

Possibility of wiping the backup cartridge

"a transparent hard copy of each person's vote is critical"_
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No. Name ofperson(s)

or body

Main Points

57 Gerard Lardner Need for voter verified audit trail - with specific suggestions
for implementation

Need for visible tamper-proofing of voting machines

Need for "demonstrably adequate" protection against double

voting_

58 A. Leavy Need paper verification of each vote - paper audit trail

59 Cllr. Niamh
Bhreathnach

Should advise the Government to "hasten slowly", given the

need for public trust

Constituents (older people and IT professionals) have told her

they will not vote if the proposed system is introduced_

60 Donal

O'Callaghan
Generally favours electronic voting

Objects to proposed system because -

o   No verification that vote cast is vote recorded, given

lack of paper trail

o   Security problems with transfer from data cartridge to

counting computer

o   Computer counting process prone to unintended error

or deliberate manipulation

Thus there is a need for a paper audit trail - else roll out of the

proposed system should be deferred

Cites best practice in banking

Suggests adding "none of the above" to get around non-

secrecy of blank ballot

Problems with queues for machines at peak times_

61 Rory Donegan Need for a full risk assessment of the system since

Every system can be interfered with

Thus need till roll style audit trail_

Need a paper audit trail

Suggests paper voting with votes manually input at counting

centre

62 Liam J. McMullin

63 Dermot Dunnion Advocates a voter-verified paper audit trail OR

A detailed series of security criteria which should be applied in

any testing of the chosen system, including

o   Independent check by three independent third parties of

the final system deployed - down to binary code level

o   Verification on the day of the poll that all hardware and

software are the versions certified

o   Detailed security checks, risk assessment on possibility

of modifying all programs and data

Without these checks, a verified paper trail should be used

64 David O'Higgins Voters need a receipt with a unique transaction number, so that

they can check their vote was counted (like ATM receipts)

System needs transparent audit trail

Could not recommend a client to install anything like the

proposed system_
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No.

~65~

Name of person(s)

or body

Main Points

Dr. Michael Purser Technical information needed to make informed comments is

not available to citizens

Concerns about secrecy - is vote data encrypted for transfer.

since this is when it is vulnerable

No way for voter to check his/her vote has been recorded and

counted correctly

Apparent "Glaring defects" in current system include:

o   The need for a voter-verifiable paper audit trail

o   The fact that there has been no parallel running between

the old and new systems

"This is unheard of in any serious situation"_

66

~67~

Pat Kearney Objects, in the name of democracy, to lack of opportunity to

spoil vote under e-voting_

P.J. Kerr Suggests security would be enhanced by satellite tracking of

each ballot module en route to the count centre

Suggest taking simultaneous copy of vote data on CD ROM

before it leaves polling station - to be transported by different

route and reconciled with ballot module at count centre

68 The Labour Party Begins with a summary of the history of evoting in Ireland to

date (sections 2 and 3), and description of the overall system

Section 4 puts the case strongly for a voter-verifiable audit trail

(WAT), on the grounds both of unintended software or

hardware failure, and tampering. Without this, the proposed

system should not be used. Takes explicit account of the

problem in matching hand and computer counts, given the

randomisation of ballot selection on surplus distribution, and

suggests a solution

Criticises lack of integrated end-to-end testing of system, as

opposed to tests of constituent parts, and notes that "random

mix" aspect of software was disabled for ERS testing. Thus

"the election management software, as it will operate in a real

election count, has not been tested"

Criticises lack of formal methods in developing software -

essential for safety-critical applications. As a result, suggests

that source code must be published, to allow open public

review

Discusses possible  tampering  opportunities  and  concludes

there is insufficient security associated with:

o   Access to count centre PCs

o   Verification that software installation on PCs and voting

machines is the tested version and

o   Purchase of ballot modules

Concludes with the "key recommendation" for a voter verified

audit trail

For an independent body to take audit and supervisory role and
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For "full statistical analysis" and integrated end-to-end tests

before any system is implemented

69 Timothy J. Lane Feels that the c.1400 test cases used by ERS in published

reports is far too few. Was there automated checking of

results?

Need  for continuous  retesting  when  ANY  aspect of the
system/software is changed - given interaction effects that

often arise

Has it been checked that the system is easy to understand by
all types of people?

Need for voter verifiable audit trail

Once finally tested, a "golden copy" of the program is given to
the electoral authority and that this, and only this, tested
version is used on the day. "It is important that this copy is not

left in the control of the vendor"

For a given  election,  run  time  software  (RTS) must  be

customised for the machine. An encrypted unique security

code should be embedded in each version of the RTS - to

allow software to be unlocked on the morning of the poll by a

returning officer opening a PIN code in a sealed envelope

The same security routines should be used for the count

software

70 Conor Lennon Argues for open source software, if accuracy is to be checked

comprehensively_

71

72

John Horan Argues need for "none-of-the-above" voting option

Ingrid Masterson Argues that use of system in other countries is no valid test

because they use different voting systems and that e-voting is a

waste of money _      _

73 James Dillon-

Kelly
"None of the voters I dealt with expressed any anxiety about

the security of the system, indeed most embraced it with

enthusiasm"

74 John Morahan A technical critique of the code and architecture reviews of the

proposed  system,  which  "contain  many   inaccuracies  and

frequently contradict themselves and each other. They reveal

serious flaws in the system, and gloss over them, excuse them,

or even fail to mention them entirely." Specific problems

include:

o   insecure password protection and lack of encryption in

Microsoft Access database

o   "virtually no exception handling anywhere in the system

code" which "may well lead to the miscounting of votes"

o   on pseudo-randomisation for mixing votes, the seed comes

of the system clock, which changes 18 times/second - "this

seed may be easily reproduced by observing the exact time
when the randomize function is called."
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the original (vote machine generated) voter number is retained

by the software even after the pseudorandom mixing of votes -

this negates the entire purpose of randomising to conceal voter

identity

no serious review of the Borland Delphi and TurboPower

AsynchPro development environments in which the program

was developed_

75 Brendan Magee Need for an audit trail to allow the voter to be confident that

the vote has been recorded correctly - citing paper copies of

bank documents

76 Michael Malone "This Commission was formed by those who hold our fragile

democracy in contempt"

"In systems of vital importance there must always be an

indisputable master record that can be referred to in times of

need. In this case there must be a paper record of each vote

cast."

Urges Commission members to resign, given  its restricted

terms of reference

77 Cllr. Michael
Colreavy

People  with  poor eyesight  and  technophobes  will  require

assistance with voting, thus compromising secrecy

Traceable paper audit trail

"Testing cannot be adequately carried out without a verifiable

(by voter) parallel paper system"

Has system been field tested for effects of power outages and

hardware/software failures?

78 Michael Burke In favour - voted electronically in Meath 2002

But need paper trail

Need Gregory method

Need "none of the above" system

Should not limit number of candidates

79 Dr. Don Mac

Au ley

Need to allow spoilt vote

"find it incomprehensible why the Government would adopt a

system with no verifiable written record for such a crucial

transaction"

Apprehensive about the effect of viruses and computer crashes

80 Paul Donnelly Cites personal correspondence with Minister and provides a

number of attachments, essentially dealing with the need for a

paper audit trail_

81 Michael Tierney • Cannot be assured of accuracy without publication of source

code

• Verification of accuracy requires parallel running of paper and

electronic systems for three elections_

82 Brian Mathews Secrecy

The secrecy of postal ballots is compromised in comparison to

the current system. Currently, postal votes are mixed with the
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others before counting. In the proposed system, someone will

need to input postal votes at the count centre. When there are

few postal votes for a given count centre, postal voters will

have diminished secrecy of ballot

• Concerns about pseudorandom storage of data on ballot

module. Does the write to the ballot module have a sequence

identifier? Does it have a time stamp? Is the randomizing

algorithm used resistant to attack? etc.

Accuracy

• The chosen system is an example of a "black box" voting

system - "the voter makes an entry at one side of the box and

eventually a result is presented at the other side". Argues that

there is no way of verifying the accuracy of a particular black

box election - referring the Commission to

www.blackboxvoting.com

Testing:

• "In any non-trivial system, testing can never verify the absence

of bugs"

• "No mission critical system is ever installed without a period

of parallel running" - in June 2004 this will mean that there
will be "absolutely no method of verifying that the results are
actually correct"

• "Any tests performed on software are instantly negated once

an update is made to that software. The system software has

been through several dozen releases"

• "Therefore any claims made that the software has already been

tested in the last General election are spurious. Whatever
software ran then is long gone"

• "If the software has required so many changes since the last

general election, how accurate were the results it presented in
that election?"

• Field-testing in other countries is no help. "It is simply

ludicrous for Government spokespersons to claim that, because

one piece of software runs in one country, that a totally
different piece of software will run in another country" and

• System has never been tested for simultaneous multiple ballot
papers - as will happen in June 2004

Conclusion

"The proposed system is essentially untested and non-verifiable ... the
system should not be used as proposed."

• Objects to system because it is a "black box" system with no
voter verification

• Does  not   support   "so-called"   voter  verifiable   audit  trail
because of:

o   Frequent printer failures

_o   Someone smart enough to tamper with the system

83 Liam Caffrey
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could outsmart the audit

Thus argues that ALL electronic systems are flawed and paper
voting should be retained__^^

84 Frank Butler Suggests a thorough examination of the computer program

Need paper audit trail

Has complete confidence in the Commission_

85 Roscommon

County Council

Resolution passed 22 March 2004:

"That Roscommon County Council call on the Minister for

the Environment, Heritage & Local Government, Mr. Martin

Cullen, and the Commission on Electronic Voting, to ensure

that no Electronic Voting takes place until a paper trail/record

is put in place"_

86 Frank Flanagan,

Michael Ryan and

Seamus Farrell

Proponents of eventual e-voting, but not of the present system

Cite UN Covenant on Civil and Political Rights (Art. 25) - on
matters such as votes being counted in the presence of the

candidates, independent scrutiny of voting and counting -

which they argue the chosen system will violate

Oppose use of proprietary software, given need to program

complex rules and then convert these into machine code

Oppose lack of audit trail

"scant  regard  paid to the  established methods  of testing

random number generators"

Advocate open source code

Advocate careful risk analysis, given impossibility of building

perfect hardware and software

Advocate "two completely separate counting systems with no

shared codes"

Advocate parallel running in the short term_

87 Paul Holden Proposed system "transfers power from the ordinary citizen to

the technocrat"

All software contains errors

"Business systems are typically run in parallel with manual

and/or earlier functioning systems"

Voter-verifiable audit trail may be of some help, but full

solution only in full paper recount, which destroys rationale for

the new system

Voter-verifiable audit trail "is included in the draft IEEE
Standard for Voting Equipment (IEEE Standard PI583)" -

chosen system thus fails this standard

Criticises ERS tests as incomplete since ERS admit freely that

they did not do an "analysis of the algorithms to the required

depth"

"A system that has been subject to incomplete testing would

not be used in any critical situation by responsible people"
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Frank Nuttall Need paper trail because "I am quite sure that ... people at the

moment are puzzling over how to steal or alter the results..."

89 Malachy Murphy Software never 100% reliable

To test software, we need to match "known inputs" with

"known   outputs",   comparing   the   known   outputs   with

"expected outputs" and assuming a fault when they do not

match

This cannot be done with the chosen system because there are

no independent estimates of expected outputs, against which to

measure known outputs

The system is therefore inappropriate_
90 Celia Kehoe The electronic system "is far too complex for most voters to

have any understanding of how it works"

There is no verifiable trail

Interference with computer data seems to be very easy to do

UN monitoring of elections insists on paper ballots

Thus need verifiable paper audit trail_
91 Irish   Citizens   for

Trustworthy

Evoting

Introduction:

• "Chosen system has a fundamental design flaw; it has no

mechanism to verify that votes are recorded accurately in the

practical setting of an election" (Abstract)

• "Central to our concerns about the system is the absence of a

voter-verified audit trail (WAT)". Without this, we cannot

verify the system in a way that is independent of the system
itself. This lack alone "is a critical design flaw and is sufficient

to render any such electronic voting system untrustworthy, and
its accuracy unknowable"

• Also concerned that the system has only been tested in parts,
but not as a whole

Section 2.1:

• Statement of the need for voter verification
Section 2.2:

• Statement of the fact that all computer software contains bugs,

and the chosen system has 220,000 lines of code written by
two people

• Argument that the "one giant program" approach is seriously
flawed

• Criticises use of Object Pascal language for a safety-critical
system

• Criticises use of Microsoft Access

• All hardware vulnerable to malfunction

• Voting machines open to tampering - most likely by
reprogramming EPROM chips in machines

• "Without voter verification, the system cannot be trusted to do

_what it is supposed to do; rather, it will do exactly what it is
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programmed to do, whatever that is"

• Backup modules not very useful - they are only used at close

of poll, and would copy any faults arising during the day

• Well funded organisations have the incentive and ability to

tamper

• The security seals are vulnerable - and voting

machines/modules must be protected 365 days/year, unlike

ballot boxes

Section 2.3

• Ballot modules replace ballot boxes and "it seems remarkable

that in light of this major difference between the systems, more

information and detail on the handling of the ballot modules is

not available"

• Easy to construct a device for reading a ballot module and

changing its contents

• Could adapt a virus to attack a Microsoft Access database

Section 2.4

• Could tamper with counting software using customised virus

(which would not be detected by anti-virus software)

Section 2.5

• Chosen system is secret - not subject to peer review

Section 3

• Votes not stored truly randomly on the ballot module

• Can't cast a secret null vote

• Can't convince voters that the votes are stored randomly on

the ballot module

Section 4: Testing

• ERS estimate of 1:1000 - 1:10,000 risk not scientifically based

• Nathean code review not equipped to deal with the bulk of the

program - which is in Dutch. Nonetheless gave a clean bill of

health to sections they may well not have understood

• No test report has looked at the overall security of the system,

rather than that of its component parts

• System as used previously in Ireland is not the same as the

system to be used in June 2004 - especially with multiple polls

and new count software

• No testing of machine code; there is machine code in the

system that does not match the source code, and it is possible

to attack a system at machine code level (undetectable in a

source code review)

Conclusions

The bottom line argument is that there are many possible sources of

failure and fraud and, however remote these possibilities are, many of

them would pass undetected without independent voter verification.

The proposed system manifestly does not have independent voter
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verification and it is therefore argued that it is unsafe to approve it

92 William Grogan "e Voting ... is intended to get rid of paper production, storage

and counting. To incorporate this into the solution is obviously

ridiculous. Talk about buying a dog and barking yourself!"

Rejects right to spoil a vote, accepting Minister's argument

that "the purpose of an election is to elect a government"

The flawed argument for a voter "window" to see the printed

vote

o The "complete flaw in this argument" is that "if

someone goes to the trouble of writing a program to

corrupt the vote then they will obviously have to make
the program print the ballot to look the same as what

the voter entered. However the corrupt program can

still store a different vote in the DRE's memory. A bug

could do exactly the same thing. The voter therefore is

not guaranteed that what he entered is what is stored."
o   WAT involves just testing a random sample - "This

in itself is just another test"

o   WAT  involves storing the  data  in two places -

inevitable paper and electronic votes will not tally

perfectly   -       "paper   can   jam,   there   are   small
probabilities that an electronic vote will get lost". "No

voting mechanism that records the votes in two places

can have zero discrepancies." "What do we do then? ...

do we count the lot? Is the election declared null?"
"All systems are imperfect ... but computer systems are orders

of magnitude more accurate than manual systems"

Points to inaccuracies in the manual system - arising from

miscounted votes, interpretation of ambiguous ballots, etc.

Argues that pro WAT lobby is anti eVoting

"The actual collection and counting of votes is a very trivial
computer problem,  far simpler than  even the most basic
accounts package"

Discounts most of the stories of eVoting failures as either
wrong or as being in trivial elections (school boards, etc)
"where security would be very light" - thus claims most
stories of equipment failure are exaggerated

Criticises WAT method in practice, mainly because of
problems with printing equipment

"Academic researchers correctly point out that computer

systems are not perfect ... I then think they get carried away
and forget that in the real world, imperfect systems must be
used."

93 Tom Fennelly Copy of email to Taoiseach

The   proposed   system   does   not   include   a   secure   vote
verification facility_
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This is not improved by the fact that other governments have

used it

The process of testing software provides no guarantees

The only answer is a secure paper vote verification facility

"Simply    making    something    faster    doesn't    constitute

improvement or progress if you destroy every other quality"

94 Christopher

Murray

Support eVoting, BUT

Should  have  got  rid  of the  random  element   in   surplus

distribution
Should have paper vote verification - with a parallel hand

count in a random sample of constituencies

Should not modify system at this late stage to allow spoiled

vote; this could not be tested

Will refuse to vote if the proposed system is used, because no

guarantee vote will be correctly credited_

95 Michael
Monaghan

Voter cannot verify the accuracy of the recorded vote

Many   examples   of hardware   and   software   failure   when

eVoting used in other counties - people presumably also

thought these were accurate and secret when they introduced

them

96 Dr. Dervilla

McKeith
Opposes "black box" voting system

No way of verifying how a vote is recorded

No guarantee that all voting machines will work in exactly the

same way

"Each voter gets a numbered ticket and the number of the

ticket is entered in the register alongside the voter's name" -

compromises the secrecy of the ballot

Why was no proper parallel run carried out?

What are the mechanisms for certifying any changes in the

code?

Microsoft   Access   is   not   suitable   for   large   databases  -

Windows not robust

Therefore need voter verifiable audit trail

97 Jason Kitcat Submits two papers

Author spent 3 years trying to develop a free internet voting

system, before concluding electronic voting far too risky for

public elections

"Voting is a uniquely difficult computer science problem

because votes must be anonymous"

Malicious or accidental changes will be hard to detect

The author co-wrote and launched the European resolution for

voter verifiability

The best example is the paper trail

Cites many websites on relevant matters

Concludes the chosen "black  box" system  should not be
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introduced

Second  paper  reports  on   British   Electoral   Commission's

evaluation of pilot studies_

98 Powervote Ireland

Ltd.

Their experience spans 15 years, they have accumulated a lot

of knowledge in this field

Their system is used in a number of countries, millions of

votes have been counted and 500,000 hours of accumulated

system use have been completed successfully

The   Irish   implementation   was   subjected   to   significant
independent tests, the results of which are available

Voters vote secretly and votes are stored randomly

Test results  show the  system  "functions  exactly as  it is

supposed to"

The independent test institute PTB conducted detailed tests of

the voting machine

Calls for a voter verifiable paper audit trail WPAT emanate
from the USA, where different types of machine are used

The US  Congress  "have recently received documentation"

which has examined the situation "and determines that if

machines are to be used they should meet all requirements

without the need to produce a WPAT. We applaud this on the

basis that... our machine does not require the use of a WPAT

to prove its accuracy"

"PTB approval was granted for this specific version of the

voting machine. We are not permitted to make any changes or

alterations to this without consulting PTB and our customer."

"A new version of the election management software is issued

prior to each poll. A certified copy of any new version would

be supplied to an independent organisation appointed by the

Department"

"A major reason for the success of our system is its simplicity

and ease of use"

"Microsoft and its associated Access database have been used

as part of the system in Germany, France, UK and Ireland

without incident"

"The source code for the voting machine and the election

management software has been fully tested and approved

within the project"

"Our system assures the secrecy and accuracy of the poll, if we

had any doubts as an expert supplier we would withdraw"

99 Ciaran Finn The system does not provide any audit trail

It is inevitable that at some time in the future allegations of

misuse or abuse will arise - how can these be resolved without

an audit trail?

No serious risk assessment has been carried out, which is
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standard practice in such cases

Criticises inadequate testing for such a critical system

Argues for right to spoil vote_
100 Shane Hogan Co-author with Robert Cochran of Labour Party submission

Must have Voter Verified Audit Trail

Necessary to check against tampering or file corruption

Alert, as  in Labour Party submission, to random surplus

distribution issues with WAT, and offers solutions

Evoting must be SEEN to be accurate

Blank voters must reveal themselves, breaching secrecy of the

ballot

Published voting data breaches secrecy - a person "buying"

first preference votes could give each voter being bribed a

distinctive    "signature"    sequence    for   their    low-ranking

preferences, and pay off each if this was observed in published
poll data

There has been no real end-to-end testing - only testing of

individual parts of the system

Randomisation feature in election management software not

tested

There are no well-documented security procedures dealing

with access to count centre PCs, verification of software in

voting machines and count PCs, password policies, etc._
101 John Kennedy Need open source for all software used, including Microsoft

and Borland

Need full publication for all technical specifications

These are needed to assess accuracy

Cannot test for all scenarios

Therefore proposes a specific (quite complicated) paper trail
system_

102 Irish Computer

Society

"..the proposed system contains a fundamental design flaw

which renders it unfit for use in elections and referenda,

namely   that    it   does   not    incorporate    any    means   to

independently verify the results it produces"

"We   have   deliberately   not   addressed   the   possibility   of

malicious  attempts to tamper  with the  voting  system   ...
because the provision of a means to audit election results for

system error would be sufficient to detect and deter attempted

fraud"
"This submission is based on a fundamental observation over
more than thirty years of computing - that no amount of

testing and/or review is sufficient to guarantee that any given

computer system has no operational failure modes undetected

by test, but discoverable in use"

Testing can show the presence of bugs, but never their absence
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• The chosen system has c200,000 lines of code; given industry

standard figures, this implies a minimum of 10 serious system

failures during the lifespan of the program

• Hardware failures are inevitable - "it would be naïve to

assume that computer hardware failures will always be

obvious"

• It may take years for some potential system failures to occur

• "The conclusion is inescapable that there is every possibility

that undetected error, either in the voting machines used in

polling stations or those in the count centre, may erroneously

affect the outcome of Irish elections and referenda, unless

there is some means of independently verifying their

function.... It is our contention that for these reasons, any

electronic voting system must include a paper-based voter

verified audit trail"
• Need for random checking of constituency results with paper

hand count

• "After-the-fact printing of the ballots recorded

electronically...is not a substitute for such an audit trail"

• Problem of catastrophic failure of a ballot module in machine

before this is backed up at close of poll

• Problem with secret abstention

Conclusions:

"It is the unanimous view of the electronic voting committee of

the Irish Computer Society that under no circumstances
whatsoever should any electronic voting system be implemented

which does not include a verified audit trail."

103 Donal Cullen Can design good software but,

Every computer system subject to some level of uncertainty
and potential for abuse, thus

Need paper trail_

104 Cllr. Austin Berry Will have to be shown how to use the machine and the person
showing him will know how he voted

Loss of secrecy  for postal  ballots as these are input by
someone else

105 Dr. Kevin Farrell Commission    should    have    included    Ombudsman    and

Comptroller and Auditor General

Deadline for public submissions too short - no time for Fol

requests to Government

Can't judge secrecy and accuracy unless source code is public

System should be developed on open source platform such as
Linux - as in Australia

Need voter verifiable paper audit trail_

106 'At What Cost?" Cannot make full submission without source code

Need voter verifiable paper audit trail_
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Secrecy of spoilt/blank ballot compromised
107 Edith Wynne Stresses need for a paper audit trail
108 Timothy Murphy Not a member of ICTE, but endorses their view on voter

verifiable paper audit trail____
109 John Lambe The argument in favour of a WAT is not that all votes need to

be counted both ways, but that spot checks of voter-verified

paper records are the only way to verify the accuracy of the

system

States that the Irish implementation is worse than that in the

Netherlands because in the latter case "each machine prints its

results in the polling station after the election". The result is

that tampering has to be done on a machine by machine basis,

whereas in Ireland, tampering only necessary with the count

computer - which is less secure, since media such as CD

ROMs, USB flash drives, etc. can be inserted into it

Draws attention to a US-manufactured e-voting machine that

produces a WAT

Argues that the checks in the Irish system only amount to the

system checking itself, which is not independent audit

Draws   attention   to   the   fact   that   votes   are   NOT   stored

completely randomly in the ballot module, cross-referencing

the ICTE submission - potentially violating secrecy of the

ballot

Draws attention to the fact that blank votes are not secret

The main area in this submission not considered elsewhere is

an extensive review of the potential for attacks on the system -

mainly with the assistance of corrupt insiders, who could be at

quite a junior level

Argues that existing tests cannot convincingly deal with what

would happen in the event of these attacks - since tests mainly

deal with unintended faults, not intended manipulation

Argues that most of these attacks would be rendered easier to

detect, and thus less likely, with a WAT

Sets out a detailed suggestion for system for implementing a

WAT

110 Department of the

Environment,

Heritage and Local

Government

The product comes from a very reliable company whose

reputation is excellent, and so we should expect their work in

Ireland to be equally sound

The system has been adequately tested. Very extensive testing

of the system has been done, by a variety of agencies and that,

at some point, the testing has to stop. This point has now been

reached. PTB, Nathean and ERS have all reviewed different

aspects of the system, which has also been pilot tested in

elections in Ireland, and in trial runs by Department officials

The new system is secure. Officials have been well trained in
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its use, and procedures have been laid down to safeguard the

process of the election at all points. The Department points out
that no officials have been involved in ballot fraud to date, and
that there is no reason to expect this to start now

• A WPAT is inappropriate, as well as being costly, and has
been abandoned in places (such as Brazil) that have introduced
it. The key points here are:

o That printers will malfunction far more often than the

ballot machines will and so the voting process will be
less smooth; the paper printout may also be less

accurate that the electronic record

o Many voters will falsely claim the paper record is
inaccurate - whether for innocent or malicious reasons

- and this will slow up the vote
o Because currently a vote once cast cannot be deleted a

WPAT would also necessitate substantial change in

the voting software to delay the saving of the vote in
the ballot module until it had been validated by the

voter

o There would be too many requests for complete

recounts using the paper ballots

• The old system is not perfect. It is flawed because too many

ballots were spoiled inadvertently and because of the time

taken to count those preferences

• Public satisfaction with electronic voting was substantial. An

MRBI survey of those using the machines in the 2002 general

election found that voters thought it easy to use and, by a ratio

of 7:1, preferable to the paper ballot

In its essentials, the case FOR the electronic voting system is that the

standards set by its critics are inappropriately high and that they

ignore the obvious flaws in the current system that the new system

will address. The huge expense that would be required to meet

demands for more expensive testing, or a WPAT, would not be

justifiable and would not improve the system at all, but might well

reduce its efficiency_

111

112

Dennis Jennings Argues the "absolute necessity" of a voter verified audit trail

Meadhbh
Piskorska

Short submission arguing that citizens have insufficient

information on the proposed system to make a judgment and

therefore she cannot have any confidence in it_

113 David Campbell Argues that the accuracy of the system cannot be tested until it

is made available on open source platform such as LINUX

Argues the ERS  black box testing of the system cannot

preclude "sleeper" viruses that will activate at a later date

114 Joe McCarthy One of the main arguments is that the set of tests that have
been carried out are not relevant, because the system is a

"moving target", with continual software upgrades - thus the
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"certified" system is not the actual system that would be used

in June 2004.
o   "The Department and its reviewers do not yet have a

stable version of the system"

o "There is a continuous stream of releases of the

election management software ... After it has been

stabilised how does the Department guarantee that the

version of the compiled software delivered is actually

the version of the source code as reviewed and tested?"

• There is an argument that the Department has not deployed a

well-structured and coherent testing strategy, relying on

piecemeal tests of individual parts of the system, with no

clearly specified test criteria

• There is an argument that there is no evidence of explicit

awareness in the commissioning Department of industry

standard secure coding methods

• On testing of voting machine, there is an argument that some

results of the PTB tests were changed between the first and

second reports, after consultations with the Department

• On testing of the count software, the point is made that the

versions tested would not be those used in June 2004

• On the source code tests, the following points are made:

o   Only the Ireland specific c70, 000 lines of code were

reviewed, the remaining c 150, 000 lines - some of it in

Dutch - was not

o   Not all of the Irish code was reviewed because it was

not available in final form at the time of the review

o   The manufacturers have no other client for an STV

election, thus the Ireland-specific code is being written

for the first time
o   An out of date and unsupported version of Microsoft

Access (Access 97) would be used in June 2004

• Generally criticises black box testing of the count module

without the source code as incomplete

• Argues in detail that many of the issues raised in the Zerflow

report have not in fact been addressed (including inadvertent

deletion of the backup module, and the need for an audit trail)

• Argues that pilots in Ireland and full elections in the

Netherlands and Germany are irrelevant, since different voting

machines and different software would be used in Ireland in

June 2004
• States that, it would be easy to set up the chosen system as in

Germany, to allow blank votes that do not force the voter to

reveal his/her identity

Attaches substantial supporting material, including a long list of

questions to the Department, and the Department's responses_
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No. Name of person (s)

or body

Main Points

115 Aengus Lawlor From a Nice referendum e-voter, arguing that the system did

not properly record spoilt votes

And raising the issue of the secrecy of blank ballots

116 Karen Devine Submission on the right to abstain and the right to cast a "non-

of-the-above" vote, which are distinguished

A blank vote must be made known to the poll clerk who must

then reset the machine, violating the secrecy of the ballot

Thus the secrecy of the casting of a blank vote is compromised

117 Edward Goroy Criticises Access 2000 database as insecure

118 John Fair Argues paper trail is essential to democracy

Suggests Lotto-like machine-readable voting slip

119 Una Power Argues    for    paper-backed    system,    citing    Russia,    and

vulnerability of Ireland to viruses/worms

Argues that non-voting electronically will be observable to

poll clerk_

120 Ryszard Piskorski Government should accept opinions of experts

Citizens need more information on e-voting

121 Ken Healy Poll clerks should not direct voter to use particular machine to

preserve secrecy of ballot

Memory modules must be secure

Must verify 100% accuracy of counting software

Need paper printout of each vote

Preserve right to spoil vote

Need   to   build   public   confidence   with   expert   opinions,

publication of test results, opening software to independent

tests, and making source code public_

122 John P. Crimmins Strongly supports e-voting because he believes it removes
need to sample votes in surplus transfers

Should randomly test system against mock paper ballots the

day   in  advance   of the  election,   to  check   against   secret

reprogramming in favour of some party - to enhance public

confidence

123 Thomas Euferafus

Griffin
Will not vote in June 2004 because he fears tampering with the
system and inaccuracy_

124 Sean Dineen Needs paper trail, with random 4-5 constituencies also counted
by hand

Need to allow spoiled votes

Should phase release of results to keep up public interest in the
count

125 Mary Tiemey Need a paper trail

Need to take more account of the needs of disabled people

126 Senator James

Bannon

Minister is Fianna Fail Director of Elections

Negative Zerflow report

Open to manipulation
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No. Name ofperson(s)

or body

Main Points

Secret source code

Need paper trail

Risk of system failure

Software continuously changing - suggesting it still has bugs

Faults may be undetectable

Potential for mistakes by voters unfamiliar with system

Pro electronic voting but not this system_

127 Ferdia (as Cathair

na Gaillimhe)
Takes power from the people into the "inscrutable hands of

experts"

"Utterly outraged" at financial cost - should spend money on

social welfare

Computers often faulty

System can be rigged_

128 James A.V.

Mortel 1
Need paper trail

Should use Gregory method to transfer surpluses

129 Brigid Rodriguez Pointless to introduce e-voting without Gregory method

130 Professor David

Lorge Parnas

Argues that much criticism/support of system is misinformed

Can trust only tests of the exact system to be used

Need to ensure design/build process conforms to that used for

mission critical applications - e.g. flight control programs and

nuclear power control - otherwise a problem_

131 Patrick and Anne

Cahill
Current paper system secret and accurate

guarantee either_

e-voting cannot

132 Breeda Kelleher Does not trust Government not to alter results

Mistakes made every day by computer systems

Hand counting cheaper_

133 Niall O'Keeffe Strong supporter of proposed system, which he regards as

being more accurate and as secret_

134 A dissatisfied
voter

Should have been sanctioned by referendum

Does not trust machines or the people who control them

Present system has no problems_

135 Gertrud

O'Sullivan
Supports e-voting but this must have a paper trail

136 Brendan Atkinson Only the Government wants it

Britain doesn't use it

Minister is Fianna Fail Director of Elections

Votes may go where people didn't intend them to go

Commission is a rubber stamp_

137 Patrick Fagan Should use Gregory method

138 Bernadette Tierney Possible interference with code

Possible loading of votes into system

Danger of hackers

Government officials may be shareholders in the supplier

company_
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No.

139

Name ofperson(s)

or body

M J Boyle

Main Points

Need parallel running of hand counted and electronic system

to test it - this has not been done

Possibility of wireless hacking into system_

140 Cllr. Joe Brennan Minister is Fianna Fail Director of Elections

What systems will be used for postal votes?

Need for paper trail_

141 Green

Party/Comhaontas

Glas

Secret software

• Strong criticism of proprietary software. Thus the returning

officer no longer has effective control over the process, which

is under the control of the software developers

• "It is wholly inappropriate that a private company, based

outside the jurisdiction, should have this level of control over

the nation's voting system"

• Cites favourably the Australian Electoral Commission decision

to develop and use open source software

Loss of secrecy for blank ballot

• Voter must make blank ballot known to voting machine
operator, who must reset machine

Accuracy

• System only tested for tampering by "unauthorised persons"

not by "authorised persons"

• No security vetting of suppliers' personnel

• The big issue, no independent real-time verification the system
is working properly

• And no ability for independent audit after the event

• Only individual components of the system have been tested -

there has been no end-to-end testing of the system as a whole.
No testing in real life settings

• Thus we need an audit trail since "it is virtually impossible to

guarantee accuracy of an electronic voting system in the wild
unless there is a real-time, independent, and tangible audit trail

_being created in parallel with the electronic systems"_
142 James Cotter No feedback to voter proving vote recorded correctly

Previous tests not real tests because no paper verification

Problem with resetting machine on blank vote - problem of
secrecy

Need to provide for spoilt votes, which are substantial in some
elections/referenda

Who fixes machines on polling day - possibility of tampering
then?

2002 electronic results distorted turnout figure

e-Tallies should not be made available

143 Thomas J.

Mullally
"Fully supports" introduction of e-voting but argues for printed

record of votes cast as backup against electronic failure, and
very tight security_
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No. Name ofperson(s)

or body

Main Points

Supports  because  (he  believes)  e-voting removes  random

selection in surplus distribution_

144 Ciaran Quinn No independent method for measuring accuracy of the system

Inadequate testing of system, against paper ballots, in real

systems

No independent audit trail

Loss of independent monitoring by tallymen, agents, etc - the

system itself is the only arbiter

"The only way for an electronic voting system to retain the

advantages of a traditional paper ballot system in relation to

accuracy is for the electronic system to produce a paper audit

trail for the voter."

Argument about the publication of full voter preferences, and

the very large number of possible permutations

Need an abstention option

Will reduce the number of polling stations (citing German

evidence)

145 The Workers'

Party

Argues the fundamental need for a paper trail

Offers a Lotto-like system_

146 Fine Gael Party Argues for an Independent Electoral Commission

Argues for a voter verified paper audit trail

Argues for publication of the program source code

Argues that the Commission should take as much time as it

needs to make a decision

147 Robert McGarry Submits test involving asking a trained programmer to subvert

the system to favour one party, and then having people vote

their preferences - to see if anyone notices

Then repeat this on a national scale_

148 Padraig McCarhy Argument for a voter verifiable paper trail, then one percent

random checks on voting machines_

149 F.X. O'Brien System open to expert tampering

Argues for the right to spoil a vote

150 Ronan O'Dwyer Generally opposes electronic voting

Argues for more transparency in how the system works to

increase public confidence_

151 Henry Byrne Favours   the   proposed   system   because   "the   activities  of
tallymen will be eliminated"

Argues that the Gregory method for distributing surpluses
should be introduced, and that the system would be easier to

validate if the random element in surplus distribution was
removed

152 Niall O Tuathail "As long as the software in the voting machine is bug free

there should be exact accuracy"

"The system should be tested again to try to allay the fears of

doubters"
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No. Name ofperson(s)

or body

Main Points

153 Charles Roche Not enough information on Commission's website to allow an

ordinary citizens to assess the system_

154 Paul Brennan Found problems with voting machine:

o   Buttons too small

o   Misalignment of buttons and candidate names

o   Given lighting, hard to see the number keyed in

Suggests a large monitor over the machine so that voters have

a clearer idea of what they have done_

155 SC Should check that the timing of the vote cast not recorded

Should ensure that blank voters cannot be identified

Need a lot of information about who specified, designed, built

and signed off on all aspects of the system

Need  to  check  that  the  software  developer  satisfied  the

Capability Maturity Model

Need to check all software resources used to build the system

Need system testing scripts used in all tests_

156 The Scanlon

Family

Argues for voter verifiable paper trail

Argues for parallel running_

157 William Campbell Argues against publication of full e-voting results because

voters   could   be   intimidated   into   recording   a  distinctive

sequence of lower preferences, so that they can be identified

Believes the system probably is accurate, but that it must also
be "transparently accurate"

Argues for voter verifiable paper audit trail

Argues that full system cannot be tested because of private

source code of key components (e.g. Microsoft Access 97)

Example of need for voter confidence - the collapse of the FG

vote  in  Dun  Laoghaire  in  2002.  "The result would have
undermined faith in democracy if it were not for the fact that
doubters could see with their own eyes."_

158 Stephen OMeara Stresses need for more public information on proposed system
in advance of June 2004 election

Strongly objects to proposed system in the absence of paper
audit trail

Questions standard of testing

Urges Commission to publish all research it does

159 Dr. David Malone Has written his own computer program for STV counts

Contends that the Department's document describing system is

not   a   complete   template   -   it   needs   interpretation   by
programmer

And stresses this is a difficult programming problem

Argues for public  availability of source code - to allow

independent testing

Argues checking 70,000 lines of Ireland-specific code is a
"mammoth task" that "could not be done with any degree of
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No. Name of person (s)

or body

Main Points

certainty by a small number of people in a short amount of

time"
Cites example of a similar important open source program in

which important bugs are still being discovered

Criticises psuedo-random number generation using the system

clock as a "completely discredited method"

Argues for voter verified paper audit trail_

160 Micheal McMahon Argues:

o   The proposed system cannot be shown to be accurate

based on testing so far

o   The testing needed is infeasible

o The system must be modified to allow independent

accuracy checks

Argues mat e-voting is different from other forms of IT

because the twin needs of accuracy and secrecy are to a large

extent incompatible. Most checks on the accuracy of IT system

violate secrecy. Most systems preserving secrecy cannot be

easily verified for accuracy

Argues the proposed system sacrifices independent checks on

accuracy in the name of secrecy, yet "I am not aware of any

significant IT system which has absolutely no way for the user

to check externally that it is functioning correctly"

Argues that PCs are insecure as it is "easy to install and

replace software"

Raises lack of legal accountability of system programmers

Mounts a series of criticisms of tests to date - mainly the lack

of functional checks, rather than desk checks and code reviews

Argues that "one critical function of the election management

software is the collection and aggregation of ballots from

ballot modules. The function was not tested

Argues that "none of the consultants' reports considers an

'end-to-end' view of the accuracy of the whole election

system"

Argues that the system is highly susceptible to tampering,

being based on widely available platforms such as Windows,

Access,   etc.   "There   are   literally   tens   of  thousands   of

programmers around the world who have the ability to write

software which, once installed, would not be seen and would

be highly likely to interfere with the operation of the system."

Stresses dangers  of errors   in  subsequent  releases of the

software, for which testing will be less rigorous

Denies that the  system  facility  for printing ballots  is an

independent check on the integrity of votes input

Denies that 15 years' successful operation is any comfort -

since none of these could be verified to have produced the

correct results
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No. Name ofperson(s)

or body

Main Points

Argues, not for the WPAT, but for a new system, the Chaum
system, that involved voters getting encrypted ballot receipts,

which they can then use to check their vote has been recorded

correctly_

161 Stephen G Ellis Argues for "printed" audit trail

Argues that system has not been tested for the entire country

on one election, and that "it seems foolhardy to introduce it for

two elections at once"

Argues for Electoral Commission to oversee system_

162 Dr. Christophe

Meudec

Argues that an election system is a "high integrity system" for

which the code needs to be proved correct using formal

methods

And thus that "if the proposed software was intended to be part

of an  airborne  system  it would not have been  given a

certificate of airworthiness" by the FAA

Thus that the proposed system has not been tested "to a level

suitable for a high integrity system"_

L4 National Disability

Authority
The proposed system fails to meet many of the needs of

disabled   people,   despite   representations   from   the   NDA

following earlier demonstrations of the voting machine

Argues that many of the problems highlighted affect the

secrecy of the ballot for disabled people

Stresses:

o   There  is not  independent accessibility  for blind or

visually impaired people

o   Further testing needed to assess whether the top buttons

of  the   machine   are   within   reach   of  voters   in

wheelchairs

o   Ballot and screen typefaces very small for visually

impaired people

o   Small    and    inconspicuous    instructions    for   using

machine

o   No tactile markings on preference buttons

o   Reflected light affected seated voter's ability to see

screen

Makes  other  recommendations  about  the  conduct  of the

election

L5 Microsoft Responds to criticisms of Access 97, specifically:

• "while it is not recommended [to] deploy Microsoft Access for

enterprise class applications, it is certainly fit for purpose for

single task applications such as the chosen eVoting solution."

• Nonetheless "[if] the chosen application was being written

today Microsoft would be recommending the use of the latest

versions of all the components that are required to build the

_solution" - which does not include Access but the Microsoft
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No. Name ofperson(s)

or body

Main Points

SQL Server Desktop Engine (MSDE) database

Argues that the reason to keep Access is that the application is
already built, and works

Argues that "[if] the application developer, makes changes to

the code base or underlying platform ... then a full detailed

verifiable systems test is required"

Agues that "this system would be viewed as 'mission-critical',

but not 'enterprise class'"

Argues that Access is suitable because data is loaded onto a

"stand-alone, locked down PC"

Concludes that there is "very little risk to the integrity of the
vote   arising   from   hardware   failure,   software   failure   or

malicious tampering"_

L16 Gerry Ellis Emphasises shortcomings in the proposed system, in relation

to the secrecy of the vote for people with disabilities

"The proposed system is totally inaccessible to blind people.

Thus they must reveal their preferences to a third party ...

fully accessible systems are available in the US and Europe

(viz Wisekey system)"

Those who cannot use system must rely on others to cast

accurate vote

Stresses need for VVPAT

Criticises use of Microsoft Access. "This is not a reliable

system for such a critical system as electronic voting"

Existing limited tests are insufficient_

L17 James Doorley Takes time to be trained to use the machine - not enough time

for elderly voters

People reveal their voting choices when asking for advice on

how to use machine

The forthcoming election will be more complex, with several

different polls, so these risks are increased

Criticises "beep" on voting for a candidate - people outside the
polling booth know how many candidates were voted for -

violating secrecy

Argues for paper trail_
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Comments from Nedap and Powervote

in response to

"Draft Report of the Commission on Electronic Voting on

the Secrecy, Accuracy and Testing of the Chosen Electronic

Voting System"

version 6.0 18 of June 2004.

And

Public Submissions.

>th12in August 2004
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Mr. A Murphy

Secretary

Commission on Electronic Voting

Kildare House

Kildare Street

Dublin 2

Ireland

Dear Mr. Murphy,

We thank you for your letters of June 30* and July 15"1 inviting us to comment on the full report containing

the Commission's work and on the public submissions received. Although you invited responses from

Nedap and Powervote individually we have decided to combine our reply into one document. This is

largely due to the fact that there is so much overlap when considering the content of our responses and

ultimately what we are discussing is the total Election Management System. The concluding part of this

document contains our individual responses to specific items contained in your report.

1 Main points.

The Voting machine (VM), Programming Reading Unit (PRU) and ballot modules with their hardware and

embedded software and the Integrated Election Software (IES) when combined together constitute the

Election Management System (EMS).

In our 30 years of delivering voting systems to the market it is our experience that the infrequent and

somewhat unpredictable nature of elections makes it mandatory to keep the election process as simple as

possible. This belief has always been the guiding principle in the development of our voting systems.

Furthermore it is our choice to stay as close as possible to the user interface that the voters are used to in

paper voting systems; the voting machine has a full face replica of the ballot paper.

We note that the Commissions report states on page 55: "The Commission found the system to be easily

understood, both in general concept and in practical use. For election personnel, its operation corresponds

logically to the administrative electoral procedures currently in place for manual voting. From the voter's

point of view, the "booth" design of the voting machine and the replica ballot interface maintain a useful

and helpful linkage to the paper voting procedure. This is not the case with all electronic voting systems".

We also note that the Commission's report confirms that the system can accurately and consistently

record and count voters' preferences (part 6 on page 73 points 5. 6, 7 and 8).

The Election Management System (EMS) was designed and delivered in accordance with the

specifications and contract s agreed with DOEHLG.

Bedford 12,h August 2004
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For the Voting machine PRU and Ballot modules these comprise:

- "Requirements for voting machines for use at elections in Ireland DVREC-2" of March 5, 2003.

- "Functional specification - Nedap voting system ESI2 - Powervote version 1.9" of May 5, 2003.

For the IES:

- "Integrated Election Software" in accordance with the Irish Count Requirements and Commentary on

the Count Rules dated 23rt June 2000 and administrative procedures defined by DOEHLG."

All EMS system components were independently tested for compliance on behalf of DOEHLG.

The Voting machine PRU and Ballot modules were tested by the German independent test institute

"Physikalisch Technische Bundesanstalt" PTB, including a full source code review of the Voting Machine's

and PRUs internal software.

The IES was tested by DOEHLG, Nathean in Dublin and Electoral Reform Services in London.

The total system (EMS) was tested by DOEHLG.

Although outside the scope of the terms of reference of the Commission the appendixes 2B, 2F and 2M

advocate the use of a voter verifiable audit trail (WAT). Since this is an issue, especially in the USA, we

are happy that the Commission gives this consideration.

We note the fact that the Commission states that a WAT " is merely an indicator rather than a determinant

of accuracy and in some respects it is inconsistent with the competing requirement of secrecy of the ballot"

(page 39) and that "the absence of a WAT raises the standards and quality of other system testing that is

required", (page 77).

However, in our opinion every voting machine should be designed, built and tested in accordance with the

highest standards. Lowering the standards cannot be compensated by any audit trail. Errors or flaws

detected during the election would shake voters' confidence and are unacceptable.

We want to emphasise that a voting machine is used because of the many problems with paper voting.

Therefore we cannot rely on WAT with manual paper counting to check voting machines. In this respect

we refer to the report of Michael Ian Shamos that was published April 2004

(www.cpsr.orq/conferences/cfp93/shamos.htmh.

In our opinion a WAT adds problems instead of solving them and makes the election process more

complex and does not increase voters trust. This issue was also addressed by Ted Selker and Jon Goler

both from MIT in their Voting Technology Project working paper of April 2004.

(www.vote.caltechedu/Reports/vtp wp13.pdfl.

It is our belief that testing by an independent test institute gives the voters the confidence that the system

accurately and consistently records, stores and counts their votes. In case of any doubt, parallel testing

before or on Election Day could enhance voters confidence.

It seems to us that the different backgrounds of the testers and evaluators have lead at times to findings

with a focus on each of their fields of experience and that thereby they did not take into account the nature
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of the very specific election processes which the chosen system has been designed to deal with. In any

risk analysis it should always be a question of: "what risks are tolerable and acceptable".

The field of experience of the investigators is clearly visible in their respective reports.

The appendix 2G "Assessment of Documentation and Procedures" investigates the controls of the

proposed system. Knowledge of control arrangements is shown here.

The conclusions are:

"The overall control environment, within the electronic voting system, is quite strong" (page 248) and "In

summary, the system is a modem and innovative enhancement that can, in our assessment, command

confidence. It will be secure if the guidelines and procedures are complied with. It is more transparent, in

several aspects than the older manual system used heretofore." (page 265).

The appendix 2C " Evaluation of Voting Machine, Peripherals and Software" reports a test with a

representative sample of more than 10% of all voting machines with an in depth analysis of the results,

and reports further the reviews of previous tests and a risk analysis. The coverage of the investigations is

very broad. One can assume that the investigators have experience with voting systems.

The conclusion is: (a) that the voting machines deployed for use in the June 2004 European and Local

elections are a reliable means of recording the votes of the people and (b) that, provided that our critical

requirements are implemented and that the aspects of the system we have not examined are shown to be

satisfactory, the chosen electronic voting system can be safely used in the June 2004 elections (page

191).

In appendix 2H " Risk Analysis" risks are identified and judged for their acceptability. Experience with risk

analysis is evident here.

The conclusion is: 49 risks are identified, 5 of them being material risks which can be addressed by proper

procedures and testing (page 273).

The appendix 2B "Review of hardware. Software Security and Testing" advocates the use of cryptography

to deal with a number of risks and raises questions about the randomisation, without considering the

acceptability of these risks. Here the focus on IT is clear.

The conclusion in appendix 2B is: "we would have serious concerns about the integrity of any election

earned out using the current system" (page 130).

As indicated above, the findings that are reflected in the appendices are sometimes contradictory.

From reading the recommendations we conclude that the Commission has recognised this.

However, if the reports are published, they could lead to misunderstanding when read by a superficial

reader.

In appendix 2B the conclusion is drawn (page 129, page 138) that the Nedap voting machine uses old-

fashioned technology. The main reason for this statement is, as appears from the report, that cryptography

is not used and the randomisation is questioned.
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This would imply that by use of other technology the system would be a better one.

It is our view that secure key-management that is associated with cryptography adds to complexity of the

election process where the risks can be neutralised by procedures, while the risk induced by the chosen

randomisation is low and only exists in the first minutes of operation of the voting machine. This is

explained in more detail in the Nedap section of this response.

It is the balance in concept, ease of use, proven technology, procedures and workload that makes the

chosen system optimally suited for use at elections in Ireland.

2 Recommendations.

Where the commission makes their recommendations for action on page 78 we comment as follows:

- There needs to be a final definitive version of the software and all related hardware and

software components to be used at elections in Ireland.

The hardware and software of the voting machine are the final definitive version, as tested by the

PTB.

Any IES software to be used would be tested prior to its general use by DOEHLG and other bodies

they may appoint. Due to the infrequent and unpredictable nature of statutory polls it is essential that

any requested changes to IES can be implemented and tested within agreed timescales.

Appropriate testing of the definitive version was planned to allow sufficient time prior to the polls in

June 2004.

There then needs to be a full independent review of the source code and testing of the final

system to be used: any subsequent software modification would require a further full system

retest.

Individuals are not independent whereas Independent Test Authorities with formal accreditation are.

Our recommendation would be to appoint ITA's for the sake of independence when examining the

source code.

- There should be independent parallel testing of the system, including where possible in live

electoral context.

We encourage the conduct of parallel testing if it can enhance voters trust. This parallel testing

should be done with the real poll(s) data on randomly selected voting machines on or before the

Election Day.

- There should be independent end-to-end testing of the system.
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We encourage the conduct of independent end-to-end testing of the system as it can enhance voters

trust.

There should be testing and certification by a single accredited body of the suitability of each

new version of the entire system for use at elections in Ireland.

From a detailed review and discussion with a single accredited body it can be determined which are

the precise range of tests which need to be earned out in order to certify the suitability of each new

version of the entire system, taking into account the nature of the change that leads to a new version.

We therefore welcome the Commission's expressed preference to choose an accredited body.

The DOEHLG contracted us to supply an electronic voting system. Although this is described in terms of

hardware and software it has also included contributions drawn from our successful, collective experience

spanning 30 years and covering many subtleties associated with the practicalities in the application of

technology to the democratic process. This experience is available to the Commission and we look

forward to assisting where appropriate.

Remaining pages of this document contain specific comments from Powervote and Nedap individually in

response to the documents provided by the Commission.

Yours Sincerely

Roy Loudon Henk Steentjes

Powervote Ireland Limited Nedap NV
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NEDAP (Voting Machine, PRU and ballot module)

The following comments are offered following a first review of the documents provided. We have focussed

on specific items. Should the Commission require clarification of any item not dealt with in our response

we shall be pleased to assist. We reserve the right to amend or add material should it become available.

Appendix 2A Evaluation of the previous testing Part 1.

Issue 3: The IES and PRU cannot be checked for authenticity, so no testing has been carried out

for this issue, (page 97).

The PRU can be checked for authenticity. Commands for ID, hardware version and software version are

available.

Issue 5: Download of election information from IES to ballot module can be checked using manual

procedures. It has not been verified that there is no possibility to transfer 'extra' data from IES to

ESI2 via the ballot module, (page 98).

This is implicitly tested by the code inspection earned out by the PTB. The fact that interference between

program modules is not allowed (nichterlaubte Rückwirkungen) is always tested.

Issuel 5: The test documentation does not, however, explain what happens if power fails while a

vote is being stored in the ballot module, e.g. 2 of the 4 write operations have been completed, and

the 3rd is underway. It needs to be clarified whether this is possible, and whether it might corrupt

the modules vote memory, (page 103).

If the power failure occurs before the pressing of the cast vote button the vote is not stored. If the power

failure occurs after the pressing of the cast vote button the votes are stored in fast memory and are stored

in the ballot module after the return of power, the number of votes is increased. If the vote is not stored

successfully after the return of power then an error message is displayed. This has been tested by the

PTB.

Issuel 8: It has not been tested that the backup is an exact copy of the primary ballot module, (page

104).

Although not an explicit test, it is implicitly tested by code analysis and code inspection by the PTB.

Issue 21 : The relevant IES software has been desk-reviewed by Nathean. However, the PRU's role

in the reading procedure has not been independently tested or desk reviewed.

The software of the PRU is part of the software package for the voting machine that is tested by the PTB.

The communication is tested. Only defined items are transferred. The reading of votes is implicitly tested
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by code analysis and code inspection by the PTB.

Appendix 2B Review of hardware, software, security and testing.

1.1 executive summary of findings

Security Policies & Software assurance

1. There is no well-defined comprehensive security policy covering the development, deployment

or use of the system, (page 129).

Development of the VM is done under ISO 9001 and includes controlled access to development

environment. We developed the voting machine and PRU in accordance with the specifications of

DOEHLG:

- "Requirements for voting machines for use at elections in Ireland DVREC-2" of March 5, 2003.

- "Functional specification - Nedap voting system ESI2 - Powervote version 1.9" of May 5, 2003.

For deployment and use we always work together with our customers to determine which procedures are

to be put in place. Wherever possible and desirable we try to stay close to the procedures that are used in

paper and pencil based voting.

2. A number of important security goals have been specified and a significant amount of effort has

been expended to ensure that these goals have/will be met. However, the equally important goals

of voters' trust in the system and prevention/detection of insider attacks have not been fully

addressed, (page 129).

In our opinion voters trust can be gained by the judgement of an accredited test institute. An important

element is the definition of the test criteria. If necessary, voters trust could be enhanced by parallel testing

before or on Election Day. Prevention and detection of insider attacks can be secured by procedural

measures.

Hardware / software interface

1. Nedap voting system is 1980 technology. In the 1980s the threats to this kind of technology

were not as well understood as they are today; furthermore many effective defence counter-

measures have been perfected in the meantime (such as the use of Cryptography) which are not

deployed here, (page 129).

This would imply that by use of other technology the system would be a better one. It is the balance in

concept, ease of use, proven technology, procedures and workload that makes the chosen system

optimally suited for use at elections in Ireland.

Encryption has not been used for several reasons.

-   The key-management of encryption makes the process more complex. Elections are never a routine

because of their occasional and at times unpredictable nature. Therefore our goal is: keep it simple!
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-   The vulnerability of attacks can be secured by procedural measures without adding complexity to the

process. See the next point.

2. Security is inadequate. A determined individual insider with short-term access to a voting

machine, ballot modules or the count-centre computer could significantly affect the recorded

votes. With the possible exception of the voting machine such tampering could be done in an

undetectable fashion, (page 129).

Although it is an implausible scenario for the voting machine software, this risk can be considerably

reduced if not eliminated by appropriate procedures (Appendix 2H risk 6.1 ). The ballot modules can be

transported from the polling station to the count centre in a sealed container. (Appendix 2H risk 6.4 page

302/303), or could be transported by at least 2 people. Attacks on the voting machine and ballot module

can be detected by parallel testing (Appendix C page 155, bullet 6).

3. Security, such as it is, relies largely on the long discredited concept of "Security Through

Obscurity". It is a well-established principle in the world of electronic and computer security, that

this is inadequate, (page 129).

Revealing every aspect of the design would give greater knowledge to those who may wish to tamper. So

obscurity has a value. Proper procedures must be part of the plan to inhibit people from tampering.

Security is always based on a combination of procedures, technology and obscurity. Also cryptology relies

on this combination: the key to encrypt or to authenticate data must be kept secret, usually by a small

group of people.

2 Security Policies and Software assurance.

2.1.3.a In general, only the external operations of the systems appear to be audited. For example,

users are required to complete paper documents and attach printouts from the VM and IES

software. There does not appear any audit information generated and stored automatically as the

system is being used, (page 131).

In addition to the information in the Open Poll Statement, Close Poll Statement and information on

authenticity of hardware and software, settings, election information like number of votes cast, the voting

machine logs the status changes and the errors combined with a timestamp. This information is available

in the special "service mode" and intended for 1a echelon analysis.

It appears that this audit log meets the " draft recommendations of voting standards for e-voting" currently

under development by the Council of Europe.

2.2.3 ft is generally accepted that obtaining assurance after software has been developed is

problematic and the recommended approach is to use an assured development methodology
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throughout the lifecycle of a software product. There is no indication that such a methodology has

been used during the development of the NEDAP/Powervote system, (page 133).

The software development methodology used for the voting machine conforms to ISO/IEC 12207 and

includes the phases of

- specification

- software design

- coding

- testing (module and integration testing)

- and in parallel of the above: documentation, change management control and test case design.

2.1 3e Voters trust could be established by the participation of a Trusted Third Party in the

operation of the system or better still, the use of a Voter-Verified Audit Trail (WAT), (page 132)

2.3 Transparency & Trust, (page 133)

Voters trust can be established by:

- The judgement of an independent accredited test institute, and if necessary

- Parallel testing on or before Election Day.

This judgement, if necessary combined with parallel testing, gives the voters the confidence that the

system accurately and consistently records, stores and counts their votes.

The Voter Verified Paper Audit trail, a printer that prints a paper copy of the vote to be verified by the voter

does not bring confidence to the voter but on the contrary, can take away voters trust. The best way to

insure the correctness of the VM's software for that particular election is parallel testing before or on

Election Day.

In the report of April 2004 "security vulnerabilities and problems with WPT' written by Ted Selker and

John Golen both from MIT, it is stated that the difficulties in the areas of ergonomics, logistics, security,

fraud and mechanical stability are of a nature that voter verifiable paper trail (WPT or WPAT) cannot be

the answer to increase voters trust and above all it infringes the principle of "make it more simple, not

more complex".

A1. Randomisation (voting machine), (page 144)

Resume: It is possible to reveal the votes by using a microphone to pick up the beep of cast votes

button. When the first vote is known than the rest of the votes can be determined.

Due to the inaccuracy of the system clock, 2.7 minutes (8msec/50ppm) after start-up of the voting machine

one cannot be sure any more what the precise counters value is. The probability and the impact of the risk

are both very low.

Appendix 2C Evaluation of Voting Machine, Peripherals and Software.

Executive summary.

The control unit (which controls the selection of the races available to each voter and determines
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the disposition of incomplete ballots [those that have not been confirmed by a second push on the

cast vote button]) requires continuous oversight by at least one other person, (page 156)

The operation of the control unit is dealt with in detail during training of polling station staff. Instructions are

also included in the Voting Machine Operators Guide.

Voter education includes specific emphasis on pressing the cast vote(s) button prior to leaving the

machine.

Should a voter leave the voting machine without completing the voting cycle completely then the member

of staff at the control unit will be aware of this. They can then take the appropriate action as specified by

the Returning Officer.

We do not therefore see the need for an extra member of staff to be present at the control unit.

5 Input -Output test of voting machines.

We take notice that 739 voting machines have been tested with 1 national constituency with 12 candidates

and 36,950 simulated ballots (50 ballots per voting machine). Also a parallel videotaped experiment was

conducted with 5,000 votes, (page 167-179).

The conclusion is:

In balance however, we conclude that the voting machines deployed for use in the June 2004

European and Local elections appear to be a reliable means of recording the votes cast by the

voters, (page 179).

11.1 Critical requirements

All software portions of the system should be authenticated. It is worthwhile noting that very little

of the voting process is secret - the contents and order of the ballot papers, and the details of the

votes (once they are not identifiable with the individual voter) are all public knowledge. The only

requirement is that they be accurate. The only secret is the specific vote cast by a specific voter.

Hence authentication of data is essential, but not encryption, (page 190).

To determine that the voting machines and PRU's embedded software has not been tampered with,

parallel testing is the best method. Attacks on the voting machine and ballot module would be detected by

parallel testing (Appendix C page 155, bullet 6).

12 Conclusion.

Overall, however, we conclude (a) that the voting machines deployed for use in the June 2004

European and Local elections are a reliable means of recording the votes of the people and (b)

that, provided that our critical requirements are implemented and that the aspects of the system

we have not examined are shown to be satisfactory, the chosen electronic voting system can be

safely used in the June 2004 elections (page 191).
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Appendix 2G Assessment of Documentation and procedures.

Summary conclusion.

We note:

The overall control environment, within the electronic voting system, is quite strong. Indeed, in

some respects, the electronic system is likely to produce greater accuracy and avoidance of

potential human error. It will also lead to significantly enhanced efficiency at the count, (page 248).

8.0 Main findings and Recommendations.

We note:

In summary, the system is a modern and innovative enhancement that can, in our assessment,

command confidence. It will be secure if the guidelines and procedures are complied with. It is

more transparent, in several aspects, than the older manual system used heretofore. However, it

requires more advanced planning and testing initiatives than previous systems. It can be

successfully administered; assuming the right election staff can be recruited, appropriately trained

and deployed at polling stations and at other levels, (page 265).

Appendix 2H Risk Analysis.

Summary of conclusions.

The latter three risks can be considerably reduced, if not eliminated, by appropriate procedures.

The first two risks cannot be dealt with this side of the June 2004 elections, (page 273).

The Voting machine PRU and Ballot modules were tested by a number of test institutes including the

German independent test institute "Physikalisch Technische Bundesanstalt" PTB that conducted a full

source code review of the Voting Machine's and PRU's internal software.

Finally it should be noted that many of the risks identified below only exist because of the absence

of an independent verification mechanism for the results such as an audit trail, (page 273).

An audit trail could only show that the event, identified as a risk occurs on Election Day, but that is too

late!! In our opinion every voting machine should be designed, built and tested in accordance to the

highest standards. Lowering the standards cannot be compensated by any audit trail. Errors or flaws

detected during the election would shake voter's confidence and are unacceptable.

Appendix 21 Secrecy of the ballot.

Summary of conclusions.

There is a material threat to the secrecy of the vote when a voter abstains, i.e. does not press the
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'cast vote' button. This could be easily eliminated by putting an abstain button on the machine,

(page 309).

During the preparation of the specification for the ESI-2 voting machine DOEHLG decided not to include

an abstain button facility. The ESI-2 voting machine can be modified to include an abstain button.

Appendix 2L Comparison of Electronic Voting and Paper Voting in Ireland.

For a comparison between paper voting and electronic voting we would refer the Commission to the report

of Michael Ian Shamos that was published April 2004.   (www.cpsr.org/conferences/cfp93/shamos.htmh.

Appendix 2M Feasibility of audit.

We want to emphasise that a voting machine is used because of the many problems with paper voting.

Therefore we cannot rely on WAT with manual paper counting to check voting machines.

It is our belief that a WAT adds problems instead of solving them and makes the election process more

complex and does not increase voters trust.

This issue was also addressed by Ted Selker and Jon Goler both from MIT in their Voting Technology

Project working paper of April 2004. (www.vote.caltech.edu/Reports/vtp wp13.pdfl.

It is our belief that testing by an independent test institute in combination with parallel testing on or before

election day gives the voters the confidence that the system accurately and consistently records, stores

and counts their votes.

Appendix 3 Public Submissions.

A very large number of the submissions (approximately 80%) were from people who describe themselves

as IT professionals.

It seems to us that they focussed on specific IT solutions and did not analyse the acceptability of the risks

involved or considered other options that are available without making the election process more complex.
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POWERVOTE (Integrated Election Software)

The following comments are offered following a first review of the documents provided. We have focussed

on specific items. Should the Commission require clarification of any item not dealt with in our response

we shall be pleased to assist. We reserve the right to amend or add material should it become available.

Page comment.

29 Software Evaluation

(a) Review of previous tests.

In the original tender document (section - Count Requirements and Commentary on Count

Rules dated 23rd June 2000) there was an explanation of the calculation used in the count

rules (section 7 - point 3.2). The presentation was described in section 19 and also

explained how the remainders should be presented. IES was designed to comply with these

documents.

As part of the testing programme initiated by DOEHLG the company ERS was instructed to

test IES under a number of unusual and extreme STV election samples they hold. It was felt

that these types of examples were unlikely to be encountered in practice but at the same

time were viewed as a good vehicle to exercise IES fully. These tests were conducted late

February early March 2004.

ERSs conclusion was that under some of their particular rare test cases IES may not

produce the correct result. The solution was to increase the number of decimal places

available within the remainders. From advice given to DOEHLG by appointed testers the

Department determined that IES should be modified to eliminate even the rare possibility

that such situations maybe encountered in practical polls in Ireland.

IES version 129 produced in March 2004 included a minor change to deal with this.

ERS carried out tests on version 129 (8,776 test cases) and produced a report to DOEHLG.

This report indicated that the IES count section was a correct interpretation of the Irish

Count Requirements and Commentary on Count Rules .

(b) Further Tests Carried Out.

The findings of the Coyle-Doyle Implementation are acknowledged. It is caused by a

rounding problem and subsequent issues of IES will be adjusted and tested accordingly.

31 (e) Review of source code.
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It was not possible for the Commission to obtain access to the full source code of the

system. This was due to the fact that the Commission at the time of request was not a legal

body and could not give any specific undertakings. In an effort to assist the Commission as

much as possible whilst maintaining commercial prudence we decided to release the count

section of IES for code review.

Further release of source code for review will be covered by non-disclosure agreement.

48 (a) Overall Design Philosophy

Assuming that a system has been fully tested to agreed parameters by an ITA then why

does it need to be made publicly available? Perhaps a more appropriate consideration

would be to make a section available. In the case of the system perhaps it could be the

count section only where interested parties could check.

48 (b) Software Tools, Design and architecture.

The programme contains 2 exécutables, IES and PRVOTES.

IES contains all administrative and count units, PRVOTES is the connection to the

Programme/Reading Unit (PRU).

A suitable test regime would enable comparator tests to be conducted between a known

standard and any new issue.

All testing undertaken or sponsored by DOEHLG has not found issue with the overall design

philosophy of IES.

IES can operate with the latest version of Microsoft Access. Collectively, DOEHLG, Nathean

and Powervote chose Microsoft Access 97 as it is tried, tested and proven. Microsoft

confirms that it is adequate for the chosen standalone application of IES.

(d) Previous tests.

As previously mentioned we support comprehensive testing. The test regime employed

must take account of the infrequent and at times unpredictable nature of statutory polls, and

the lead in time. Any version of IES to be used would be the same version that has been

subjected to the tests, which validated and certified it.

51 Accuracy and testing.

As mentioned in (b) above IES can be adapted to other databases should that be deemed

to be required.

55 Previous Use of System.
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We are pleased that your investigation of the use of the system at the Dail and Nice

referendum of 2002 showed that votes recorded had been counted correctly.

58 Scope and Context of Tests. Paragraph 4.

DOEHLG instructed Nathean to test IES.

Some extracts from their reports are listed for reference;

1st review, 14-12-2001

In general the source code has been well written and with a few exceptions seems to

implement the count rules correctly.

Review build 0111, 3-10-2003

Overall, the review gives the coding standards a clean bill of health. All previous

recommended coding standards have been observed.

Review build 0124, 26-03-2004 and build 132, 20-04-2004

The source code demonstrated adherence to the best practice requirements set out by

previous reviews.

58 Relevance of tests.

See our comments under page 423, 6.2.

60 Range of Tests.

We are very pleased that the tests sponsored by the Commission proved that the system

functioned according to the agreed specifications.

The error mentioned regarding the calculation of fractions was rectified and tested in version

129 of IES. Independent test results were accepted by DOEHLG.

We note that the Commission seek more testing of the system. Assuming that these tests

are discussed, agreed and earned out by an independent accredited body then we will

provide the necessary assistance and co-operation.

65 5.2 Accuracy.

In the context of collecting and counting the votes there are

inherent imperfections when using the pencil and paper system.

Benefits.
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IES could be re-designed to implement the Gregory method. As stated in the report this

would require an amendment to the statutory rules for the counting of votes.

Issues of Concern.

(a) the final version of the software would have been delivered within timescales agreed

with DOEHLG to allow for final testing and verification.

(b) The error reported by the Commission was rectified from version 129 onwards.

(c) The possibility of inadvertent voter error is reduced through the use of the chosen

system.

(d) As already stated IES can be re-designed to remove the mixing element at the count.

73 Summary and conclusions.

6.1 General Observations

We are pleased that the range of tests on the chosen system produced overall favourable

conclusions.

6.2 Testing, Accuracy and Secrecy

The nature of statutory elections and referenda mean that any software system used for the

administration and conduct of these must have in built flexibility to be able to implement

changes very quickly.

When we began developing the IES version for Ireland it was agreed with DOEHLG that the

first priority was to start with the count section. Following the completion and testing of this

then work began on the electoral administration section of IES.

Changes to the count rules are unlikely whereas administrative procedures are in our

experience subject to more frequent changes. The changes to IES resulting in new versions

being issued and noted by the Commission, are due to text and presentational requests

from DOEHLG. The numbers of requests were greater than normal as IES was being

prepared for nation-wide introduction. Unlike the previous pilots the June polls were to use

multiple ballots and a different count and reporting structure in terms of constituencies, local

electoral areas etc.

We remain satisfied that time would have permitted testing of the version to be used at the

June polls by the methods agreed with DOEHLG.

108 Issue 25.

It seems to be suggested that we made 2 versions of IES. One for ERS to conduct their

tests and another for DOEHLG. We neither sought nor were given any such permission.
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132 2.2 Software Assurance.

See our page 31 response.

135 3.2 Examination of Nathean Code Review

The statement which is discussed regarding the pseudo code is only in the report and NOT

in the source code of IES.

137 3.6 Ability to produce printed ballot papers.

This facility is described in the electoral act and was included in the tender document.

155/156 Appendix 2C Evaluation of Voting Machine, Peripherals and Software, para5.

This section contains qualitative and quantitative material. Whilst we are not in complete

agreement with all of the recommendations we are pleased that the 'mock poll' testing

involving 739 voting machines was satisfactory.

Some of the points raised will be discussed with DOEHLG.

179 6. Using IES from the Local Electoral Area/Constituency

Worker's Perspective.

A CD is generated with ballot details. It is important to note that

a hard copy of the contents of the CD (printed ballot )is also sent

with the CD. This is to enable the recipient to verify the data

contained on the CD.

Where appropriate the other points raised will be discussed with DOEHLG.

182 6.2 There should be some way of ensuring that the correct

picture is associated with the correct candidate.

Candidates are obliged to submit a printed, verified copy of their

photograph with the CD image. This would occur at the point

they register as a candidate with the Returning Officer for each

poll.

207 5 Miscellaneous software and usability issues.

Paragraph 2.

Failures regarding the export of screens.
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This was known about for sometime. The function worked according to the

specification on our PCs. We were unable to replicate the problem encountered by

DOEHLG on our PCs.

When we received a sample of a specific election PC from Ireland we were able to identify

the problem. A small difference between Word 2000 Ireland vs Netherlands edition was the

cause. From version 134 of IES this was rectified. It was tested by DOEHLG and found to

be functioning correctly.

231 Use of an updated version of the IES software.

The LGCSB issue IES to each user. At the time that the user loads IES onto their system

they must send confirmation from IES of this to a central location. By using this method it is

then known that all users have the same version installed and operating.

Any testing previously carried out on the software may no longer be valid as a result

of changes made to the software.

The testing regime would ensure validity of software is maintained.

320 Experience of Electronic Voting Overseas

4.4 United Kingdom

The report starts from 2002. We wish to point out that the Powervote system was the first

ever Home Office approved UK authority wide pilot of electronic voting and counting in May

2000. Stratford on Avon District Council was the piloting authority. The pilot was very

successful. This lead to further pilots in 2002 and 2003.

Powervote has an agreement with the UK government which extends to 2006 as part of

their on going piloting.

324 Appendix One. Table of comparative experience with electronic voting systems.

The entry for the UK is inaccurate in that it only mentions Sequoia Voting Systems. See our

comments relating to page 320 above. To our knowledge the first authority wide UK pilot

involving Sequoia was in 2002.
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Appendix 4

Part 2

Comments of Physikalisch-

Technische Bundesanstalt (PTB)
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Comments on the Draft Report of the Commission on Electronic Voting

Version 6.0, 18 June 2004

PTB wishes to comment on selected aspects of the draft report. The comments are restricted to testing

activities performed at PTB and may contribute to understand and evaluate the tests. They cover basic

working principles, explanations of unresolved findings, a comment on audit information generated by

the system, and information to clear apparent misunderstandings.

Aspect 1: Working principles (Reference: Appendix 2B, section 2.2 "Software

Assurance", pp.132/133)

Comment:

Software tests at PTB have been performed by the Software Testing Laboratory, which is accredited

according to ISO/IEC 17025. The accreditation commits the laboratory to carry out software tests in
accordance with recognised international standards as, e.g. ISO/IEC 9126, ISO/IEC 12119, ISO 9241,

ISO 9899, ISO 12207 and ISO/IEC 6592.

All testing results presented are based on well-defined and documented testing procedures. The testing

procedures have been derived from the international standards mentioned above and from state-of-the-art

testing methods.

Owing to the documentation of each individual test scenario in test protocols, which are archived at PTB,

each of the tests performed in the Software Testing Laboratory is repeatable. The testing method used and

the testing procedure applied belong to the information laid down in protocols.

Aspect 2: Explanation of findings (Reference: Appendix 2A "Evaluation of previous

testing, part 1", pp. 98-104)

- Issue 5 (Reference Statement: "Download of election information from IES to ballot

module can be checked using manual procedures. It has not been verified that

there is no possibility' to transfer 'extra' data from IES to ESI2 via the ballot

module")

Comment:

PTB tests have confirmed that there is no possibility to transfer "extra" data via the ballot module. The

complete extent of read and write accesses to the ballot module has been inspected. Type and extent of

data, which are transferred from the ballot module to the voting machine, are well-defined and accepted.

However, because this issue did not belong to the requirements given, these test results were not stated in

the test report.

- Issue 15 (Reference Statement: "The test documentation does not, however, explain

what happens if power fails while a vote is being stored in the ballot module,

e.g. 2 of 4 write operations have been completed, and the 3rd is

underway. It needs to be clarified whether this is possible, and whether it

might corrupt the module's vote memory."

Comment:

The storage process in case of a power failure and the corresponding reconstruction of votes have been

tested by means of code inspection. The implementation of voting machine functions allows the

interruption of the vote storage process at any point in time, even in the midst of the four vote copies.

- Issue 18 (Reference Statement: "It has not been tested that the backup is an exact copy

429



Appendix 4 - Part 2 First Report of the Commission on Electronic Voting

of the priman ballot module")

Comment;

Code inspections of certain functions have provided test results that also concern issue 18. However, the

results are not part of the test report because this issue was not included in the requirements given. After

creating the backup module, check sums of both the whole primary ballot module and the whole backup
module are generated and compared. In case of deviations, the vote counting at close of poll is not started.

The ballot module is not set on the status "analysed" and the voting results are not issued. The
corresponding failure is indicated and recorded, and the execution of the voting machine program is
stopped.

Aspect 3: Comment on audit information generated by the system

(Reference: Appendix 2B "Review of Hardware, Software Security and Testing", Section 2.1
(Security Policies), Item 3.a., p.131)

Reference statement:

"In general, only the external operations of the systems appear to be audited. For example, users

are required to complete paper documents and attach printouts from the VM and IES software.

There does not appear any audit information generated and stored automatically as the system is
being used."

Comment:

The system generates 4 types of audit information:

(1) "Open Poll Statement" ,

(2) "Close Poll Statement",

(3) Information on so-called "Settings",

(4) Information on "Security Checks".

The different types of audit information consist of various identifications of modules, numbers of votes,

checksums, and other dates and characteristics.

The audit information of the types ( 1 ) and (2) must be checked by the election authorities before and after
the polling process, respectively. The types (3) and (4) are not prescribed, but may be easily found and
made visible.

Aspect 4: Clearing of misunderstandings (Reference: Appendix 2C, section 2.1 "Test

on the Design of a Voting Machine, Physikalisch-Technische
Bundesanstalt, 1998, 2003, p. 159))

The following items of the presentation in the draft report are based on misinterpretations:

- Bullet 3: Reference: "The voting machine ID can be changed. This could allow

undocumented exchange of machines...."

Comment: Changing of voting machine ID is only possible in the "service
mode". Usually, only PTB and the manufacturer Nedap are able to switch on the
"service mode".

- Bullet 5: Reference: "The voting machine backup module is cleared when a new ballot

module is inserted. This seems to create the possibility of inadvertently
destroying backup data."

Comment: There are only two possibilities to clear the backup module:
( 1 ) At the beginning of the vote counting at close of poll, immediately before

creating the new backup. This backup is automatically done.
(2) Driven by an explicit command (poll staff).
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There is no automatic backup when a primary ballot module is inserted.

- Bullet 6: Reference: "In certain cases the voting machine may be used to a reduced

extent. (Any variation in the behaviour of the machine is a source of

potential complications and errors)

Comment: In case of faulty voting machine components, those functions cannot

be used which are associated with the faulty components. So the poll can be

closed and the votes counted, if, e.g., the printer is out of service.
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Glossary of Terms

and Abbreviations
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ACT - Australian Central/Capital Territory

ATM - Automatic Teller Machine

AVC - Asia Vital Components

BBC - British Broadcasting Corporation

BIOS - Basic Input/Output System

BM - Ballot Module
BULL - French computer hardware and consulting firm

C.C. CSP - Comhar Criostai - Christian Solidarity Party (Political Party)
CD - Compact Disc

CD-R - Compact Disk-Recordable

CEA - Constituency Electoral Area

CMOS - Complementary Metal Oxide Semiconductor

CoEV - Commission on Electronic Voting

CPU - Central Processing Unit

CRO - Constituency Returning Officer

DCU - Dublin City University

DoEHLG/DEHLG - Department of the Environment, Heritage and Local Government

DRE - Direct Recording Electronic

ECRO - European Constituency Returning Officer

EFS - Electronic Filing System

ELRO - European Local Returning Officer

EMC - Electromagnetic Compatibility

EMS - Election Management Software

EPP-ED - European People's Party and European Democrats (European Parliamentary

Group)

EPROM - Erasable Programmable Read-Only Memory

ERS - Electoral Reform Services Limited

ES&S - Election Systems & Software

ESRI - Economic and Social Research Institute

ESTV - Electronic Single Transferable Vote

EU - European Union

EVACS - Electronic Voting and Counting System

EVM - Electronic Voting Machine

E-voting/EV - Electronic Voting

F.F. - Fianna Fail (Political Party)

F.G. - Fine Gael (Political Party)

FAA - Federal Aviation Administration
FOI - Freedom of Information

FPP - First Past Post (Electoral System)

G.P. - Green Party (Political Party)

GEMS - Global Election Management System

GFA - Good Friday Agreement

GNU - A recursive acronym for "GNU's not UNIX"

H TTL - H series Transistor-Transistor logic

HA VA - Help America Vote Act

IBM - International Business Machines

ICC - International Criminal Court

ICTE - Irish Citizens for Trustworthy E-voting
ID - Identification

IEC - International Electrotechnical Commission
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IEEE
FES
Ind
IPA
ISO
ISPO
ISV
IT
ITSEC
rvR
rvs
KEMA

LA
Lab
LAN
LCD
LEA
LED
LINUX
LRO
MAC
MIT
MRBI
MS
MSDE
NASA

NCT
NDA
NIST
Non-P

PC
PES
PIN
PKI

PMI
PO
POPB

PR
PR-STV
PRU
PTB

RAM
RFT
RO
ROM
RTS
S.F.

Institute of Electrical and Electronics Engineers

Integrated Election Software

Independent ( Election Candidate)

Institute of Public Administration
International Organisation for Standarisation

Institute of Social and Political Opinion
Independent Software Vendor

Information Technology

Information Technology Security Evaluation Criteria

Interactive Voice Response

Integrated Vote System

Retiring van Elektrotechnische Materialen (Electrical Engineering

Equipment Testing Company)

Local Authority

Labour (Political Party)
Local Area Network

Liquid Crystal Display

Local Electoral Area

Light-Emitting Diode

Open source computer operating system

Local Returning Officer

Message Authentication Code

Massachusetts Institute of Technology

Market Research Bureau of Ireland

Microsoft

Microsoft Server Desktop Engine

National Aeronautics and Space Administration

National Capital Territory

National Disability Authority
National Institute of Standards and Technology

Non-Party (Election Candidate)

Personal Computer

Party of European Socialists (European Parliamentary Group)

Personal Identification Number

Public Key Infrastructure

Project Management Ireland

Presiding Officer

Public Opinion and Political Behaviour Research Programme (Component

Programme of the Institute for the Study of Social Change, UCD)
Proportional Representation/Public Relations

Proportional Representation-Single Transferable Vote

Programming Reading Unit

Physikalisch-Technische Bundesanstalt (Federal Physical and Technical
Institute)

Random Access Memory

Request For Tenders

Returning Officer

Read Only Memory

Run Time Software

Sinn Féin (Political Party)

436



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System

S.P. -  Socialist Party (Political Party)

Seanad -  Irish Senate

SHA -  Secure Hash Algorithm

SIRE - Technology Company

SMS -  Short Message Service

SPSS -  Statistical Package for the Social Sciences

STO -  Security Through Obscurity

STV -  Single Transferable Vote

SV1 -  Software Ventures International Corporation

T.D. - Teachta Dala (Member of Irish House of Representatives)

TCD - Trinity College Dublin
TCP/IP - Transmission Control Protocol/Internet Protocol

TNO -  Nederlandse Organisatie voor Toegepast-Natuurwetenschappelijk Onderzoek

(Netherlands Organisation for Applied Scientific Research)

TTL -  Transistor-Transistor Logic

TTP - Trusted Third Party

UCD -  University College Dublin

UEN -  Union of Europe of the Nations (European Parliamentary Group)

USB -  Universal Serial Bus

VH-VHTi - Voter verified audit technology developed by VoteHere, Inc.

VM -  Voting Machine

WAT - Voter Verified Audit Trail
VVPAT - Voter Verified Paper Audit Trail

XML -  Extensible Mark-up Language
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