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Foreword

I am pleased to present to the Ceann Comhairle this second report of the Commission on Electronic
Voting concerning the secrecy and accuracy of the Nedap-Powervote electronic voting system
chosen for use in Ireland. The Commission's first report was presented in December 2004, an
interim report having been presented in April 2004.

The Commission's work has taken place at a time of considerable change with regard to electronic

voting. In many jurisdictions the introduction of electronic voting, accepted in use elsewhere for

some years, has been subject to increasingly close scrutiny by voters, politicians, political scientists,

computer experts and the media. As a result, electoral administrators and the manufacturers of
electronic voting systems have been required to review and adapt their policies and systems to meet

the challenges of new expectations and requirements of electronic voting and to answer questions

that rarely arose for paper voting systems, as well as new questions about electronic voting.

Ireland is no exception to change in this regard and, when viewed in the light of these developments,
the decision in 1999 to adopt the chosen electronic voting system for use at elections in Ireland,

based partly on its successful track record in Holland and elsewhere, must have appeared a much

more straightforward matter than it has since transpired to be. Indeed, the breadth and complexity of

the issues that have arisen in the Commission's work suggest that no electoral administration

anywhere has so far really come to terms with all of the issues raised by the introduction of

electronic systems in place of paper voting systems. Not least among these is the issue of public

confidence and the ability of voters to trust electronic systems in the same way as they have

previously trusted election officials and manual systems.

For these reasons, and because of the in-depth nature of its examination of the chosen system, the

Commission felt it would be remiss of it not to make observations and recommendations, where

appropriate, on certain matters arising from its work that were not strictly within its remit but that

would undoubtedly be of value in the consideration of electronic voting generally. These matters are

accordingly considered separately in an appendix to this report but the Commission has not relied on

them in reaching its findings and conclusions on the secrecy and accuracy of the chosen system.

Within the particular scope of its terms of reference in relation to secrecy and accuracy, the
Commission has taken a broad view of the chosen system. In this respect, the Commission's

consideration of the system has also been broadened further by the addition to its terms of reference

of the requirement to carry out a comparative assessment with the paper system. Additional

characteristics of the paper system, including the possibility of verifiable audit, that are absent in the
chosen system (and thus lay outside the Commission's previous remit in relation to the chosen

system alone) have now been included and considered in this basis.

I am most grateful to the other members of the Commission, Mr. Kieran Coughlan, Clerk of the
Dáil, Ms. Deirdre Lane, Clerk of the Seanad, Dr. Danny O'Hare, former Chairman of the
Information Society Commission and former President of Dublin City University and Mr. Brian
Sweeney, Chairman of Siemens Ireland and former Chairman of Science Foundation Ireland for
their commitment of time, energy and enthusiasm and for the valuable knowledge and experience
they brought to the work of the Commission, including in the important and relevant areas of
elections and computer systems.
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We are very much indebted to the Commission's technical advisers Professor Pádraig Cunningham,

Mr. Renaat Verbruggen and Dr. Paul Gibson and to its project manager Dr. John Carney who

rendered valuable advice and support to the Commission in its deliberations. Our thanks are also due

to QinetiQ Ltd.. Certification Europe Ltd. and the Policy Institute at Trinity College Dublin and to
those in the School of Computer Science and Informatics at University College Dublin who also
assisted the Commission in its work.

I must also thank the Commission Secretary Mr. Alan Murphy for his commitment and dedication to

the work of the Commission. His grasp, knowledge and understanding of the subject matter has

greatly impressed the members of the Commission and has made our work that much easier. In this

he was supported by Ms. Anne Quintan and Ms. Roisin Greene who provided the essential support

for all aspects of the Commission's work that made everything run smoothly.

It was a great honour for me to have been invited by the Government to chair this Commission. We

believe that our work has added to the public knowledge and understanding of the chosen system
and we hope that it will also contribute positively to decisions concerning the future of electronic

voting in Ireland.

A^—-P. -S'^u^

Mr. Justice Matthew P. Smith

Chairman

4 July, 2006
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Summary Conclusion

The Commission concludes that it can recommend the voting and counting equipment of the chosen
system for use at elections in Ireland, subject to further work it has also recommended, but that it is
unable to recommend the election management software for such use.

Voting and Counting Equipment

The Commission can recommend the voting and counting equipment as follows:

• The voting machine and related hardware components are of good quality and their design,
which is based on voting systems that have been reliable in use elsewhere for some years, has
also remained stable since their adaptation for use in Ireland. Subject to some minor security
and usability enhancements, followed by extended and rigorous testing once they have been so
modified, the voting machine and related components can be confidently recommended for use.

• The embedded software of the voting machine is also of adequate quality, requiring only minor
modifications followed by further analysis to confirm its reliability.

• The security of the hardened PC that is proposed for use in preparing elections and in
aggregating and counting the votes afterwards is inadequate and needs to be improved.

• Improvements are also required to the security of the methods by which sensitive election data,
including votes, are stored, transported and accessed on ballot modules and CDs.

The Commission's work has indicated improvements that would be necessary in order to address

these issues, many of which involve only relatively minor modifications or additions to the system.

Election Management Software

The Commission is unable to recommend the election management software used to prepare

elections and to aggregate and count the votes on the following basis:

• The software remains under continuous development and is not of sufficient quality to enable its

use to be confidently recommended.

• Even if it can be demonstrated to work in most situations, the processes and documentation that

underpin the design and development of this software are insufficient to enable its reliability to

be assured with the necessary levels of confidence by analysis or inspection of the source code.

• Functional testing has revealed programming errors and suggests the possible existence of

others, thus further reducing confidence in the software.

It is likely, however, that alternative election management software compatible with the existing

voting machine and other hardware and software components of the system could be developed at a

reasonable relative cost.
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Security Management

The Commission has also recommended improved physical and operational security measures that
do not require modification of the chosen system but that can significantly enhance its overall
security.

Testing and Independent Verification

As the Commission has not been advised of any further official or independent testing of the chosen
system that has been carried out since the time of its previous reports, the Commission's views in

relation to such testing remain at this time as they were presented in those reports:

• The testing of the system as a whole carried out to date, as well as the investigation, analysis
and independent testing and certification of its individual components, is insufficient to provide

a secure basis for the use of the system at elections in Ireland.

• There is a need for comprehensive, independent and rigorous end-to-end testing, verification

and certification by a single accredited body of the entire system as proposed for use in Ireland.

While the Commission's work has laid the foundations for this process, more work will be required

in this area.

Comparison with Paper Voting

following the comparative assessment against the paper system of voting that it was requested to

cany out, the Commission has concluded that, in terms of secrecy and accuracy, the paper system is

moderately superior overall to the chosen electronic system as currently proposed (and in some

respects only marginally so) and that, subject to the Commission's recommendations being

implemented, the chosen system has the potential to deliver greater accuracy than the paper system

and can provide similarly high levels of secrecy.
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Executive Summary

Introduction and Background

This is the second report of the Commission on Electronic Voting established by the Government of

Ireland in March 2004 to report on the secrecy, accuracy and testing of the Nedap-Powervote

electronic voting system chosen for use at elections and referenda in Ireland - "the chosen system".

In its interim report' presented in April 2004, the Commission concluded that it was unable to

recommend use of the chosen system at the June 2004 elections. This conclusion was based not on

any finding that the chosen system would not work, but on the finding that it was not proven at that

time to the satisfaction of the Commission that it would work. Details of the work that underpinned

this conclusion were presented subsequently in the Commission's first report2 in December 2004.

About this Report

In May 2004, the Commission was placed on a statutory footing by the Electoral (Amendment) Act

2004 and, in June 2004, the Houses of the Oireachtas approved an order of the Government under

section 22 ofthat Act requesting the Commission -

• to report further on the work envisaged by the recommendations of its interim report on the

secrecy, accuracy and testing of the chosen system, and

• to include in such report a comparative assessment of the chosen system and the current

paper system of voting.

The work of the Commission on these matters is accordingly presented in this report.

Role of the Commission

The Commission's terms of reference require it to consider the secrecy and accuracy of the chosen
system, to review the testing already carried out and to carry out a comparative assessment of the
chosen system and the paper system of voting. The Commission has not been specifically asked to

test, prove or conclusively verify the chosen system, but rather, in the context of reporting on its
secrecy and accuracy, it may review the tests already carried out and carry out its own further tests.

These requirements have informed the scope and direction of the Commission's work while

responsibility for policy and administration of electronic voting, including the carrying out of
testing necessary to prove or verify the chosen system, remains a matter for the Government, the

Department of the Environment, Heritage and Local Government and returning officers.

1 Interim Report of the Commission on Electronic Voting on the Secrecy, Accuracy and Testing of the Chosen
Electronic Voting System ISBN 0-7557-1927-1 (available from Government Publications or on line at www.cev.ie).
2 First Report of the Commission on Electronic Voting on the Secrecy, Accuracy and Testing of the Chosen Electronic
Voting System ISBN 0-7557-7028-5 (available from Government Publications or on line at www.cev.ie).
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Standards of Secrecy and Accuracy

Secrecy of the ballot as required by the Irish Constitution has been held by the Courts1 to mean that
the ballot is secret to the voter - "complete and inviolable secrecy" and includes the particular
requirement that it must not be possible for the voter to be able to prove how they have voted.

Acknowledged subsequently in sections 137 and 162 of the Electoral Act 1992, this standard of
secrecy has been adopted by the Commission in its work.

Electronic processing systems can, when functioning correctly, achieve standards of accuracy that

are considerably higher than the equivalent manual systems. In a critical process such as voting at

national elections, it is to be expected that the highest possible standards of accuracy (i.e. closely
approaching 100%) should be achieved in the electronic recording, handling and counting of votes
and this is the standard of accuracy that has been adopted by the Commission in its work.

Approach to the Work

While analysis and testing of the chosen system were clearly carried out by the Manufacturers, the

Department and others during the development and adaptation of the chosen system for use in

Ireland prior to the appointment of the Commission, different parts of the system were reviewed by

different independent bodies, both within Ireland and internationally. None of these bodies was

asked to take a view of the chosen system as a whole, incorporating all relevant aspects of its

hardware and software components, its physical environment and the operational arrangements for

its use.

This led the Commission to take a broad view of the system within the particular scope of its terms

of reference. In taking this broad view, the Commission has had regard to the key principles that

any system is "more than the sum of its component parts" and is "only as strong as its weakest

link".

Software Assurance

As the chosen system relies substantially on the correct functioning of its software to achieve its

purpose, a particular focus of the Commission's work has been to investigate the quality of this

software in order to determine that it can be relied upon to achieve that purpose with the requisite

levels of secrecy and accuracy. Translated into software engineering terms, this requirement is

expressed as assuring the "trustworthiness" or "reliability" of the software by confirming, with

reference to its prescribed requirements, specifications and other indicators, that it behaves as it is

intended to and that it displays no unintended behaviour.

The Commission has determined, having regard to the democratic, social and economic

consequences of failure in a system that would be deployed in the critical tasks of recording and

counting votes at public elections, that the standards of software engineering necessary to ensure

that the overall goals of secrecy and accuracy are met by such a system are those applicable to a

"mission critical" system, that is, a system in which failure can impact on the wellbeing of people
who rely on it but who are not necessarily responsible for its failure.

' McMahon v Attorney General [1972] IR 69, ( 1972) 106 ILTR 89.
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The steps that can provide preliminary indicators regarding the reliability of the software of the

chosen system have now been taken by the Commission as described in Part 2.

Overview of the Work

The Commission's work programme for the purposes of this report has included work in the
following areas:

• Software Assurance (Part 3): Investigation of the quality and reliability of the software, having
regard to its defined requirements and specifications, the design and development process, the
system documentation and the source code.

• Hardware Security (Part 3): Usability analysis and assessment of the security of the hardware

components by inspection, modelling and structured analysis methods and in the context of their
use at elections in Ireland.

• Testinu (Part 3): Extension of the Commission's previous testing of the vote counting software

from 10,000 to 100,000 sample election test cases; testing of the hardware for susceptibility to

hacking, electromagnetic eavesdropping or interference and power supply disruptions.

• Physical Security (Part 4): A "life-cycle" review of the physical and operational security

arrangements for the design, development, manufacture, transport, storage, deployment and use

of the chosen system.

• Comparative Assessment (Part 5): Identification and comparative assessment of secrecy and

accuracy criteria as between the chosen system and the paper system of voting in Ireland.

• e-Votinu Best Practice (Part 6): Evaluation of the overall implementation of electronic voting in

Ireland with reference to the legal, operational and technical measures contained in the 2004

Council of Europe recommendation on electronic voting.

The full details of this work, together with the Commission's findings, conclusions and

observations arising from the work are set out in the relevant parts of this report as indicated in each

case above.

Key Findings

The Commission's key findings in relation to the secrecy and accuracy of the chosen system are as
follows (the components of the chosen system referred to below are illustrated for reference in

Appendix I):

Hardware

• The main hardware components of the system, namely the voting machine, the
programming/reading unit and the ballot module are of good quality and design. They are robust
against failure and are well suited to their purpose.
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• The measures implemented to secure the hardened PC on which the eleclion management
(Delphi code) software would be installed and used to configure elections and to count the votes

are inadequate and would need to be reviewed and strengthened in light of the Commission s

conclusion regarding thai software.

• The widespread use of CDs, in the manner currently proposed, to transfer sensitive election

data, including votes, between centres is not sufficiently secure and should be rigorously

reviewed and strengthened.

The Commission has indicated specific areas for improvement in order to address these issues,

many of them involving only relatively minor enhancements or additions to the existing

components of the chosen system.

Software

• The embedded C code software within the voting machine and programming/reading unit is of

an adequate standard and, while il is not of mission critical standard, there is evidence to suggest

that it has been developed according to a recognisable structured design process which is

broadly in accordance with industry best practice.

• The election management (Delphi code) software installed on the hardened PC and used to

prepare elections and to aggregate and count the votes has not been developed in accordance

with any recognisable standard process and is thus unlikely to be capable of meeting the high

standards of software engineering that would be required in a mission critical system.

While modification and further investigation of the behaviour of the embedded C code software

would be necessary before its reliability could be confirmed for use at elections in Ireland, it is

unlikely that the election management (Delphi code) software could feasibly be amended to enable

its reliability to be confirmed. It is likely however that alternative election management software,

compatible with the hardware and embedded C code software of the system, could be developed at

a reasonable relative cost.

System mid Data Security

• The measures provided within the system as a whole to restrict access to its services, and to

enable operators and observers to check that the software and hardware versions are correct, are

less rigorous than would be appropriate in a mission critical system and should be improved.

• The measures to protect against unauthorised access and/or alteration of data contained on ballot

modules and CDs could also be improved by the implementation of measures such as

encryption and cryptographic signing to give greater confidence in the integrity of the system.

These issues can also be addressed by relatively minor enhancements or additions to the existing

components of the chosen system.
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Testing and Independent Verification

• The testing of the system as a whole carried out to date, as well as the investigation, analysis
and independent testing and certification of its individual components, is insufficient to provide
a secure basis for the use of the system at elections in Ireland.

• There is a need for comprehensive, independent and rigorous end-to-end testing, verification

and certification by a single accredited body of the entire system as proposed for use in Ireland.

While the Commission's work has laid the foundations for this process, more work will be required
in this area.

Physical Security

• There is a wide variation across constituencies in the proposed or actual physical and

operational security measures for the management of the chosen system as a distributed system.

• There is a consequent need for clear policy guidance on the minimum security requirements for

the storage, transport, set-up, use and disposal of electronic voting equipment and data in order
to bring enhanced clarity and consistency in the measures implemented across constituencies.

• There is a particular need for the security of voting machines to be completely assured at all

times once they have been programmed for use.

• The methods for supplying and distributing the election management (Delphi code) software are

not sufficiently secure and there are inadequate controls on the installation, access and use of

that software exclusively on the hardened PC.

• Enhanced physical and data security measures should be developed and implemented in the

transport of votes and other election data on ballot modules and CDs.

• Comprehensive electronic asset registers should be established to record the identity, location

and movement of all items of electronic voting equipment and appropriate documentary controls

should be implemented on the movement of equipment and data, both at and between elections.

Attention to most of these physical security issues would not require any modification to the chosen

system, but would nonetheless contribute very significantly to its overall security.

Comparative Assessment against Paper Voting

• Issues of accuracy arise in relation to both systems while issues of secrecy are relatively

insignificant under both systems.

• The chosen system has the potential to be superior to the paper system in many significant
respects concerning its accuracy.
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• Both systems are broadly similar in terms of secrecy and, while the chosen system can be

improved to match the high standard of secrecy offered by the paper system, it is unlikely to
exceed this standard.

• The achievement of the full potential of the chosen system in terms of secrecy and accuracy
depends upon a number of software and hardware modifications, both major and minor, and

more significantly, is dependent on the reliability of its software being adequately proven.

When compared in terms of secrecy and accuracy, the existing paper system is moderately superior

overall to the chosen electronic system as currently proposed for use in Ireland (and in some

respects only marginally so). However, the Commission's work has highlighted modifications to the

chosen system and the procedural arrangements for its deployment, together with further software

analysis and testing of the system as a whole that could potentially remedy this situation.

Overall Conclusion

Based on the results of its work to date in relation to technical, procedural and comparative aspects

of the chosen system, and recognising that the chosen system can potentially enhance and deliver

real efficiencies in the administration of elections in Ireland (as demonstrated by systems based on
the same design and used elsewhere for some years), the Commission concludes that it can

recommend the voting and counting equipment for use at elections in Ireland, subject to further

work it has also recommended, but that it is unable to recommend the election management

software for such use.

Further work is also required in relation to the security and operational arrangements for the use of

the system as a whole. The enhancement of these administrative arrangements can contribute

significantly to the overall security of the chosen system without requiring any modification to the

system itself.

Further development, testing and analysis of the system, followed by independent certification of its

suitability are thus necessary before it can confidently be used at elections in Ireland. Desirable also

in this context would be the development of Irish standards for e-voting in keeping with emerging

international best practice and the assignment of responsibility to a single body within Ireland for

ensuring that these standards are met.

Areas for improvement in the technical and operational aspects of the system have accordingly been

highlighted by the Commission and it has made recommendations concerning the work that is

necessary to address these. Approaches to further development, testing and analysis of the system

have also been recommended with a view to providing the necessary assurances that the system is

reliable.

Subject to this work being carried out in accordance with the recommendations of the Commission,
it is likely that the chosen system can be deployed and used with confidence in the future.

In presenting its report at this time, the Commission believes that the technical and other knowledge

and information about the chosen system obtained during the preparation of this report can
contribute to any decisions that may be taken regarding the future development and use of

electronic voting in general, and the chosen system in particular, at elections in Ireland.
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Electronic Voting Context

The Commission recognises that its work has taken place at a time of significant "climate change"

with regard to electronic voting generally. During this time, voting technologies have been required

to meet and adapt to new challenges that have arisen as a result of significant alterations in the

levels of public and political expectation and acceptance of electronic voting, both in Ireland and
abroad. Consideration of these "climate change" issues lies mainly outside the scope of the

Commission's work as currently framed by its terms of reference and the Commission has
accordingly refrained from considering them.

Based on these wider developments and on the perceived and reported conclusions of the
Commission's previous reports and the subsequent non-use of the chosen system, the Commission

also recognises that the public perception of the current and future status of electronic voting in
Ireland may differ from what the Commission was able to consider in its work and in making its

reports.

The Commission has endeavoured, within the particular context of its terms of reference in relation

to secrecy and accuracy, to shed as much light as possible on the chosen system. In this way, by

reporting to the fullest possible extent on the general nature of the chosen system, its specific

characteristics and the operational arrangements for its deployment, the Commission believes that

its work can contribute to greater public knowledge and understanding of the chosen system.

Consistent with its independent role, the Commission has maintained an open view on electronic

voting in general, while acknowledging that its introduction in Ireland can make a positive

contribution to inclusive and representative democracy. Within the particular scope of its terms of

reference, the Commission also recognises that, when compared with paper voting, electronic

voting methods in general can deliver enhanced levels of accuracy and similar levels of secrecy and

that this potential also exists in the particular case of the chosen system.
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Terms of Reference and Membership of Commission

Terms of Reference4 (March 2004)

The Commission was established by a decision of the Government of 1 March, 2004 with the

following terms of reference:

( 1 ) The Commission, which shall be independent in the performance of its functions,

shall prepare a number of reports for presentation to the Ceann Comhairle (the

Chairman of Dáil Éireann) on the secrecy and accuracy of the chosen electronic

voting and counting system i.e. the Powervote/Nedap system.

(2) The Commission shall make one or more of such reports to the Ceann Comhairle

not later than 1 May, 2004 comprising recommendations on the secrecy and

accuracy including the application or non-application as the case may he of the

electronic voting and counting of the Po\\er\'ote/Nedap system for the local and

European elections on 11 June, 2004'.

(3) The Commission's subsequent report or reports will record its views of the

operation and experience of electronic voting and counting at elections.

(4) In carrying out its work, it will be open to the Commission to review the tests
already undertaken to validate the electronic voting and counting system and to
have further tests undertaken. It may also retain the service of such consultants or

other persons that it considers are desirable.

(5) The Commission shall be entitled to invite and consider submissions on such

basis as it thinks appropriate.

Membership

The following persons were invited by the Government to become Members of the Commission:

The Hon. Mr. Justice Matthew P. Smith, Chairman

Mr. Kieran Coughlan, Clerk of Dáil Éireann

Ms. Deirdre Lane, Clerk of Seanad Éireann

Dr. Danny O'Hare, former Chairman of the Information Society Commission and
former President of Dublin City University

Mr. Brian Sweeney, Chairman of Siemens Ireland and
former Chairman of Science Foundation Ireland

' These are the original terms of reference of the Commission when appointed by decision of the Government in March
2004 In Mav 2004 they were confirmed by the Electoral (Amendment) Act 2004 and in June 2004 they were
supplemented by an order of the Government made pursuant to that Act and approved by both Houses of the

Oireachtas. „ ,    _ „ ,.    . ...,

5 The original terms of reference of I March 2004 were amended by decision of the Government on 9 March 2004 as

indicated in italics.
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Electoral (Amendment) Act 2004 (May, 2004)

The Electoral (Amendment) Act 2004, enacted on 18 May, 2004 contained provisions relating to
the Commission. These provisions are set out in Appendix 2.

Commission on Electronic Voting (Further Reports) Order 2004 (June 2004)

The following Order of the Government made under section 22(5) of the Electoral (Amendment)
Act 2004 was approved by resolutions of Dáii Éireann and Seanad Eireann on 29 June, 2004.

Whereas the Commission on Electronic Voting (hereinafter referred to as "the

Commission") has presented an interim report to the Chairman of Dáil Éireann on

30 April, 2004, and

Whereas that interim report set out in paragraph 4.5 a number of recommendations

for action.

Now therefore the Government by this Order under Section 22 (5) of the Electoral

(Amendment) Act, 2004 hereby requests the Commission to make such further

report or reports as arc necessary concerning the work envisaged by the

Commission under the said paragraph 4.5. for the purpose of the Commission

assessing the secrecy and accuracy of the Powervote/Nedap System, and to include

in such report or reports a comparative assessment of the secrecy and accuracy of

the current system for voting at elections and referenda.

GIVEN under the Official Seal of the Government

This 24,h day of June, 2004

(Siuned) Mary Harney, T.D. Tánaiste
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Introduction (Part I)

This part introduces the Commission and its role generally and provides the background for this
report. The work of the Commission and the approach taken to carrying out this work are described
in Part 2. The details, findings and conclusions of the Commission's work are set out in subsequent
parts of this report.

Appendix I provides an overview of the main components of the chosen system and their context,
together with an outline of how the system would be deployed during elections in Ireland. Appendix
3 provides a technical description of the system.

1.1 About the Commission

The Commission was established by the Government of Ireland in March 2004 to report to the
Ceann Comhairle (the Chairman of Dáil Eireann) on the secrecy and accuracy of the Nedap-

Powervote electronic voting system chosen for use at elections and referenda in Ireland - hereafter
described as the "chosen system". It was also open to the Commission to review tests already
undertaken to validate the chosen system, to have further tests undertaken and to invite and consider
submissions. Five persons were invited by the Government to become members of the Commission.
The terms of reference and membership of the Commission are set out earlier in this report.

The Commission was subsequently placed on a statutory footing by the Electoral (Amendment) Act
2004 enacted in May 2004 and the relevant provisions of this Act are set out in Appendix 2. An
order of the Government made under this Act and approved by both Houses of the Oireachtas in

June 2004 also forms part of the Commission's terms of reference as set out earlier in this report.

1.2 About this Report

This second report deals with work of the Commission carried out between June 2004 and July

2006. The Commission has previously presented an interim report and a first report dealing with its

earlier work.

Background and Previous Reports

Following its establishment in March 2004, the Commission was required to make a report, not

later than 1 May 2004, on the secrecy, accuracy and testing of the chosen system in the context of

its proposed use at local and European elections and a referendum in June 2004.

In its interim report6 presented in April 2004, the Commission concluded that it was unable to

recommend use of the chosen system at the June elections and referendum as proposed. This

conclusion was based not on any finding that the chosen system would not work, but on the finding

that it was not proven at that time to the satisfaction of the Commission that it would work.

* Interim Report of the Commission on Electronic Voting on the Secrecy. Accuracy and Testing of the Chosen

Electronic Voting System ISBN 0-7557-1927-1 (available from Government Publications or on line at www.cev.ie).
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This conclusion and the Commission's other observations and recommendations remained

unchanged in the Commission's first report7, presented subsequently in December 2004. The first
report contained full details of the work underpinning the earlier interim report, but which the

Commission had refrained from presenting until an opportunity to review and comment on this

work had been offered to various parties identified or mentioned in the work, including the
Manufacturers of the chosen system.

Request for Further Reports

Meanwhile, in June 2004, the Houses of the Oireachtas approved an order made by the Government

under section 22 of the Electoral (Amendment) Act 2004, formally requesting the Commission -

• to report further on the work envisaged by the recommendations of its interim report on the

secrecy, accuracy and testing of the chosen system, and

• to include in such report a comparative assessment of the chosen system and the current

paper system of voting.

The work of the Commission on these matters is accordingly presented in this report.

Report Scope

In accordance with its terms of reference, the Commission has considered the secrecy and accuracy

of the chosen system and reviewed the tests undertaken to validate it. The Commission also carried

out its own further tests and examined procedures for deploying the system at elections in Ireland.

A particular feature of the Commission's work in the immediate period following its establishment

on 1 March 2004 was the requirement to make a report before I May 2004, i.e. within two months,

in relation to the proposed use of the chosen system at local and European elections and a

referendum in June 2004.

In presenting ils interim report on 30 April 2004, the Commission indicated that, while its work in
relation to the chosen system was incomplete, it was nonetheless in a position to make a report at

that time on the basis that the threshold of evidence for recommending against the use of the system

was considerably lower than that which would be necessary to make a positive recommendation.

In order to meet the requirement of the order approved by the Houses of the Oireachtas in June

2004 requesting the Commission to make a further report on the chosen system, it was necessary for

the Commission to broaden and deepen its knowledge of the system. The scope of this work and the

Commission's approach to undertaking it are described in Part 2.

First Report of the Commission on Electronic Voting on the Secrecy, Accuracy and Testing of the Chosen Electronic

Voting System ISIÎN 0-7557-7028-5 (available from Government Publications or on line at www.cev.ie).
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Report Structure

The structure of this report is as follows:

• Introduction (Part 1)

• Work of the Commission (Part 2)

• Technical Aspects and Testing of the Chosen System (Part 3 and Appendix 3)

• Physical and Operational Security Aspects of the Chosen System (Part 4 and Appendix 4)

• Comparative Assessment of the Chosen System and the Paper System (Part 5 and Appendix 5)

• e-Voting Best Practice: Council of Europe Recommendation (Part 6 and Appendix 6)

• Summary and Conclusions (Part 7)

• Recommendations on the Chosen System (Part 8) and Electronic Voting (Part 9)

An overview of the Commission's work (presented in detail in Parts 3 to 6 as indicated above) is

provided in section 2.4 of Part 2.

Definitions

The following terms are used in this report with the following meanings:

• "the Commission" means the Commission on Electronic Voting;

• "secrecy" and "accuracy" have the meanings assigned in section 2.2 of Part 2;

• "the chosen system" or, as appropriate, "the system" means the Nedap-Powervote electronic

voting system as described in Appendix I and Appendix 3;

• "the Department" means the Department of the Environment, Heritage and Local Government;

• "the Manufacturers" means Nedap-Powervote, that is, Nedap NV and Powervote Ireland Ltd. as

joint manufacturers and suppliers of the chosen system as referred to in Appendix I.

1.3 Report Status

Subject to any further order of the Government that may be approved by the Houses of the
Oireachtas requesting the Commission to make further reports as provided by section 22 of the
Electoral (Amendment) Act 2004, this report is envisaged by the Commission to be its final report
on the chosen system as currently proposed and in the context of the Commission's terms of

reference.

1.4 Acknowledgements

The Commission would like to thank all those who have contributed to its work in preparing this
report and its earlier reports. The many submissions received from members of the public were

helpful and informative to the Commission while extensive and valuable advice was also provided
in the course of the work by the technical and other experts engaged by the Commission. The
Commission also gratefully acknowledges the cooperation and courtesy of the Department and the

Manufacturers at all stages during its work.
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Introduction (Part 2)

This part introduces and provides an overview of the Commission's work which is presented in

detail in Parts 3 to 6 of this report. The scope of the work is described in section 2.1, the standards

of secrecy and accuracy adopted by the Commission are defined in section 2.2, the Commission's

approach to the work is described in section 2.3 and an overview of the work is given in section 2.4.

Relevant aspects of the commencement, management and conclusion of the work are described in

sections 2.5 and 2.6 while section 2.7 places the Commission's work in the context of wider

electronic voting developments.

2.1 Scope of the Work

Role of the Commission

The Commission's terms of reference require it to do the following:

• consider the secrecy and accuracy of the chosen system,

• review the testing carried out and carry out its own further tests, and

• carry out a comparative assessment of the chosen system and the paper system of voting,

and these requirements have accordingly informed the scope and direction of the Commission's

work as introduced in this part.

The Commission has had no involvement in the decision to adopt e-voting in Ireland or the steps by

which this decision has been implemented to date. These events largely preceded the Commission's
establishment in March, 2004 and the Commission has not been asked to consider them (although
the requirements and specifications for the system have been considered as part of the

Commission's remit).

Responsibility for policy and ongoing administration of electronic voting thus remains a matter for
the Government and the Department in conjunction with returning officers.

Testing and Validation

Responsibility for official testing and overall validation of the system is also a matter for the
Department. The Commission has not been specifically asked to test, prove or conclusively verify
the chosen system, but rather, in the context of reporting on its secrecy and accuracy, it is authorised
by its terms of reference to review the tests already carried out and to carry out its own further tests.

Analysis of the software of the chosen system, together with some further testing of individual
components and functional testing of the system as a whole, has accordingly been carried out by the
Commission on this basis in the context of this report. As no further official testing ol the chosen
system has been carried out by the Department, the main work carried out by the Commission in
regard to reviewing the previous tests of the system is contained in its first report .

* lirst Report of the Commission on Electronic Voting, December, 2004: Parts 2 and 4.
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2.2 Standards of Secrecy and Accuracy

One of the first issues that the Commission had to address was to identify the standards of secrecy
and accuracy that it should apply in its consideration of the chosen system. In fact these standards

have remained unchanged since the Commission's previous reports and they also largely precede

the adoption of electronic voting in Ireland.

Secrecy

Secrecy of the ballot is required by the Irish Constitution and has been held by the Courts in
McMahon v Attorney General" lo mean that the ballot is secret to the voter - "complete and
inviolable secrecy" and includes the particular requirement that it must not be possible for the voter

to prove how they have voted. Acknowledged subsequently in sections 137 and 162 of the Electoral

Act 1992 which impose obligations of secrecy on persons present at the issue of ballot papers or at

the opening of ballot boxes, this standard of secrecy has also been adopted by the Commission in its

work.

In adopting this standard, the Commission notes that the Courts have also held that persons who

require assistance in voting are regarded as "electing to waive their constitutional right that this vote

should be completely secret". This does not mean that secrecy is no longer a requirement in the case

of such voters but, rather, that the level of secrecy they enjoy is necessarily reduced to facilitate the

exercise of their right to vote. The Commission has accordingly taken the view that the highest

technically feasible levels of secrecy should be afforded to such voters, who include persons with

disabilities and persons with literacy difficulties.

The Commission acknowledges that this concept of secrecy does not relate to the disclosure of the

intentions or actions of persons intending not to vote either by abstaining or deliberately spoiling

their vote. The use of the chosen system by such persons has nonetheless arisen for consideration in

parts of the Commission's work, namely, in reviewing the design, intended behaviour and usability

aspects of the voting machine as the principal user interface of the system and also in comparing the

overall functionality of the chosen system with that of the existing paper system.

Accuracy

Although the Commission did not find it necessary to define a precise standard of accuracy for the

purposes of its earlier reports, it determined that accuracy related to matters concerning the

demonstrable integrity and consistency of the methods for the gathering of the votes at polling

stations, the methods for the translocation of the votes from polling stations to count centres, the

process of disaggregating groups of votes for counting in different types of elections and the

methods for counting and distributing votes.

Electronic processing systems can, when functioning correctly, achieve standards of accuracy that
arc considerably higher than the equivalent manual systems. In a critical process such as voting at

national elections, it is to be expected that the highest possible standards of accuracy (i.e. closely

' M, \4ahon v Attorney General [\912\ IR 69, (1972) 106 II.TR 89.

28



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System Part 2

approaching 100%) should be achieved in the electronic recording, handling and counting of votes

and this is the standard that has been adopted by the Commission in its work.

In addition to the near-zero error rate that this standard implies in terms of computational accuracy,

any electronic voting system and the arrangements for its deployment must also incorporate

measures designed to prevent, or at least minimise to the greatest possible extent, any influence on

accuracy caused by human error in the design or operation of the system. The Commission has also

adopted this requirement for the purposes of its work.

Other Standards

The Commission also adopted other relevant technical and operational standards as it saw fit for the

purposes of its work, including in its own methodology for carrying out the work. Where these are

recognised standards, they have been identified as such in the relevant parts of this report while, in

other cases where it has been necessary for the Commission to determine its own standards,

particularly in the area of software engineering, the relevant requirements have been specified in

each case in the light of current best practice and expectations of electronic voting systems

generally.
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2.3 Approach to the Work

Overall Approach and Principles

In approaching its work, the Commission took a broad view of the chosen system. Analysis and

testing were clearly carried out during the development of the chosen system and, subsequently,
following its adaptation for use in Ireland'". Different parts of the system were reviewed by
different independent bodies, both within Ireland and internationally, each having its own expertise
and perspective in relation to particular aspects. However none of these bodies was asked to take a

view of the chosen system as a whole, incorporating all relevant aspects of its hardware and

software components, its physical environment and the operational arrangements for its use.

This led the Commission to take a broad view of the system within the particular scope of its terms
of reference. In taking this broad view of the chosen system, the Commission has had regard to the

following key principles:

• any system is more than the sum of its component parts: In addition to considering its

component hardware, software, physical and operational aspects, any review of an electronic

voting system must also consider how these aspects fit together and interact. Thus, for example,

the security features of any voting machine as a hardware device cannot be considered in

isolation from the operational security arrangements for its use at elections and the physical and

logical security measures to restrict and detect unauthorised access to the voting machine and its

services both at and between election times;

• any system is only as strong as ils weakest link: The ability to record votes with perfect

accuracy will be undermined if there is a potential for error in the counting software; the value

of protections afforded by a secure voting machine and a secure counting process will be

diminished if the manner of transferring votes between these processes is not also secure; and

the value in implementing high levels of security around voting machines on polling day will be

diminished if they can be tampered with when stored between elections.

The Commission's work has thus sought to investigate the hardware, software and physical security

features of the chosen system in combination with the operational arrangements for its deployment

at real elections in Ireland, with significant findings from each strand of the investigation informing

the other strands. An overview of this work is provided in section 2.4.

Software Assurance

A particular focus of the Commission's work at all stages since its establishment has been on the

software of the chosen system. The Commission's previous reports" highlighted the requirement

for independent review and testing of the software in order to provide the necessary assurances that

it is reliable and can be confidently recommended for use in Ireland. However it was not possible

within the timeliame of those reports for the Commission to take significant steps in this direction.

While the provision of this type of assurance in a substantive way does not fall within the

10 First Report of the Commission on Electronic Voting. December. 2004: Appendix IB p.83.

" First Report of the Commission on Electronic Voting. December. 2004: Part 6 p. 74 and p.78.
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Commission's role, the steps that can provide preliminary indicators regarding the reliability of the

software of the chosen system have now been taken by the Commission. This was made possible

within the context of the enhanced levels of access to the documentation and source code of the

system permitted by the extended timeframe of this second report.

Software Quality

As the chosen system relies substantially on the correct functioning of its software to achieve its

purpose and, in order to demonstrate that it achieves that purpose with the requisite levels of

secrecy and accuracy, it is necessary to investigate the quality of this software.

The case for establishing the secrecy and accuracy of the system as a whole is thus substantially

reliant on establishing that the software is well written and can be relied upon to do its job properly.

Translated into software engineering terms, this requirement is expressed in terms of the need to

assure the "trustworthiness" of the software by confirming, with reference to its prescribed

requirements, specifications and other indicators, that it behaves as intended and displays no

unintended behaviour.

While it is difficult to quantify measures of "trustworthiness" for this purpose, other criteria such as

reliability, availability (robustness), usability, transparency, auditability, integrity (security),
correctness (conformity) and functionality (operation) are more clearly understood and can provide

useful indicators and measures of quality in relation to software engineering. These terms, together

with other relevant indicators, are accordingly used in this report.

The concept of "trustworthiness" as a technical term also aligns closely with the concerns about the

chosen system that have been raised in the public and political debate and by individual voters,

including the many people who made submissions ~ to the Commission regarding the proposed use
of the system in 2004. Given the reduced transparency of electronic voting processes when

compared with paper voting, these voters clearly seek assurance that the system will record, include

and count their votes accurately while also maintaining the high level of secrecy that they are
accustomed to under the paper system. Thus it is the same property of the system - the reliability of
the unseen workings of the software - that needs to be assured in order to satisfy the concerns of

users, critics, observers and reviewers of the system alike.

With a view to establishing the quality of the software that is responsible for ensuring the
trustworthiness of the chosen system as a whole, the Commission has identified the following

software engineering aspects for consideration:

• documentation;

• design and development processes;

• source code.

The Commission's approach to identifying the appropriate software engineering standards to apply
in the case of the chosen system is discussed further below while detailed consideration of these

aspects of the software of the chosen system is set out in section 3.3 of Part 3.

Recognising that the cost of "building in" software quality in these areas must be balanced against

12 First Report of the Commission on Electronic Voting, December. 2004: Part 3 and Appendix 3.
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the potential cost in the event of failure of the software to meet its purpose, the Commission also
considered the role of the software of the chosen system in (he light of the potential consequences
of such failure.

Quality StandardsJor Electronic I oting Software

While it might seem that administering elections and recording, aggregating and counting votes is

not a very taxing challenge for computer systems, there is no doubt that the role of any electronic
voting system in determining the results of national elections leading to the formation of

parliaments, governments and other branches of national and local administration is a "critical" one

in terms of confidence in the democratic process and the potential effect those outcomes can have

on the social and economic well-being of a state and its citizens.

A useful analogy referenced by the Commission in this regard is the development by a major

commercial bank of new electronic banking software to handle its on-line banking services, ATM

transactions and customer accounts - an application that offers some similarities to electronic

voting:

• the underlying counting tasks are fundamentally very simple but very important;

• these tasks have been performed manually for many years to most people's satisfaction;

• the processes involve manipulating large amounts of sensitive data;

• similar types of data are input from many different sources;

• data is secret and its accuracy is required to be maintained;

• key user interfaces are provided in a very public setting;

• the system must avoid failure or error due to both honest and dishonest manipulation;

• localised small failures can be tolerated but systematic failure would be very serious;

• widespread failure of the system can affect the well-being of individuals and of society as a

whole.

Key differences between electronic voting and electronic banking which raise the required standard

for electronic voting software even higher include the following:

• the outcome of electronic voting determines the formation of the government of a sovereign

state and. unlike a banking system, a system failure can never be fully retrieved since re-

running an election on a different date creates a completely different political context;

• electronic voting systems are used and operated by persons who only do so at widely spaced

intervals rather than on a daily basis and who will therefore be less familiar with them;

• secrecy is not an express requirement in the design of an ATM or on-line banking interfaces

in the same way as il is a requirement at Irish elections;

• if the users of banking services are dissatisfied with the system in one bank, they have the

option to move to another bank.

It thus appears reasonable to the Commission to suggest as a benchmark that at least the same or

higher standards of quality assurance should be provided by the State to its citizens in introducing

an electronic voting system as a major bank would require when introducing a new electronic

banking system.
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Critical Systems

Having identified the role of electronic voting as a critical one, it was necessary for the Commission

before commencing its work to decide how critical the chosen system is in order to determine the
appropriate quality standards to apply in reviewing it.

The classification of critical systems can be expressed in terms of the economic or human cost of

failure. At one end of the criticality spectrum are "safety critical" systems where failure may lead to

loss of life, injury or damage to the environment. At the other end of the spectrum are "business

critical" systems where the cost of failure is purely financial, albeit very significant to the business
as a whole and to its reputation. Between these categories are "mission critical" systems where there

is no direct threat to life or limb but where the cost of failure is likely to directly threaten the well-

being of individuals or groups who rely on the system but who were not necessarily responsible for
its failure.

While, in certain circumstances, a threat to the secrecy of an individual vote may be life-
threatening, it is difficult to reason that an electronic voting system should be classed as safety

critical in the context of its use in a mature democratic electoral process such as exists in Ireland.

Certainly the cost of development associated with safety critical applications such as nuclear reactor
control systems, space travel or automatic pilot systems for aircraft would render electronic voting
economically unfeasible.

At the other end of the spectrum, the failure of an electronic voting system is clearly business

critical, at least in the sense that it will be costly financially, and in terms of reputation, at the

electoral administration level to re-run elections or to recover from failures during them. At the

democratic, social and economic levels however, the worst case scenario would be where the

system fails to elect the correct candidates, possibly resulting in the incorrect formation of a

government. Although there is no meaningful way of equating this kind of failure with a financial

cost, its adverse impact on the well-being of individuals, society and the State is potentially great.

Electronic voting is thus more critical than systems such as those used in point of sale, accounting,

data handling, stock control and other wide-scale business and administrative applications, even

though commercial pressures and the potential consequences of failure would cause considerable

investments of effort and money to be made in the development of such systems also.

On this basis, the Commission determined that, having regard to the democratic, social and

economic consequences of failure in a system that would be deployed in the critical tasks of

recording and counting votes at public elections, the levels of quality software engineering that are

necessary to ensure that the overall goals of secrecy and accuracy are met by such a system are

those applicable to mission critical systems.

System Architecture

A particular characteristic of the chosen system identified by the Commission in this regard
concerns the architecture of the system as a whole and how its individual components relate to each
other in the context of its deployment within and across constituencies at elections.

The chosen system is involved in the following activities when multiple polls take place at the same
time:
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• at election offices:      generating poll data files for different election types;

• at service centres:       combining poll data files received from different election offices into
composite poll dala files;

• at polling stations:      recording votes for each election type simultaneously;

• at read-in centres:       reading in and aggregating the votes received from polling stations and

disaggregating them into partial vote files for each election type;

• at count centres: aggregating the partial vote files received from read-in centres into

composite vote files for each election and then counting the votes.

On this basis, the Commission views the chosen system as a distributed system, with
complementary tasks being carried out at distributed processing centres using common parameters

such as poll configuration data which is transmitted between centres as appropriate, together with

variable data such as votes.

However, and in contrast to the distributed geographical configuration of its individual components,
there are no physical or other connecting links between the components of the system although it

operates in a way that enables them to share and exchange data as though they were connected. This

involves the exchange of data between centres using portable media, i.e. ballot modules and CDs.

The data exchanged by these methods is managed mainly by the election management software.

This virtual connectivity and sharing of data thus relies significantly on the deployed methods for

exchanging and handling data between centres (i.e. the ballot module, CD and election management

software) and places considerable emphasis on the integrity, robustness and suitability of those

methods to fulfil their intended purpose.

Engineering Standards for Electronic Voting

Having determined thai electronic voting is a mission critical application, it was then necessary to

determine the engineering standards that might be expected to have been applied in the development

of the chosen system, and whether the application of these standards can be identified from quality

reviews of the hardware and software development processes, documentation and the source code.

Critical Systems Engineering

There are three main aspects of critical systems engineering where such standards play a role:

• hardware standards ensure that design and manufacturing errors cannot lead to failure and that

the likelihood of components reaching the end of their "natural life" does not compromise the

reliability of the system;

• software development standards ensure that the probability of failures due to errors in

specification, design and implementation is reduced;

• operations standards reduce the likelihood that humans make mistakes when interacting with the

system, and that when human error does occur the system can cope with it.

In order to apply these standards in a demonstrable and provable manner, the Commission

considered the chosen system in different ways, each having regard to the criticality of the system

as a whole. This included reviews of the hardware and software of the system, its physical security
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and the administrative arrangements for its deployment as described in Parts 3 and 4 of this report.
An overview of this approach is provided in section 2.4 of this part.

Central to this review are the election management software and the embedded software of the

chosen system. These software components have been specifically examined with regard to the
indicators of quality provided by their documentation (including requirements and design
specifications), the design methodology used in their development and the source code central to
the design implementation.

Quality Assurance

In carrying out its work, the Commission also had regard to different approaches that can be taken
to assuring quality in the design and development of computer systems.

One such approach involves the aggregation and analysis in a meaningful manner of the views and
knowledge of customers, users and other interested parties, together with problem-domain experts,

to develop a clear and structured view of the intended system in terms of its intended purpose

(requirements specifications) and design. This "human-oriented" approach is usually most

meaningful when undertaken before the development starts. When it has been undertaken, this also

provides useful evidence that a quality process has underpinned the requirements capture and

design specification stages of the system.

As the Commission has had no role in the development of the chosen system, this approach was

largely not open to it, although consideration was given to the available documented requirements

and specifications deriving from the development of the system and its eventual selection. In the

case of the chosen system, these requirements specifications are contained in public documents ' of

the Department and the Manufacturers concerning the procurement process for the chosen system

and also in private documents of the Manufacturers relating to the original design of components of

the system (which preceded its procurement) and their adaptation for use in Ireland. These

documents were provided to the Commission for review.

A more "technology-oriented" approach to analysis involves examination of the system, its

components and the overall quality of the finished product. This can be carried out retrospectively

(i.e. after the development) by systems engineering experts and without the strict need for domain

experts. This approach is based on the principle that the quality of engineering involved in building

critical systems is determined by the standard of the models, methods, tools, techniques and people
that are employed during its development. Objective measures of the quality of these resources and

methods used in the development of a system can thus provide a useful guide to the level of
reliability of the system itself, once developed.

This is largely the approach that was taken by the Commission in reviewing the chosen system.

Details of the models, methods, tools, techniques and people that were employed during the
development of the chosen system are contained in private documents of the Manufacturers which

13 ( I ) Electronic Voting and Counting System: Request for Tenders ( Department of the Environment. Heritage and
Local Government, 23 June 2000).

(2) Response by successful tenderer to questions in section 4 and appendix F of the Request for Tenders document

(Ncdap-Powervotc. 14 August 2000).

(3) Requirements for Voting Machines for use at Elections in Ireland (DVREC-2. Department of the Environment,
Heritage and Local Government, 5 March 2003).
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were also provided to the Commission for review.

I erification of Standards

The most obvious way of verifying if a critical system was built following standard practice is to
first check the requirements documentation for an explicit statement of the level of reliability that
was expected. The absence of such a statement makes it very unlikely that the system was developed
accordingly. In the case of the chosen system, many of these requirements were largely pre-

determined by the fact that an existing design of electronic voting system was adopted and adapted
for use in Ireland and that their existence was thus already implicit or explicit in that design.

Provided that such a requirement of reliability was notified to the developers, the next step is to
check that the final system has been tested against that requirement. The absence of such tests makes
it unlikely that the system was developed according to its requirements, while the existence of such
tests demonstrates only that the developers were trying to build the system following recognised
standards, but does not actually guarantee that they have done so.

The final step is to ask systems engineering experts to "look under the bonnet" of the system. Their

expertise is likely to be the best tool for assessing the quality of the development process,
particularly in cases where other sources of evidence are inadequate, incomplete or absent for one

reason or another. It was in this area that much of the Commission's work was concentrated,

together with reviewing, as far as possible, evidence of the steps already completed as outlined

above.

Requirements and Specifications

One fundamental measure of the quality of any system is how well it meets the purpose for which it

was intended. Requirements engineering is concerned with making sure that this purpose is well-

understood and that what the customer wants is what the engineers attempt to build. It involves the

discoveiy of purpose by identifying stakeholders and their needs, followed by documenting this in

the structured form of a "requirements model" that is amenable to further analysis, communication

and subsequent implementation through design.

Analysis

The analysis tools and techniques used in requirements engineering draw upon a variety of domains

including computer science, information systems engineering and cognitive and social sciences

relative to the context in which the development is taking place. Failure to address any one of these

aspects is likely to lead to a system of poor quality.

Effective analysis for building requirements models is also dependent on knowing the sort of

information that is required, extracting it, and recording it. There are a number of inherent

difficulties in this process. Stakeholders may be numerous and distributed, with differing goals and

expectations of the system. In the case of electronic voting, the stakeholders include voters,

candidales. electoral authorities, election officials and others. Furthermore, some goals may not be

explicit or may be difficult to articulate, and, inevitably, meeting these goals may be constrained by

a variety of factors.
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Often, as in the case of the adaptation of the chosen system for use in Ireland, an implementation

architecture exists such that new requirements must be built onto an already developed system. In

this case it is very important that a correct abstraction of the already existing system is incorporated

into the requirements model. The requirements also have to be verified to show the logical
consistency of the different needs (both old and new) and different points of view. The process of
requirements engineering continually improves its models until the best abstraction of the client's
needs is reached; and design can begin to transform the what into the how.

Modelling

Modelling is a fundamental activity in requirements engineering: enterprise modelling, data
modelling, behavioural modelling, domain modelling, non-functional requirements modelling,
functional requirements modelling, etc., all offer different mechanisms for reasoning about different

parts of a system. Good requirements engineers know how to combine these models in order to best
capture the needs of the stakeholders.

Once validated, the requirements model should act as a contract between the client and the

developer. Subsequently, it should also be possible to verify independently that an implementation
is correct with respect to the customer's requirements.

The requirements model is thus important because it acts as the communication medium through

which the client, analyst and developers can improve their mutual understanding of the client's
requirements. In critical applications it is usual to emphasise the need for client-oriented models: if

the client cannot understand the requirements, then validation cannot be done correctly and the rest

of the development process is compromised.

Management and Traceability

Requirements management and traceability concerns the ability of developers not only to develop

requirements models but also to do so in a form that is readable and traceable by a wide range of

readers in order to manage their evolution over time. This has led to the development of a variety of

documentation standards that provide guidelines and tools for structuring requirements documents.

Prototyping

When requirements are not well-understood, rapid prototyping can play a role in the iterative

extraction and refinement of requirements. A prototype software system is one that simulates the

important interfaces and performs the main functions of the intended system, while not necessarily

being bound by the same hardware speed, size or cost constraints. Prototypes typically perform the

mainline tasks of the application, but make no attempt to handle the exceptional tasks, respond

correctly to invalid inputs or abort cleanly. The purpose of the prototype is to make real the
conceptual structure specified so that the client can test it for consistency and usability.

However this is not to suggest that the prototype becomes the final system. In fact, there is so much
risk involved in this happening (mostly concerned with such a system being impossible to maintain)
that software process managers put explicit procedures in place to make sure that a prototype cannot

be deployed in this way.
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The Commission approached its work, and reviewed the documented requirements of the chosen

system, on the basis of this understanding of the importance of requirements engineering in the
context of a mission critical system.

Approaches to Systems Verification

It is necessary also to outline at this point the Commission's understanding of how the verification

of computer systems may be approached.

There are two fundamental approaches to verification: experimentation and analysis. Experimenting

with the behaviour of a system or component to see whether it behaves as required or expected is

generally referred to as "testing" and is classified as a dynamic approach. Analysing the product to

deduce its correct behaviour or otherwise as a logical consequence of the code resulting from the

design decisions is classified as a static approach. Both approaches are founded on the availability

of a model of correct behaviour to verify the system against.

Verification by Experimentation (Testing)

Testing exercises a system under representative situations. In general, it is never possible to test

system behaviour in all possible situations that might arise, so a suite of test cases can provide only

enough evidence to give a degree of confidence that the system is correct, even for cases not tested.

Testing can show the presence of errors but, in reasonably complex systems, can never prove their

absence. There are also strong theoretical foundations which define procedures for testing that can

increase the confidence in tests by exercising the system in such a way that errors are more likely to
be found. This theoretical work falls naturally on the boundary of "formal methods" (see below),

and the role of requirements and specifications is generally critical.

Verification by Analysis

In many engineering disciplines, analysis complements experimental verification. The goal of

analysis is to provide confidence that a system is free from error or is correct with respect to its

requirements and specifications. Informal analysis includes code inspections, walkthroughs, etc.,

and, while these play an important role in increasing the verifiers' confidence in the competency of

the programmers, they do not play a direct role in increasing confidence in the correctness of

anything other than trivial systems. Confidence in non-trivial systems may be developed by more

formal analysis methods designed to formulate proof of the correctness of the code itself. However,

there is not widespread competence among software engineers in working with these types of

formal methods'4.

Formal methods have been successfully applied in the development of large-scale industrial systems. Their success

has largely been due to their integration into the development process from the beginning of the project and throughout

everj single step of development. In this way. every single design step/decision can be verified and the gap between

what is required and what is implemented is spanned by a strong network of interconnected proofs. However, such ideal

development conditions arc not always present in every situation and. furthermore, formal analysis is somewhat

constrained in three fundamental respects: computability. complexity and mathematical competency.
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Combined Approaches

Thus, neither experimentation nor analysis is sufficient on its own to verify many real-world

systems. In practice, most software engineering projects involve a mix of static and dynamic

techniques. However, there are alternative middle ways that are classified as being somewhere

between testing and analysis. They are not just a mix but an integration - where the synthesis of the

approaches are brought together in a single verification method. One of the most mature accepted

approaches is "model checking"  .

77/e Commission s Approach

The Commission decided to focus on a pragmatic, technology-oriented approach to its investigation

of the chosen system. At the outset it was intended to seek evidence of whether the system met its

intended requirements by a formal process of model checking, in combination with testing and

informal analysis as appropriate.

A phased and structured programme of work was drawn up in which it was planned that the

following phases of activity would be undertaken, with the outcome of each phase informing the
Commission's decision to proceed with the next following phase:

• Software Review

o   Review of software architecture, design and development documentation

o   A targeted/focused source code review

• Code Inspection

o   Source code inspection, metrics analysis and coverage indices

o    Unit testing

• Software Testing

o   Testing of the software using sample data approved by the Commission

• System Testing

o   End-to-end testing

o   Parallel testing

o   Other testing as required

Further details of the work envisaged by the Commission are provided in the Commission's
Request for Tenders (Computer Software Assurance and System Testing Services)"' published in

November 2004.

15 Model checking is a pragmatic approach to static analysis. When a system is modelled as a finite state mach.ne, the
most relevant or interesting properties can be checked automatically. The separation of functionality - critical from non-
critical and core from non-core - is integral to building an abstract model to be checked. It is an approach which

normally requires working with two or more languages - one or more for modelling the system and its operations and a

second for asserting the system's properties.
"' The Commission's request for tenders is available at m ww.cev.ie/ktm/tenders/sofiwarejesting.htm.
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Initial Review

The Commission accordingly engaged the services of persons and bodies having expertise in these

areas and the Commission's initial detailed review of the chosen system was carried out on this
basis in early 2005. During this phase, the source code, specifications, requirements and associated
documentation relating to the design, development and testing of the chosen system were reviewed.

It was decided as a result of this review that the documented requirements and specifications ol the
system as a whole, and the design and development of the election management software in

particular, were insufficiently clear to sustain the Commission's intended formal analysis approach

but that it would nonetheless be possible to carry out less formal analysis and testing in order to

assess the system further.

On this basis, the Commission refined its approach to the evaluation of the chosen system. In place

of the intended proof of the system by modelling, the Commission sought to gather, through

analysis and focussed testing of the system, sufficient evidence of its secrecy and accuracy to

support a case for its proposed use at elections in Ireland.

Assurance Case

The evidence gathered for this purpose spanned both the hardware and software aspects of the

system. This evidence was then arranged in the form of a "structured argument", the highest level

argument being that "the system is secret and accurate". In support of this argument, statements

such as "the vote recording process is secret", "the vote transmission process is secret", "the vote

counting process is secret" needed to be satisfied before the overall argument could be satisfied.

Fach of these statements in turn needed to be satisfied by further subordinate statements "the voting

machine display does not retain the vote once it has been recorded", and so on, until the lowest level

of necessary statements was reached, these statements being expressed in terms of specific

hardware or software functions of the system such as "the software will always clear the display

once a vote has been cast". These lowest level statements then needed to be satisfied by evidence

gathered directly from the Commission's work. In this way, the Commission built up an "assurance

case" for the secrecy and accuracy of the system based on the evidence of its work.

Although it was intended only to be used at this time for the specific purpose of the Commission's

work in examining the secrecy and accuracy of the chosen system, this approach to the assurance of

the system, together with the work undertaken to date by the Commission on this basis, could also

be used in the future to build up a comprehensive assurance case covering all aspects of electronic

voting in Ireland.

Methodology

Expert Assistance

Persons and bodies having specialist expertise in areas including electoral law, information

technology and information security were engaged by the Commission to advise and assist it in its

work as provided in its terms of reference and in accordance with relevant public procurement

procedures.
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By competition notices'7 dated 10 November 2004 in the Official Journal of the European
Communities and 5 November 2004 and 16 February 2005 in the Irish Government Tendering
website, the Commission invited tender proposals for work in the following areas:

• Computer Software Assurance and System Testing Services;

• Review of Hardware Security;

• Review of Physical Security.

The persons and bodies to whom contracts for work were awarded on foot of these competitions

carried out their work in accordance with parameters set out by the Commission and subject to its

approval, direction and control. The reports of this work were then considered by the Commission.

Project Management

The Commission's own work in connection with the presentation of this report was conducted

substantially in accordance with recognised project management standards'8, including as regards

quality assurance of the outputs of the work carried out by expert persons and bodies engaged by

the Commission.

Privacy and Confidentiality

The Commission considered it necessary and appropriate that its work be carried out in a manner

that was free from interruption, influence or interference, and accordingly determined that it would

continue to meet and work in private to prepare this report as it had done for the purposes of its

earlier reports.

Persons and bodies engaged by the Commission were requested to observe confidentiality in their

work and to declare any material interest they may have in the work of the Commission or in the
outcome thereof. Except where otherwise indicated, the Commission intends to maintain this

confidentiality in respect of matters and materials concerning its work that are not specifically

presented in this report.

In addition to the necessary confidentiality and non-disclosure measures implemented by the
Commission for the purposes of its work, section 27 of the Electoral (Amendment) Act 2004 also
prohibits the disclosure of information relative to the business of the Commission or the

performance of its functions and confers absolute privilege on its documents, meetings and reports.

These provisions are necessary to ensure the integrity of the Commission's work and also to protect

the intellectual property of the Manufacturers of the chosen system.

17 These notices can be referenced at http://www.etendcrs.gov.ie/Authority/Notice_PubView.aspx?ID=NOV030l58,

http7/www.ctcndcrs.gov.ic/Authority/Noticc_PubView.aspx?ID=FEB033443and

http7/wwwctendcrs.gov.ie/Authoritv/Notice_PubView.aspx?ID=FEB033442.
18 "PRojects IN Controlled Environments" (PRINCE2). Office of Government Commerce (UK). 19%.
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2,4 Overview of the Work

On the basis of the scope and approach to the work outlined above, the Commission's work
programme for the purposes of this report included work in the following areas:

• Software Assurance (Part 3): Investigation of the quality and reliability of the software, having
regard to its defined requirements and specifications, the design and development process, the
system documentation and the source code.

• Hardware Security (Part 3): Usability analysis and assessment of the security of the hardware
components by inspection, modelling and structured analysis methods and in the context of their

use at elections in Ireland.

• Test inn (Part 3): Extension of the Commission's previous testing of the vote counting software
from 10,000 to 100,000 sample election test cases; testing of the hardware for susceptibility to

hacking, electromagnetic eavesdropping or interference and power supply disruptions.

• Physical Security (Part 4): A "life-cycle" review of the physical and operational security

arrangements for the design, development, manufacture, transport, storage, deployment and use

of the chosen system.

• Comparative Assessment (Part 5): Identification and comparative assessment of secrecy and

accuracy criteria as between the chosen system and the paper system of voting in Ireland.

• e-Votiim Best Practice (Part 6): Evaluation of the overall implementation of electronic voting in

Ireland with reference to the legal, operational and technical measures contained in the 2004

Council of Europe recommendation on electronic voting.

This work, together with the Commission's findings, conclusions and observations arising from the

work is described in more detail in the relevant parts of this report as indicated in each case above.

2.5 Preparatory and Concluding Work

The total elapsed time, from the approval by the Houses of the Oireachtas in June 2004 of the

Government's request that the Commission make further reports on the chosen system, to the

presentation of this report in July 2006 is 25 months.

Within this timeframe, the actual work necessary to meet the Government's request was carried out

in the 10-month period from January to October 2005 in accordance with the Commission's work

programme which was cognisant of the possible proposed use of the chosen system at a referendum

in November 2005. The Commission was also mindful in this period of the Government's further

indication, in June 2005, that the Commission should be asked to complete its work by early 2006
at the latest, although this did not operate as a constraint on the work.

During the periods that preceded and followed the 10-month timeframe of the work outlined above,

the Commission was fully engaged in preparatory and concluding activities concerning its work. A

significant amount of this effort was directed to overcoming the constraint, identified in the
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Commission's earlier reports1', whereby it had not previously been possible for the Commission to

obtain access to the full source code of the chosen system, as well as other intellectual property of

the Manufacturers. Moreover, it was necessary for the Commission to ensure that all aspects of its
work were undertaken with due care and to a high standard.

Activities undertaken by the Commission in preparation for its work accordingly included the
following:

compliance with public tendering procedures to procure specialist services;

negotiation of contract terms and detailed work to be carried out by contractors;

negotiation of non-disclosure terms with Manufacturers and contractors;

provision of indemnities by Government in respect of non-disclosure liabilities;

implementation of security measures to underpin non-disclosure and indemnity terms;

confirmation by the Department of a "stable version" of the system on which to base the
Commission's work;

• provision of confidential materials by the Manufacturers to contractors for review.

Activities undertaken by the Commission following the conclusion of its work included:

• qualify review, clarification and refinement of work carried out by contractors;

• report drafting and review;

• consultation on draft report with Manufacturers, Department and others.

The Commission believes that this necessary and important additional work has contributed

substantially to the integrity of its overall work in a way that can, in turn, contribute positively to

the future development of electronic voting in Ireland.

2.6 Consultation

Following completion of the Commission's work, the Manufacturers and the Department were

invited to review and comment on the Commission's draft report. Where it was found appropriate

or necessary, their observations on specific points have been accepted by the Commission and are

incorporated in this report. Any other observations on specific points that were not accepted by the

Commission or that did not require to be accommodated (being by way of commentary, additional
information or clarification only) have been included at Appendix 7 to this report.

'" First Report of the Commission on Electronic Voting, December, 2004: Part 2 p.3l.
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2.7 Electronic Voting Context

This section outlines where the Commission's work lies in the context of electronic voting
generally.

Electronic Voting Developments

The Commission recognises that its work has taken place at a time of significant "climate change"
with regard to electronic voting generally. During this time, voting technologies have been required

to meet and adapt to new challenges that have arisen as a result of significant alterations in the

levels of public and political expectation and acceptance of electronic voting, both in Ireland and
abroad.

In the United States for example, where the use of electronic voting is becoming increasingly

widespread'", significant concerns surrounding the integrity of voting equipment and electoral

processes have led to the enactment of measures specifically targeted at the regulation of electronic

voting, including through the provision of paper audit trails as a mandatory requirement.

Within Europe, where electronic voting is also becoming more widespread, there are clear signs of

movement towards a common standard on electronic voting with the adoption in 2004 of a Council

of Europe recommendation   on legal, technical and operational aspects of electronic voting.

Consideration of these "chínale change" issues lies mainly outside the scope of the Commission's

work as currently framed by its terms of reference but they do raise the significant question for the

Commission of what standards it should apply to its consideration of the system. If, for example,

the Commission were engaged in a review of the decision to adopt the chosen system, then the

appropriate standards would be those which applied at the time of its procurement, while the

standards against which the system is tested and evaluated prior to its use at real elections must be

the standards of today.

While recognising that there will always be a difficulty in measuring any particular electronic

voting system against the moving targets of public expectations and advancing technology, the

particular standards adopted by the Commission within the narrower scope of its own terms of

reference in relation to the secrecy and accuracy of the chosen system are described in section 2.2.

Electronic Voting in Ireland

Based on these wider developments and on the perceived and reported conclusions of the

Commission's previous reports and the subsequent non-use of the chosen system, the Commission

also recognises that the public perception of the current and future status of electronic voting in

Ireland may differ from what the Commission was able to consider in its work and in making its

reports.

:o Source: US Election Data Services Voting Equipment Study 2006: www.electiondataservices.com.

"' Recommendation Rcc(2004il I of the Committee of Ministers of the Council of Europe.
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In particular, consideration of the practical, administrative, political and other requirements that

formed the basis of the adoption and procurement of the chosen system for use in Ireland lies

largely beyond the scope of the Commission's work, as do some of the more general e-voting

objectives on which opposition to the system in Ireland has been based.

While the Commission's work has thus been more narrowly focussed than might generally be

perceived or expected, the relevant issues of secrecy, accuracy and testing of the chosen system are

nonetheless broad in their application and are essential attributes of any voting system, when

viewed in a broader context. For this reason, the exclusion of the various matters referred to above

has not acted as a limitation on the Commission's work.

The Commission has also endeavoured, within the particular context of its terms of reference in

relation to secrecy and accuracy, to shed as much light as possible on the chosen system, given the

natural tension that exists between the proprietary nature of many of its components and the

fundamental requirement that electronic voting systems must offer the highest levels of

transparency, accountability and demonstrable reliability if voters are to have confidence in them.

In this way, by reporting to the fullest possible extent on the general nature of the chosen system, its

specific characteristics and the operational arrangements for its deployment, the Commission

believes that its work can contribute to greater public knowledge and understanding of the chosen

system.

Consistent with its independent role, the Commission has maintained an open view on electronic

voting in general, while acknowledging that its introduction in Ireland can make a positive

contribution to inclusive and representative democracy. There are clear benefits and advantages

associated with electronic voting and, although consideration of some of them lies beyond the scope

of the Commission's work, many of these benefits and advantages are represented in the chosen

system.

Within the particular scope of its terms of reference, the Commission also recognises that, when

compared with paper voting, electronic voting methods in general can deliver enhanced levels of
accuracy and similar levels of secrecy and that this potential also exists in the particular case of the

chosen system.
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3.1 Introduction (Part 3)

This part reports the Commission's work in reviewing technical aspects and testing of the hardware
and software components of the chosen system. The overall approach to this work was described in
section 2.3 of Part 2.

Each main hardware and software component of the system and its use is described individually in
section 3.2 (hardware) and section 3.3 (software) of this part, together with a report of the desk
reviews, analysis and testing of each component carried out by the Commission and the principal

findings arising from this work in each case. Section 3.4 provides an overview of the testing work
carried out across all components. The Commission's conclusion on technical aspects and testing is
set out in section 3.5.

The general features and proposed use of each main component of the chosen system are described
in this part, either as they are intended and described by the Manufacturers or the Department, or as

they have been observed by the Commission in the course of its work. However, in the detailed
work that underlies this report, any assumptions or other limitations concerning the Commission's

consideration of the system have been clearly identified and, where necessary or appropriate, these
are stated in summarising the work below.

Some of the information received from the Manufacturers or otherwise obtained by the Commission

in the course of its work is confidential or may relate to the security of elections. The Commission

has refrained from including such information in the following descriptions of the system, and in

reporting on its work and findings generally, but this information has been taken into account in

arriving at the Commission's conclusion on technical aspects of the system in this part. For this

reason also, the Commission has refrained from publishing the full details of the work carried out in

its original form.

As indicated in Part 2, the purpose of the work carried out by the Commission in relation to

technical aspects and testing of the chosen system was primarily investigative in nature. In

particular, the work was designed to gather sufficient evidence to enable the Commission to form a

definitive'opinion of the chosen system. Different techniques of analysis and different approaches to

testing were adopted in different measures according to their relevance and suitability to meeting
this requirement. The work was not intended to provide exhaustive proof regarding the integrity of

the system (although many of the techniques and approaches described would be applicable) as this

would be an exercise beyond the scope and timeframe of the Commission's current remit.
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3.2 Review of Hardware Components

This section describes the general features and proposed use of each main hardware component of
the chosen system, together with the desk review and testing of each component carried out by the
Commission and the principal findings ofthat work.

Appendix 1 contains an overview and illustrations of the main components of the chosen system,
together with a description of its proposed operation at elections in Ireland. Appendix 3 contains a
description of the technical features of the chosen system provided by the Manufacturers for the
purposes of the Commission's work.

Particular attention is paid in this section to the voting machine as this is the component of the
chosen system that has the greatest public visibility. Together with the ballot module, the voting
machine is also critically involved in the processes of gathering and recording votes at elections.

These processes, unlike the sorting and counting processes carried out subsequently by other

components of the system, cannot be repeated or authenticated without holding a fresh election.

Also, seen from the voters' perspective, important questions arise concerning their use of the voting

machine, including whether the voting process is secret, whether their vote is recorded at all and

whether it is recorded accurately.

3.2.1 The Voting Machine

(a) Description and Use of the Voting Machine

General Description

The voting machine is used by voters to record their votes at polling centres. It is a portable device,

having the appearance of a large suitcase when not in use, which can be opened up and placed on a

table of suitable height to form a polling booth. An operator's control unit is remotely attached to

the voting machine by a length of cable. The voting machine is illustrated in Appendix 1.

Broadly speaking, each voting machine represents a single polling station (officials' desk and ballot

box) located within a given polling centre (school hall, etc.). Under the current paper system, this is

the location at which voters are identified from the electoral register and issued with ballot papers,

and at which they later place their votes in the ballot box. Under electronic voting, the identification

of voters from the register would continue to be done manually as at present, while the voting

process would be quite different.

Under the chosen system as currently proposed, approximately 7,000 voting machines, including

backup machines, would be deployed at a national election. Several hundred voters would typically

record their votes on each machine. An appropriate number of voting machines has been issued to

each of the 23 Dáil election returning officers across 42 Dáil constituencies who coordinate

arrangements for polling at elections of all types, as well as at referenda. Between elections, the
voting machines are retained locally by the returning officers in secure storage. The security of the

arrangements for storing the electronic voting equipment is reviewed in Part 4 of this report.
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Each voting machine has a unique identification number (ID) recorded electronically within the
machine and imprinted physically on a plate fixed to the machine's outer casing.

Preparation for Use at Elections

At election time, the voting machine is removed from storage, tested for functionality and prepared

for use by election officials in the days immediately before the poll. A programmed ballot module
(see section 3.2.2 below) is inserted, locked and sealed in position under a plastic cover at the rear

of the machine and one or more replica ballot papers is inserted and locked under a clear transparent

membrane on the voter's panel at the front of the machine.

The replica ballot paper is identical in appearance to those used under the paper system of voting

save that each of the boxes in which the voter would mark their preferences contains an image of a

button. The replica ballot paper is printed, and is aligned within a column on the voter's panel of the

voting machine, so that each button image lies on top of a real button and opposite an LED numeric

display on the voter's panel. There is room for up to five such ballot papers, to be used when more

than one election or referendum is held at the same time.

The voting machine is switched on and the correct correlation between the electronic assignment of

candidates and candidate details to buttons on the voting machine; the corresponding information

on each replica ballot paper is tested before the machine is closed and sealed, ready for use on

polling day.

Use of Voting Machine by Voters

From the perspective of the voter, the process of voting commences under electronic voting in the

same way as it does under paper voting. Voters present themselves at the appropriate desk (polling
station) within a polling centre in the usual way and are authorised to vote with reference to the

electoral register. Instead of receiving ballot papers, however, they are issued with a voting slip
indicating the polls they are entitled to vote in. The voter then presents this voting slip to the
operator of an adjacent voting machine who presses a button on a control unit (described below) to

activate for use by the voter only those ballot paper columns on the voting machine which

correspond to the voter's entitlements as recorded on the voting slip.

The voter then uses the voting machine to record his/her preferences and finally casts a vote:

• For each poll in which they are entitled to cast a vote, the voter expresses preferences by
pressing the buttons on the appropriate ballot paper in the sequence of their preferred choices.

Thus the first button pressed expresses a first preference, the second button pressed a second
preference, and so on. As each button is pressed, the corresponding preference number is
displayed on the LED display beside that button. If an error is made, and is noticed by the voter.
pressing any button a second time causes that preference and all lower preferences to be deleted.

The sequence can be deleted or revised repeatedly in this way until the voter is satisfied with the
selection to be recorded. As each preference is selected, detailed information about that

preference is displayed on a small LCD display at the top of the voter's panel and an audible

beep is sounded.

51



Part 3 Second Repon of the Commission on Electronic Voting

• This process is repeated for each ballot paper in relation to which the voter is entitled to cast a
vote.

• The voter's LCD display at the top of the voter's panel is used to display preference details
(candidate name, party, etc.) and other information regarding the use of the machine during

voting. This information can be displayed in either the Irish or English language, chosen by the
voter using a button located at the top of the voter's panel.

• After selecting preferences on the various ballot papers, the voter casts their votes on all ballots

at the same time by pressing a "cast vote" button located at the top of the voter's panel. An
audible beep, accompanied by a message displayed on the voter's LCD display confirms that the

vote has been cast. The voter's panel is then automatically cleared and is no longer available for

use by the voter.

• If preferences have been recorded on one or more, but not all, ballots when the "cast vote"

button is pressed, a warning message is displayed on the voter's LCD display, accompanied by

an audible beep, the vote is not cast and the voting machine remains activated for voting. In this

case the voter may either confirm his or her intentions by pressing the "cast vote" button again

(in which case only ballots with preferences selected arc cast as votes22) or else the voter may

return to express preferences on the remaining ballots before casting all their ballots together.

• If no preference has been expressed on any ballot when the "cast vote" button is pressed, no

warning message is displayed on the voter's LCD display, no audible beep is heard and the

voting machine remains activated for voting.

following the initial activation of the voting machine by the operator for use by a voter, the voter is

not required to make any further contact with the operator and may leave the machine at any time

before, during or after voting, or indeed without voting at all. If the operator observes that the

machine is unattended by a voter but remains activated for voting (as indicated by an LCD display

on the operator's control unit see below), they must deactivate the machine via a key switch on

the control unit before activating it for use by another voter. This clears the voter's panel of any

preferences that may have been selected and no vote is recorded2'.

Voting Machine Control Unit

The control unit is connected by a cable to the voting machine and consists of two sets of buttons, a

key switch and an LCD display. One set of buttons is used during the poll to select the entitlements

appropriate to each voter (as indicated by the voter's voting slip in each case) and the other set of

buttons is used to administer the voting machine before and after the poll.

During administration of the voting machine before and after the poll, the key switch activates an

alpha-numeric keypad hidden under a flap at the top of the voter's panel of the voting machine and

:: When the voting machine records a vote in respect of a voter who has selected preferences in some but not all ballots,
those ballots on which no preferences are selected are. in fact, also recorded as empty votes within the voting machine
and arc accounted for as "null votes". However these "null votes" arc not counted under Irish election rules and must be
deducted from the total number of votes recorded by the voting machine.

23 The number of dcactivalions of the voting machine by the operator in circumstances where a voter has left the voting
machine without pressing the "cast vole" button is also recorded by the voting machine.
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intended for use by the operator only. During administration of the voting machine, operator

information is displayed on the LCD displays located on both the operator's control unit and the

voter's panel of the voting machine.

During polling, the operator uses the key switch to activate the voting machine prior to its first use

and to deactivate and reactivate it as necessary if a voter does not cast a vote. The LCD display on

the control unit displays (to the operator only) the status of the voting machine during polling and

the total number of votes cast on it, while the LCD display on the voter's panel displays (to the

voter only) only vote preference information and other messages regarding the voting procedure.

However, certain error messages regarding incorrect use or functioning of the voting machine

during polling are also displayed on the LCD displays located on both the control unit and the

voting machine.

At the open and close of the poll, the operator causes the voting machine to print out a status report

from a small printer located at the back of the voting machine. This printout includes the description

and date of the poll(s), candidate information and their assignment to button locations, the Irish and

English language messages for voters, messages for the operator, the number of votes (including

null votes) contained in the ballot module, the number of activations and deactivations of the voting

machine, the ballot module and voting machine identification numbers, check-sums and the

software and hardware version numbers for the voting machine in question.

Following the printing of the status report at the close of poll, the votes and other poll data
contained on the ballot module within the voting machine are then copied to a backup module

within the voting machine before the main ballot module is removed from the voting machine.

(b) Desk Review of the Voting Machine

The security of the voting machine hardware was investigated by identification and examination of
its components and sub-components and by reference to system documentation and other

information provided by domain experts, including the Manufacturers and election personnel with
knowledge and experience of previous use of the system for elections in Ireland. The focus of this

investigation was on properties and behaviour of the voting machine that could affect the secrecy or

accuracy of an election.

Particular attention was paid to the communications and information flows involving the sub-
components of the external voter's panel screen24, the internal voting machine module", the remote

operator's control unit26 and the printer27. In particular, information flows between the voter's panel
screen and the voting machine module relate specifically to the "mapping" of physical external
voter preference buttons to the candidate and other preference details for each poll actually recorded

:4 The voter's panel screen includes the external preference buttons, the "cast vote" button, the LCD/LED displays used

by the voter the Irish/English language button, the operator's keypad and S internal display boards each connected to a
column of external preference buttons and LED displays. A connection board communicates between the display boards

and the voting machine module (see below).
■■ The voting machine module includes a microprocessor and removable primary and backup ballot modules inserted in

reading/writing slots accessible by the operator at the back of the voting machine.

■'' The control unit includes voter entitlement selection buttons, function buttons, a key switch and an LCD display and

is connected to the voting machine module by a length of cable.
27 The printer is a small thermal printer located within the voting machine and connected to the voting machine module.
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electronically within the voting machine. This is the crucial part of the system that ensures the
voter's expressed intentions are in fact secretly and accurately recorded on the ballot module.

Device Model

The voting machine was first modelled as part of a wider model of the chosen system as a whole.
Additionally, the operation modes of the voting machine were modelled as a slate diagram. Using
the model and the state diagram, communications and information flows between the components
of the voting machine at stages before, during and alter polling were identified. The polling stage
was then selected for closer examination.

I 'ulnerability Analysis

A vulnerability analysis of the polling stage was performed using a HAZOP* technique to explore
what possible failures could occur in each component of the voting machine, whether they are

detected or corrected by design features, and if they could propagate to cause undesirable outcomes.

A fault tree analysis2'' technique was then applied to selected potential vulnerabilities identified

from the HAZOP analysis, in particular the possible inaccurate recording of a vote. The analysis

traced backwards from this undesirable outcome to identify the events that would need to occur for

it to happen, thereby identifying how the voting machine might be vulnerable to either malicious

interference or incorrect operation.

Finally, an analysis of the information flows into and out of the voting machine was conducted to

identify potential routes by which voter secrecy might be breached via the various input and output

channels including LCD and LED displays, primary and backup ballot modules, volatile and non-

volatile internal memory, keypad, preference buttons, control unit buttons and "cast vote" buttons,

power supply, light, audio and radiated electromagnetic emissions. Selected channels were then

considered in the context of access by the operator, the voter or others present during voting, and in

the context of people who may subsequently have access to any permanently recorded output of

vote data.

The presence within the voting machine of a data channel designed to assist visually impaired

voters (but not used for the Irish application of the machine) was identified subsequently arising

from the analysis of the embedded C code software component of the system described in section

3.3.1. fhis channel was also included in the analysis of potential hardware vulnerabilities.

During the above analyses, detailed questions relating to the design and intended behaviour of the

voting machine were raised with the Manufacturers, and responded to by them.

Where properties and behaviour of the voting machine hardware were found to be reliant on the

behaviour of its software components, these were highlighted as requiring separate investigation

:il HAZOP (IIA/ard and OPerability) analysis is a method of identifying vulnerabilities within system processes. It
involves a brainstorming approach that brings together system specialists to develop and analyse scenarios which could

lead to safety failures. HAZOP is defined in UK Defence Standard 00-58.

2<> Fault T'ree Analysis ( ITA I is a qualitative analysis method that can be used to postulate in a top-down manner the

likely éventa that would need lo occur within a process in order to give rise to known outcomes.
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and some of these were taken up as inputs to the investigation of the embedded C code software of
the voting machine in section 3.3.1.

The analysis work described above, together with analyses of other components of the chosen

system, provided the Commission with a detailed functional view of the voting machine, both from
the inside out and as a component within the system as a whole. Potential vulnerabilities of the
voting machine identified in the course of this review as having a bearing on secrecy or accuracy

were reviewed by the Commission and, where appropriate having regard to security and
confidentiality considerations, these vulnerabilities are reflected in the Commission's findings,
listed further below. It should be noted that these potential vulnerabilities have not generally been
assessed or ranked by the Commission according to their likelihood of occurrence at this time. They
have, however, been considered in the context of vulnerabilities that have emerged from the

Commission's work in relation to other aspects of the chosen system, including software and
physical security aspects.

Usability Analysis

The Commission observed in its first report10 that, notwithstanding some criticisms of the usability

of the voting machine, it was easily understood in both concept and practical use and that, from the

voter's point of view, its booth design and replica ballot paper interface maintain a helpful linkage

to the existing paper voting procedure. While comparisons with other systems are beyond the scope

of the Commission's work in relation to the chosen system, it is worth noting that not all electronic

voting systems appear to offer voters the same compatibility with familiar paper systems.

Some further usability issues which may affect the secrecy or accuracy of an election have arisen in

the course of the Commission's further work. These are in addition to the concerns cited previously

by the Commission, which included issues of accessibility and secrecy for disabled persons and for

those who are unfamiliar with, or fear, technology.

(c) Testing of the Voting Machine

Previous tests of the voting machine carried out by the Commission related mainly to investigating
its accuracy in gathering and recording votes. In particular, the input-output volume test described
below simulated an election in which large numbers of pre-determined votes were cast and counted

and the results checked against the expected outcome.

While this type of "black box" testing demonstrated that the voting machine can accurately record

voter preferences on the basis of known inputs and expected outputs, the Commission determined

that sufficient proof of the reliability with which it does so, including as regards secrecy aspects,
could only be obtained from analysis of the C code software embedded within the voting machine.

Consequently, the Commission also undertook work in relation to the embedded C code software of

the voting machine as described in section 3.3.1.

The Commission's further testing of the voting machine for the purposes of this section accordingly

concentrated on its secrecy and accuracy properties from a hardware only perspective.

,0 First Report of the Commission on Electronic Voting, December, 2004: Part 4 p.5
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Electromagnetic Susceptibility and Compliance

The voting machine was submitted to tests designed to investigate its susceptibility to
electromagnetic eavesdropping and interference.

Electromagnetic eavesdropping involves the use of electronic surveillance devices to intercept

electromagnetic radiation emitted by an electronic voting device while it is in use. If it is possible to
interpret these signals and to associate them with an observed sequence of voters using the machine,

then the eavesdropper can potentially breach the secrecy of the ballot.

Electromagnetic interference involves the disruption of the components and data of an electronic

voting device while it is in use, by electrostatic discharge or radio frequency signals. Such

disruption, which may be intentional or unintentional, could cause votes to become corrupted before

or after storage, or not to be stored at all, and could potentially affect the accuracy of an election.

The likelihood of such occurrences on a widespread scale is considered small, given the degree of

difficulty in gaining either covert or extended access to a significant number of electronic voting

devices during an election and given also the range-dependent nature of the specialised surveillance

equipment required, the effort required to interpret any data intercepted by eavesdropping and the

highly localised nature of the disruptive interference effect. Any potential susceptibility of the

components of the chosen system to electromagnetic eavesdropping and disruption is thus more of a

threat to public confidence in the chosen system than it is a substantive systematic threat to the

system's secrecy or accuracy.

Standards: Prior to the carrying out of the electromagnetic performance tests described below, the

reports and other documentary evidence of previous certification testing of the device were

reviewed, both to establish its levels of compliance with recognised standards and to evaluate the

appropriateness of the standards applied. Although several countries have developed standards to

meet their own testing and certification needs in introducing electronic voting, there is currently no

internationally agreed standard for the electromagnetic compliance testing of electronic voting

equipment. While the threats to such equipment are not currently well defined, a number of existing

standards are nonetheless appropriate and applicable in the context of the public environment in

which such equipment may be used at elections. The Commission's testing of the system was

designed to meet or exceed these standards.

Guidance to users of the machine: It was also noted that the system manuals and official guidelines

for deployment and use of the voting machine contain no information about its electromagnetic

performance and offer no specific guidance on the need to locate the equipment away from

potential sources of intentional or unintentional electromagnetic interference.

Construction: The construction of the device was examined to establish the methods of filtering and

shielding and other design measures that had been implemented to limit its susceptibility to

electromagnetic surveillance and interference.

31 The review of electromagnetic susceptibility and compliance (EMC) standards, performance and other activities and
tests described here in the specific context of the voting machine were also applied to the ballot module, the

programming reading unit and the hardened PC. Hence the object under review is described generically as "the device"
in each case lo facilítale subsequent reference to the activities and tests in the context of these components also.
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Vulnerability: The internal components of the device were considered in light of their known or

likely electromagnetic properties and in the context of their specific functions at significant stages
of the voting process. A matrix of potential vulnerabilities of the device was then drawn up and
prioritised to inform the test programme.

Surveillance Tests: The device was placed in an operational state and tested to determine if its

electromagnetic outputs could be detected by a receiver and whether any such outputs could be
correlated with functions carried out by the device when it was exercised normally during testing.

Interference Tests12: The device was also tested in an operational state to determine if its

functioning was affected by radio frequency (RF) disruption and electrostatic discharges (ESD).
However, due to the severity of some of these tests, it was not possible for test personnel to be in

close proximity so as to fully exercise all normal functions of the device. Further testing via a
suitably constructed remote control robotic arm would thus be required to confirm these functions.

Power Supply Tests31: Finally, the device's susceptibility to voltage dips and interrupts of the mains
power supply was tested at selected appropriate points during its operation.

Volume Testing

A previous input-output volume test of the voting machine described in the Commission's first

report14 tested a significant sample of 739 voting machines assigned to returning officers throughout

the country. These were used by the Commission to input 36,950 pre-determined votes and the tests

confirmed that the machines had correctly recorded those votes. As the same version of the voting

machine was provided to the Commission for the purposes of this report, it was not necessary to

repeat this particular test.

It proved more difficult than anticipated, however, for the Commission to extend its volume testing

of the voting machine to a much more rigorous level. Although this is not evident in ordinary use by

a single voter, the voting machine's user interface proved to be both a slow and an unwieldy way to

enter large numbers of votes accurately in the input-output test referred to above. In order to carry

out more taxing tests of the system, involving very large numbers of pre-determined votes the

Commission sought to bypass the user interface of the voting machine. If the user interface could be

bypassed while still retaining the vote storage procedure and other significant functions of the
voting machine, very large databases of known votes that would thoroughly tax the capabilities of

the whole system could be entered in a reliable manner and with far greater speed and accuracy than

permitted by the user interface. However it did not prove feasible, notwithstanding the cooperation
of the Manufacturers, to procure a suitable test harness that would automate the entry of known vote

databases into the system and thereby enable more thorough end-to-end testing of the entire system,

not simply the voting machine. This inability to automate the entry of large vote databases also had
a significant impact on the Commission's ability to tax the capabilities of other components of the
system further "downstream" from the voting machine in a substantive and authentic manner.

,: Electrostatic Discharge Tests: BS EN 61000-4-2: 1995 "Testing and Measurement Techniques - Electrostatic

Discharge Immunity Test". . /Cwr->    D„n-> a

33 Voltage Dips and Interrupts Tests: BS EN 61000-2-4: 2002, "Electromagnetic Compatibility (EMC) - Part 2-4
Environment Compatibility Levels in Industrial Plants for Low Frequency Conducted Disturbances
14 First Report of the Commission on Electronic Voting, December. 2004: Part 2 p.32; Appendix 2C p. 167.
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The Commission's conclusions on input-output volume testing of the voting machine are thus based
on the results of the "black box" testing presented in its first report.

(d) Principal Findings Concerning the Voting Machine

This section sets out the main findings emerging from the Commission's desk review and testing of
the operation of the voting machine, from the perspective of the secrecy and accuracy of the ballot.

Vulnerability Analysis

While design features have been incorporated to protect against some hardware failures, the

Commission's work, described above, has shown that protection against other potential
vulnerabilities of the voting machine relies variously on the following to detect and report failure,

error or other incorrect behaviour of the voting machine:

• the voter and/or voting machine operator;

• the hardware itself;

• the embedded software.

These issues are discussed in the following paragraphs.

Reliance on I oters and/or Of ¡era tors to Detect Faults

The vast majority of voters must vote alone and unaided. Voters will have a wide range of ages,

abilities and levels of technical competence. All voters will be unfamiliar with the voting machine,

at least during the first elections in which it is used. It is quite likely, furthermore, that voters will

not detect actual failures of the voting machine that may occur during polling and this is something

that cannot be easily mitigated by voter education policies. Any system of electronic voting must

therefore be designed in a way that does not compromise the secrecy and accuracy with which the

views of even the least able voters are recorded.

The Commission's work has indicated that there is some reliance on voters and operators to observe

any possible failure or incorrect behaviour of the voting machine while it is in use at polling centres

on polling day. However, failures arising from (he use of the voting machine by an authorised

operator, before, during or aller the poll are of lesser concern than those which arise during use by

voters, assuming that a high level of training and guidance information on the use of the system will

have been provided, enabling operators to detect such occurrences as effectively as possible.

Hardware Vulnerabilities: Electromagnetic Eavesdropping and Interference

The Commission's testing of electromagnetic performance indicated no major malfunction or

susceptibility of the device    to threats of interference, disruption or eavesdropping. Test results

15 The findings regarding electromagnetic susceptibility and compliance (EMC) standards and other activities and tests

described here in the specific context of the voting machine arc also applicable to the programming/reading unit and the

ballot module (but not the hardened PC). Hence the object under review is described generically as "the device" in each
case to facilitate subsequent reference in the context of these components also.
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obtained thus far indicate the following:

• previous compliance tests of the device were inadequate to confirm its electromagnetic

performance for the purpose of its use in the context of public elections;

• more rigorous tests carried out by the Commission have nonetheless established that the device

is robust against significant electromagnetic threats of interference or eavesdropping;

• further electromagnetic performance testing of the device while its critical functions are being

exercised would be desirable.

In the course of these tests, it was observed that no specific operator guidance is given on how to
locate electronic voting hardware so as to minimise its susceptibility to electromagnetic threats at

elections, whether intended or unintended.

In addition, it was suggested that, as there is currently no specific internationally agreed standard in
respect of electronic voting equipment, the information gathered in the course of preparing and
carrying out these electromagnetic compliance tests could make a valuable contribution to the

development of proposed international standards that are currently under consideration (>.

Other Hardware Vulnerabilities

While successful remote electromagnetic eavesdropping or interference seem very unlikely, the

Commission's work has also revealed other vulnerabilities that could potentially arise once an
unauthorised person with technical knowledge has direct physical access to a voting machine.

In this regard, a specific albeit very remote vulnerability has been identified by the Commission,
involving the possible alteration of the software mapping from external voter preference selection
buttons to corresponding electronic registers within the voting machine, causing an incorrect vote to
be stored. The likelihood of occurrence of this vulnerability is considered remote on the basis that it

would require a determined hacker with specialist knowledge and hardware and software tools. The
impact of such an attack in terms of affecting the outcome of an election is low as it would be
necessary to gain access to a number of voting machines for a considerable period of time. Such an
attack would nonetheless be worrying since it would be very difficult to detect while, if detected, it

would have a serious impact on public confidence in the entire system of elections.

The Commission's analysis has also indicated a potential vulnerability that may arise from a feature
of the system designed to facilitate voting by visually impaired persons via a physical external data
link which remains present but unused within the voting machine in its Irish application. Taken
with the presence also of the corresponding embedded C code software within the voting machine
to control this data link, there is uncertainty as to the degree to which the functioning of this feature
has been fully deactivated for its intended, or possibly unintended, use. This data link from the
voting machine to the external world thus represents a further potential vulnerability of the machine
to malicious and technically skilled attacks, particularly those targeted at breaching the secrecy of

the ballot.

16 IEEE PI642/3 "Recommended Practice for Protecting a) Public Accessible Computer Systems and b) Voting

Systems and Equipment, from Intentional EMI" (due for completion December 2007)_
IEEE PI 583 "Voting Equipment Standard" Committee established 20 October 2003.
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As indicated in the Manufacturers' technical description of the system in Appendix 3. the voting
machine contains the same mam electronics board and embedded C code software as the

programming/reading unit (see section 3.2.3 below). It is further understood from the Commission's

work that the voting machine and the programming/reading unit are conceived as essentially the

same device, with appropriate interventions and additions being made to its hardware and software

configuration during manufacture to determine whether a particular unit will become a voting

machine or a programming/reading unit. Arising from this, it may be possible, given the relevant
knowledge and tools, to adapt a voting machine into a programming/reading unit. If so, this has the

implication that an attacker with access to a single voting machine and the appropriate technical
knowledge could adapt it to become a programming/reading unit that could be used to program

ballot modules. This in turn reinforces the attention that must be paid to arrangements for the secure

storage of voting machines, as well as programming/reading units. These arrangements are
reviewed in Part 4 of this report.

In reality, these potential hardware vulnerabilities of the voting machine present only a very remote

threat to the accuracy or secrecy of elections as they depend upon specific knowledge, tools and

direct physical access to voting equipment by unauthorised persons. However, when considered

together, they draw particular attention to the need to consider access controls and other physical

security arrangements for the storage, management and use of voting machines and other equipment

in order to ensure confidence in the security of the system. Physical security aspects of the voting

machine are thus central to the security of the chosen system as a whole and they are reviewed in

Part 4.

Reliance on Embedded Software

In considering the behaviour of the voting machine hardware from the perspectives of secrecy and

accuracy, it has been assumed that its embedded C code software operates exactly as expected.

Indeed the assumed or intended operation of this software has been cited by the Manufacturers as

providing protection against particular hardware vulnerabilities. There is thus a significant reliance

within the chosen system on the behaviour of the embedded software of the voting machine.

This indicates that all relevant code of the voting machine software should be carefully investigated

to establish whether, and how, it protects against the potential vulnerabilities noted above, as well as

those noted elsewhere in this report in respect of the other components of the system. Careful

investigation is further warranted because any vulnerability or undesirable behaviour inherent in the

software's design (rather than being maliciously introduced into one or more individual machines)

will be present in every voting machine in which the software is installed, causing a potential for

system-wide problems.

The Commission has not conducted a line-by-line review of the software embedded in the voting

machine. However, the Commission's analysis of information flows through the various input and

output channels of the voting machine hardware indicates that it is necessary to investigate and
confirm the functioning of the embedded C code software in order to assure voters that their vote is

secret in the following respects:

• no voter preference information should be capable of being passed to the printer, the control unit

LCD, the sound synthesiser or any other input or output device including, in particular, the
unused voting facility for the visually impaired identified by the Commission;
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• it should not be possible to recover any preference information from the voter's LED display,

the voter's or operator's LCD displays or any other input or output device, including the unused

voting facility for the visually impaired, once the voter has cast their vote;

• it should not be possible to recover any preference information from the non-volatile memory of

the voting machine that is used to store a vote in the case of power failure.

It would also be important to confirm in further analysis that the election configuration data that is

read by the voting machine from the ballot module at the opening of the poll is checked
subsequently, and with sufficient frequency, by the voting machine software against the ballot
module to ensure that it remains consistent with its original state at all times during polling. This is
necessary to ensure that the assignment of candidates to preference buttons on the voter interface

does not become altered during voting as a result of malicious interference in such a way that,

while the machine appears to be operating correctly, votes are in fact being assigned to candidates

other than those intended by the voter.

Software and Hardware Security: Access Controls and Authentication

Although measures such as key switches, locks, tamper detection seals and other physical security
features have been applied to the voting machine as described above, no additional security
measures such as password or other code protections have been implemented within the software
and hardware of the voting machine by which operators or voters must identify themselves before

they gain access to its ordinary services while in use before, during and after polling. Such measures
are now commonplace in electronic systems deployed for use in a public setting.

Additionally, in cases where there is an observed failure or other incorrect behaviour of the voting

machine, the operator is required to note any error code displayed by the voting machine and to
contact a help desk provided by the Manufacturers. Problems are then diagnosed remotely and,
where possible, addressed by the operator with remote assistance from a qualified engineer. In cases
where a problem with the voting machine cannot be addressed in this way, the voting machine must

be sent to the Manufacturers for further analysis. Similar arrangements apply in respect of ballot
modules and programming/reading units. It would thus appear that higher levels of access to core
services of the voting machine and other equipment deployed within the chosen system are afforded

to system engineers than to election officials at any stage.

The Commission has observed no mechanism within the system that would enable operators,

observers and voters to satisfy themselves independently that the hardware and software of the
voting machine are authentic and that they are the correct versions that have been tested and
certified and that have been approved for use by the electoral authorities. The system is essentially

self-checking in this respect.

Usability: Ballots that do not Reflect the Intentions of the Voter (Accuracy)

The Commission's usability analysis has highlighted scenarios in which, even though the system is
working correctly, voters may not realise - or may not realise in time - that the system is not

recording votes in the way they expect it to. In particular, the user interface of the voting machine
may cause voters to cast their ballots in an unintentional manner, thus affecting the accuracy ol the
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ballot, in the following ways:

• The method by which every ballot must be fully completed before all ballots can be cast

together may not seem natural to some voters. Thus, when multiple polls are conducted

simultaneously, there may be voters who, having selected their preferences in one poll will seek

to east their ballot for that poll before proceeding to select preferences for the next ballot. Note

that, under paper voting, ballots can be completed and cast individually if the voter so wishes.

• There is also an inconsistency of the voting machine's behaviour already noted in the

Commission's first report37 whereby it is possible, in the case of the ballots at simultaneous
polls, to exercise the "cast vote" button when no preferences are selected on some, but not all, of

the ballots while, in the ballot at a single poll, it is not possible to exercise the "cast vote" button
when no preference has been selected. The related issue of how the chosen system handles null
or blank votes is discussed in Appendix 5A.

• There may also be voters who try to record each individual preference within a ballot separately
by pressing the "cast vote" button immediately after they have selected that preference. This
could be a particular problem when only a single election was being held. If a voter tries to

record each preference individually in the ballot for a single poll by pressing the "cast vote"
button, their vote will be recorded as containing their first preference only, the voter's display

will be cleared and it will not then be possible for them to express further preferences.

• While the above examples describe the correct and intended behaviour of the voting machine,

they draw attention to a further inconsistency in the interaction between voting machine and
voter. Whereas an error message is used to alert voters that they are about to take a possibly
unintended action (i.e. by expressing preferences in some but not other ballots at multiple polls),

no equivalent message is displayed, in cases when there is a single ballot on the machine,
inviting voters, before they cast any vote, to confirm the action they are about to take is that
which they intend.

Such confirmation messages are now commonplace in automated electronic systems for public

use and users of such systems expect to be asked by the machine to confirm their indicated
action as their intended one. It seems very desirable that users of electronic voting machines

should also be given an opportunity, by whatever means, to confirm their intended actions as
well as being warned of possibly unintended actions before being committed to these.

• In those circumstances where a warning message is displayed, the message appears on the LCD

display at the top of the voter's panel, flashing three times, and a beep will sound drawing the
voter's attention to the fact that there is at least one ballot with no preference indicated.
However the LCD display is relatively small and is not closely integrated with the preference
selection interface. The message may thus either remain unnoticed or be not easily visible by
some voters, some of whom may press the "cast vote" button again, thus causing their vote to be
cast unintentionally.

Although voter information policies can go some way to mitigating any possibility of precipitate or
unintentional voting such as may arise in these circumstances, it would be preferable if these issues

were addressed through careful review and modification of the behaviour of the voting machine

Pirsi Report of the Commission on Electronic Voting. December, 2004: Pan 3 p.46.
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hardware and software so as to avoid such circumstances.

Usability Inferring Voter Behaviour from Voting Machine (Secrecy)

While a number of minor criticisms concerning the "beeps" emitted by the voting machine were

highlighted by the Commission's previous reports, no significant secrecy issues have arisen from

the Commission's further work concerning the use of the voting machine by voters.

One such issue concerns the fact that the "cast vote" button is in close proximity to the preference
buttons and LED displays and that this may facilitate voluntary or involuntary breaches of secrecy
by way of video recording of the "cast vote" button being pressed while the voter's selected
preferences are displayed. The technology to achieve this is now widely and cheaply available in

the form of video phones and other compact and portable devices. However, the same technology

would also facilitate similar breaches of secrecy under paper voting.

Accessibility and secrecy issues noted previously by the Commission18 in relation to use of the

voting machine by disabled persons, assisted voters and other persons who fear or are unfamiliar

with technology continue to be relevant. However, the Commission has noted that the voting

machine also provides enhanced accessibility to voting for other people in these categories

(including those with literacy difficulties).

Usability: General

With the exception of the usability issue concerning the co-location of the "cast vote" button and

LED preference displays, and the issue concerning the size and location of the LCD message

display, all of the usability concerns in relation to secrecy and accuracy of the voting machine

identified by the Commission are capable of being addressed by amendment of the embedded C

code software or by minor modifications to the design of the voting machine hardware.

Volume Testing

It was not possible to bypass the voting machine's user interface for the purpose of taxing the

voting machine and other "downstream" components of the system with very large numbers of
known votes in the manner sought by the Commission. Although acting as a significant limitation

on the Commission's proposed testing and research, this limitation is also a strength of the machine

itself as it shows that there is a degree of difficulty presented to those, even with high technical

ability and physical access, who seek to input votes to the machine by bypassing its interface.
However, it is also important to note that this would not be the only way to introduce votes into the
system as a whole, as the Commission's work in relation to other components of the system has

indicated further below.

38 First Report of the Commission on Electronic Voting, December, 2004: Part 5 p.i
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3.2.2 The Ballot Module

(a) Description and Use of the Ballot Module

General Description

The ballot module is a portable, reusable data storage device used before the poll to record, store
and transport election data between election offices and polling centres and used after the poll to
transport election data, including votes, between polling centres and count centres   .

Approximately the size of an audio cassette box, the function of the ballot module under electronic
voting corresponds closely to that of the ballot box under paper voting. It is used to store the votes

cast at polling centres and to transport them to count centres. Votes are then extracted from the
ballot module, associated with votes from other ballot modules pertaining to the same poll or polls,

and mixed prior to counting.

However, the ballot module has an additional function that is not shared with the traditional ballot
box. It is also programmed before the poll to contain the election data or "parameters" with which

the voting machine is configured for use on polling day. The equivalent of this function under paper

voting is the one or more sealed ballot boxes used by each presiding officer to store and transport

books of ballot papers and other sensitive materials to the polling centre on polling day.

With the exception of the backup ballot modules (see below) which generally remain installed in

voting machines, each ballot module has a unique identification number (ID) recorded

electronically within it and imprinted on the outer casing.

When used at elections, the ballot module makes a two-way journey between the

programming/reading unit (see section 3.2.3 below) and the voting machine as described above.

Preparation for Use at Elections

In the days immediately before a poll, the ballot module is used as follows:

• The ballot module is first inserted into a "writing" slot on the programming/reading unit at the

election office of the returning officer while the programming/reading unit is connected to a

"security-hardened" PC (see section 3.2.4 below) on which the election data has been set up

using the election management software (see section 3.3.2 below).

• The ballot module is then programmed with the election data or "parameters" for each poll

including the date of poll, type of election, constituency, polling centre and polling station,

candidates, candidate details and their intended assignment to physical preference buttons on the

voting machine together with Irish and English language messages to voters, and other settings

of the voting machine.

'" The compact disc (CD) is also used in the transport of election data and votes before and after the poll - see section

3.2.5 below.
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• One ballot module is programmed40 for each voting machine that will be used at the election,
together with a number of spare ballot modules that may be used in any voting machine within a
given electoral area if required in the event of failure of a ballot module or a voting machine on
polling day.

• The ballot module is then removed from the programming/reading unit slot and it is inserted,
locked and sealed in a similar slot within a voting machine which has previously been removed
from storage and tested for functionality. Replica ballot papers containing the same election data
as the ballot module are prepared separately using the election management software and are

enclosed within the voting machine which is then configuration tested, closed and sealed.

• When the voting machine is switched on during testing, the election data or "parameters" from
the ballot module are read by the voting machine and used to configure the voting machine for
use, associating candidate details with the buttons and LED displays corresponding to the
locations of those details on the replica ballot papers on the voter's panel.

The voting machines containing the programmed ballot modules are then ready for use by voters.

They are stored until they are transported for use as polling stations within polling centres as

described in section 3.2.1 above. Once "primed" for an election in this way, the physical security of

the voting machine and its installed ballot module is obviously of crucial significance in relation to

the secrecy and accuracy of the election; this matter is dealt with in Part 4 of this report.

Use on Polling Day

On polling day, the ballot module is used as follows at polling centres:

• When the voting machine is set up as a polling booth and switched on, the correct assignment of

candidates to preference buttons and their alignment with the appropriate ballot papers and

ballot paper entries can be tested again by the operator before polling commences. This can also

be confirmed by a printout from the voting machine which records relevant poll details and the

number of votes recorded on the ballot module (which should be zero).

• During polling, each time the "cast vote" button is pressed by a voter, the preferences they have

selected on the voting machine are stored within the ballot module. The procedure for storing a

vote is described further below.

• When the poll is closed by the operator, this causes a backup copy of the data on the ballot

module to be recorded on another ballot module that is retained within the voting machine.

These modules are distinguished as the primary ballot module and the backup ballot module. A

printout is made of the same poll details, etc., as were printed out at the opening of the poll.

40 There is no express requirement within the hardware or software of the chosen system that a particular ballot module

must be used in a particular voting machine. Although the election management software tracks which ballot modules

(by ID number) have been programmed for a particular election and the voting machine tracks the last three ballot

modules installed within it. the installation of a particular ballot module in a particular voting machine and the
allocation of a particular voting machine to a particular polling station are entirely reliant on the administrative

procedures governing the use of the system at elections.
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including the numbers of votes stored and the numbers of activations and deactivations of the

voting machine during the poll.

Following the close of poll, the ballot module is used as follows:

• The primary ballot module is removed from the voting machine and sealed in an envelope with
the open and close of poll printouts from the voting machine and other covering documents for
transmission by hand to the count centre or, in some cases, to a read-in centre. At the count or

read-in centre, the contents of the ballot module are read in, together with the contents of other
ballot modules, using the programming/reading unit connected to a "security-hardened" PC on

which the election was set up using the election management software as referred to above. In

this way, the votes recorded on all of the ballot modules for the constituency are copied into a

database within the election management software.

• The backup ballot module remains in the voting machine and is only referred to in the event that

there is a query regarding the primary ballot module. It is automatically erased by the voting

machine immediately before it is next used to make a backup.

Use after Elections

The primary ballot module containing the original votes cast is retained for 6 months after the poll

as required by law before its contents are erased using the programming/reading unit. The backup

module on the voting machine is not erased at this time and stays in the voting machine until the

next election for which the machine is used - it is then automatically erased immediately before its

next use to create a backup. It is thus necessary to provide a reserve ballot module for use in each of

approximately 7000 voting machines in the event that polling at a further election or referendum

occurs within six months of the previous one. Approximately 21,000 ballot modules in total,

including backup ballot modules and spares, have accordingly been provided and are stored locally

by returning officers for this purpose.

Storage of a Vote

When the "cast vole" button is pressed by the voter during the poll, the preferences that have been

selected by the voter and displayed on the LED displays of the voter's panel of the voting machine

are stored twice in each of two memory locations in the primary ballot module, that is, four copies

of the vote are made.

Each stored vote contains an identifier of the poll or polls to which it relates, together with details of

the voter's preferences at each poll. The vote is delineated from other votes by a start marker and an

end marker. Each element of the vote is also accompanied by a check-sum.

The storage location of a vote within each memory location of a ballot module is determined

pseudo-randomly, using the timer of the voting machine as a seed in the case of the first vote to be
stored. Thereafter each vote is stored either immediately before or immediately after the other votes

that have already been stored, with the question of whether it is stored before or after also being
determined pseudo-randomly. If, as further votes are stored, a vote cannot be stored before the other

votes as determined by this method, then it is stored after them (and vice versa) until it is no longer
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possible to add votes to the ballot module.

In the event that power is lost after the "cast vote" button is pressed but before the vote is recorded,

details of the vote are stored in the non-volatile memory of the voting machine itself and are

recovered and stored in the ballot module when power is restored. The question of whether a

particular vote has been recorded in these circumstances is reliant on the operator observing

whether or not the total number of votes displayed on the LCD display of the control unit has been

incremented in respect of the voter in question following restoration of power to the voting

machine.

A ballot module can store approximately 28,000 preferences (i.e. voter choices for individual

candidates) and the capacity of the ballot module to store whole votes is thus approximately

equivalent to 28,000 divided by the average number of preferences recorded by each voter across all

polls being taken simultaneously.

When a vote is stored, a block of memory is allocated which corresponds to the total number of

preferences recorded by the voter across all polls. As indicated above, voters must express a

preference in at least one poll to have their vote recorded but a null vote is recorded within the

ballot module in respect of polls at which they express no preferences. However, although null

votes are recorded as such within the ballot module, they are not formally recognised or counted as

such under Irish election rules and must be deducted from the total number of votes recorded before

the votes are counted.

After a vote is stored, the counter of votes stored within the ballot module is incremented and is

displayed on the operator's LCD display. This display distinguishes between the numbers of votes
that have been cast at each poll being taken but it does not distinguish whether or not the votes that

have been cast actually contain preferences (as described in relation to the use of the voting
machine in section 3.2.1 above). Votes containing no preferences that are recorded by the voting
machine in this way are, however, distinguished as such in the totals of votes recorded on the

printouts from the voting machine.

The number of deactivations of the machine by the operator in circumstances where they observe
that a voter leaves the machine without pressing the "cast vote" button (whether or not they have
expressed preferences) is also recorded within the ballot module and on the voting machine
printouts but is not displayed on the operator's LCD display. Preferences that remain on the voter's

display when the voting machine is deactivated in this way are not stored as votes.

The printouts from the voting machine described further above are used to confirm that there are no
votes already stored on the ballot module when the poll opens and to confirm the number of votes
that have been cast at each poll when the poll is closed. After the close of poll and the copying of
the votes to the backup ballot module, no more votes can be stored on the primary ballot module

using the voting machine.

(b) Desk Review of the Ballot Module

The security of the ballot module was investigated by analysis and examination of its physical
components and data structures and by reference to system documentation and other information

provided by the Manufacturers. The focus of the investigation was on properties of the ballot

module that could affect the secrecy or accuracy of an election.
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Device Model

The ballot module was firstly modelled as part of a wider model of the whole system. Additionally,
a circuit diagram of a memory device within the ballot module was examined.

The ballot module comprises two EEPROM41 memory devices, together with associated circuitry
and components, within a blue outer casing and a multi-pin plug for connecting the ballot module to
a voting machine or programming/reading unit.

Data Model

As mentioned above, each vote is stored twice within each of two EEPROMs within the ballot
module. There is thus redundancy within the ballot module in the event of failure of an individual

memory location or in the event of corruption of one or more records of a vote within the ballot

module as a whole. Further redundancy exists in the provision of a backup copy of the entire ballot

module within the voting machine, thus causing there to be eight copies in total of each vote.

However, as this backup copy is created at the close of poll, it is only of value during subsequent

stages of an election and not while the votes are being cast.

The data structure within each memory device of the ballot module includes the following:

• the data that can be printed out from the voting machine as described in section 3.2.1\

• vote data stored as described above and below in this section;

• a "module closed" flag and a record of the number of limes the ballot module has been erased.

Check-sums " are applied to some of this information while hamming codes ' are applied locally

within the data structure of each individual vote.

Vote Storage Capacity

In the context of the proposed use of the system at elections in Ireland, information provided by the

Manufacturers has indicated that the capacity of the ballot module is more than adequate to store the

number of votes that could be cast on a voting machine at any multiple poll, having particular

regard to the likely average number of voters per voting machine and the distribution of voting

machines across electoral population centres. The possibility that a particular module would

become "full up" during ordinary use in the course of an election is thus remote.

41 Electrically Erasable Programmable Read-Only Memory.

4: Check-sums arc used to detect corruption in blocks of dala. The values that make up the block arc added together and

the result is transmitted or stored as an additional data value at the end of the block.

'' Hamming Codes are a more sophisticated method of error detection involving the addition of three check bits to
every four data bits. These codes can detect all single-bit and two-bit errors and can correct any single-bit error.
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Vulnerability A nalysis

Having regard to the components and data structures of the ballot module identified from the

system model and circuit diagrams as described above, the possible failures of a ballot module were

then considered using a failure modes and effects analysis (FMEA)44 technique to consider the

impact, detection and mitigation of possible failures that may be caused by a range of data inputs or

component states of a single EEPROM memory device within a ballot module.

During the above analyses, detailed questions relating to the design of the ballot module were raised

with the Manufacturers, and responded to by them.

(c) Testing of the Ballot Module

As indicated in relation to the voting machine described above, many of the secrecy and accuracy

issues concerning the storage of votes on the ballot module depend on the reliability of the

embedded C code software within the voting machine. The correct functioning of this software

cannot be confirmed by demonstration through "black box" testing alone and it would be necessary

to analyse the source code for this purpose. The work carried out by the Commission in this regard

is reported in section 3.3.1 of this part.

The Commission's testing of the ballot module for the purposes of this section accordingly

concentrated on the secrecy and accuracy properties of the ballot module from a hardware

perspective only.

Data Security and Integrity

The process of reading data from a ballot module was monitored via the serial interface between the

programming/reading unit and the hardened PC. The commands and data exchanged between the

programming/reading unit and the PC were then studied.

Electromagnetic Susceptibility and Compliance

As the ballot module is unpowered while in transit, a number of the electromagnetic eavesdropping
and interference tests45 carried out in relation to other component devices of the chosen system were

not directly applicable to it in isolation.

However, as the voting machine and programming/reading unit were tested while they contained a
ballot module, the ballot module in its powered state was included within the scope of the tests of
these devices as described in section 3.2.1 above. The description and outcome of those tests are

thus applicable to the ballot module also.

In the context of other possible malicious threats to the integrity of the ballot module that may arise

44 Failure Mode and EfTect Analysis: FMEA from Theory to Execution. D H Stamis, ISBN 0873895983, 2003.

45 Sec description of electromagnetic susceptibility and compliance tests of voting machine in section 3.2.1 above.
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while it is unpowered during transportation, a test40 carried out previously by the Commission also

remains relevant. In this test, a ballot module containing data was exposed to a very strong
electromagnetic source of 7 Tesla   .

I olume Testing

A previous input-output volume test of the voting machine described in the Commission's first
report48 confirmed that 36,950 pre-determined votes cast on 739 voting machines were correctly
recorded on the 739 ballot modules deployed for the purpose ofthat test.

As indicated already in relation to the further volume testing of the voting machine which the
Commission sought to carry out, although the user interlace of the voting machine had proved both

slow and unwieldy for entering large numbers of votes accurately in previous tests, the Commission

found that it was unable to bypass this user interface for the purpose of further volume testing of

downstream components of the system, including the ballot module.

The Commission accordingly sought to explore means of entering large numbers of known votes

authentically into the system at a point further downstream from the voting machine. Methods of

recording votes directly onto the ballot module via a test harness designed to replicate the function

of the voting machine in recording votes on the ballot module were considered. It was intended by

this means to test the general features of the ballot module as well as testing a large number of

ballot modules under different conditions. However it did not prove feasible, notwithstanding the

cooperation of the Manufacturers, to procure a suitable test harness with which to achieve this. As

further testing of the ballot module itself was not the only objective, this also had a significant

impact on the Commission's ability to carry out testing of other components of the system further

downstream from the ballot module in a substantive and authentic manner.

The Commission's conclusions on input-output volume testing of the ballot module are thus based

on the results of the "black box" testing presented in its first report.

(d) Principal Findings Concerning the Ballot Module

This section sets out the main findings emerging from the Commission's review and testing of the

operation of the ballot module from the perspective of the secrecy and accuracy of the ballot.

Data Integrity

Before the poll, the most critical failure of a ballot module that could occur would be a corruption

of the data or "parameters" that determine the assignment of candidate details to voting machine

button positions. While it is expected that this should be detected by operators before polling

commences, the following questions also arise regarding the need to ensure the continued integrity

of ballot module data during subsequent stages of the voting process:

46 First Report of the Commission on Electronic Voting. December, 2004: Appendix 2D p. 197.

J7 Equipment to produce a magnetic field of this strength is in no sense portable or widely available, requiring a large
and very expensive installation.

4* First Report of the Commission on Electronic Voting, December. 2004: Part 2 p.32; Appendix 2C p. 167.
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• Is the assignment of candidates to buttons on the voting machine re-checked for consistency

against the ballot module during polling?

• If the assignment of candidates to buttons is re-checked against the ballot module for
consistency, what checks are there that the ballot module itself remains correct?

Additionally, during polling, any data failures that may arise in the storage of votes and other data

in the ballot module should automatically be detected as part of the process of reading back data to

check it for consistency after it has been stored.

After the poll, the most critical failure of a ballot module that could occur would be a corruption of

vote data. Significant in this regard is how the integrity of this data is protected and ensured.

Clarification is needed as to whether, how, and at what stage in the process, the two copies of each

vote stored within each memory device, combined with the two memory devices contained within

each ballot module, are used together to detect and recover from possible data errors.

In order to avoid the possible, if unlikely, loss of all vote data stored on the ballot module due to

malfunction of the devices that write to or read from it, the adequacy of the voting machine and/or

programming/reading unit functions designed to detect and protect against this should be

confirmed.

In view of the above concerns, the software functions that are responsible for recording data on the

ballot module and for ensuring and checking its integrity thus need to be investigated very

thoroughly.

Although additional data redundancy is provided by the backup ballot module that is retained within

the voting machine after the poll, this backup is created only when the poll has closed. The value of
this backup as an independent parallel record of the votes already stored in four locations within the

primary ballot module would be enhanced considerably if the backup was updated after each vote is

stored.

Data Security

Arising from the analysis of information flows through the various input and output channels of the
voting machine, described above, it is also necessary to investigate and confirm the function of the
embedded C code software of the voting machine in order to assure voters that their vote as stored

in the ballot module is secret in the following respects:

• voter preference data and no other voter information should be stored on the ballot module

during voting;

• there should be no mechanism for recording or displaying the location of a particular vote in the
ballot module;

• it should not be possible to infer a voter's identity from the location of their vote in the ballot

module.

Arising from penetration testing of the hardened PC while connected to a programming/reading unit
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attached to a ballot module containing data as described in section 3.2.3 below, data stored on ballot
modules was found to be accessible with moderate ease:

• data on ballot modules is not encrypted to prevent unauthorised reading; it is stored, and can be
recovered as, clear text: the use of public/private key cryptography would protect the data from

being read if it were intercepted;

• data on ballot modules is not cryptographically signed to prevent unauthorised alteration: the
use of public/private key cryptography would protect against attempted access and against

malicious or accidental alteration of data while stored on the ballot module.

The protocols for applying check-sums to the data stored on the ballot module were also easily

discovered. As a result it was found to be possible to extract data from the ballot module in clear
text and it was suggested from this work that, given sufficient time, it might also be possible to
discover by similar means the data structures necessary to write data to a ballot module.

Although simple check-sums are applied to some of the data on the ballot module, confidence in the

secrecy of the ballot would be greatly enhanced if the data was protected from unauthorised access

and disclosure by the cryptographic methods mentioned above, which are standard ways of

protecting any sensitive electronic information.

Storage of Votes

All of the matters described above in relation to the integrity of the actual method of recording of

votes on the ballot module, including in circumstances where the power fails during this process,

are central to the secrecy and accuracy of an election and depend crucially on the assumption that

the C code embedded in the voting machine does in fact perform as specified and expected. This is

why it is so important for this code to be thoroughly investigated.

Hardware I iilnerahilities

The findings already recorded in this report in relation to the electromagnetic compliance testing of

other component devices of the chosen system are also applicable to the ballot module. In

particular, the ballot module appears robust against significant threats of electromagnetic

interference or eavesdropping while it is in static operational mode but further testing is
recommended to observe its performance while its critical functions, including vote storage, are

being exercised under certain test conditions.

Following the exposure of a ballot module containing data to a very strong electromagnetic source

of 7 Tesla in previous testing by the Commission, the contents of the module were found to be
unaffected.

Variations in internal construction were observed between different ballot modules provided to the
Commission. This could be significant in the context of any official type-approval of voting
equipment for use in Ireland.

4'' Sec description and findings of electromagnetic susceptibility and compliance tests of voting machine in section 3.2.1.
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Volume Testing

As indicated further above in relation to testing of the voting machine, the Commission was also

unable to exercise the ballot module and other downstream components of the system using large

numbers of known votes introduced authentically by using a test harness either to bypass the voting

machine interface or to introduce them directly onto the ballot module itself. Although this was a

limitation on the Commission's proposed work, it also represents a strength of the system as it

shows that there is a degree of difficulty presented to anyone seeking maliciously to introduce large

numbers of votes or other data to the system at an election by recording them directly onto a ballot

module.

General

If appropriate administrative and physical security procedures are applied to prevent with certainty

any unauthorised access to every ballot module, then other potential vulnerabilities of the ballot

module represent only a very remote threat and are unlikely to affect the result of an election. The

physical security aspects of the chosen system that are relevant in this regard are discussed in Part 4

of this report.

However the possibility of unauthorised access can never in practice be ruled out completely, while

its potential impact on public confidence in the chosen system would be significant. This requires

that any such potential weakness must be placed beyond all doubt and that the system must be made
inherently more secure, and less dependent on physical security measures, by the implementation of

the cryptographic security measures described above. Such measures can be implemented in a way

that is transparent to users and operators of voting equipment and that will not impact on its

simplicity or ease of use.

73



Part 3 Second Report of the Commission on Electronic Voting

3.2.3 The Programming/Reading Unit

(a) Description and Use of the Programming/Reading Unit

General Description

The programming/reading unit is used by election officials both before and after the poll at
elections. Before the poll it is used to programme ballot modules with poll details or "parameters"
which configure the voting machine for use at the poll. After the poll it is used to read-in the
contents of the ballot modules, including the votes to be counted. Thus the programming/reading
unit is a crucial link in the flow of election information and votes between the election office, the

polling station and the count centre.

Approximately the si/e and shape of a personal computer box, the programming/reading unit has no

direct user interface and can only be used in conjunction with a PC on which the election

management software has been installed. This is intended to be the hardened PC (see below) but the

programming/reading unit can in practice be used with any PC, whether hardened or not and

whether or not officially authorised, on which the election management software has been installed.

The programming/reading unit is connected to the communications port of a PC via a serial cable

and communicates with the election management software on the PC via a tailored program

interface within that software.

A ballot module can he inserted into either of two multi-pin connectors located in apertures in the

outer casing of the programming/reading unit. These apertures are identified as the "reading slot"

and the "programming slot". Beside each slot is a colour coded key switch which secures the ballot

module in place and enables communications between the ballot module and the

programming/reading unit. During programming and reading activities, while only one ballot

module should be present in the appropriate slot, it is necessary that both keys should be present and

operated as described above in order to activate the programming/reading unit.

Each returning officer at the Dáil constituency (service) level50 uses a programming/reading unit to

programme and read-in the ballot modules that are used in the voting machines for which the

returning officer is responsible. Nationwide, the ratio of voting machines to programming/reading

units is approximately 50 to 1 with each Dáil returning officer having at least one unit per

constituency and some having two units, depending on electorate. Including provision for spare

units, there are thus approximately 140 programming/reading units in total that would be deployed

as part of the chosen system. These are stored locally by returning officers.

Use of flic Programming/Reading Unit at Elections

Before the poll, the programming/reading unit is connected to a hardened PC (see section 3.2.4
below) in the election office of the Dáil returning officer. The election management software (see

section 3.3.2 below) installed on the hardened PC has previously been used by the returning officer

50 These levels, used for election administration purposes, are described in the context of the election management

software m section 3.3.2 below
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to combine the election data files received from returning officers at European, Presidential, local or

referendum levels as appropriate with the Dáil election data file to create a single election data file

containing polling options or "parameters" appropriate to each polling centre within the Dáil

constituency.

A ballot module is inserted in the writing slot of the programming/reading unit and the election

management software is used to programme the election data or "parameters" onto the ballot

module that will configure the voting machine designated for a particular polling station within the

constituency. This process is repeated for the ballot modules in respect of every polling station in

the constituency. The election management software records the ID number of each ballot module

programmed for the election and the programmed ballot modules are also labelled.

After the poll, the programming/reading unit is connected again to the hardened PC, either at a local

read-in centre within the Dáil constituency or at the count centre for the whole constituency. Each

ballot module on which votes have been cast is inserted into the reading slot of the

programming/reading unit and the election management software is used to read in (aggregate) the

votes and assign (disaggregate) them to vote files according to the different polls that have been

held. This process is repeated for the ballot modules in respect of each polling station in the

constituency.

(b) Desk Review of the Programming/Reading Unit

The security of the programming/reading unit hardware was investigated by identification and

examination of its components and sub-components and by reference to system documentation and

other information provided by the Manufacturers. The focus of the investigation was on properties
and behaviour of the programming/reading unit that could affect the secrecy or accuracy of an

election.

Device Model

The programming/reading unit was firstly modelled as part of a wider model of the whole system.
Using this model, the communications and information flows between the programming/reading
unit and other components of the chosen system during the respective programming and reading

stages before and after polling were identified.

Vulnerability A nalysis

A vulnerability analysis of the programming and reading stages was then performed using the
HAZOP technique to explore what failures could occur in the communications and information
flows between the programming/reading unit and other components of the chosen system, whether
they are detected or corrected by design features or if they could propagate to cause undesirable

outcomes.

During the above analyses, detailed questions relating to the design and intended behaviour of the
programming/reading unit were raised with the Manufacturers, and responded to by them.
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(c) Testing of the Programming/Reading Unit

I laving regard to the critical functions of the programming/reading unit in configuring the voting
machines and handling all of the votes cast in any one constituency, the Commission determined

that it would be important to cany out testing of this component of the chosen system. The need for
such testing was also highlighted in the Commission's first report51 which noted that the
functionality of the programming/reading unit had not previously been independently tested.

Previous tests of the programming/reading unit carried out by the Commission related mainly to its

accuracy in reading in votes. In particular, the input-output volume test of the voting machine

described in section 3.2.1 simulated an election in which large numbers of pre-determined votes

were cast and counted and the results checked against the expected outcome.

While this type of "black box" testing demonstrated that the programming/reading unit can

accurately process votes on the basis of known inputs and expected outputs, the Commission

determined that sufficient proof of the reliability with which it does so could only be obtained from

analysis of the C code software embedded within the programming/reading unit. Consequently, the

Commission also undertook work in relation to the embedded C code software of the

programming/reading unit as described in section 3.3.1.

The Commission's further testing of the programming/reading unit for the purposes of this section

accordingly concentrated on its secrecy and accuracy properties from a hardware perspective only.

Electromagnetic Susceptibility and Compliance

The programming/reading unit was submitted to tests designed to investigate its susceptibility to

electromagnetic eavesdropping and electromagnetic interference. The tests applied were the same as

those applied in the case of the voting machine in section 3.2.1 above. The details and outcomes of

those tests are thus applicable to the programming/reading unit also.

Data Security

As described briefly in relation to the ballot module in section 3.2.2 above, the process of reading

data from a ballot module via the serial interface between the programming/reading unit and the

hardened PC was monitored. The commands and data exchanged between the programming/reading

unit and the PC were then studied.

Volume Testing

A previous input-output volume test of the voting machine described in the Commission's first
report confirmed that 36,950 pre-determined votes cast on 739 ballot modules were correctly
programmed and read in by the programming/reading units deployed for the purpose ofthat test.

51 First Report of the Commission on Electronic Voting. December. 2004: Part 4 p.59; Part 6 p.74: Appendix 2A p.l 12.
'; First Report of the Commission on Electronic Voting. December. 2004: Part 2 p.32; Appendix 2C p. 167.
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The Commission sought to extend its testing of the read-in function of the programming/reading

unit in this regard by the introduction of even larger numbers of pre-determined votes to the system

by authentic means. However, as already indicated, it was not possible for this purpose either to

bypass the user interface of the voting machine or to introduce votes directly onto the ballot

module.

The Commission accordingly explored means of entering large numbers of known votes

authentically into the system via a test harness designed to bypass both the voter interface of the

voting machine and the ballot module as sources of input to the programming/reading unit. It was

intended by this means to test the general functions of the programming/reading unit as well as

testing its function in reading very large numbers of votes from different ballot modules under

different conditions. As indicated above, the importance of this test to the Commission was

enhanced by the finding of its first report that the programming/reading unit had not previously

been independently tested.

However it did not prove feasible, notwithstanding the cooperation of the Manufacturers, to procure

a suitable test harness with which to achieve this and, as further testing of the programming/reading

unit itself was not the only objective, this also had a significant impact on the Commission's ability

to carry out testing of other hardware and software components of the system further downstream

from the programming/reading unit in a substantive and authentic manner.

The Commission's conclusions on input-output volume testing of the programming/reading unit are

thus based on the results of the "black box" testing presented in its first report.

(d) Principal Findings Concerning the Programming/Reading Unit

This section sets out the main findings emerging from the Commission's review and testing of the

operation of the programming/reading unit from the perspective of the secrecy and accuracy of the

ballot.

Hardware Vulnerabilities - Electromagnetic Eavesdropping and Interference

The findings already recorded in section 3.2.1 in relation to the electromagnetic compliance testing
of the voting machine are also applicable to the programming/reading unit. In particular, the
programming/reading unit is robust against significant threats of electromagnetic interference or

eavesdropping but further testing is recommended.

However, and in the specific context of the use of the programming/reading unit at read-in and
count centres when each unit will be critically involved in the processing of all of the votes at a
constituency, it was noted that no specific operator guidance is given on positioning the device so as
to minimise its susceptibility to electromagnetic threats at elections, whether intended or

unintended.

The susceptibility of the programming/reading unit to malicious attack, whether aimed at denial of
service or at influencing the result of an election thus needs to be considered in the light of access
controls and other physical security arrangements for storage and use of programming/reading

units. These arrangements are reviewed in Part 4 of this report.
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Oilier Hardware Vulnerabilities

As indicated in the Manufacturers' technical description of the system in Appendix 3, the

programming/reading unit contains the same main electronics board and embedded C code software

as the voting machine. This is of particular significance for the secrecy and accuracy of an election

because it is further understood from the Commission's work that the voting machine and the

programming/reading unit are conceived as essentially the same device, with appropriate

interventions and additions being made to its hardware and software configuration during

manufacture to determine whether a particular unit will become a voting machine or a

programming/reading unit. Arising from this, it is thought that it would be possible, given the

relevant knowledge and tools, to adapt a voting machine into a programming/reading unit. If so, this

has the implication that an attacker with access to a single voting machine and the appropriate

technical knowledge could adapt it to become a programming/reading unit that could be used to

program ballot modules. This in turn reinforces the attention that must be paid to arrangements for

the secure storage of voting machines, as well as programming/reading units. These arrangements

are reviewed in Part 4 of this report.

Reliance on Embedded Software

In considering the behaviour of the programming/reading unit hardware, it has been assumed that

its embedded C code software, and also the Delphi code within the hardened PC that governs its
programming and reading functions, operate exactly as expected. Indeed the expected behaviour of

the programming/reading unit cited by the Manufacturers in response to various conditions and

events suggested in the Commission's analysis is that the device will halt and an error message will

be displayed on the election PC.

There is thus a significant reliance on the behaviour of the embedded software that indicates the
need for this software to be carefully investigated to establish whether, and how, it protects against

hardware failure and other potential vulnerabilities.

Before the poll, the programming/reading unit is critically responsible for configuring the ballot

modules and voting machines that are used at the poll and afterwards it is responsible for reading in

all of the votes cast in each constituency. This is a particularly important reason to ensure the

software behaves as intended since any vulnerability or undesirable behaviour that may be inherent

in its design (rather than being maliciously introduced into one or more individual machines) will

be present in every programming/reading unit in which the software is installed, causing a potential
for system-wide problems.

Software and Hart/ware Security: Access Controls and Authentication

Although key switches and other physical security features have been applied to the

programming/reading unit as described above, no additional security measures such as password or
other code protections have been implemented within its software and hardware by which operators

must identify themselves before they gain access to its ordinary services while in use before and
after polling. Such measures are now commonplace in electronic systems deployed for use in a
public setting.
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Additionally, in cases where there is an observed failure or other incorrect behaviour of the

programming/reading unit a message is displayed on the hardened PC (if connected) and the
operator is required to contact a help desk provided by the Manufacturers. Problems are then
diagnosed remotely and, where possible, addressed by the operator with remote assistance from a
qualified engineer. In cases where a problem with the programming/reading unit cannot be
addressed in this way, it must be sent to the Manufacturers for further analysis. It would thus appear
that higher levels of access to core services of the programming/reading unit are afforded to system
engineers than to election officials at any stage.

The Commission has observed no mechanism within the system that would enable operators,
observers and voters to satisfy themselves independently that the hardware and software of the

programming/reading unit are authentic and that they are the correct versions that have been tested

and certified and that have been approved for use by the electoral authorities. The system is
essentially self-checking in this respect.

Data Security

Arising from monitoring of the serial link between the programming/reading unit and the hardened

PC, the commands exchanged between the programming/reading unit and the PC were found to be

easily discovered and quite straightforward. The protocols for applying check-sums to these

commands and to the data stored on the ballot module were also easily discovered. As a result it

was found to be possible to extract data from the ballot module in clear text and it was suggested

from this work that, given sufficient time, it might also be possible to discover by similar means the

data structures necessary to write data to a ballot module.

It was also found to be possible to halt the programming/reading unit by sending it a simple

command via a standard PC connected in place of the hardened PC. The programming/reading unit

could only be recovered from this state by cycling the power supply.

Volume Testing

As indicated further above in relation to testing of the voting machine, the Commission was unable
to exercise the programming/reading unit and other downstream components of the system using
large numbers of known votes introduced authentically by bypassing the voting machine interface

or by introducing them directly onto the ballot module or the programming/reading unit via a test
harness. Although this was a limitation on the Commission's proposed work, it also represents a
strength of the system as it shows that there is a degree of difficulty presented to anyone maliciously
seeking to introduce data or votes to the system at an election via the programming/reading unit
and/or the ballot module.

General

Although as indicated above, the voting machine and the ballot module have hardware and
software components in common, a significant and critical difference in their respective
characteristics concerns the fact that, whereas each voting machine will be responsible for gathering
individual votes and storing them together with the other votes cast at a particular polling station
(typically several hundred votes per voting machine), each programming/reading unit will be
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responsible for reading in the ballot modules containing all or part of the votes for a given

constituency (typically in excess of 40,000 votes for a single poll).

There is also a reliance on authorised operators to detect failures of the programming/reading unit
hardware or software that may occur while it is being operated, either before or after the poll.
Although training in the use of the system will have been provided, which should better enable
operators to detect such occurrences, the limited nature of the error messages from the

programming/reading unit that are communicated indirectly via the user interface of the hardened

PC means that the value of such training may also be limited.

As the read-in of votes from a large number of ballot modules is a critical function that will

certainly have a high public profile at election time, the mitigation of any possible failure or other

vulnerability of the programming/reading unit will be important in order to maintain public

confidence in the system as a whole.
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3.2.4 The Hardened PC

(a) Description and Use of the Hardened PC

General Description

The hardened PC is used by election officials to run the election management software (see below).

It is a standard personal computer to which security measures have been applied to restrict

unauthorised access to its services and to its software and data.

As a hardened PC is required by every returning officer to run the election management software,

approximately 300 would be deployed at a national election which also included local elections.

The hardened PC is stored locally by each returning officer and it is not intended that it should be

used for any other purpose between elections or connected at any time to any other computer or

computer network.

In order to ensure consistency across all hardened PCs, it is intended that the entire operating

system, together with all programmes and data (including the latest version of the election

management software and updated anti-virus software) for each PC should be centrally updated by

applying a completely new "image" of a standard operational configuration in advance of each use

of the PC at elections.

Use at Elections

Before the poll, the hardened PC is used by returning officers at all types of poll (Dáil, European,
Presidential and local elections and referenda) to enter election data, including poll and candidate

details, into the election management software. It is then used to prepare replica ballot papers for
use on voting machines (see above) - these are sent on CD to be printed by a contract printer. The
election data file is also copied onto a CD which, except in the case of the Dáil election data file
that is retained within the Dáil returning officer's own election management software, is then
transmitted to Dáil (service level) returning officers who coordinate the administrative

arrangements for taking all of the polls together.

Again, before the poll, the hardened PC is then used by all Dáil returning officers at the service
level to read in the election data files received on CD from each other returning officer at European,
Presidential local or referendum levels and to combine these with their own Dáil election data file
into a single election data file for all of the polls that will be taken together. The hardened PC is
then connected to a programming/reading unit and used with the election management software to
programme ballot modules with the details of the combined polls that w.ll be taken at each polling
station (voting machine) within each polling centre.

This somewhat complex process arises from the existing administrative arrangements under paper
voting at Irish elections whereby polls (i.e. vote gathering) at different types o» elect.ons which are
conducted simultaneously are coordinated by Dáil returning officers while the responsibility for
advance preparations for the poll and for the overall counting of the votes afterwards remains with

the European, Presidential, local and referendum returning officer as appropriate in each case.
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After the poll, the hardened PC is again connected to the programming/reading unit and is used by

Dáil returning officers to read in the election data, now including votes, from the ballot modules

that were used in voting machines during the poll. The votes for each type of election are

disaggregated by the election management software and assigned to the appropriate vote file for

each election. European and local election vote files are then each copied onto a CD which is

transmitted to the appropriate returning officer while the Dáil, Presidential and referendum vote

files are retained within the election management software at the service level for counting locally

by the Dáil returning officer.

Finally, the hardened PC is used by European and local returning officers to read in the vote files

received on CD from the Dáil returning officers and, in the case of the European returning officer,

the vote files received on CDs from all Dáil returning officers in the European constituency are

aggregated into a single file within the election management software. The votes at European and

local elections are then counted by the relevant returning officers using the election management

software. The votes at Dáil and Presidential elections and at referenda are counted by the Dáil

returning officer and the partial local count results of Presidential elections and referenda are

reported following each count to the appropriate national returning officer by fax and telephone for

incorporation in the overall national count results.

(h) Desk Review of the Hardened PC

It was noted in the Commission's first report that the "hardening" measures implemented to

enhance the logical and physical security of the hardened PC were easily bypassed, that the

hardened PC was the "weakest link" in the security of the chosen system and that il could thus be
used to gain unauthorised access to the election management software and possibly to interfere with

the administration or the result of an election.

Having regard to the critical role of the election management software, both in determining the

configuration of ballot modules and voting machines before the poll and in reading in, aggregating

and disaggregating votes after the poll, the Commission sought to explore further the weaknesses of

the hardened PC when used as described above in conjunction with the election management
software and the programming/reading unit.

(c) Testing of the Hardened PC

Penetration testing of the hardened PC was carried out in which diagnostic tools, together with

hacking tools and techniques were applied to the hardened PC to identify and evaluate its
vulnerabilities in the context of use at elections.

The hardened PC was also submitted to tests designed to investigate its susceptibility to

electromagnetic eavesdropping and electromagnetic interference. The tests applied were the same as
those applied in the case of the voting machine in section 3.2.1, with the exception of electrostatic

discharge tests and voltage dips and interrupts tests. The descriptions of those tests, but not the

outcomes, are thus applicable to the hardened PC also.

53 First Report of'the Commission on Electronic Voting. December. 2004: Part 4 p.56; Part 6, p.75; Appendix 2B p 148
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(d) Principal Findings Concerning the Hardened PC

This section sets out the main findings emerging from the Commission's review and testing of the
operation of the hardened PC from the perspective of the secrecy and accuracy of the ballot.

Hardware and Software Vulnerabilities

The penetration testing of the hardened PC has confirmed that the security measures implemented
are insufficient to ensure the security of the election management software and sensitive election

data:

• not all Microsoft operating system patches have been applied, in particular, the latest patches
available since 2003 in respect of security vulnerabilities have not been applied: this would
enable a hacker with either network or physical access to use publicly available tools to easily
gain administrator access over the hardened PC without requiring any credentials;

• although the hardened PC is not intended for network use and is intended to be deployed in

stand-alone mode at elections, it was found that network services were nonetheless available,

thus providing a potential avenue of entry into the system by connecting another computer to it:

these services were used in conjunction with the security vulnerabilities mentioned above to

gain administrator access over the PC;

• user passwords were stored in standard formats within the hardened PC: known weaknesses of

these formats were easily exploited using well known hacker tools to obtain the passwords on

all user accounts of the election management system, including the administrator account, once

administrator level access had been obtained as described above;

• it was found that the smart card facility that has been implemented for login as a normal user

was not required for administrator login: thus an attacker who has obtained access and

passwords to the system as already described does not require to have a smart card to access the

administrator account;

• it was found that the hardened PC would boot from a CD or USB before booting from the hard
disc, that the BIOS54 allowed selection of the boot device during booting and that the BIOS

configuration menu was also accessible: it would thus be possible for an attacker to load their

own operating system and other software on the PC and to add, remove or interfere with data;

• the anti-virus software was found to be ineffective against the specific and well known hacker
tools installed on the hardened PC and used during testing as described above to identify system
passwords: although the software examined the files that had been installed on the system, it did

not report them as malicious.

The electromagnetic compliance testing of the hardened PC indicated that there is a small
vulnerability to denial of service attack at the nuisance level in respect of electromagnetic
interference but that this can be mitigated by appropriate location of the equipment away from

54 Basic Input/Output System.
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potential threats. Flowever, it was also noted that no specific operator guidance is given on the

location of the device so as to minimise its susceptibility to electromagnetic threats at elections,
whether intended or unintended.

When considered in the context of the security characteristics of the election management software

discussed further below, the critical role ofthat software in determining the accuracy of all other

components of the system, and the limited protections implemented by that software in respect of

sensitive election data, including votes, it is clear that the hardened PC in its present form, in

combination with the election management software, constitutes a significant weakness within the

chosen system that requires to be addressed through review and enhancement of its security

measures.
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3.2.5 Use of Compact Discs (CDs)

(a) Description of Use of Compact Discs

Compact discs are used to transmit information to, from and within the chosen system in the
following ways:

• updated versions of the election management (Delphi code) software are supplied to returning
officers on CD;

• replica ballot papers prepared within the election management software (and which are placed
under the voter's panel of each voting machine at elections) are transmitted in PDF format on
CD to contract printers for colour printing;

• election data files prepared within the election management software are transmitted on CD
between returning officers at various levels before the poll at an election or referendum;

• files containing votes cast are transmitted on CD between returning officers at various levels
after the poll at an election or referendum.

Updated Versions of Election Management Software

It has been noted in Part 4 of this report that updated versions of the election management software

are provided by the Manufacturers to the Department by e-mail. Multiple copies of the software are

then prepared for distribution to returning officers on CD, together with instructions as to how it

should be loaded onto their hardened PCs. It has also been noted previously that different versions

of the software could be installed and remain simultaneously resident on a single PC.

An alternative method by which the election management software can be updated involves the

"ghosting" onto the hard disc of each hardened PC of an image which includes the entire operating

system, election management software and other software and hardware configuration information

and programs, including anti-virus protection appropriate for use at a particular election. This

process would be coordinated centrally before each election and the requirement to issue a further

update of the election management software to returning officers on CD would only arise in

circumstances where the software was updated in the run-up to an election but after the PC

"ghosting" process had been completed in respect ofthat election.

It might also be considered necessary between elections to provide returning officers (and others)

with updated versions of the software on CD for training and evaluation purposes, etc. Version 139
of the software was provided in this way to the Commission for the purposes of its work.

Replica Ballot Papers for Printing

The arrangements for polling at all elections of all types and at referenda (including the
programming of ballot modules in respect of combined polls and the set-up and administration of
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voting machines at polling centres) is coordinated at a "service level" by Dáil election returning
officers as described in sections 3.2.4 and 3.3.2 of this part. However each individual returning
officer at Dáil, European. Presidential and local election levels and at referenda remains responsible
for arranging the printing of the replica ballot papers that will be used in the voting machines
deployed at the poll by the Dáil returning officer.

faking into account the types of poll that are likely to be taken simultaneously, and while the
replica ballot papers for Presidential elections and referenda are the same across all constituencies,
(here are in excess of 270 different types of replica ballot paper to be printed in the case of local
elections (268 local electoral areas) coinciding with a European election (4 constituencies) and a
Presidential election and/or a referendum.

In practice, and in view of the high levels of security, quality, accuracy and consistency that are
required, the printing of replica ballot papers is coordinated by the Government Supplies Agency so
that only a small number of regional printing centres are involved, each responsible for printing

replica ballot papers for a number of returning officers. Each of these printing centres will thus

receive a large number of CDs containing different replica ballot papers from different returning

officers. Once printed, the replica ballot papers are delivered to the appropriate returning officers

for checking prior to being transmitted to Dáil returning officers for use on voting machines at the

election as described in section 3.2.1.

Election Data

In parallel with the production of replica ballot papers as described above, each individual returning

officer at all types of elections and at referenda is also responsible for preparing an election data file

within the election management software in respect of the poll that will be conducted for their

constituency. This file contains the date and description of the poll and the constituency and the

names and details of the candidates.

Returning officers at European. Presidential and local elections and at referenda then transmit this

election file on CD, together with the printed replica ballot papers, to the Dáil returning officer at

the service level who coordinates the arrangements for the taking of the poll.

Each Dáil returning officer uses the election management software to combine the election data

files received on CD from (typically) one European returning officer and from (typically) several

local returning officers, together with the election data file for the Dáil election (if any) within their

own constituency. From this a combined election file is generated which reflects the several

possible permutations of Dáil, European and local election types in respect of which a poll is being

held within the Dáil constituency. This combined file is then used to programme ballot modules via

the programming/reading unit as described in section 3.2.3.

Vote Data

Following the poll at a combined election, the Dáil returning officer at the service level uses the

election management software and the programming/reading unit as described in section 3.2.3 to

read in and aggregate the votes in respect of different polls as recorded on all ballot modules within

the constituency. As they are read in, the votes on each ballot module are first disaggregated into

separate vote files for each poll. When all votes have been read in, the vote file for each poll is
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copied onto a CD and transmitted to the relevant local or European election returning officer for
counting. The votes at Presidential elections and referenda are retained and counted locally by Dáil
returning officers with the local count results being transmitted by fax and telephone to the central
count centre at national level for incorporation into the overall count.

Identification and Authentication

The CDs proposed for use in the transfer of election data are type CD-R used in a manner that
allows only one write of data. Thereafter the CD is read-only. Data in XML format is saved to the
hardened PC before it is written to CD and a second copy of the CD is made as a backup in the
event of destruction, loss, etc., of the original.

At the 2004 elections it was proposed to use coloured labels on the exterior of the CDs in order to

distinguish between the CDs for each type of election. Provision was made for key information to

be recorded on the labels, including a unique serial number, relevant poll details, date, time and the
signature of the returning officer.

It was also proposed that a hard copy of the data should be provided with the CD when it is being
transferred between returning officers at different levels so that the data could be verified when

received.

(b) Desk Review of Use of Compact Discs

While there are security concerns surrounding the transmission of election software and replica

ballot papers on CD before an election as described above, the Commission's main concerns relate

to the transmission of sensitive election data, including votes cast, between returning officers on CD

in the course of an election.

The principal vulnerabilities associated with the use of CDs as the transmission medium for such

sensitive data relate to the generic CD technology and data formats that are deployed and to the

absence of any significant security measures to prevent or detect malicious or accidental access to

the data which could result in its alteration or corruption.

A further vulnerability relates to the numbers of different CDs that will be travelling in different

directions at around the same time and the numbers of CDs, all of similar general appearance, that

will require to be handled simultaneously in locations, particularly at read-in and service centres

operated by the Dáil election returning officers and at count centres operated by European election

returning officers.

Unlike the locked ballot box formerly used to transmit unused ballot papers (before the poll) or used
ballot papers (after the poll), the use of the CD as a transport medium and the data formats proposed
within the chosen system are significantly less secure and, being also less visible and transparent
than ballot boxes, they are significantly more vulnerable to deliberate or accidental loss, damage or
alteration of their contents. Given the widespread availability of CD technology, they are also
readily susceptible to replication and substitution.
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(c) Testing of Use of Compact Discs

Given the potential vulnerabilities identified above in respect of the CDs and data formats proposed
for the transfer of sensitive election information, and given also the vulnerabilities identified in
section 3.3.2 below in respect of the election management software which is responsible for reading
and writing the data transmitted via CD, the Commission sought to examine possible methods by
which these vulnerabilities might be exploited.

The following tests were accordingly carried out:

• A CD containing an election file (such as might be transmitted by a local election returning
officer to a service level returning officer before the poll) was examined to see whether the

election details it contained could be altered.

• A CD containing a vote file (such as might be returned by a service level returning officer to a

local election returning officer after the poll) was examined to see whether the votes it contained

could be altered.

These tests were carried out in conjunction with the testing of the election management software

described in section 3.3.2.

(d) Principal Findings Concerning Use of Compact Discs

In general it was observed that, while the protections on the physical security of data contained on

CDs and on ballot modules were broadly similar in terms of ease of access, the more rigorous

housekeeping measures implemented in respect of ensuring the integrity and availability of vote

data stored on the ballot module were absent in the CD. This point is significant when it is

considered that, while each ballot module will contain the votes that have been cast on a single

voting machine, a CD may contain all or part of the votes that are cast in an entire constituency

(typically in excess of 40,000 votes).

The tests carried out by the Commission indicated that it would be possible to access data, including

votes, transmitted on CDs and to alter the data without detection:

• election data files on CD are not protected and vote data is not sufficiently well encrypted to

prevent unauthorised access: the use of public/private key cryptography would protect the data

from being read if it were intercepted;

• dala, including votes, on CD is not cryptographically signed to prevent unauthorised alteration:

the use of public/private key cryptography would protect against attempted access and against

malicious or accidental alteration of data while stored on CD.

Although a form of encryption is applied to vote data on CDs, confidence in the secrecy of the

ballot would be greatly enhanced if the data was protected from unauthorised access and disclosure

by the cryptographic security measures mentioned above, which are standard ways of protecting

any sensitive electronic information. Such measures can be implemented in a way that is transparent

to users and operators of voting equipment and that will not impact on its simplicity or ease of use.
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There are thus significant hardware and data security vulnerabilities associated with the use of CDs,

in the manner currently proposed, to transmit sensitive election data, including votes, between

election offices, service centres, read-in centres and count centres at elections. Little mitigation in

respect of these vulnerabilities is provided either by the formats in which data is currently recorded

onto the CDs or by the election management software which is responsible for writing and reading

this data. Better protection could be provided by the implementation of enhanced data encryption

measures and by the cryptographic signing of data transferred on CDs.

Rigorous management control of the flow and use of the many CDs containing sensitive election

data that are exchanged between returning officers at different levels is also critical to the accuracy

of any election conducted using the chosen system. A significant error in this regard could

compromise the entire system. There is therefore a reliance on the administrative procedures and

physical security arrangements for the deployment of CDs as part of the chosen system at elections.

These matters are discussed in Part 4 of this report.
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3.3 Review of Software Components

This section describes the general features and proposed use of each main software component of

the chosen system, the analysis and testing of each component carried out by the Commission and
the principal findings of that work.

Appendix I contains an overview and illustrations of the main components of the chosen system and

a description of its proposed operation at elections in Ireland. Appendix 3 contains a description of
the technical features of the chosen system provided by the Manufacturers for the purposes of the
Commission's work.

Approach to Analysis

The source code of the embedded C code and Delphi software of the chosen system, together with

related documentation, was made available by the Manufacturers for examination to a trusted third

party working on behalf of the Commission. As indicated in Part 2, the Commission's approach to

the investigation of the software was a phased and structured one whereby progression of the work

to each successive stage was largely dependent on the results of the previous one.

The design and development of the software was first reviewed by reference to the documentation

supplied by the Manufacturers, by audit of further documents and through meetings with relevant

personnel, where possible, at the Manufacturer's premises in Holland.

The qualify of the implementation of the software was then investigated by direct examination of

the source code leading to the development of a functional model, the identification of critical

components and the identification of possible areas of concern.

Software Engineering Standards

Each software component was considered in the context of the high standards of software

engineering that would be expected of a mission critical system such as the chosen system. As

indicated in Part 2. il is very important in this context that the code not only does its specified job,

but that it has been developed in a rational way and in accordance with expected standards for

mission critical systems. Not only must mission critical code appear, when viewed as a black box,

to do its job, but it must also be well documented, well structured and navigable so that it is possible

for independent reviewers and programmers to understand it, maintain it, update it and extend it

when necessary.

The standards applied by the Commission in reviewing the software may be summarised as follows:

• All code is clearly written and fully commented.

• Behaviour of the code is consistent across the whole source code.

• There is a well-documented software project management plan.

• There is good quality documentation on properly followed development procedures including
requirements    capture,    design,    implementation    documents,    configuration    management
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documents,   unit/integration/system   testing   documents   and   quality   assurance   documents

(including review and verification/validation activities undertaken).

• Source code is kept under rigorous version control.

• A specific standard of coding style is documented and followed.

• The structure of code is logical, follows from design documents, is broken down hierarchically

if necessary, and exhibits a clear separation of concerns.

• Areas of possible problematic behaviour (such as potential divide by zeros, failing system or

utility calls, array indexing, casting, pointer arithmetic, memory leaks) are well documented as

well as clearly and explicitly avoided.

• All other systems that are relied on by the software meet similar quality requirements.

Additional expectations that raise confidence in the quality of software are an automated issue

management system and some recognised certification for the developers.

If the systems by which computer code is developed meet most of these requirements, this indicates

that the code has been developed in a manner appropriate to a high-qualify system. The code will be

well documented and structured, and thus relatively easy to understand and evaluate. This in turn

means that maintaining and upgrading the code is likely to be a straightforward and reliable process.

However, if many of these standards are not met, this points to the code (and the processes used to

develop the code) as being somewhat impenetrable, likely not to be of a high standard, and thus

unsuitable for a mission-critical application. This in turn may mean that future detailed analysis and
evaluation of the code would have to be extensive, as there can be no a priori confidence in the

software, given the system of work by which it was developed.

The source code of the Delphi and C software components of the chosen system, together with

supporting documentation, provided by the Manufacturers were thus investigated in order to acquire
insights into whether or not these standards are met. Features of the code that were examined for

this purpose included software documentation, code comments, code implementation, code style,

code architecture and version control.

During the above analyses, detailed questions relating to the design and intended behaviour of the

software were raised with the Manufacturers, and responded to by them.
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3.3.1 Embedded Software (C code)

(a) Description and Use of Embedded Software (C code)

Installation. Configuration and Use

The embedded C code software is installed at the time of manufacture on the voting machine and
programming/reading unit hardware components of the chosen system. Since the primary function

of the embedded C code software is to control the operation and use of these hardware devices and

the ballot module as already described, it is not necessary to describe its functions here.

While the functions of the C code software are largely internal to the voting machine and the

programming/reading unit, there are in effect two user interfaces. In the case of the voting machine,

the software interacts with voters via the voter's panel and with election officials via the control unit

and the voter's panel. In the case of the programming/reading unit, the software does not have a

direct user interface via the programming/reading unit itself but interacts indirectly with election

officials via the election management software running on the hardened PC.

The voting machine contains three separate types of board, each running its own specific executable

programs created from a separate source code. These types of boards are: the voting machine main

board; the connection board; and the display board. The programming/reading unit contains only

one type of board; as noted in section 3.2.3, this is the same as the main board of the voting

machine.

Furthermore, while the source codes of the connection board and the display board are separate

entities, the voting machine main board shares its source code in common with the

programming/reading unit main board as both devices are conceived as a single entity.

The embedded C code is thus split up into three parts: the main board code, controlling either the

voting machine or the programming/reading unit; the connection board code; and the display board

code of which there are 5 copies, one for each display board that is associated with a column of

preferences on the voter's panel of the voting machine.

Functionality

The system-level functionality of the different elements of the C code is as follows:

The main board code on the voting machine controls the following:

• configuration of the voter's panel of the voting machine, i.e. reading candidate information from

the ballot module and displaying it on the voter's panel;

• the control unit used by the operator to determine the mode of the voting machine;

• LCD displays on the voter's panel and control unit indicating, as appropriate, voter preferences
and error messages;

• recording and storage of votes as they are cast by voters; and

• transfer of votes onto the ballot module and backup module.
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The display board code controls the following:

• monitoring of the voter's panel buttons for key presses and passing their addresses to the

connection board; and

• displaying a voter's selected preferences via LED displays.

The connection board code controls the following:

• passing of requests from the main board to the display board;

• passing of information and key press addresses received from the display board to the main

board; and

• generating error messages if more than one button has been pressed at once or a key has been

pressed for too long.

The main board code on the programming/reading unit controls the following:

• writing of the candidate information onto the ballot module before the poll; and
• reading of the votes from the ballot module after the poll and passing them to the hardened PC

for counting.

(b) Analysis of Embedded Software (C code)

Design and Documentation

The embedded C code was considered by examination of the documentary evidence to identify the
processes that were used in its design and development. During this review, evidence was sought

that activities including requirements capture, modelling, design, coding and testing had been

carried out and documented to an adequate standard.

Code Analysis

A code analysis of the C code was then carried out in three stages.

Firstly, an inspection of the code was carried out to determine the structure and functionality of its

different components. This inspection was performed without the use of any documentation so that
the analysis could be wholly independent. Each of the three main parts of the code was inspected
separately, followed by a study of their interactions to understand how they link together in the
system. The software was thus effectively reverse-engineered from the source code. A functional

model of the C code was created as a result of this work, together with some metrics relating to its

size and complexity.

Secondly those functions of the code that were considered to be critical in terms of secrecy and
accuracy were identified from the functional model. The criticality of a function was based on the
overall role it performed, together with findings from the analysis of hardware components
described above and which highlighted behaviour of the system that was critically dependent on

functions of the code.

93



Part 3 Second Report of the Commission on Electronic Voting

Thirdly, an automated search of the code was carried out using a proprietary analysis tool to

identify distinct types of potential run-time error that can occur in C code. This tool returns a

"concern" for each potential error identified and further manual investigation is then required to

"discharge" these concerns, some of which can be false. This manual investigation of concerns is

beyond the scope of the Commission's work for the purposes of this report.

General

The analysis carried out assumed that the code as provided was the correct version as installed on

the ESI2 voting machine and on programming/reading units deployed for use in Ireland and that it

was unaltered from the code used for compilation. The analysis related only to the C code itself and

did not consider either the compiler used to produce the executable program from the code or the
reliability of the processor or operating system.

It is also important to note that the existence of a concern arising from the automated search of the

code using a proprietary analysis tool does not necessarily indicate the presence of a run-time error.

It merely indicates that the program is not "well behaved". It is likely that many of the concerns
raised in this way may, in further analysis, be discharged as "false concerns", having factored in all
the possible inputs to the system.

(c) Testing of Embedded Software (C code)

Unit and system testing of the critical components of the C code had been planned, if considered

necessary and appropriate, as a later part of the Commission's overall phased approach to software
assurance of the chosen system as described in Part 2.

However, having regard to the fact that the C code analysis described above, and the findings
further below, represent the Commission's first opportunity to consider the C code component of

the chosen system, and having regard also to the issues that have arisen from the Commission's

work in relation to other components of the chosen system, it was considered neither necessary nor

appropriate for the Commission to carry out any formal static or dynamic "glass box" testing of the
C code at this time.

The Commission nonetheless sought to carry out some dynamic "black box" testing of the C code

and of the system as a whole by introducing and processing large numbers of known votes through

the system. However, and as described above in relation to the various hardware components of the

system it was not possible either to bypass the user interface of the voting machine or to introduce

votes directly onto the ballot module or via the programming/reading unit to achieve this objective.

(d) Principal Findings Concerning Embedded Software (C code)

General

The review of the design and development of the C Code suggests that there is evidence that a
recognisable structured design process has been used but there has been insufficient independent
review and testing within this process.
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The code analysis did not uncover any functional failures. However the analysis was only partial

and activities performed, together with the observations made, suggest that more detailed analysis is

required before it would be possible to conclude unambiguously on the integrity of the C code.

Software Quality

Having regard to the software engineering standards that would be expected of high quality mission

critical software identified above, the following are the specific observations that have arisen from

the Commission's work in relation to the C code:

• The clarity of the code is adequate, although some parts are easier to understand than others.

• Much of the code's behaviour appears to be consistent, with functionality common to two of the

three parts being implemented in a similar manner. However, the consistency of the third is

patchy.

• A software quality plan was made available. However, it was not easy to gather sufficient

evidence of a good development process from an audit of the available documentation.

• Some useful documentation has been supplied on the design, specification, development and
qualify of the software. A small discrepancy between the specification and the detailed software

design was observed.

• Version control appears inadequate as the version numbers are not common across the code and

the procedure to find and change the embedded version number is not documented, which

means it cannot be quickly or easily checked.

• No documentation concerning coding style appears to exist and no evidence was found in the

code of any recognisable standard being followed.

• Overall, the comments contained in the C code are patchy: in some places they are clear and
accurate, whilst in others they are inadequate for the functionality of the code to be understood.

• One of the three parts of the code is logically structured, with sensible functional layers. The

remaining two parts are less so, but justifiably so because the functionality of the code in these

parts is less complex.

• The automated analysis found no potential divide by zero errors, but did find a significant
amount of other potential run-time errors present in the code. The significance of these can only

be determined by further analysis and it is likely that many of them will be discharged as false

concerns.

• The software does not rely on external software to accomplish its goals, although it is closely

coupled to the election management software (Delphi code) which is, in turn, reliant on the

Windows operating system of the hardened PC (see below).
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Architecture

The incorporation, within the C code on the main board, of functionality relating to both the voting
machine and the programming/reading unit represents an inadequate segregation of functions. A

consequence of this is that either function may be susceptible to changes made in the other and both

would have to be re-tested as a result of any such change.

Further Work and Analysis Required

As can be seen from the Commission's consideration of the embedded C code - especially given

the reliance, already noted, of the voting machine, ballot module and programming/reading unit

hardware on the behaviour of the C code software - further analysis, investigation and testing, and

possibly amendment of the C code will be required.

Much more confidence in the code could be gained through the updating and re-evaluation of the

documents describing the functionality of the code. This would ensure that the behaviour of the

software is more accurately described.

In addition, because the completion of this activity would involve comparing the functionality of the

code with that described in the documents, the code itself could in turn be checked for correct
functionality.

Confidence in the correct functioning of the code could also be gained through improvements to the

quality and quantity of comments and through improved version control. Coding errors would then

also be less likely to occur in future maintenance and enhancement activities.

A better picture of the quality of'the C code could be gained by completing the second (manual)

part of the automated analysis of concerns carried out by the Commission. This is done through the

discharging of the concerns raised during the automated analysis.

Following these activities, it would be worth applying some simple checks on the healthiness of the

code, such as more indicative code metrics and perhaps the verification of the code against its

specification.

Testing

In regard to testing of the C code component of the chosen system:

• The possibility of "glass box" testing of the C code proved unnecessary at this time in light of

the Commission's findings in relation to other components.

• Given the lack of suitable test harnesses for inputting large numbers of known votes into various

points of the system, it was not possible within the context of this report for the Commission to

carry out the high-volume "black box" testing of the C code that would ideally be desirable.
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• Both types of testing of the C code will however be necessary following any changes that may

be made to the system in the future, whether as a result of the Commission's conclusions or
otherwise.

• Extensive testing of the C code will, in any case, be required before any proposed use of the

chosen system at elections in Ireland.

Specific Concerns

While it is possible for the Manufacturers' engineers to corroborate that check-sums of the

executable C code software file reported by a voting machine printout as being installed on that

voting machine are correct, it is not readily possible, nor is it required by prescribed procedures, for

operators or others to confirm independently that the version of the C code installed on the voting

machine or the programming/reading unit is the correct version and to verify that it has not been

altered. Ideally, it would be desirable to have a procedure for the same independent body that tested

and certified the software generally to confirm also its correct installation on each voting machine

and that there should be a feature within the system to support this form of independent verification.

A further potential vulnerability may exist in that a feature of the system designed to facilitate

voting by visually impaired persons in other applications of a similar voting machine outside

Ireland remains present within the C code software. Taken with the existence of a physical external

data link within the voting machine hardware (also present but not currently proposed for use at

Irish elections), there is uncertainty as to the degree to which the functioning of this feature has

been deactivated in a way that prevents any intended, or possibly unintended, use.
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3.3.2 Election Management Software (Delphi Code)

(a) Description and Use of Election Management Software (Delphi Code)

Installation and Configuration

The Delphi code software component of the chosen system is an integrated election management

software application provided by the Manufacturers on CD or by e-mail. It is installed in the

hardened PC (or on any other PC) and is used by election officials to manage all election data,

including votes, for polls in which the chosen system is deployed.

The election management software comprises a Windows-based user interface with underlying data

processing and storage functions. It is used before the poll to enter election and candidate details

and to programme ballot modules via the programming/reading unit. After the poll it is used to read

in, aggregate and count the votes and to compute the results.

Functionality

The election management software has been designed to take account of a number of specific
features of the polls that take place in Ireland:

• the types of polls held include parliamentary (Dáil Éireann), European Parliament, Presidential

and local government elections, together with constitutional referenda;

• the electoral method and count rules employed at elections are proportional

representation/single transferable vote (PR/STV);

• polls for more than one type of election or referendum may be taken simultaneously;

• overall responsibility for electoral policy, including electronic voting, rests with the Department

while polls are administered locally in the first instance by returning officers at local (268), Dáil

(42), European (4) and Presidential/referendum ( 1) constituency levels;

• when different types of poll are taken simultaneously, administrative responsibilities are

coordinated in a layered manner between returning officers for each type:

o   before the polls, the returning officers each receive candidate nominations and prepare the

ballot papers in respect of their own constituencies,

o   the polls are then conducted by the Dáil returning officers as a "service level" who

coordinate the preparations made at all other levels and gather the votes,

o   after the polls, the votes are returned to the appropriate constituency levels for counting by
the respective returning officers and announcement of the results.

There is thus a considerable degree of complexity involved in implementing an electronic system to

replicate the current administrative arrangements under paper voting. As noted above, much of this

arises from the possibility of holding several different types of poll simultaneously, each with a

different returning officer but with coordinated arrangements for the gathering of the votes.

The overall configuration of the election management software for this purpose within the chosen

system involves the physical movement of many ballot modules and CDs between election offices,
polling centres, read-in centres and count centres. As such, the election management software acts
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as a "data hub" within the chosen system - a distributed system whose various components are not

connected by physical data links - and there are many such hubs in the context of the nationwide
deployment of the chosen system as described below.

Although implemented in a different language from the embedded C code software of the voting
machine and programming/reading unit, the election management (Delphi code) software has been
designed to interact with the programming/reading unit via a program interface:

• This program interface enables the election configuration data entered by election officials into

the election management software to be written to the ballot module via the

programming/reading unit.

• This program interface also enables the votes cast by voters using the voting machine to be read

from the ballot module via the programming/reading unit.

Based on a prototype presented by the Manufacturers at the procurement stage, the election

management software was developed by way of an iterative process of refinement and review

between the Department and the Manufacturers, to meet these and other prescribed requirements"

of the Irish electoral process, including statutory requirements.

The election management software accordingly includes specific functionality for conducting each

type of poll that may occur at Irish elections, together with functionality for carrying out the

different tasks that may be required at each constituency level when multiple polls of different types

are taken simultaneously. The software also includes an implementation of the count rules used to

count votes at Irish elections.

Use at Elections

For the purposes of illustration, the following are the activities carried out by the respective

returning officers at each constituency level in the context of use of the election management
system at simultaneous Dáil, European and local elections. Similar arrangements would apply if
Presidential elections and referenda were included in various possible combinations with these three

types of election.

Before the Poll

Returning officers at all three constituency levels (Dáil, European and local elections) use the
election management software on a hardened PC in their election offices to create an election file

containing the poll details (election type, date, constituency, etc.) and details of nominated
candidates (name, description, photograph, party logo) for their respective election.

They then arrange the printing of the replica ballot papers that will be used on the voting machines
as described above. Returning officers at local and European level then copy the election file onto a

55 Request for Tenders Document of the Department (June 2000). Count Requirements and Commentary
Rules and Updates Nos. 1-7 thereto. These documents are available at nmv.cev.ie/htm/tenders/,nfo_tende

99



Part 3 Second Report of the Commission on Electronic Voting

CD and send it. together with the replica ballot papers, to the Dáil (or "service level") returning
officer.

European level constituencies are larger than Dáil constituencies and local level constituencies are

smaller than Dáil constituencies. A European level returning officer thus sends the same election

file on CD to all Dáil returning officers within the European constituency while a Dáil returning
officer receives a different CD from each local level returning officer within the Dáil constituency.

The Dáil returning officers then use the election management software at their election offices to
read in and combine the election files for the local and European elections for which they are

responsible with the election file for their own Dáil constituency. The resulting file becomes the
election file for the combined poll.

In this example, the details of the European and Dáil election ballots will be the same throughout
the Dáil constituency whereas the local election ballots will vary across different local electoral

areas within the Dáil constituency.

Each Dáil returning officer then connects their hardened PC to a programming/reading unit at their

election office and programs ballot modules with the appropriate poll data or "parameters" for each

of the polling stations (voting machines) within each polling centre in their constituency. The ballot

modules are then inserted into voting machines while the corresponding replica ballot papers are

placed on the voter's panel of each voting machine as described in section 3.2.1.

During the Poll

On polling day, Dáil returning officers deploy the voting machines for use by voters at polling

centres as described in section 3.2.1. European and local returning officers are not involved in this

process.

After the Poll

Each Dáil returning officer is responsible for the removal of the ballot modules from the voting

machines and the transportation of these to the Dáil election count centre (or, in some larger

constituencies, to a "read-in" centre) where they are inserted into a programming/reading unit

connected to a hardened PC and the votes they contain are read into the election management

software.

As the votes from each ballot module are read in, they are disaggregated according to election type

and added to the appropriate Dáil, European or local election vote file within the election

management software. When all the ballot modules have been read in, the vote file containing the

votes for each European and local election is copied to a CD and sent to the appropriate European

or local returning officer for counting.

Each European and local returning officer loads the vote file from the CD onto their hardened PC.

Returning officers at all three constituency levels then use the election management software on

their hardened PC to count the votes and announce the result of the election in respect of their

constituency.
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Audit

During the counting process, records can be printed out or saved electronically to indicate the steps
taken and the results at each stage of the count.

In the event that an election is subsequently questioned by way of an election petition and a full or

partial recount is ordered by a court as permitted by law, it is also possible to print out all the
ballots, together with an indication of how they were numbered following their initial mixing and
which numbered ballots were randomly selected for transfer during the count. The transfer history

of each individual ballot is also recorded. The conduct of the count can thus be verified by the court.

Software Versions

While all types of poll have been provided for in various combinations within the election

management software and can also, in theory, be conducted individually, not all single polls or

possible combinations of poll have currently been provided for. The software is described by the

Manufacturers as being under continuous development and it is accordingly envisaged that the

version to be used for a given poll combination will be produced specifically for the purposes of

that poll when it becomes necessary.

(b) Analysis of Election Management Software (Delphi Code)

Design, Development and Documentation

The Delphi code was firstly considered by examination of the documentary evidence to identify the

processes that were used in its design and development. During this review, evidence was sought

that activities including requirements capture, modelling, design, coding and testing had been

carried out and documented to an adequate standard.

Code Analysis

A code analysis was then performed on version I-1.00 build 0139 of the election management
(Delphi code) software as provided by the Manufacturers. The analysis has assumed that the code as

provided is the correct version - there is nothing obvious within the code itself to indicate this - and

that it is unaltered from the code used for compilation. The analysis is only valid for this version of
the code since, if the code is changed or has incremental alterations, the observations made may no

longer be valid.

The aim of this code analysis was to produce a functional model of the software, identifying its
critical functions and detailing the links the software has to the rest of the system. From this
analysis, a number of potential vulnerabilities have been identified, comments have been made on
the basis of an inspection of the code and recommendations have been made on further analysis that

may be required.

The approach taken was to analyse the source code directly in the first instance so that an

understanding of it could be developed independently of any associated documentation. The
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analysis was carried out in two stages.

Firstly, through a combination of manual and automatic source code analysis, a functional model

was created, showing data flows between the units and functions within the software.

Secondly, the functional model was analysed to identify the critical functions of the Delphi code,

the critical inputs and outputs and some metrics relating to its size and complexity. Certain types of

potential error thai were suggested from the modelling of the code were also considered at this
stage.

Navigation and inspection of the code during both these stages also facilitated the identification of
vulnerabilities and protections within the source code and the gaining of an overall impression of its
structure and quality. This impression was then compared with the expectations of high-quality
software, as described above, to obtain a view of the code quality.

Critical Functions

In terms of the classification of the criticality of the Delphi code functions, a procedure is classified
as critical if its misbehaviour could adversely affect an election result. The critical procedures of the
Delphi code can thus be categorised into three broad groupings:

• importing/exporting data, including votes,

• counting votes,

• presenting information and results.

The procedures within these groups are not specific to individual votes - they deal with larger
collections of voles - and so any incorrect behaviour could in all likelihood affect all of the votes

dealt with by that procedure. Therefore the majority of procedures in the Delphi code have been
classified as critical.

Furthermore, given its role in configuring the ballot module with the election data or "parameters"
that will be used to configure the voting machine and its role in reading in, aggregating,

disaggregating and counting the votes cast, the election management software is critically involved
both before and after the poll at an election because all other hardware and software components of

the chosen system are dependent on its correct functioning.

(c) Testing of Election Management Software (Delphi Code)

Previous Testing by Commission

Previous testing of version 131 of the election management software using 10,000 election test
cases as described in the Commission's first report51' highlighted an error in the counting algorithm.

This error was subsequently addressed in version 139 of the software as supplied for the purposes of
the analysis described above and the Commission accordingly sought to confirm that the error was

no longer present. The tests necessary to confirm this were carried out as part of the further testing
of the count algorithm described below.

First Report of the Commission on Electronic Voting, December. 2004: Appendix 2E, p.20l.
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Testing of Count Algorithm

The Commission extended its previous testing of the election management software in which

10,000 election test cases were counted in parallel by the count algorithm of the election

management software and an alternative count algorithm developed for the purpose of the

Commission's work.

Over 100,000 election test cases were accordingly prepared involving both large and small numbers

of candidates, large and small numbers of votes and large and small numbers of preferences,

together with test cases based on ballots cast at real elections and test cases designed to exercise the

count algorithm in unusual counting situations that might arise in unexpected or unanticipated ways.

Testing of Access Controls

In the course of carrying out penetration testing of the hardened PC as described further above, the

security measures of the election management software that runs on the PC were also considered.

As the physical and software security measures implemented on the hardened PC were found to be

inadequate, increased emphasis is placed on the protections within the election management

software itself, not least because it has been specifically designed so as to be capable of use on any
Windows based PC without the implementation of any specific additional security measures.

Testing of Data Security and Integrity

The Commission conducted a mini-election to examine the measures implemented within the

software to ensure the security and integrity of election data, including votes. Although no secrecy

issues arise in this context, it was considered that the integrity of this data was the single greatest
determinant of accuracy within the chosen system, given the critical role played by the software in

determining the configuration of ballot modules, voting machines and replica ballot papers before
the poll and in reading in, aggregating, disaggregating and counting the votes after the poll.

Other Testing and Certification

As currently proposed, the software is undergoing continuous development and it is intended that a

new version of the software will be issued prior to each use of the system in Ireland. Each new
version will take account of the particular polls that are to be taken simultaneously and other
distinguishing features of the election. Given this process of continuous development, it would be
critical to have in place a rigorous system for independently testing, verifying and certifying the
version of the count software that is actually deployed in any given election. Such a system does not

currently appear to be envisaged.

The Commission had sought to test the performance of the software by running Dáil, European and
local elections concurrently. However it was not possible to test this combination of polls as such a
combination is unlikely to arise in practice and it has not been included in the software. The
Commission accordingly tested the software as described above by running a European election and

two local elections simultaneously.
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(d) Principal Findings Concerning Election Management Software (Delphi Code)

General

Arising from the source code analysis, no major functional failure has been found in the election

management software. Flowever, a full analysis has not been performed, merely the reverse-

engineering of the system to enable a functional breakdown, identification of critical code and

highlighting of some quality indicators.

A failure has however been identified in testing of the count algorithm of the election management

software as described further below.

The development of the software and its adaptation for use in Ireland do not appear to have been

underpinned by a full and formal process of requirements capture and specification. Analysis of the

design and development processes has identified little evidence to support a claim that the software

is dependable and little documentation to support this claim was available. Significant areas where

the documentation is incomplete are the design processes and evidence of testing.

During the code analysis, several features of the code were noticed which are not consistent with

the standards of software engineering that would be expected of high quality mission critical

software indicated above.

Software Quality

Having regard to the software engineering standards that would be expected of high quality mission

critical software identified above, the following are the specific observations that have arisen from

the Commission's work in relation to the Delphi code:

• The code is not well structured: it has a flat layout with little hierarchy, contrary to all tenets of

good coding practice.

• The behaviour of the code does not appear to be consistent. For example potential divide by

zero operations are not all protected; the protections applied are not all consistent and in some

cases appear to have been applied at a later date as a batch job that may not have been

completely thought out.

• A software project management plan was not supplied - it is questionable whether one exists.

• No useful documentation has been supplied on the design, specification, development or quality

of the software. Design documentation (at least) appears not to exist.

• There is some question as to the effectiveness of any version control procedures being applied

to the software development.

• No documentation concerning coding style appears to exist. No recognisable coding standard
appears to have been followed.
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• The code is not well commented: code that has been commented out is present without

explanation, temporary comments exist and there is little commenting on the intended behaviour

of functions and units.

The code does not appear to use either abstraction or separation of concerns, which ease both

understanding and future maintenance.

The code has some questionable characteristics. The function of its exception handling is not

clear (and an exception may cause the database to end up in a malformed state); the statements

containing real divide operators have protection that may not be appropriate; and some potential

divide operations do not have any protection.

• Although the election management software does not appear to rely on external software to

accomplish its goals, as a Windows application running on the hardened PC it relies on

Microsoft Windows for resource allocation, scheduling, user interface and access to peripherals.

The Microsoft Access 97 database has also been extensively integrated within the election

management software for the purposes of data storage and handling.

Additionally, the development does not seem to have followed any industry standards with regard

to software development, or to have any certification that could add to confidence in the software

integrity.

The features identified above do not point to definite errors in the functionality of the election
management software. However, they do undermine confidence in its integrity. In some respects,

these features point to areas for further analysis (for example the divide by zero issues), and suggest
ways in which the software could be improved (for example, separation of concerns and the

addition of comments).

Accuracy Issues

In terms of accuracy requirements, a number of the issues raised previously may affect the accuracy

of elections both directly and indirectly:

• The structure of the code and the lack of documentation may mean that implementation errors

stay hidden.

• Code has been found that has no functional effect.

• It is unclear as to whether other similar code exists that should have a functional effect.

• Specific areas for concern are the handling of potential divide by zero errors and other

exceptions that may affect the accuracy of election results.

Further Work and Analysis Required

The current findings thus suggest that much further analysis is required before confidence can be
gained in the integrity of the election management software. This may not in practice be achievable,
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given the apparent lack of documentation.

Certainly the potential accuracy issue with the divide by zero handling requires further analysis, and

oilier areas of implementation that could impact negatively on accuracy may still exist and require

detailed analysis to identify and characterise the risks.

Full analysis of the software may not be possible without a specification of what its behaviour
should be. However it is not clear whether such a specification exists in an appropriate, formally

controlled document.

Given the apparent immaturity of the software there is also a requirement for evidence of changes in

development procedures, full commenting of the code, and documentation of the full software

development, maintenance and testing process.

Consequently, given that there were doubts about the design and development process, and since

several minor failings had already been identified before detailed functional analysis took place, it

is questionable whether the integrity of this software can be sufficiently assured for use in a real

election without significant modification, documenting, analysis and testing.

Testing of Access Controls

The security measures within the election management software were found, in the course of

penetration testing of the hardened PC, to be inadequate. Although access to the software requires

users to login, it was found that the login passwords are given in the help page that is available prior

to login.

Furthermore, although the Microsoft Access databases used by the election management software to

store election details and results are password protected, these passwords are stored within the

software itself and can be extracted with relative ease, thus allowing the election details and results

to be accessed and edited at will.

Testing of Count Algorithm

Arising from the functional testing of the election management software described above, a number

of concerns have also arisen, including the identification of an error in the count algorithm.

It was found, when the results of the 100,000 election test cases described above were compared

with the results produced by the alternative count algorithm developed for the purposes of the

Commission's work, that the election management software had produced the same result as the

alternative implementation in the vast majority of cases. However there were a small number of

cases that were counted incorrectly.

In these cases, it was found that in circumstances where a number of candidates are tied and it is

necessary to determine which candidate should be eliminated, the election management software

makes an incorrect determination as to which of the tied candidates should be selected for this

purpose. The action taken by the election management software as a result of this determination
may cause a candidate to be incorrectly eliminated, thus affecting the outcome of the election.
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A further issue with the election management software was also indicated as a result of examining

the error described above. It was noted that, in addition to selecting the incorrect candidate for

elimination, the software makes a further error by reporting incorrectly through its user interface
that a different candidate has been selected. Thus the error in selection is compounded by an error in

reporting the selection.

While it was not feasible, given the very large number of possible election permutations, to

exhaustively search every election scenario, it is likely that further errors may also exist in the count

algorithm of the election management software.

Testing of Data Integrity and Security

Arising from the investigation of the protections on the integrity of data within the election

management software, a number of significant and important vulnerabilities were identified.

Firstly, it was found, when reading in votes at a count centre from a CD received from a service

centre, that it is possible to read in the votes from an incorrect service centre. It was also possible to

read in votes from the same service centre twice and those from another service centre not at all.

This suggests that there are no checks carried out within the software to ensure that the data,

including votes being read in, are attributed to the correct source and are read in once and once

only, thus placing unnecessary reliance on administrative procedures to detect and recover from any

such error. If such an administrative error were to remain undetected, as seems possible, the

accuracy of the election result could be compromised.

Secondly, it was found that, if an election data file was amended after a previous version of the file

had already been issued to service centres, the data returned from the service centre based on the

previous version could nonetheless be read in to the amended file. This suggests that there are no

checks carried out within the software to ensure, for example, that election data, including votes, are

attributed to the correct candidates and that such an error could easily go unnoticed. Again, the

accuracy of an election could be compromised if such an error remains undetected.

Thirdly, and most significantly, it was found possible to manipulate vote data by directly editing

entries in the election file stored in the Microsoft Access database within the election management

software. This was found to be possible at both the service centre and count centre levels without

detection by the software. This is a crucial shortcoming in the software since it is possible by this
means either to disrupt an election or, in any case, to change the outcome. Such interference could

occur either maliciously or accidentally, with potentially serious effects on the accuracy of the
election.

These findings amplify the Commission's finding in section 3.2.5 that rigorous management control
of the flow and use of the many CDs containing voting data that are exchanged between returning
officers at different levels is critical to the accuracy of any election conducted using the chosen
system.

Implications of Test Findings

The emergence of these concerns regarding the functional behaviour of the election management
software is consistent with the concerns recorded further above in relation to the quality of this
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software arising from the Commission's review of its design and development stages and the

analysis of its code implementation. Of further concern is the possibility that other deficiencies of

the software may also exist but that these may remain hidden in parts of the code that are not readily
amenable to testing.

Additionally, it is a fundamental design shortcoming that the election software is being
continuously developed, with a new version issued as a matter of course in advance of each new

election or set of combined elections. This means that all new versions of the software, as noted

above, will require rigorous re-testing and re-certification. If the software continues to be

undocumented and opaque to analysis, then all re-testing to investigate the effect of such changes is

likely to be expensive and time-consuming and/or ineffective.

Alternative Approaches

The cost of the further analysis and testing that is necessary in respect of the election management

software, and the requirement for repeated analysis and testing in respect of future releases of the

software, must be weighed against the cost of implementing an alternative system.

In terms of quality and reliability, the use of controlled open-source software is one possible option

that has a number of advantages:

• visibility of the election system code would act as a strong motivator to write clean, well-

commented code;

• by making the election system code readable by the world, a large amount of free analysis is

performed, and history shows that any issues with the code's accuracy would be discovered

quickly;

• the available resource base for future development and support is broadened;

• the counting process is no longer contained within a black box: it is open for all to inspect.

In outlining these features of open-source software development methods, the Commission is not

advocating the adoption of such methods in any future development of the chosen system but is

rather highlighting the benefits that may be derived from broadening the development base and

adopting alternative approaches to development methods.

For example, an intermediate approach would be to have the software developed by a well-defined

development team but to make it widely available for open review at appropriate stages before,

during and after development.
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3.4 Testing

This section presents a composite overview of the testing work carried out by the Commission, the

details of which have already been described in previous sections of this part in the context of the

Commission's work in relation to individual hardware and software components of the system.

It is important to re-emphasise that the tests carried out by the Commission were not intended to

prove or demonstrate the fitness for use of the chosen system (although some of the tests carried out

would be appropriate for this purpose). The primary purpose of these tests was to assist in the

Commission's investigation of various properties of the chosen system and, in particular cases, to

identify or confirm properties of the system the existence of which could not readily be ascertained

by analysis or other methods of investigation.

3.4.1 Testing Carried Out

(a) Testing of Hardware

Electromagnetic Surveillance and Disruption Testing

The voting machine, the programming/reading unit (both containing ballot modules) and the

hardened PC were submitted to tests designed to investigate their susceptibility to surveillance and

disruption by electromagnetic means and also to variations and interruptions in the mains power

supply. Additionally, the electromagnetic compliance tests carried out previously in respect of the

voting machine and programming/reading unit were reviewed in the context of their use at public

elections. The findings based on the results of these tests in relation to the voting machine, ballot
module and programming/reading unit are described at sections 3.2.1, 3.2.2 and 3.2.3 respectively

above, while those in relation to the hardened PC are described at section 3.2.4.

Penetration Testing

The programming/reading unit and the hardened PC on which the election management software is
installed and run were submitted to tests designed to investigate the security of the
programming/reading unit and the hardening measures implemented in respect of the hardened PC.

These tests were carried out while the hardened PC was reading and writing data via a serial
connection to a programming/reading unit containing a ballot module. The findings based on the
results of these tests in relation to the security of the ballot module and programming/reading unit
are described at sections 3.2.2 and 3.2.3 above while those in relation to the hardened PC are

described at section 3.2.4.

Use of Compact Discs (CDs) - Data Security and Integrity

Recognising the widespread reliance within the chosen system on the use of CDs to transfer
sensitive election data, including votes, between election offices, service centres, read-in centres
and count centres, the Commission sought to investigate the security of the methods implemented
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within this process to protect the data. In particular, the transfer of election data files on CD before

the poll and the transfer of votes on CD after the poll were selected for testing. These tests were

carried out as part of the data security and integrity testing of the election management software.

The findings in respect of the use of CDs based on the results of these tests are described at sections

3.2.5 and 3.3.2 above.

Usability Analysis

In the course of the Commission's investigation, review and testing of the chosen system, a number

of usability issues, relating principally to use of the voting machine by voters, were identified that

could have a bearing on the secrecy or accuracy of an election. The results of this analysis are

described at section 3.2.1 above.

(b) Testing of Software

Election Management Software: Count Algorithm

The Commission's previous testing work57 highlighted an error in the implementation of the Irish

election count rules within the count algorithm of version 131 of the election management software.

The Commission sought to establish that this error had been addressed in version 139 as provided

for the purposes of the Commission's further work. The Commission extended from 10,000 to

100,000 the number of election test cases (with known votes) used to exercise the count algorithm

in parallel tests with the alternative count algorithm developed for the purposes of the

Commission's previous testing. The findings based on the results of these tests are described at

section 3.3.2 above.

Election Management Software: Data Security and Integrity

As the election management software is critically involved in configuring all other hardware and

software devices within the chosen system with data before and during the poll, and as it is also

critically involved in the handling and counting of votes after the poll, the Commission sought to

investigate the data security and integrity measures implemented within the software.

A mini-election was accordingly prepared using the election management software to configure

separate polls which would be conducted simultaneously. Details of each poll were prepared

separately, transferred onto CD and then combined into a single election file at a service centre. A

programming/reading unit was then used at the service centre to programme ballot modules with the

combined polls and these ballot modules were inserted into voting machines. A small number of

known votes were cast using the voting machines. The votes were then read in from the ballot

modules, disaggregated into vote files for each election and transferred onto CD. The votes for each

election were then imported into the election management software where they were counted. The

findings based on the results of these tests are described at section 3.3.2 above.

First Report of the Commission on Electronic Voting. December, 2004: Part 2, p.30; Appendix 2E, p.201.
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3.4.2 Other Testing

(a) Additional Testing Planned by Commission

Volume Tests of Hardware and Embedded Software (C code)

During previous end-to-end volume tests of the chosen system carried out by the Commission and

involving the manual entry of large numbers of known votes at a single election, the entry of vote

data via the voting machine user interface was found to be cumbersome, slow and subject to user-

error in the entry of known vote data. This method of data entry was thus deemed unsuitable for the

purposes of extended further testing of the system as envisaged by the Commission.

The Commission accordingly sought to obtain access to, or to develop, test harnesses which would

variously bypass the user interface of the voting machine, bypass the voting machine itself or

bypass the ballot module for the purpose of entering very large numbers of known votes into the

system at different points so as to test the downstream components and functions of the system.

The intended purpose of this testing was to thoroughly exercise the entire system in an authentic

manner, particularly those component parts and functions at the boundaries of other components

(such as the vote read-in function of the programming/reading unit) identified by the Commission's

earlier reports as not having been tested previously.

Notwithstanding the cooperation of the Manufacturers, it was not possible within the timeframe and
other parameters of the Commission's work to obtain, adapt or develop suitable test harnesses for

this purpose. This operated as a significant constraint on the Commission's ability to test aspects of
the chosen system in a way that would complement the other analysis and review work being

carried out. The effects of this constraint are described in relation to the voting machine, the ballot
module and the programming/reading unit at sections 3.2.1, 3.2.2 and 3.2.3, respectively, above.

Open Testing of the System

The Commission also considered whether it would be possible, in the interests of greater
transparency regarding the proposed use of the system in Ireland, to provide an open interface so
that members of the public and other interested parties could interact with the software of the
system via the Internet. In this way, it would be possible for anyone to set up test elections, enter
votes and have them counted in a realistic manner using the actual software components of the

chosen system, accessed through a simulated hardware interface.

A further development of this concept, also considered by the Commission, was to offer interested
parties the opportunity, given the relevant parameters and a suitable on-line interface to the

hardware components, to develop their own implementations of the software against which to test
the validity of the chosen system as an implementation of its identified requirements and

specifications.

Although recognising that such approaches would provide useful testing of the system and could
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also serve to meet the significant public interest in the system recorded in the many submissions
received by the Commission in the context of its earlier reports, it was decided that such a process

lay somewhat beyond the scope and timeframe of the Commission's immediate brief to consider the

secrecy, accuracy and testing of the chosen system.

(b) Previous Testing by Commission

In view of the fact that it was not feasible, as described above, for the Commission to carry out the
volume testing of the system that it would have wished to, many of the findings and conclusions
from the Commission's work in this report are accordingly based on an input-output volume test
carried out previously by the Commission.

This test, described in the Commission's interim and first reports presented in April and December

2004, involved the casting and counting of 36,950 known votes across 739 voting machines at a

single election.

Together with the other tests carried out by the Commission for the purposes of its previous reports,

this test also remains valid for the purposes of this report.

(c) Review of Official and Independent Testing

The Commission is required by its terms of reference to review the tests already undertaken to

validate the chosen system. However, as the Commission has not been advised of any further

official or independent testing of the chosen system that has been carried out since the time of its

previous reports, the Commission's views in relation to such testing remain at this time as they were

presented in those reports.

(d) Further Testing Required

Further development and testing of the chosen system will be required in order to meet the findings,

conclusions and recommendations of the Commission's work as presented in this report. A

significant consideration in this regard will be the degree of independence of any body that is

engaged to carry out testing or certification of the system or its component parts, both during and

after such developments.

Although the carrying out of substantive testing or verification of the system lies beyond the scope

of the Commission's remit, future testing of the system, and the evaluation of its general

amenability to rigorous independent parallel and end-to-end testing, will be informed by the tests

carried out by the Commission and also by those tests that the Commission sought to carry out, but

was unable to for reasons outlined above.

All of the testing carried out by the Commission for the purposes of this report has been carried out

in respect of the current hardware and software versions of the components of the chosen system

and their interaction as a whole system. These tests, together with any tests carried out by others to

confirm various behaviour and properties of the system would have to be repeated in respect of any

First Report of the Commission on Electronic Voting. December. 2004: Part 3 and Appendix 3.

112



.See /ver. Accuracy and Testing of the Chosen Electronic Voting System Part 3

future version of the system that might be proposed for use following the introduction of a new

version of any individual hardware or software component.
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3.5 Conclusion on Technical Aspects and Testing

This section sets out the Commission's conclusions arising from its work in relation to technical
aspects and testing of the chosen system as described in the previous sections of this part. The
Commission's conclusions arising from its work in relation to other aspects of the chosen system
are set out, in each case, at the end of the other relevant parts of this report. The Commission's
overall conclusion on the chosen system is set out in Part 7.

On the basis of its consideration of technical aspects and testing of the chosen system" , as
described in this part, the Commission concludes as follows:

Hardware

The main hardware components of the system, namely the voting machine, the

programming/reading unit and the ballot module are of good quality and design. They are robust

against failure and are well suited to their purpose. Further investigation, refinement, testing and

independent certification of these components would however be necessary before they could be

recommended for use at elections in Ireland. Specific areas for improvement include user access

controls and device authentication measures on the voting machine and programming/reading unit

and data integrity and security measures on the ballot module.

The measures implemented to secure the hardened PC on which the election management (Delphi

code) software would be installed and used to configure elections and to count the votes are

inadequate and would need to be reviewed and strengthened in light of the Commission's

conclusion further below regarding that software.

The Commission's work has indicated improvements, many of which involve only relatively minor

modifications or additions to the system, that would be necessary in order to address these issues

before the main hardware components of the system can confidently be used at elections in Ireland.

Software

The embedded C code software within the voting machine and programming/reading unit is of an

adequate standard and, while it is not of mission critical standard, there is evidence to suggest that it

has been developed according to a recognisable structured design process that is broadly in

accordance with industry best practice. Further investigation of its behaviour, followed by

refinements of its functions, further testing and independent certification would be necessary before

its reliability could be confirmed beyond reasonable doubt for use at elections in Ireland. Specific

areas for attention include those aspects of the software that govern the user interface of the voting

machine and those that govern data security measures on the programming/reading unit and ballot

module. These issues can be easily addressed by modifications to the software itself.

The election management (Delphi code) software installed on the hardened PC and used to prepare
elections and to aggregate and count the votes has not been developed in accordance with any

59 The main components of the chosen system referred to in these conclusions are illustrated for reference in Appendix I.
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recognisable standard process and is thus unlikely to be capable of meeting the high standards of

software engineering that would be required in a mission critical system. Design weaknesses,

including an error in the implementation of the count rules, that could compromise the accuracy of

an election have been identified and these have reduced the Commission's confidence in this

software.

This finding is significant in view of the critical role of the election management (Delphi code)

software in configuring all of the other hardware devices and peripherals within the system at

elections and its role in handling all election data, including votes. Furthermore, the fact that errors

have been found in those parts of the software that have been examined and tested by the

Commission raises the question of whether errors may also exist in other parts of the software that

are less amenable to such examination and testing.

Given the Commission's findings about the inadequacies of the development process for the

election management (Delphi code) software, and the functional errors and other weaknesses that

continue to emerge it is unlikely that this software could be feasibly amended to enable its

reliability to be confirmed. Accordingly, the Commission does not recommend the use of the

election management (Delphi code) software at elections in Ireland but notes that it is likely that

alternative election management software, compatible with the hardware and embedded C code

software of the system, could be developed at a reasonable relative cost.

PERIPHERALS

While the ballot module is robust and generally well suited to its purpose, the measures for ensuring
the security of the sensitive data stored on it could be improved by the implementation of enhanced
data security measures to give greater confidence in the integrity of the system.

The widespread use of CDs, in the manner currently proposed, to transfer sensitive election data,

including votes, between centres is not sufficiently secure and represents a potential risk to the

accuracy of elections. The use of CDs in this context and the application of appropriate security
measures should be rigorously reviewed and strengthened in the light of the Commission's
conclusions above in relation to the election management (Delphi code) software and the hardened

PC.

The Commission has recommended data encryption and cryptographic signing of data as measures
that can enhance the integrity and security of votes contained on ballot modules and CDs. Such

measures can be implemented in ways that are transparent to users and operators of the chosen

system and that will not impact on its simplicity or ease of use.

Security

The measures provided within the system as a whole to restrict access to its services, to enable
operators and observers to check that the software and hardware versions are correct, and to protect
against unauthorised access and/or alteration of data (including software and votes), are less
rigorous than would be appropriate for the protection of sensitive data in a mission critical system.

There is, as a consequence, heavy reliance on the integrity of administrative procedures for the
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secure deployment of the system. It is desirable that greater protection against unauthorised access

and interference should be afforded by the system itself in the first instance, including by means of
enhanced access controls and independent software and hardware verification procedures.

These issues can also be addressed by relatively minor modifications or additions to the existing
components of the chosen system.

Testing and Independent Verification

The testing of the system as a whole carried out to date, as well as the investigation, analysis and

independent testing and certification of its individual components, is insufficient to provide a secure

basis for the use of the system at elections in Ireland. There is thus a need for comprehensive,

independent and rigorous end-to-end testing, verification and certification by a single accredited

body of the entire system as proposed for use in Ireland. While the Commission's work has laid the

foundations for this process, more work will be required in this area.

Context of these Conclusions

These conclusions on technical aspects and testing of the chosen system have been drawn, and

should be interpreted by others, in the context of the Commission's conclusions arising from other

aspects of its work set out elsewhere in this report. This includes the Commission's work on

physical and operational security aspects of the chosen system (Part 4) and the comparative

assessment of the chosen system and the paper system (Part 5). These conclusions are also

incorporated within the Commission's overall conclusion on the chosen system in Part 7.
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Physical and Operational

Security Aspects of the

Chosen System
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4.1 Introduction (Part 4)

In this part, physical and operational arrangements relating to the manufacture, transportation,
storage and use of the chosen system are reviewed in the light of recognised standards applicable to
information security management for critical systems.

Scope of Review

As indicated in Part 2, the Commission considered it necessary and appropriate, in addition to

reviewing the hardware and software components of the chosen system, to review also the

administrative procedures and the security of the physical environment in which the system is

deployed, as these can have a significant bearing on the secrecy and accuracy of the system.

In view of the distributed nature of the chosen system and its critical role in recording,

translocating, aggregating and counting votes in an open public setting, with consequent reliance on

the availability and correct functioning of every one of its processes, many of which remain unseen,

it is essential that no perceived or actual threat to the integrity of elections should arise as a result of

unauthorised access to the system at any stage before, during or after an election.

The Commission thus took a broad view in assessing the physical and operational security of the

chosen system across its entire life cycle. The following life-cycle flow comprising 11 events was

accordingly identified and considered as part of the review:

• Manufacture and Transport (section 4.2.1)

o   Design and Manufacture of Hardware and Software in Holland

o   Despatch and International Transport from Holland to Ireland

o   Local Delivery, Receipt and Functional Testing in Ireland

• Storage (section 4.2.2)

o   Storage by Returning Officers

• Use at Elections (section 4.2.3)

o Set-up and Programming for Election

o Transport to Polling Centres

o Use at Polling Centres

o Return to Storage (Voting Machine)

o Transport of Votes

o Read-in and Counting of Votes

o Return to Storage and Disposal

A more detailed description of the life cycle of the chosen system is set out in the form of a process
flow chart at Appendix 4.

The Commission also considered over-arching security aspects concerning the chosen system,
including security policy management, risk assessment and asset management (section 4.2.4).

The work carried out is described in section 4.2 of this part as indicated above and the
Commission's findings and conclusion in relation to the security of physical and operational aspects
of the chosen system are set out in sections 4.3 and 4.4.
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Approach to Review

The Commission's review was carried out with reference to the Irish national standard on
information security management systems I.S. 17799wl. This standard provides a formal code of
practice for the management of information, including electronic data and systems. It is a

benchmark against which organisations can measure and demonstrate their compliance with

accepted best practice in assessing risks to sensitive information, implementing security procedures

to address the risks and monitoring the effectiveness of those procedures. This in turn provides
confidence for the users of electronic systems that adequate measures are employed to protect

against unauthorised access or disclosure of confidential information.

Each life-cycle event of the chosen system was accordingly assessed with reference to the Irish

national standard. This work was carried out in the form of an audit by suitably qualified persons

working on behalf of the Commission. The audit examined the controls that are implemented to

restrict or prevent an unauthorised individual from gaining access to the chosen system at each

stage in the life cycle and involved the following activities:

• A detailed review of documentation including material provided by the Manufacturers, the

Department, returning officers and the Commission;

• Interviews with key participants in electronic voting in Ireland, including the Department,

23 returning officers, the Manufacturers, other suppliers and service providers;

• Site visits to the places of manufacture, distribution and storage of the chosen system,

including 25 locations where electronic voting equipment is stored in Ireland.

In carrying out these activities, the Commission's auditors sought where possible to obtain and rely

on information obtained from primary sources such as direct observation and original accounts of

interviews conducted at the time of the audit. In case of variation between these accounts and other

documented sources of information, the auditors relied principally on these primary sources, which

describe how an activity actually is, or would be, undertaken in practice, rather than relying on

documented formal procedures for how it should be undertaken. However no election was imminent

at the time of the audit and it is likely the Department's advised position would be different in
practice in the context of an actual election.

As no election involving use of the chosen system took place in the course of the audit, it was not

possible to observe directly some key life-cycle events relating to the deployment of the system. It

was however possible, in addition to interviewing all returning officers who had experience of

preparing for use of the system in 2004, to interview those returning officers who did have previous

experience in the actual use of the system on a trial basis in 2002.

Some of the information received by the Commission in the course of its work for the purposes of

this part is confidential or may relate to the security of the manufacturing and supply processes or

the security of elections. The Commission has refrained from including such information in its

report of the work but this information has been taken into account in arriving at the Commission's

conclusion on physical and operational security aspects of the chosen system in this part.

60 I.S. 1779l)-2:2002 Information Security Management Systems - Part 2 Specification and Guidance for Use.
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4.2 Review of Physical and Operational Security

This section describes the Commission's work in reviewing the security of the physical and

operational arrangements implemented in the context of life-cycle events and related aspects of the
proposed deployment of the chosen system.

4.2.1 Manufacture and Transport

The manufacture, transport, receipt and storage of the chosen system are illustrated as a flowchart in

Figure 2 of Appendix 4.

Development and Manufacture

The hardware and software of the chosen system are developed and manufactured in Holland. The

voting machine, ballot module and programming/reading unit, together with embedded (C code)

software, are developed, manufactured and supplied by Nedap N.V. at Groenlo and Eibergen. The

election management software supplied in Ireland by Powervote Ireland Ltd. is developed and

maintained by a third party software developer, also in Holland.

Nedap N.V.

Auditors appointed by the Commission visited the premises of Nedap N.V. at Groenlo and Eibergen

to assess the physical security surrounding the development and manufacturing processes of the

voting machine, ballot module and programming/reading unit, together with the embedded (C code)

software.

The physical security measures surrounding the development and manufacturing processes were
fully examined on behalf of the Commission. Access controls and other physical security measures

and procedures were identified and evaluated.

The hardware manufacturing process was found to be substantially self-sufficient with most
component parts of the electronic voting equipment being manufactured and assembled in-house.

Within this process there is only a limited reliance on third-party suppliers for the provision of a
small number of standard component parts. Details of these suppliers were also seen and reviewed
on behalf of the Commission. No critical dependence on any supplier was identified. Component
parts are procured or manufactured directly to meet production demand and finished products are
manufactured and supplied to order, so there is accordingly no bulk storage of component parts or
finished voting equipment.

Research and development activity associated with the development of the hardware and embedded
(C code) software of the chosen system is carried out in a secure electronic systems research and
development area under the full control and ownership of the company, which also owns the
intellectual property vested in the products. Encoding of proprietary firmware onto hardware
devices is carried out under special security procedures at the assembly line, although these

procedures were not observed.
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Finished products are dispatched for delivery by accredited carriers in containers loaded directly

from a secured area within the manufacturing site. Details of this process are outlined further below.

Overall, while the development and manufacturing facility has not been certified for compliance

with national or international standards such as ISO 17799/27001, it was clear that considerable

effort had been expended by management to control and monitor the movements of personnel

within the facility and to restrict unauthorised access and, in particular, to monitor and restrict
access in secure areas of the facility. There is a strategy for ensuring continuity of service in the

supply and maintenance of company products in general, although this is not specific to its Irish

electronic voting products. This strategy includes disaster recovery planning and the division of job

skills among staff to ensure production capability. It was also noted that there is a management

commitment to instilling a company culture that recognises and protects the sensitivity of

information and materials handled by employees.

While there is currently no supply dependency in the provision of component parts or any other

single point of failure that might interfere with Nedap's ability to manufacture or maintain voting

equipment in Ireland, it was recognised that the use of the Nedap components of the system in

Ireland is critically dependent on the election management software supplied by Powervote Ireland

Ltd.

Powervote Ireland Ltd.

Powervote Ireland Ltd. has supplied an election management (Delphi code) software product that

can be used in conjunction with Nedap hardware and software to manage the organisation and

conduct of elections. This product has been developed by a third party software developer and

adapted by them for use at Irish elections. No other parlies have rights to the source code associated

with the Irish implementation of the software.

Through communications with Powervote Ireland Ltd. on behalf of the third party software

developer, the Commission's auditors assessed the physical security measures surrounding the

development of the software. Access controls and other physical and logical security measures were

identified and evaluated and evidence was sought of the existence of documented development and

change control procedures.

International Transport and Local Distribution

Hardware and Embedded Software

The hardware (voting machines, ballot modules and programming/reading units) and the embedded
C code software of the chosen system are transported from Holland to Ireland, typically in bulk

consignments. The following description relates to the arrangements implemented for the original

supply, in a number of separate bulk consignments, of the voting equipment necessary to conduct a

national election. Subsequent to this, voting equipment has also been transported between Holland

and Ireland for modification, analysis or repair by similar means, either in bulk or in smaller
quantities.

As indicated further above, finished manufactured products are dispatched for transport by road and

sea in containers loaded directly from a secured area within the manufacturing site in Holland.
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Containers are loaded and sealed conventionally according to standard container freight

arrangements before being transported by road to a shipping port where they are transferred to a
cargo vessel by crane as load on/load off freight for onward transportation by sea to Ireland. Prior to

loading, the container seals are checked by a port agent. Storage arrangements in Holland prior to
sea transport are in accordance with TAPA (Technology Asset Protection Association)
requirements.

Receipt of the containers in Ireland and onward distribution of their contents is handled by an Irish

freight company who check the container seals before removing the container to their premises

where it is opened and its contents distributed into vehicles, according to consignment instructions,

for delivery to individual returning officers at locations throughout Ireland.

Functional testing of the equipment is carried out by returning officers before documentation

acknowledging receipt is returned to the Manufacturers and the equipment is placed in storage

locally.

The containers and road transport vehicles are provided by freight companies in Holland and

Ireland and the overall transport arrangements, including the selection of the freight companies and

the sea carrier, are coordinated by a shipping agency in Holland engaged by the Manufacturers.

A communications and documentation trail is kept in respect of the equipment during transportation

which gives visibility on progress and on any problems arising while in transit and records are

maintained by the Manufacturers to account for the delivery of all equipment in Ireland.

Security aspects of the despatch, transport and delivery processes outlined above, including as

regards any intermediate storage requirement arising during transit, were identified and reviewed by

the Commission's auditors. However no transport event was observed during the audit.

Hardened PCs and Related Peripherals

The hardened PCs were manufactured by Hewlett Packard in France to a standard specification and

supplied in Ireland, together with printers, by an Irish technology company contracted by the Local
Government Computer Services Board, acting on behalf of the Department. A second Irish

technology company was contracted by the first technology company to undertake the PC
configuration "hardening" process at a secure facility in Dublin before the PCs and printers were

delivered by road to returning officers for storage. Receipt was acknowledged by the returning

officers but functional testing was not required. Smart cards used to access the services of the PCs

were distributed to returning officers by registered post.

The Commission's auditors identified and reviewed the arrangements for supply, hardening and
distribution of the hardened PCs as described above, including by an audit of the premises at which
the hardening process was carried out. However no such event was observed during the audit.

Election Management Software

Election management (Delphi code) software is sent by the Manufacturers from Holland to Ireland
either on CD-ROM transmitted by post or by e-mail addressed to either the Department or the Local

Government Computer Services Board acting on behalf of the Department.
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Onward transmission of the software to returning officers was effected originally through the

hardening process applied to the PCs as described above. During this process the software was

installed onto each PC as part of a standard software configuration determined by the Local

Government Computer Services Board acting on behalf of the Department.

Subsequent updates of the software received from the Manufacturers have been disseminated on

CD-ROM by post to returning officers who have then loaded the software onto the hardened PCs.

The Commission's auditors identified and reviewed the arrangements for supply of the election
management software as described above.
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4.2.2 Storage

Voting equipment hardware and software is stored at 25 storage facilities procured locally by
individual Dáil constituency returning officers throughout Ireland. Equipment is also stored by the
Department of the Environment, Heritage and Local Government in Dublin.

Site visits to each storage location were carried out by the Commission's auditors in order to assess
the physical security and related arrangements implemented to protect the equipment from

interference or damage resulting from unauthorised access or inappropriate storage arrangements.

Storage Between Elections

Each storage location was surveyed using a layered approach to identify the physical characteristics
of the location and its surrounding environment as well as the functional measures in place to deter,
delay, detect and respond to any unauthorised access. The measures taken to protect the equipment

from environmental conditions were also examined in the light of specific guidance provided by the

Manufacturers and in the light of best practice for the management and use of electronic equipment.

This approach is summarised in the following paragraphs and a fully detailed report on the security

of each location was provided to the Commission as a result of this assessment. These reports have

been taken into account by the Commission in its findings and conclusion on physical and

operational security aspects of the chosen system.

Environmental Surroundings

Consideration was given to whether a storage facility is surrounded by urban, residential, industrial

or rural areas; the particular security characteristics, advantages and disadvantages of each type of

area; and the existence of any knowledge or other information (including media reports concerning

storage arrangements) that might disclose either the location of the facility or the fact that it

contains electronic voting equipment.

Immediate Surroundings

The site and perimeters immediately surrounding the storage facility were considered as respects

the provision and effectiveness of boundary walls, fencing and gates; the levels of supervision
provided and the levels of public access allowed at different times of day; the contents, uses and
other activities associated with adjacent premises; and the extent to which the use of an equipment
storage facility is shared with other activities.

Building Perimeters

The fabric and construction method of the building structure was considered (e.g. stone-built c
brick walls, tiled or metal roofs, etc.) but excluding access points within the structure which
considered separately.
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Building Access Points

Principal access points including windows, pedestrian entry/exit doors, vehicle and goods entry/exit

doors and skylights were considered, as the measures taken at these points can contribute to the

deterrence, prevention and delay of unauthorised access. The location and accessibility of doors,

windows and frames and the provision of shutters, barriers, crash-bars, and grilles of suitable

strength were reviewed together with the use of adequate locks, keypads and other access controls.

Access points require particular attention as they are sometimes considered in isolation from each

other, thus contributing to possible inequality of security protection across access points within a

building.

Detection, Delay and Response

Assuring complete deterrence or prevention of entry or attempted entry to storage locations by

unauthorised persons is not feasible in most prevailing circumstances where it is necessary to store

voting equipment. Consideration was thus given to measures for the detection of unauthorised

access and the provision of response, as detection is of little use without the ability to respond

appropriately. Significant also in this context is the provision of delaying measures to allow a

sufficient interval for a response to be provided between the detection of entry to a facility and the

gaining of access to voting equipment. Measures considered included the provision, testing,

monitoring, triggering and quality of implementation of alarms and other monitoring systems such

as CCTV and security personnel, the levels and methods of response, planned response times, the

"layering" of detection measures to mitigate any failures and the strategic location of equipment

(and equipment of varying value or sensitivity) within and between storage locations.

Other C Considerations

In addition to the above, the Commission's auditors considered the provision of smoke detection

devices, anti-dust coatings on floors and walls and, where storage locations are also used to set up

equipment for use at elections, the provision of appropriate electrical outlets, centrally located, to

avoid trailing cables and to facilitate safe access and movement by staff around the equipment.

Temperature and humidity tolerances of the voting equipment have been specified by the

Manufacturers and it was noted that most returning officers have implemented storage heating and

some have also implemented humidity controls to meet these requirements.

Wheeled trolleys are provided for the storage and transport of a number of voting machines together

and dust covers are also available but are not supplied in all cases. Ballot modules are stored and

transported to and from storage in metal cases lined with slotted protective foam inserts, although

the foam inserts were not present in all cases.

The storage of hardened PCs, the related smart card access controls and copies of the election

management software on CD was also specifically reviewed in the context of the segregation of key

components of the chosen system and the particular security requirements associated with each

component.
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Storage and Custody During Elections

Voting equipment is always potentially vulnerable to unauthorised interference, whether targeted at
denial of service or at altering its behaviour. Special attention to the security of voting equipment is
therefore warranted at election times because, once prepared for use, the equipment is at its most

sensitive and additional potential vulnerabilities arise in respect of ensuring its correct configuration

and preventing the unauthorised entry of votes or subsequent interference with votes cast validly.

Although electronic voting has previously been implemented at elections and referenda by only two

returning officers and in a small number of constituencies, most returning officers interviewed by

the Commission's auditors had prepared plans for use of the chosen system in all constituencies, as

proposed for the European and local elections in June 2004. These plans varied in terms of the

additional security measures that would be implemented in respect of electronic voting equipment

at election time and some were dependent on the availability of Garda personnel or the provision of

adequate funding for the hire of other security personnel.

Following the programming of ballot modules and the testing and configuration of voting machines

in the days immediately before an election (already described in sections 3.2.1 and 3.2.2 of Part 3),

the following options have been considered by returning officers for custody of voting machines

until they are used on polling day:

• Retain voting machines overnight at main storage location, in some cases under guard, until

they are collected by, or distributed to, presiding officers on polling day;

• Transport voting machines to distributed storage locations within constituency and retain

overnight, in some cases under guard, until they are collected by, or distributed to, presiding

officers on polling day;

• Voting machines distributed or collected immediately following programming and retained
overnight in custody of individual presiding officers;

• Voting machines distributed or collected immediately following programming and retained
overnight at polling centres, in some cases under guard.

Almost all returning officers recognised that a programmed voting machine is more sensitive than
one that has yet to be programmed. However, not all of the various proposed arrangements for
custody and storage of programmed voting machines indicated a clear appreciation of the essential
and fundamental difference between the former ballot box under paper voting and the voting
machine as an electronic ballot box under the chosen system.

Once programmed, each voting machine has the combined sensitivity of an empty ballot box and a
number of blank ballot papers. While the same sensitivity also exists under the paper system,
segregation of empty ballot boxes and blank ballot papers (usually locked within one or two ballot
boxes until the day of the election) is more easily achieved and proven. There are also additional
sensitivities of the programmed voting machine and its configuration that do not exist under the

paper system.

For these reasons, the former practice whereby a presiding officer could receive the ballot papers
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for a polling centre on the evening before the poll and retain Ihem in close personal custody

overnight (in one or more sealed ballot boxes), while leaving the empty ballot boxes unattended at

the polling centre, would be inadequate to protect programmed voting machines under the chosen

system. While it would be physically impossible for a single presiding officer to transport or
exercise close personal custody over the number of voting machines required at many polling

centres, it would equally be inappropriate to leave the voting machines unattended at polling centres

overnight.

Although it would be preferable to deliver voting machines directly from storage to polling centres
on the morning of polling day. it is necessary to programme and distribute voting machines not later

than the evening before in order to facilitate earlier opening of polling centres, to avoid delays in

setting up the equipment on polling day and for other logistical reasons of distribution within

constituencies. The introduction of the chosen system thus entails an additional requirement for the

security of voting machines to be completely assured at all times once they have been programmed

for use*'1. This requirement applies equally after they have been used and until the election has been

completed (as discussed below).

Health and safety requirements also apply for staff who must handle voting equipment at elections.

Some guidance and training has been given in lifting and setting up the voting machines which

requires two persons. As these are the most numerous and widely distributed components within the

chosen system, many presiding officers will require additional assistance and some returning

officers have arranged for such assistance to be provided. The handling and set-up of

programming/reading units and hardened PCs is a lesser concern as these are smaller, lighter, easier

to handle and are used only at fewer, and more centralised locations.

The Department has separately advised the Commission of the following specific procedures concerning the security

of voting machines after they have been programmed for use:

• once the programmed ballot module is placed in the voting machine, a seal with a uniquely numbered serial

number is attached to the lock that holds the ballot module in place:

• a second seal is placed outside the voting machine aller it has been checked and closed;

• both seals arc checked, as part of the open poll procedure, prior to the voting machine being used for voting and the
presiding officer must verify that the serial numbers on the seals match those listed in the accompanying

paperwork;

• if there is any doubt as to the integrity of a voting machine prior to use, it is taken out of service and a spare
machine replaces it.
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4.2.3 Use at Elections

Security aspects of the use of the chosen system at elections were also considered on the basis of a

review of the documented guidelines issued to returning officers by the Department and the

Manufacturers and also on the basis of interviews with each returning officer carried out by the
Commission's auditors.

Additional information was received subsequently from the Department indicating that the

Department's advised position was different from what had been indicated by the Commission's

audit. The Department has further indicated that these matters would be addressed and that

appropriate guidance would be given in advance of any election.

Set-up and Programming for Election

It was generally reported by returning officers that the programming of ballot modules and the

testing and configuration of voting machines immediately prior to an election would take place at

the long-term storage facilities described above. This process is illustrated as a flowchart in Figure

3 of Appendix 4 and further descriptions of the process are given in section 3.2 of Part 3. The

general security considerations surrounding the storage of the voting machine, once configured for

use have been outlined in the previous section in relation to storage.

The set-up process concerning the use of the hardened PC to set up the election data and the use of

the programming/reading unit to programme data onto the ballot modules was also identified and

considered by the Commission's auditors. In some cases, these activities (described in section 3.2 of

Part 3) may take place at the election office of the returning officer and the programmed ballot

modules are then transported to the storage site where they are inserted into voting machines.

• It was observed that the security and other measures implemented in respect of the hardened PC
could be bypassed simply by installing and running the election management software on any
other PC, thus undermining the protections intended to be provided by the hardening process.

• Version and distribution control of the election management software were not well

implemented and were not implemented on a centralised basis.

• There appeared to be no procedure or guidance governing the functional testing, use, storage,

re-use, upgrading and re-versioning of the hardened PC and its software.

• Storage of the hardened PC, election management software and related peripherals between
elections took place in most cases at the offices of returning officers where they may be
susceptible to greater day-to-day risk than if they were kept in a dedicated storage facility.

. There was not absolute clarity among returning officers concerning the alternative uses that the
hardened PC could be put to between elections and also as to whether a new PC would be
provided for each election or how its hardening and anti-virus measures would be upgraded

prior to each use.

.    The proposed use of CDs to transmit candidate and related election information, including
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votes, between Dáil (service level) returning officers and other returning officers at various

stages before and after a poll was noted.

• Although, at an operational level, any interception and/or tampering with data transmitted on

CDs should be detected by procedural checks before the election, the interception or loss of a
CD could at least cause embarrassment or inconvenience in the set-up process and, accordingly,

increased physical and data security measures should be applied as outlined further below in
relation to the transport of voles on ballot modules and CDs.

It was generally noted that work was in progress on many of these matters at the time of the

proposed first use of the chosen system on a nationwide basis in 2004 and that this work had not

been completed at the time of the audit carried out on behalf of the Commission in 2005.

Transport to Polling Centres

The general security considerations surrounding the transport of programmed voting machines to

polling centres have been outlined in the previous section in relation to storage. It was obseived that

the proposed transport arrangements vary greatly between returning officers. As indicated

previously, these arrangements can include delivery to the polling centre or collection by the

presiding officer from the storage facility either on or before polling day. In other cases, regional

distribution centres within constituencies were proposed.

In the case of delivery, this was typically proposed to be arranged through the same carrier, courier

or taxi services used previously for the delivery of ballot boxes and paper ballots as these had been

found by returning officers to be trustworthy and reliable under paper voting. While this approach

may offer the comfort of familiarity and consistency of dealing with the same company as under

previous arrangements, it is likely, given the relative infrequency of elections, that many of the

individual drivers involved would not have had previous experience of the delivery process.

The Commission's auditors found only one case where it was proposed that drivers should produce

identification as a prerequisite to collecting voting machines and in no case was it proposed to have

a specific security presence accompanying the machines while in transit. No specific instructions

regarding security were given to personnel involved in transport and mainly geographical rather

than security considerations appeared to have been taken into account in planning delivery routes.

Although many constituencies proposed roaming supervisors who would have spare voting

machines if required during polling day, there were no specific continuity arrangements in the event

of a breakdown or accident involving a transportation vehicle.

Procedures for the delivery of voting machines at polling centres also varied considerably. In some

constituencies it was provided that a Garda should sign an acceptance sheet at the polling centre and

delivery was not to be effected unless a Garda was present. In other cases, voting machines would

be delivered and left unattended at the polling centre on the assumption that the polling centre

would be locked until other staff arrived to assemble the equipment. In most cases delivery was

planned to take place the night before polling day and assembly would take place on the morning of

polling day. In many cases however, formal signed receipt of delivery was not required and it was

acknowledged that if the designated recipient was not present or if the polling centre was locked at

the time of delivery it was possible that a delivery would be left in a location at or near the polling

centre.
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It was also proposed in some cases that individual presiding officers would collect voting machines

and store them overnight at their own discretion as regards security. It was uncertain whether it was

acceptable to leave a voting machine overnight in a locked car but concern was certainly expressed

at the health and safety implications of requiring presiding officers to lift heavy equipment into and

out of their cars for overnight storage indoors.

In general, the Commission's auditors observed that many returning officers referenced previous

arrangements for the transportation of ballot boxes and ballot papers under paper voting and

anticipated that the same or similar arrangements would apply in the case of electronic voting

machines.

Use at Polling Centres

The process for the set-up of voting machines at polling centres, their use by voters and the close of

poll is illustrated as a flowchart in Figures 4 and 5 of Appendix 4. A further description of this

process is given in section 3.2 of Part 3.

The security risks associated with the use of voting machines once set up at polling centres were
found by the Commission's auditors to be quite low, since the continuous presence of the presiding

officer and polling clerks means that the equipment can be fully overseen at all stages other than
when it is being used by voters. It was considered that the likelihood of deliberate damage or
sabotage in this context was also quite low. However, a number of other issues arose:

• confidentiality or non-disclosure agreements can be used to give notice and reinforce the

understanding that election information is confidential or secret: however no such measures

appear to be included in the terms on which polling staff are engaged;

• it is important that adequate training should be provided to polling staff on security procedures
and the correct use of voting equipment: given the relative infrequency of elections, such

training would need to be repeated in advance of each use of the equipment;

• voting equipment and related devices and media should never be left unattended in public

places;

• the adequacy of insurance to cover voting equipment while in use should be confirmed;

• the weight of the tables used to hold voting machines while they are in use makes them difficult
to move, a lip at the back of the tables requires that voting machines be opened and assembled
before they are placed on the tables, and the tilt mechanism provided for special needs voters
makes the tables unstable with potential for injury to voters or damage to the equipment.

Return to Storage (Voting Machine)

It was found to be the generally accepted view among returning officers that the sensitivity
voting machines diminished greatly once the ballot modules containing the votes were rei

following the close of poll and sent for read-in, aggregation and counting.
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In some constituencies it was intended that voting machines would be left at polling centres until

collected and returned to storage the following day. It was not anticipated that any specific security
measures or physical presence would be provided during this period. In other cases it was intended

that the voting machines would be collected and returned to storage on the evening of polling day.

Likewise, where voting machines had been collected from storage by a presiding officer, it was

expected that the same procedure would apply in reverse, either on the evening of polling day or on

the following day.

In only one case was it observed that staff involved in the collection of voting machines would have
to identify themselves or carry formal paperwork and it was generally not observed that voting

machines should be accompanied by custody documents to be signed over to the transport staff or

agency or governed by a manifest detailing the machines to be collected.

As each voting machine contains a backup ballot module which becomes the primary record of the

votes cast on that machine in the event of any failure or loss of the primary ballot module, it is

necessary that the security arrangements surrounding the backup ballot module are no less than

those surrounding the primary ballot module until such time as the votes have been secured

centrally.

In one case it was suggested that all voting machines might be transported to the read-in centre

together with the ballot modules. This would be both impractical for logistical reasons and

inadvisable for security reasons as the benefits of retaining a separate backup of the votes would be

diminished by transporting both the original and the copy together.

It was indicated subsequently by the Department that the advice that would be given to returning

officers was that a poll official should remain with the voting machine up to the point where it had

been confirmed that the primary ballot module had been successfully read in for counting.

It would also be important however, in case of any subsequent review of the election, to be able to

confirm that a voting machine was not capable of being interfered with or altered in any way

following the poll so that it can, if necessary, be preserved and examined in exactly the same

condition as it was used by voters during the poll.

Transport of Votes on Ballot Modules and CD

Depending on the number and type of elections being held together, votes on ballot modules may

either be transported to read-in centres in the first instance, before being transferred to CD and

transmitted onwards to various count centres, or they may be transported directly to count centres

where they are read in and counted.

Votes on Ballot Modules

It was recognised by returning officers that the ballot module containing the votes cast is at least as

sensitive during transportation after the poll as the programmed voting machine prior to the poll.

Although the Commission's auditors observed that frequent reference is made to the secure

transportation of ballot modules, there appears to be no clear definition of what this means. In some
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cases, secure transportation was understood to include delivery by a taxi company or courier, in
other cases delivery by at least two nominated poll staff was envisaged while in other cases secure
transport required that poll staff were to be accompanied by a Garda escort.

While all returning officers recognised there was a need for two persons to be involved - one to

collect the ballot modules at each polling centre while another remained in a vehicle with the ballot
modules already collected, it was not observed in any case that there was a requirement for
collection staff to verify their identify to polling centre staff.

In general it was anticipated that the ballot modules, together with associated voting machine print-
outs, signed forms and stub books would be placed in a jiffy bag or similar package for transport.
The proposed use of sealed or tamper-proof containers for this purpose was not observed.

The availability and authenticity of ballot modules as critical devices within the chosen system has

a very high profile. Any incident that occurs during the transfer of votes on from polling centres or
which comes to light on their receipt at read-in and count centres will thus be obvious to observers
and has the potential to influence confidence in the chosen system.

Votes on CDs

In addition to the distributed nature of the voting machines and ballot modules used to record and

gather the votes, the equipment used to aggregate and disaggregate votes for different elections and

to transfer them to the relevant count centres is also of a distributed nature as described in section

3.2 of Part 3. Once the votes read in from ballot modules at read-in centres and at Dáil (service

level) count centres have been aggregated into files relating to each election, they are then copied

from the election management software onto CDs and transmitted to the relevant European and

local count centres, where they are imported into a separate installation of the election management

software for further aggregation and/or counting by the relevant European or local returning officer.

(The totals of votes aggregated and counted locally at the service level in respect of Presidential

elections and referenda are relayed by fax and telephone to a single national returning officer.)

At a national poll involving elections of different types, there would be a significant number of CDs

in transit between various read-in centres, service centres and count centres. As this procedure

currently stands, it was observed that it may be possible for someone with access to a copy of the

election management software to prepare and substitute an alternative CD containing a bogus set of

votes or to intercept the official CD and alter the votes recorded on it. It was noted that, unlike in

the case of altering or substituting a ballot module, no special hardware would be required to carry
out such an attack, apart from the provision of a substitute CD of authentic appearance.

Significant also is the fact that the numbers of votes transported on each CD will be far greater than
those contained on a single ballot module. Although any votes that are lost or corrupted as a result
of such an attack can be recovered from the primary or backup ballot modules or from within the
election management software (provided the interference is detected by administrative procedures),
the interception, substitution, alteration or loss of a CD has the potential to affect confidence in the
system as a whole.

At the time of the first proposed nationwide use of the chosen system at local and European
elections in 2004, work was in progress to develop and implement security measures in respect of
CDs These included saving vote files in XML format and with the vote data encrypted prior to

133



Part 4 Second Report of the Commission on Electronic Voting

copying to write-once only type CDs, providing outer identifying labels and recording serial

numbers and other identifying information on the front of CDs, authentication by returning officers'
signatures and the provision of paper copies of data to accompany the CDs.

Additional protections that could be considered in this context would include the application of
security measures to the data such as enhanced encryption to prevent unauthorised reading of the

data and cryptographic signing to protect against unauthorised access and malicious or accidental

alteration of the data. The protections should in any case be no less than those applied in the case of

ballot modules.

Technical issues associated with the secure use of ballot modules and CDs under the chosen system
are addressed in Part 3 of this report.

Read-in and Counting of Votes

The process for the read-in and counting of votes is illustrated as a flowchart in Figure 6 of

Appendix 4 and a further description of this process is given in section 3.2 of Part 3.

The receipt and movement of vote data to. from and within read-in centres, service centres and

count centres provides further potential opportunities for the accidental or deliberate substitution,

alteration, loss or destruction of voles. While all returning officers agreed that the physical security

of the voting equipment at these centres should be high, it would also be desirable that specific

guidelines be issued to provide a common standard to be implemented across all centres.

Within the limeframe of the Commission's work, no election took place at which the Commission's

auditors could observe the security measures implemented. However, from the review of guidelines

already issued by the Department and from interviews with returning officers, guidelines should

include the following:

• clear definition of security perimeter and use of barriers and signage to segregate public areas

from staff areas;

• provision of a manned reception area or other means of controlling physical access to the centre;

• orientation and positioning of computer screens and other equipment to limit unauthorised

observation of information prior to official announcements (but while maintaining appropriate

levels of transparency and observation in the administration process);

• additional measures such as the use of password protected screen savers, enhanced swipe card

access and the maintenance of a clean desk policy when it is necessary to leave a workstation

unattended;

• requirement for personnel to wear visible identification and to be encouraged to challenge

strangers and anyone not wearing identification;

• prohibition of eating or drinking in proximity to information processing facilities.

Variations were observed in the proposed arrangements for the incorporation into the electronic
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count of the votes cast on paper by postal and special voters (which entails the individual re-

recording of these votes into voting machines by poll staff). These variations related to which, and

how many, staff should enter and check the votes, how and when this should be carried out and the

levels of oversight and verification that should be implemented to ensure the accuracy of the

process. A standardised procedure is thus also required in this area.

Technical issues associated with the secure use of the hardware and software of the chosen system

in a public setting are addressed in Part 3 of this report.

Return to Storage and Disposal

It is also important to ensure the secure custody and/or disposal of media and equipment containing
used data after an election. Examples of such items in the chosen system include the following:

• votes on ballot modules,

• votes on backup ballot modules,

• votes on CDs,

• votes on count PCs,

• printouts of individual votes,

• tables and intermediate tables of counted votes on PCs,

• printouts of tables and intermediate tables of counted votes,

• licensed proprietary software stored on voting equipment.

It is necessary that all items of equipment and storage media be considered to ensure that any

sensitive data or licensed software is handled appropriately following an election. Damaged items
should be assessed for repair or destruction while the disposal or deletion of all sensitive items

should be logged for audit purposes.

There is a specific statutory requirement that paper ballots be retained for six months after an
election and that they should then be destroyed. As individual ballot modules can contain votes
relating to different elections, and as the requirement to retain votes for 6 months may involve
different custodians in respect of votes of different types, some lack of clarity was observed by the
Commission's auditors regarding who should retain ballot modules in these different circumstances.

Additionally, and unlike the paper election process, the electronic voting process contains multiple

copies of individual votes (as indicated above) and consideration needs to be given to which and
how many of these copies need to be erased or destroyed in order to meet the statutory requirement

for destruction of the ballots.
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4.2.4 Security Policy Management

Knowledge and Training

It was observed by the Commission's auditors that, while there is liaison between returning officers

in relation to the election responsibilities they share in common, and while guidance has been

provided by the Department to all returning officers, it is a significant characteristic of the

administration of elections in Ireland that each returning officer operates essentially alone in the

discharge of his or her electoral responsibilities.

This means that each returning officer has individual responsibility for the selection of staff,

budgeting and finance and for the procurement of premises, goods and services necessary to run an

election in their constituency, as well as the implementation of statutory requirements. Department

guidelines, other applicable measures and measures of best practice in a wide number of areas,

including security.

There is clear evidence that each returning officer views security as a significant issue and has

attempted to implement what he or she sees as the most appropriate security controls. Most have

made efforts to obtain insights into security planning and some have obtained specialist advice.

However none have received specific guidance or training on security. As a result, all returning

officers are implementing controls in isolation while some are equipped with little knowledge of

what equates to best practice. Notwithstanding this, returning officers in some constituencies have

been highly innovative in their approach to ensuring the security of the electronic voting equipment.

Although these returning officers have identified and met the requirements of best practice and have

achieved very impressive results, there is no formal mechanism for others to learn or benefit from

this experience.

There is thus a need for centrally coordinated guidance and training in security principles and for a

collective pooling of experiences across all constituencies in order to facilitate the identification and

documentation of specific security requirements, controls and procedures covering all aspects of the

management and use of electronic voting equipment.

Other Cross-Cutting Issues

Other aspects of the administration of elections across all constituencies that can have a significant

bearing on the security requirements of the electronic voting system were also noted by the

Commission's auditors and these are recorded below.

Selection and Training of Staff, etc.

The effective administration of elections in Ireland under the paper system of voting implemented

to dale has relied significantly on the quality and integrity of the personnel selected by returning
officers to act as election staff. Experience suggests that the approaches taken to date in the

appointment of staff have been successful and, consequently, that there is a high level of public trust
in Irish election officials at all levels to ensure the continued secrecy and accuracy of elections.
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The proposed introduction of electronic voting generally, including under the chosen system as

proposed for Ireland, brings new challenges to the maintenance of these high standards in the

administration of elections since there is considerably reduced transparency in the administration

process generally under electronic voting, while the electronic vote itself is susceptible to new and

additional risks that are not present (or are present in different measure) under paper voting. Some

of these risks lie beyond the immediate control of election staff themselves, while others arise from

the possibility of deliberate or inadvertent staff error in handling the electronic system.

Under electronic voting, there is a requirement for returning officers to satisfy themselves that their

staff and any third parties involved in the provision of services at the boundaries of the system

comply with more rigorous standards of personal suitability and security awareness, in order to

ensure appropriate levels of security in the overall deployment of the system. This may require the

security vetting of third-party service personnel and companies, as well as persons appointed

directly by returning officers, and also the provision of training to enhance security awareness

among election staff as a whole.

In addition to training on security aspects of the system, it will also be important for staff to be fully

trained and re-trained in advance of each election on the technical operation and use of the chosen

system, so that the learning experience from each use of the system can be reinforced and enhanced.

A further consideration in this context is the rotation and segregation of staff responsibilities so that

there is a reduced likelihood that key knowledge and responsibilities are vested in only a few

personnel at successive elections, and also so that supervisory staff can acquire appropriate

knowledge and experience to oversee and validate the work of other election staff effectively.

Asset Management

It was noted in the course of the Commission's review that there is some uncertainty as to the

formal ownership of the equipment held locally by each returning officer. As a specific budget was

allocated to each returning officer to meet the purchase cost of the equipment delivered directly to
them by the Manufacturers, some returning officers believed that ownership was officially theirs

while others believed that the equipment belonged to the State, to the Department or to the
Department of Finance which provides funds generally to returning officers.

In asset management and security management terms, ownership is an essential and fundamental
principle that needs to be clearly established so that the rights, obligations and responsibilities that
follow from it can be clearly assigned. This is particularly relevant in the context of implementing
security controls and a comprehensive overall security policy in respect of the distributed assets of

the chosen system.

Consistent with ownership is the concept of maintaining clear records of the identify, location and
movement of assets. In the case of a distributed system such as the chosen system that is
coordinated for use at national elections under centralised policy guidance, it would be important
that such a record is capable of being administered both locally and centrally.

The Commission's auditors observed that, although most returning officers have records of the
equipment that was assigned to them and some of these are very detailed and accurate, there is

uncertainty in some cases as to how many equipment items were actually delivered, their

identification by serial number and how many remain following various incorrect deliveries, returns
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for maintenance and other movements, etc., of equipment that may have occurred. The auditors also

obtained access to global records held by the Manufacturers and the Department regarding the
numbers of voting machines assigned to each location, but it was observed that in a number of cases

the number recorded in respect of a particular site differed from the number actually present. In a

spot cheek query of the Manufacturers' records seeking details of particular equipment items, a

manual search of the paper records was unsuccessful in locating the information sought.

A single central asset register recording the identity, ownership, storage location, movement,

deployment at elections, maintenance history and other details of each item of electronic voting

equipment would allow precise numbers to be determined and would also allow periodic audits to

enable full inventory control.

Consistent with the establishment of an asset register is the implementation of more rigorous

control procedures for the movement of equipment and votes at election times, as already noted

above. Each voting machine, ballot module and CD should be accompanied by a control sheet at all

stages of an election on which should be recorded and authenticated the identity of the persons who

are responsible for the transport and control of the device and other relevant details regarding its use

at each stage. These records should subsequently become part of the central asset register.

Risk assessment is also an important security policy management issue. By identifying particular

threats to the equipment and its storage locations, risk assessment can inform the implementation of

appropriate security measures. Threats to the chosen system need to be considered both locally and

at national level. However the Commission's auditors observed that no person or body currently

involved in the storage and deployment of the chosen system has the capability to gather

intelligence on threats that may be present in various different locations and in national and local

contexts. An assumption is made in most cases that there is currently no impending threat but these

assumptions are not made on the basis of information from informed sources. This could be

addressed at national level by liaison between the Department and relevant government or third-

party security agencies, and addressed locally by liaison between returning officers and local Garda

crime prevention officers.

The Commission's auditors observed that, at the time of the audit, rent, utility bills and monitored

alarm services had in some case remained unpaid for some months and there was some uncertainty

surrounding whether these and insurance policies that would soon fall due for renewal should be

paid. It is likely that, if these and related costs remain unpaid for any extended period, the provision

of power, heating, alarm and monitoring services would cease, resulting in significantly higher risks

that voting equipment may be damaged, interfered with or stolen.

There was also significant divergence across constituencies on the perceived need for insurance

cover in respect of equipment. While some returning officers had taken out specific cover in respect

of fire, damage or theft, others had taken no cover. Some of those who had taken no cover were of

the view that all equipment was covered by the State or by the Department.
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4.3 Findings on Physical and Operational Security

This section summarises the Commission's findings in relation to physical and operational security

aspects of the chosen system based on the work described in section 4.2.

Manufacture and Transport

Hardware and Embedded Software

Nedap has sought to adopt best practice in terms of preventing unauthorised access to its premises.

Secure areas have been designated and sufficient controls appear to be in place to prevent

unauthorised third parties from gaining access to the development, manufacturing and assembly

facilities at which the hardware and embedded software components of the chosen system are

produced.

There is a critical reliance of Nedap's hardware and embedded software components on the

availability and reliability of the election management software supplied by Powervote Ireland Ltd.

Election Management Software

Development and maintenance of the election management software is undertaken in a home office

environment where the physical and logical access controls are usually below those that would be

found in a secure commercial development environment.

The apparent lack of formal software development or change control procedures also places heavy

reliance on the knowledge and memory of the product as vested in the developer.

Transport

There is a potential risk to the security of voting equipment (hardware and embedded software) that
is unaccompanied and/or unattended while in transit from the Manufacturers by road and sea

internationally and also during local delivery to individual returning officers.

The manual records kept by the Manufacturers in respect of the transportation of such voting
equipment are not easily referenced against the location of specific machines in Ireland. These
records would benefit from being transferred to a computer system already implemented by the
Manufacturers in respect of voting equipment supplied to the Dutch government.

The transfer of the election management software from the Manufacturers to the Department and/or
its agents by e-mail is not an appropriate method by which to convey such sensitive material.
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Storage

Accommodation

The availability of suitable long-term storage for electronic voting equipment in most constituencies
is limited. Returning officers are rarely in direct control of the environmental or immediate
surroundings and few have direct control of the buildings in which storage is provided. This limits
the controls that can be implemented at the outer physical security layers and places a greater
emphasis on the importance of measures implemented at, and within, storage premises to deter,

prevent, detect, delay and respond to unauthorised access or attempted access to voting equipment.

Expertise and Training

Specific training and guidance on appropriate security measures in the context of electronic voting

equipment containing sensitive data has not been provided to returning officers although many

reluming officers have a clear understanding of what is required, regardless of whether or not they

are able to provide it.

There is, as a result, some inconsistency of the security measures implemented within individual

storage locations and, generally, across different locations.

Security Measures Implemented

The most important measure that needs to be considered in light of this variance in security levels is

thai of detection. If unauthorised access is detected, then appropriate measures can be taken to deal

with any threat that may result. If such access remains undetected, there can be potentially serious

results for the conduct of elections and the credibility of the electronic voting process. The

implementation of two layers of physical detection with appropriate maintenance and testing or,

alternatively, manned supervision would meet this requirement.

Not all storage facilities include provision for monitoring and control of temperature and humidity

conditions in accordance with the specific guidance provided by the Manufacturers. Although

extremes of tolerance have been specified in respect of the equipment, it has also been indicated
that long-term exposure to these extremes, or rapid changes of ambient conditions are not advisable.

The arrangements whereby voting equipment is currently stored at 25 locations are likely to give

rise to continuing variations in the implementation of security and related control measures,

together with replication of similar costs of implementation of these measures which are not

insignificant across individual centres. Enhanced and more uniform security and greater economy

of security costs could be achieved through the rationalisation of storage on a regionalised or

centralised basis.

Voting machines are at greatest risk when they are stored following their configuration with

programmed ballot modules for use at an election. Complete assurance of the security of the

equipment is thus required between the time they are programmed and the time they are used,

including during transportation to polling centres.
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Use at Elections

Set-up and Programming

There is a lack of rigour and clarity in the procedures governing the version control, installation and

exclusive use of the election management software on the hardened PC and in the procedures

surrounding the use, maintenance and re-use of the hardened PC exclusively for election purposes.

The controls on the proposed use of CDs to transfer sensitive election data between returning

officers in the course of preparations for the poll require to be brought up to a higher standard.

These controls should be in keeping with those recommended further below in respect of

transporting ballot modules and CDs containing votes, but with appropriate modifications having

regard to the fact that the transport of votes is not involved at this stage.

Transport and Use in Polling Centres

The arrangements for the transport of programmed voting machines to polling centres need to take

account of the differences in security requirements that exist under electronic voting as compared
with paper voting. Programmed voting machines are more vulnerable to interference or accidental

damage than the former ballot boxes, they are also considerably larger to accommodate and there

are additional health and safety considerations associated with their handling and set-up.

Although the risks to security of the voting equipment while it is in use at polling centres are low
and the likelihood of deliberate damage or sabotage is also low, a number of health and safety
issues for election staff and voters have been noted in the context of such use.

The importance of maintaining security around the voting machine after the ballot module has been

removed and at least until the votes have been successfully read in needs to be emphasised, as the

voting machine contains the backup ballot module which is required in case of failure or loss of the
primary ballot module. It may also be necessary in any subsequent review to verify that the voting
machine has not been tampered with and that it remains as it was while in use by voters.

Transport of Votes on Ballot Module and CD

Transport of the ballot module from the polling centre to the read-in and count centre is the most
sensitive stage in the entire life-cycle process of the chosen system. There is a low risk associated
with the main theoretical threat of the substitution of a ballot module that has been programmed
with bogus votes by a person with access to the election management software and a
programming/reading unit. However there are also the threats of accidental or deliberate damage,

destruction or loss of the ballot module which, notwithstanding the existence of a backup ballot
module, can have an impact on confidence in the electronic voting system.

The physical security measures for the transport of ballot modules thus need to be strengthened by

the implementation of controls including tamper-proof or tamper evident packaging with uniquely
identifiable seals and authenticating documentation, the provision of Garda or equivalent security
escort and procedures for authenticating the identities of not less than two specifically nominated

election staff to carry out collections.

141



Part 4 Second Report of the Commission on Electronic Voting

While the risk of unrecoverable loss of votes is considerably diminished in the case of the numerous
CDs containing votes which are transmitted from read-in centres to count centres, there are fewer

obstacles in terms of the technology required by a person seeking to intercept and either substitute

or alter the votes contained on a CD. Conversely, there are more votes contained on a CD than on a

ballot module and the potential impact on confidence in the system would be proportionately

greater in the event of any such attack. The logical and physical security measures implemented in

respect of CDs thus require to be at least as strong as those implemented in respect of ballot
modules.

Read-in, Counting and Disposal of Votes

The security arrangements at read-in and count centres, together with the procedures for the

inputting of postal votes, need be generally prescribed to minimise any risk of accidental or

deliberate substitution, alteration, loss or destruction of votes. Although such undesirable events

will in most cases be recoverable once detected by administrative procedures, the visibility of

official proceedings at read-in and count centres is high while the transparency in terms of people's

ability to observe the actual electronic handling of votes is low. There is therefore an enhanced

requirement to take every necessary physical and operational security measure to ensure confidence

in the integrity of the processes.

Careful attention is required to the custody and recorded disposal of sensitive data following an

election, including as regards the distinction that multiple copies of each vote exist under the

electronic system and the statutory requirement that votes be retained for six months and then

destroyed. These requirements are consistent with the requirement further below for the preparation

and maintenance of an asset management register in respect of electronic voting equipment.

Security Policy Management

In addition to assessing the direct physical and operational security measures implemented in

respect of the chosen system, the Commission's auditors also made general observations on security

policy management, highlighting that attention is required in the following areas:

• provision of guidance and training to returning officers, including security training;

• pooling and coordination of knowledge and experience between returning officers;

• selection and security verting of election staff and third party service providers;

• re-training in use of equipment:

• clarification of ownership of equipment and consequent entitlements and responsibilities;

• establishment and maintenance of a central asset register of all electronic voting equipment;

• implementation of documentary control procedures on equipment movements at elections;

• assessment of risks to equipment at local and national levels;

• clarification of requirement to insure equipment.
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4.4 Conclusion on Physical and Operational Security

This section sets out the Commission's conclusion on physical and operational security aspects of

the chosen system. The Commission's conclusions arising from its work in relation to other aspects

of the chosen system are set out, in each case, at the end of the other relevant parts of this report.

The Commission's overall conclusion on the chosen system is set out in Part 7.

The Commission recognises that success in ensuring the secure and reliable conduct of elections in

Ireland to date using the paper system has been due largely to integrity and commitment on the part

of the people involved at all levels of election administration. Substantial and genuine effort has

also been expended and a significant amount achieved to date in many areas concerning the

adoption of the chosen electronic system.

On the basis of the assessment of the physical and operational security of the chosen system by

auditors appointed by the Commission, the following areas for further improvement have been

noted:

• the wide variation across constituencies in the proposed or actual physical and operational

security measures for the management of the chosen system as a distributed system;

• the consequent need for clear policy guidance on the minimum security requirements for the

custody, storage, transport, set-up, use and disposal of electronic voting equipment and data

in order to bring enhanced clarify and consistency in the measures implemented across

constituencies;

• the particular need for the security of voting machines to be completely assured at all times

once they have been programmed for use;

• the insecurity of the methods for supplying and distributing the election management
(Delphi code) software and the inadequacy of the controls on the installation, access and use

ofthat software exclusively on the hardened PC;

• the need for enhanced data and physical security measures to be developed and implemented

in the transport of votes and other election data on ballot modules and CDs;

• the need for the establishment by the Manufacturers and the Department of comprehensive
electronic registers in respect of the identity, location and movement of all items of

electronic voting equipment;

• the need to introduce appropriate documentary controls on the custody and movement of

equipment and data, both at and between elections.

The Commission accordingly concludes that the concerns identified above will require to be
adequately addressed before the overall physical and operational security associated with the
manufacture, transport, storage and deployment for use of the chosen system can meet the

requirements of accepted best practice.
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The Commission has noted that attention to most of these physical security issues would not require

any modification to the chosen system, but would nonetheless contribute very significantly to its
overall security.

This conclusion on physical and operational security of the chosen system has been drawn, and

should be interpreted by others, in the context of the Commission's conclusions arising from other

aspects of its work set out elsewhere in this report. This includes the Commission's work on
technical aspects and testing (Part 3) and the comparative assessment of the chosen system and the
paper system (Pan 5). These conclusions are also incorporated within the Commission's overall

conclusion on the chosen system in Part 7.
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Part 5

Comparative Assessment of

the Chosen System and

the Paper System
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5.1 Introduction (Part 5)

In this part, the chosen electronic voting system is compared with the current paper system of
voting in Ireland.

In June 2004 the Houses of the Oireachtas approved an order of the Government requesting that the
Commission include in its further reports on the chosen system a comparative assessment of the

secrecy and accuracy of the current system (i.e. the paper system) for voting at elections and
referenda. This order is set out together with the Commission's terms of reference earlier in this
report.

In accordance with this order, the Commission has assessed both systems in respect of their secrecy

and accuracy. This assessment has been carried out in the following ways:

Firstly, the secrecy and accuracy attributes of both systems were identified and compared as set out
in section 5.2 of this part. For completeness, other relevant attributes of both systems were also

identified and compared but these were not included in the overall comparative assessment as they

did not relate to secrecy and accuracy. These are set out separately in Appendix 5A.

Secondly, the potential risks to secrecy and accuracy in both systems were identified, assessed and

compared as set out in section 5.3 of this part. In addition to providing independent validation and

corroboration of the secrecy and accuracy criteria already considered in section 5.2, this assessment

of risk also provided a method by which to rank their significance.

The comparative assessment has been informed by knowledge derived from the Commission's first

report62 on the chosen system and from its further work for the purposes of this report, namely, in

assessing technical aspects of the chosen system as described in Part 3 and physical and operational

security aspects as described in Part 4. The comparative assessment has also been informed by the

expert opinion and work of persons engaged by the Commission and having specialist knowledge

and experience of the Irish electoral system.

B First Report of the Commission on Electronic Voting. December, 2004.
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5.2 Comparative Assessment

This section describes the Commission's work in identifying and comparing secrecy and accuracy
criteria as between the chosen system of voting and the paper system. For completeness, additional

criteria other than those relating to secrecy and accuracy have also been considered by the

Commission. However, while these criteria are discussed separately in Appendix 5A, they have not
been included in the Commission's comparative assessment for reasons that are set out below.

5.2.1 Criteria for Comparison

There are undoubtedly many performance-related and other criteria on which the chosen electronic

system and the existing paper system might be compared. However, the Commission is required by

its terms of reference to have regard to only those criteria which relate to secrecy and accuracy.

Although this may at first appear to narrow down considerably the range of possible useful points of

comparison between the two systems, it can be seen from what follows in this part that the most

significant evaluation criteria for any voting system fall clearly within this remit.

While criteria relating to secrecy and accuracy are thus very important criteria on which to compare

both systems, it is appropriate to note at this point that they may not have been the only criteria that

informed the original decision to adopt the chosen system. For example, speed of counting is an

important and obvious characteristic of the chosen system in this context but, because it is not a

determinant of its secrecy or accuracy in accordance with the Commission's terms of reference, it

thus falls strictly outside the scope of the Commission's comparative assessment.

In its previous reports, the Commission has been confined by its terms of reference to considering

only the chosen system and no other system of voting. The inclusion of the paper system within the

Commission's terms of reference for the purposes of comparative assessment in this report has thus

provided an additional point of reference for the Commission's work. This has enabled

consideration of a number of additional secrecy and accuracy attributes that, although present in the

paper system, are absent from the chosen system and that were thus unavailable for consideration

by the Commission heretofore. Included among these is the facilitation of audit.

The inclusion of the paper system within the Commission's terms of reference has also brought

more clearly into focus a number of secrecy and accuracy attributes of either system - some of them

absent in the other system - which were previously considered only peripherally in the

Commission's earlier reports. These attributes include the facilitation of tallying and recounts.

Additionally, and as indicated above in the context of criteria that may have informed the decision

to adopt the chosen system, the Commission has identified other important attributes without which

any comparative assessment of both systems would be incomplete. These attributes have also been

assessed and compared but, as they do not relate to the secrecy and accuracy of either system, they

have not been included in the Commission's overall assessment and conclusion on the comparative

assessment. These attributes (which include the facilitation of deliberately spoiled, blank or null

votes, ease of use, general vulnerability to malpractice, speed of counting, scalability, reliability,
cost and flexibility, transparency and voter trust) are considered and discussed separately in
Appendix 5A.
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5.2.2 Accuracy Criteria

Accuracy: Recording of Votes

The following criteria relate to issues of accuracy that may arise during, or as a result of, the vote
recording process under either system.

C.l: Accidentally Spoiled Votes

The chosen system eliminates the casting of invalid ballots, which comprise 1.6%63 of all ballots
cast at elections and referenda in Ireland since 1985. As approximately half of such ballots are
believed to be accidentally invalid (i.e. through inadvertent voter error in the marking of preferences

or for want of the official mark), and as such accidents are eliminated under the chosen system, the

chosen system is superior in this respect.

Issues relating to the deliberate spoiling of votes and the consistency of behaviour of either system
in facilitating this practice are discussed separately in Appendix 5A as they do not relate to the

secrecy and accuracy of the handling by either system of votes actually cast.

C.2: Unintentional and Precipitate Votes

A related issue concerns the electronic user interface of the voting machine. The procedure for

indicating preferences and casting ballots on the voting machine, particularly at multiple elections,

may cause voters to indicate preferences and/or cast ballots which, although valid, are not the

ballots that they had intended.

For example, the user interface may give rise to "precipitate" voting, whereby voters may press the

"cast vote" button prematurely, and confirm this action, in the mistaken belief that it is necessary to

record each ballot, or each preference within a ballot, separately. These "usability" issues

concerning the voting machine are discussed in greater detail in section 3.2.1 of Part 3 of this

report.

Under paper voting, both the method of expressing preferences and the point at which the ballot is

cast are more easily understood and implemented; these features of the paper system are thus likely

to deliver a more accurate expression of voter preferences, considering the full range of voter

abilities. The paper system is superior in this respect.

CS: incorporation of Postal Votes in the Count

Under paper voting, ordinary ballot papers are issued by post to registered postal voters, who then
complete their ballots and return these by post. Once accounted for and authenticated from the
accompanying documentation, these ballot papers are mixed with the ordinary ballot papers and
included in the count.

Source: Official election results supplied by the Department of the Environment. Heritage and Local Government.
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Under the chosen system, postal voters will continue to vote by the method described above. Before

these ballots can be included in the electronic count however, they will have to be entered into the

electronic system by election officials using a voting machine. It is proposed that one official will

enter the preferences recorded on each ballot and another will check its accuracy before the vote is

east.

Tests carried out previously by the Commission for the purpose of its first report''4 suggest that the

error rate in respect of the manual entry of pre-determined votes into the chosen system is 0.1%

under "laboratory" conditions and 0.34% in the field. Significant also in this respect is that the

Commission's tests involved a three-way check on each ballot before it was cast. Although the

number of postal votes is small'' relative to the total electorate, it is nonetheless likely that a small

proportion of these votes would be entered incorrectly under the chosen system. The paper system

is superior in this respect.

Accuracy: Counting of Votes

The following criteria relate to issues of accuracy that may arise during, or as a result of, the
counting process under either system.

C.4: Major Counting Errors

Given the transparent conditions under which Irish elections are currently conducted in open public

view using the paper method, the likely occurrence of major counting errors is extremely low, while

the likelihood of a widespread occurrence of such errors in such a way as to affect the overall

outcome of an election is virtually nil. The chosen system does not offer the same levels of

transparency in the gathering, translocation, sorting and counting of votes since these processes are
carried out by electronic means largely out of sight.

Having regard to the fact that relatively minor programming and other errors in the design of

electronic systems can have disproportionately large impacts on the tasks those systems have been

designed to carry out. it is clear that the potential for an inaccuracy in the counting of votes to go
unnoticed is greater under an electronic system than under the paper system.

The likelihood and significance of widespread counting errors is magnified further by another

characteristic of electronic systems that are made up of identical distributed devices running

identical software, namely, that if a programming error is present in one device then, by definition,
it is more than likely to be present in all of them.

A further well-known characteristic of electronic systems which makes it difficult to exclude the

possibility of major computer error arises from the fact that a threat to any particular software

function may emanate from a part or the system other than the software in question unless

appropriate precautions are taken in the design of the system to limit the interdependence,
interaction and unnecessary integration of discrete functions. In the case of the chosen system, the

integration of counting functions with other election management functions of the system software

""* First Report of the Commission on electronic Voting. December. 2004: Appendix 2C p. 170-179. 97 votes were
recorded incorrectly. 22 were absent and (. were additional giving a total of 125 errors out of 36,950 "target" votes.

The Department lias indicated that the total number of postal votes is 20.000.
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makes this a relevant issue.

Although these weaknesses of electronic systems generally can be largely overcome by rigorous

design, testing and assurance stages, combined with the implementation of appropriate audit
measures within such systems, the Commission's work in relation to technical aspects of the chosen
system suggests that these conditions are not met in respect of the chosen system at this time. The
paper system is superior in this respect.

C.5: Minor Counting Errors and Recounts

From observation of the results of recounts at Irish elections, there is strong evidence to suggest that

minor counting errors are widespread and indeed almost inevitable in the paper system. These can

be attributed to human error in the assignment and counting of ballots, and to reinterpretation of the

validity of individual ballots by returning officers, as often occurs in close elections or during

recounts.

A recount is triggered at the request of some candidate, typically in a very close election, where the

candidate has reason to believe, given the inevitable minor counting errors that arise with hand

counted paper votes, that a recount would yield a different result. Recounts are never used as

routine audits of election results that are not in contention. In this sense provision for a recount is a

direct response to the many minor errors that arise with a paper ballot and that may materially affect

the outcome in very close elections.

While the impact of such minor errors in the paper system is reduced by the fact that they are often

"self-cancelling", and while their salience in the paper system is further reduced by the possibility

for candidates to demand recounts until they are satisfied with the level of counting accuracy, both

types of error are effectively and verifiably eliminated by the chosen system.

Furthermore, under the chosen system, the correctness of any particular election result can be easily

and quickly verified by recounting the same set of electronic votes using an alternative counting

program. By eliminating inaccuracies due to minor counting and interpretation errors, and by

reducing the consequent requirement for recounts, the chosen system is thus superior in this respect.

C.6: Random Sampling

Under the existing paper system, random sampling is used to determine the proportional
distribution of the surplus ballot papers of an elected candidate among the remaining candidates. Of
its very nature, this is an imperfect method of counting which can, in theory, give rise to different
results when recounts are carried out on the same set of ballot papers, particularly when the
numbers of votes involved are relatively small such as at local elections.

In practice however, recounts at Irish elections are conducted on the basis of re-examination of the
ballot papers arranged in the same bundles as they emerged from the previous count or. in the case
of a full re-count, on the basis of the first preferences as originally assigned to each candidate. Thus
the ballots are never randomised again in the same way as when they are first removed from the
ballot boxes and in most cases a recount simply involves confirming the correct placement of each
ballot within its assigned bundle. Any differences in recounts that arise under the paper system as a
result are thus less likely to be caused by random sampling than by human error in the counting and
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assignment of ballots and reinterpretation of the validity of individual ballots by returning officers.

As a similar approach to random sampling has also been implemented in the chosen system, there is

little to separate both systems in this respect.

C. 7: Alternative Counting Methods

Given that random sampling is a prescribed characteristic of the existing method of Irish electoral

counting rules which, although imperfect in terms of its accuracy, is implemented on near-equal

terms by both the chosen system and the paper system, a further point of comparison lies in the

potential ease of migration to a better method of counting. One such method would be the "Gregory

method" (of which there are also different versions) under which every ballot paper of an elected

candidate is examined to determine the proportional distribution of the surplus votes to the

remaining candidates.

To date, no version of the Gregory method has been implemented for Dáil, European or local

government elections in Ireland, probably on the basis that it is more complex to administer and

would add considerably to the time and effort required to complete large election counts manually.

The feasibility of migration to a more perfect and accurate method of counting is thus a point of

difference between both systems, since it would be a relatively simple matter to program the chosen

system to implement the Gregory method. The chosen system is superior in this respect.

C.8: Randomisation of Ballot Papers

Additionally under the paper system, the effectiveness of this random sampling method in

generating an accurately representative sample is somewhat reliant on the thorough mixing or

"randomisation" of the ballot papers when they arc initially removed from the ballot boxes. The

automation of this process within the chosen system, by way of an electronic shuffling of the

electronic vote data file, can potentially deliver a more effective initial mixing of the ballot papers

than any manual method. The chosen system is superior in this respect.

Accuracy: External Influences

In addition to the inherent properties of either system, already described, that may have a bearing on

the accuracy of election results, it is also necessary to have regard to those properties that may leave

either system open to deliberate disruption or accidental loss of service from external influences

resulting in possible consequences for accuracy.

C. 9: Denial or Loss of Service

A significant point of comparison in this respect derives from the fact that votes are recorded,

gathered and counted in full public view under the paper system, while the visibility and
verifiability of these activities is considerably diminished under the chosen system of electronic
voting. Ballots that are recorded in an electronic format - and that are subsequently moved,

aggregated, counted and generally handled at all stages of the election process by electronic means
- are perceived to be inherently more vulnerable to both deliberate attack and/or inadvertent error
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than paper ballots. It is also the case that the various hardware devices implemented as part of any

electronic voting system are perceived to be more vulnerable to malicious interference and/or
inadvertent error than the tried, tested and trusted "human" hardware of paper voting in Ireland.

While these vulnerabilities can be mitigated by the incorporation of appropriate security features in

the design of electronic systems and by administrative procedures, evidence from the Commission's

work in Parts 3 and 4 suggests that these conditions are not met in respect of the chosen system at

this time and that, in some cases, the same security protections and administrative procedures that

apply to the paper system have merely been carried over into the electronic system. The paper

system is superior in this respect.

Accuracy: Facilitation of Audit

A central concern in relation to the "accuracy" of any voting system is not only its fundamental

accuracy (in the sense that election results perfectly reflect the expressed intentions of voters) but its

demonstrable accuracy (in the sense that an independent observer can ascertain that all the votes

cast have been recorded and aggregated into a final election result). This implies that all aspects of

the voting administration processes around the recording and counting of the votes can be audited.

Without the possibility of audit, an independent observer cannot know that any voting system is

accurate; if a system cannot be demonstrated to be accurate, it possibly may not be accurate.

In the particular context of audit at Irish elections, there has existed statutory provision for the

courts to order that paper votes cast at an election be counted afresh on the same basis as they were

originally counted. Further provision has also been made, including by section 47 of the Electoral

Act 2001 and section 16 of the Electoral (Amendment) Act 2004, to ensure that votes cast
electronically using the chosen system can also be counted afresh on this basis.

C. 10: Audit: Vote Recording

The vote recording process is audited under the paper voting system in the sense that the voter can
physically inspect the ballot paper that will actually be counted by election officials before
depositing it in the ballot box. Election observers at the count station then physically observe the
emptying of ballot boxes; these are opened by election officials facing towards the observers, to
show they are fully empty so that all recorded votes cast are seen to be counted.

Under the chosen system, the voter sees a display on the voting machine showing the preferences
that have been registered, and can check that these preferences correspond to the buttons pressed.
However, the voter has no way of verifying that what appears on the display is what is actually
recorded electronically on the ballot module within the voting machine, transmitted to the count
centre, loaded onto the count computers, and actually counted in the correct manner. This is because

what is counted, the electronic vote, cannot physically be observed.

Although it is possible to audit the vote counting process of the chosen system by re-counting the
same set of votes that were included in the original count (see below), this provides no assurances
with regard to the vote recording process that has gone before. In response to this problem, laws
have been enacted in the United States, where electronic voting is becoming increasingly
widespread, requiring some form of paper audit trail to be implemented by electoral authorities who
use electronic voting systems. This involves using voting machines that generate a printed version
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of the ballot. Where a voter verifiable paper audit trail is required, this paper ballot is typically kept

behind a screen so that the voter cannot touch it. The voter must review the paper version and

approve it as part of the act of casting a vote before it is deposited by the voting machine in a

traditional ballot box at the same time as it records the vote electronically. Similarly, in other

countries that have adopted electronic voting, the vote is recorded on paper by the voter themselves

in the first instance but in a format that is "machine-readable" and can subsequently be scanned or

otherwise read in by a machine, recorded electronically and thus incorporated in an electronic

count.

In either case, the paper ballots are retained by election officials, with the consequence that an

election can be fully audited with reference to manual vote records if required, using printed ballots

that voters have seen and approved as reflecting their intentions. While the paper ballots may not

necessarily require to be referred to in this way in every case, such a requirement may arise from a

contested result, or it may be a sample count that is audited as part of routine checks to ensure the

system is working accurately.

Since the chosen electronic system does not have this facility, and while it does provide features to

facilitate a degree of independent audit in its vote counting function, together with features that

facilitate audit at the administrative level and confirmation of statutory compliance, it is not subject

to any meaningful independent audit of its vote recording function. Thus the paper system is
superior in this respect.

C.I I: Audit: Vole Counting

In addition to the requirement for recounts and the possibility of demanding them during the

counting of votes at an election as already discussed, the primary context in which it is necessary to

be able to audit an election count following the declaration of the overall result derives from the

possibility of an election petition to the courts as provided for under Irish electoral law. For this

purpose, a court may order that all of the votes be counted afresh or that the votes within a
particular parcel be counted.

Under the chosen system, the vote counting process can be audited for this purpose since all the

electronic votes can be printed out in paper format, together with details of which votes were
randomly selected for transfer at each count, and how they were transferred. In order to compensate

for the loss of counting transparency and the consequent elimination of the possibility of
independent "tallying" under the chosen system, it also proposed to publish the electronic vote file

to any interested parties alter the election. This allows anyone who wishes to do so to recount the

same votes under the same rules, using an alternative electronic counting system of their own

choice that implements Irish electoral law. This is why the publication of "anonymous"'''' electronic

votes is an important feature of the chosen system.

The existing paper system also allows votes to be officially recounted under public scrutiny on
demand during the election and, afterwards, for the purposes of an election petition to the High

Court. In either case however, as noted previously, the accuracy of the recount under the paper

system may be susceptible to minor errors in manual counting and reinterpretation by election
officials of "ambiguous" ballots on which the preferences have not been clearly indicated.

Publication of "anonymous" electronic votes is described in paragraph AC.8 of Appendix 5A.
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Provided that all anonymous electronic ballots are published after the election, therefore, the chosen

system is superior in this respect.
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5.2.3 Secrecy Criteria

Secrecy: Recording of Votes

The following criteria relate to issues of secrecy that may arise during, or as a result of, the vote

recording process under either system.

C.12: Breach of Secrecy - Ordinary Voting

The Constitutional provisions for elections in Ireland require that voting be conducted by secret

ballot and the Courts have ruled that this secrecy must be complete and inviolable. In this context,

there is little to separate the two systems as regards the surveillance actions or other attacks that

might be undertaken by a determined third party during voting in order to identify how an
individual voter has voted.

Secrecy issues concerning the voting machine and ballot module used to record votes within the

chosen system have been discussed in Part 3 of this report. The significance of these issues as
potential vulnerabilities in the context of the technical review carried out in Part 3 lies not in the

likelihood of their occurrence but in the importance of ensuring that there are adequate safeguards

within the system lo protect against and detect any theoretical attempt by third parties to exploit

them - this has implications for both the actual security of the chosen system and also for its public

credibility. For the purposes of the present assessment however, their likelihood is considered to be

low, given the degree of difficulty in effecting widespread interference with voting equipment or

surveillance of voters across a significant number of polling centres.

As the Courts have further mied that it must not be possible for the voter to prove to any third party

how they have voted, the Commission has also considered ways in which the secrecy of the ballot

may be breached under either system in circumstances of collusion or duress. However, and

notwithstanding the distinction that under the chosen system, any breach of secrecy arising at the

vote recording stage that allows the voter to prove how they have voted must take place at the point

of voting (i.e. at the voting machine within the polling centre) while it is possible under the paper

system to remove the ballot paper from the polling centre and to mark it under supervision before it

is placed in the ballot box, the Commission concludes that the differences between the two systems

in this particular respect are negligible.

Therefore, and notwithstanding that there are minor theoretical differences between the systems as

regards the somewhat remote feasibility of breaching secrecy by direct means during voting, it is

concluded that there is little in practice to separate the two systems in this respect.

CIS: Breach of Secrecy    Postal Voters

As indicated above in relation to accuracy criteria regarding postal voting, the ballots returned by

postal voters under paper voting are accounted for and authenticated from the accompanying
documentation before they are mixed with the ordinary ballot papers and included in the count.
Before these ballots can be included in the electronic count under the chosen system, they will have

to be entered into electronic format by election officials using a voting machine to key in the
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preferences recorded on each paper ballot.

This additional process necessitates that the votes cast by post in a particular constituency must

inevitably be subjected to additional handling and review by election officials and election

observers alike who could, in theory, observe the distribution of preferences across all postal ballots

or the actual preferences cast in individual cases.

While it is extremely unlikely that this additional review will give rise to the disclosure of the actual

preferences cast by individual postal voters, even in constituencies where the postal voting

electorate is very small, it nonetheless represents a diminution of the overall secrecy of the ballot as

regards those votes which are cast by post. The paper system is superior in this respect.

Secrecy: Counting of Votes

The following criteria relate to issues of secrecy that may arise during, or as a result of, the vote

counting process under either system.

C. 14: Secrecy: Tallying

When paper ballots are first inspected by election officials for the purpose of verifying which

ballots are valid and which are not, each ballot paper is reviewed by officials face up under the
scrutiny of observers. Some of these observers are "tallymen" who are agents for particular

candidates or parties and who count, ballot box by ballot box, the number of first preferences and,

in the case of experienced tallymen, lower preferences for each candidate. This gives the tallymen
and those they represent a lot of detailed information about voting patterns at the level of individual
ballot boxes - information that is very useful in planning future election campaigns.

There is a long tradition in Ireland of the "tallying" of paper ballots which can also provide a useful
informal method of audit as an indicator of accuracy. However, there are many who argue that it
infringes the secrecy of the ballot since it is generally known which ballot boxes relate to which
streets and townlands, typically comprising only a few hundred voters and, in many cases, fewer
than a hundred votes. As there is no corresponding feature of the chosen system by which it would
be possible for observers at the count to associate the preferences recorded on individual ballot

papers with voters from particular districts, the chosen system is superior in this respect.

C. 15: Artefacts of Voter Identification Process

Under the paper system of voting as it was originally implemented in Ireland, the reverse of each
ballot paper and the face of its corresponding counterfoil (the "stub" left in the book of ballot
papers) were imprinted with a unique identifying number. When assigning a ballot paper to a voter,
the number of that voter in the electoral register was also recorded on the counterfoil and retained

by the election official. The stated purpose of this practice was to facilitate election administration,

in particular election petitions, by making it possible to identify any ballot papers in respect of
which it was alleged that personation or other electoral offences had been committed. However this

practice was ruled by the Courts67 to constitute a breach of the constitutional requirement of secrecy

McMahon vAttorney General [1972] IR 69, (1972) 106 ILTR 89.
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since a voter's identity could be traced from their ballot to their name on the register, and the
practice was accordingly discontinued.

Under paper voting, the only remaining physical artefacts of the process whereby voters are
identified from the register and issued with ballot papers are (i) the voter's polling card retained by
the presiding officer, (ii) the fact that the voter's name has been marked off the register, and (iii) the
ballot paper itself which is transferred into the counting process.

Under the chosen system, the corresponding physical artefacts are (i) the voter's polling card

retained by the presiding officer, (ii) the fact that the voter's name has been marked off the register,
(iii) the voting slip issued to the voter once they have been identified by the presiding officer and
which the voter gives to the voting machine operator to indicate which polls they are entitled to vote
in. No voter identification information is passed to the voting machine or transferred into the

counting process.

There thus exists, within the counting process under paper voting, a physical artefact of the voter

identification and voting processes which is absent under electronic voting because the physical link

between voter identification, voting and counting is broken at the point of voting. In the event that

an election official (or the voter themselves) sought to mark a paper ballot in such a way as to make

it identifiable during the count, this represents a secrecy vulnerability of the paper system that is

absent in the chosen system. The chosen system is superior in this respect.

One design feature of the chosen system that facilitates its superiority in this respect is the fact that

it does not incorporate an electronic voter identification and authentication function. Registration of

voters in Ireland is currently a manual process and, while the concept of electronic registration may

have advantages in other respects, it is clear that the incorporation of such a function as an

integrated part of any electronic voting system could raise additional issues regarding the secrecy of

that voting system.
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5.2.4 Summary of Comparative Assessment

Following the identification, assessment and comparison of secrecy and accuracy criteria as

between the chosen electronic system and the existing paper system of voting in sections 5.2.2 and

5.2.3, the results of the comparative assessment are summarised and discussed below. Within each

category, the criteria have been listed in order of their importance in the opinion of the Commission.

A unique reference to the relevant paragraph within the preceding sections of this part in which the

discussion of each criterion can be found is indicated in each case (CI, C2, etc.).

Summary of Accuracy Criteria

The accuracy of the chosen system is superior in the following respects:

• prevention of accidentally spoiled votes (C.l);

• avoidance of minor counting errors and recounts (C.5);

• ease of implementation of alternative counting methods (C.7);

• facilitation of independent audit in vote counting process (C.lI):

• randomisation of ballot papers (C.8).

The accuracy of the paper system is superior in the following respects:

• avoidance of major counting errors (C.4);

• avoidance of denial/loss of service attacks (C.9);

• avoidance of unintentional and precipitate votes (C.2);

• facilitation of independent audit in vote recording process (C.10);

• incorporation of postal votes in the count (C.3).

Additionally, there is little to separate both systems in terms of their implementation of random
sampling to determine the distribution among remaining candidates of the surplus votes of an
elected candidate (C.6).

Summary of Secrecy Criteria

The chosen system is superior in terms of its ability to limit or preclude breaches of the secrecy of
the ballot in the following respects:

• elimination of unofficial "tallying" (C.14);
• non-transfer of voter identification artefacts into count process (C.15).

The paper system is superior in terms of its ability to limit or preclude breaches of the secrecy of the
ballot in the following respect:

• for postal voters as a whole (C.13).

Additionally, there is little to separate both systems in terms of their ability to protect the secrecy of
the ballot for all voters against covert third-party surveillance, and in circumstances of collusion or
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duress, during voting (C.12).

Analysis of Secrecy and Accuracy Criteria

No conclusion can be drawn simply on the basis of the number of attributes in respect of which

each system is recorded above as differing from the other; different attributes can carry significantly

different weights. The Commission has not attempted to quantify precisely the relative weightings

of these attributes, although the analysis and comparison of risks in section 5.3 goes some way

towards prioritising them.

One reason the Commission has refrained from quantifying the weight that should be assigned to

any particular attribute lies in the fact that the Commission's consideration of the chosen system is

confined to its secrecy and accuracy. Although it has been possible for the Commission to reach a

conclusion on this basis and without assigning such weights, there are also other valid points of

comparison as between both systems which are of significance but which lie outside the

Commission's scope - some of these are considered in Appendix 5A.

Since it is unlikely that it will be sought to change any aspect of the paper system at this stage, any

change in the balance of superiority between the two systems can only come about through proof

and/or enhancement of the chosen system.

It is clear from the comparative assessment that the issues of principal concern as between both

systems relate more to accuracy than to secrecy. It is also clear from the Commission's work

reported in Parts 3 and 4 that most of the secrecy issues regarding the chosen system, together with

some of the accuracy issues, can be easily addressed through minor modifications to the hardware

or software of the chosen system or through revision of the electoral law or the administrative

procedures for deployment of the system.

For example, the behaviour of the voting machine could be modified so as to reduce the likelihood

of unintentional or precipitate voting, while the risk of interference with its software or hardware

could be reduced by enhanced controls on access to its services and procedures to facilitate

independent verification that the installed software and hardware versions are the correct ones. The

introduction of alternative electronic methods for the recording of preferences by postal voters and

disabled persons who require assistance in voting would enhance the secrecy and accuracy of the

processes by which these voters' ballots are recorded and incorporated into the count. Greater

protection of the anonymity of individual ballots would be achieved if publication of the counted

ballots was confined to only those higher preferences within each ballot that were necessary (or

were used) to determine the election result.

The significant differences as between the two systems thus relate to accuracy and the weight of

evidence on these suggests that the paper system is superior to the chosen system as currently

proposed, but that this can be addressed if the reliability of the chosen system can be assured.

The Commission's review of technical aspects of the system in Part 3 has indicated that the

necessary level of assurance in respect of the chosen system can be achieved through modification

of the hardware, through further analysis of the embedded software necessary to confirm its

reliability and through the development, at feasible cost, of alternative election management and
counting software.
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Areas of Unambiguous Difference Between Systems

It can thus be said that some differences in terms of secrecy and accuracy between the two systems

are marginal, and furthermore that the overall balance of superiority on these criteria in favour of

the paper system may change if feasible modifications are made to the chosen system. Other

differences will not change without major interventions in the design and deployment of the chosen

system, followed by further analysis and verification of the revised system. However, there are also

areas where one or other system can be said to be unambiguously superior and, in some cases, that

this is likely to remain so.

The chosen system is unambiguously superior in the following areas:

• prevention of accidentally spoiled votes (C.l);

• avoidance of minor counting errors and recounts (C.5);

• ease of implementation of alternative counting methods (C.7);

• facilitation of independent audit in vote counting process (C.ll).

The paper system is unambiguously superior in the following respects:

• avoidance of major counting errors (C.4);

• avoidance of denial/loss of service attacks (C.9);

• facilitation of independent audit in vote recording process (C.10).

Finding as a Result of Comparative Assessment

If, in addition to addressing the relatively trivial secrecy concerns identified by the Commission, the
accuracy concerns regarding the chosen system were also addressed, and if the resulting version of

the chosen system can be proven to be reliable, then it is likely that the chosen system would be a
superior method to the paper system. Meanwhile, and on the basis of the comparative assessment in

terms of secrecy and accuracy reported in this part, the paper system of voting is moderately
superior overall, and in some respects only marginally superior, to the chosen system as it is

currently proposed.

This is not a new finding but one that represents a revised perspective on the observations and
conclusions reached by the Commission in its previous reports and developed in the other parts of
this report.

Taken in conjunction with the comparison and analysis of risks in section 5.3, this finding
contributes to the Commission's conclusion in section 5.4 regarding the comparative assessment of

the chosen system and the paper system.
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5.3 Comparison of Risks

In addition to the comparative assessment of secrecy and accuracy of the chosen system and the
paper system as described in section 5.2, a risk assessment was also carried out which considered

risks that are common to both systems as well as risks that are unique to either system.

As with the comparative assessment, the risk assessment was confined, in accordance with the

Commission's terms of reference, to considering only those risks that related to the secrecy and
accuracy of either system.

This risk assessment was carried out independently of the comparative assessment already
described in section 5.2 but it has been taken into account by the Commission in reaching its
conclusion on the comparative assessment in section 5.4.

Identification and Classification of Risks

Identification of Risks

The risk assessment included consideration of 61 risks as set out in Appendix 5B. For ease of

reference, each risk is identified in this section by the reference number (R.i, R.2, etc.) assigned to

it in Appendix 5B. The 61 risks relate to the chosen system and the paper system as follows:

• 24 risks are common to both systems;

• 12 risks are unique to the paper system;

• 25 risks are unique to the electronic system.

These risks are identified and discussed in detail in the analysis further below.

Classification of Risks

The risks considered included risks of both widespread and isolated (systemic and non-systemic)

occurrence as well as risks occasioned either accidentally or deliberately (by error or malpractice).

Within these categories, the detailed classification08 of risks by type is as follows:

• Risks of non-systemic error: risks R.l to R.21.

• Risks of non-systemic malpractice: risks R.22 to R.36,

• Risks of systemic error: risks R.37 to R.55.

• Risks of systemic malpractice: risks R.56 to R.61.

It will be noted that, in some cases, there is no systemic risk corresponding to a non-systemic risk

Explanation of risk classifications:

Non-systemic Error (NE) = accidental occurrences on a small scale;

Non-systemic Malpractice (NM) = deliberate interference on a small scale:

Systemic Error = accidental occurrences on a wide scale;

Systemic Malpractice = deliberate interference on a wide scale.
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identified in the assessment. Following examination of these cases it was considered that while

there was some risk of isolated occurrences (such as in the case of voter intimidation or sabotage),

the risk of widespread occurrences of this kind was negligible and could be disregarded.

Further Classification of Risks

For ease of reference and discussion in this section the risks identified have been further classified

into the following groups:

• Voter identification: R.I2, R.13, R.14, R.16, R.24, R.43, R.44, R.45 and R.58.

• Invalid ballots: R.I8, R.19, and R.20.

• Recording errors: R.5, R.6, R. 7 and R.39.

• Counting or interpretation errors: R.ll, R.21, R.42, R.51, R.52, R.53 and R.55.

• Machine or process failures: R.l, R.2, R.3, R.10, R.15, R.37, R.38, R.41, R.46, R.47, R.48,

R.49, R.50 and R.54.

• Accidental damage: R.4, R.8, R.9, R.l7and R.40.

• Interference with ballots: R.25 and R.26.

• Interference with equipment: R.27, R.56, R.60 and R.61.

• Attempts to influence elections: R.22, R.23, R.28, R.29, R.30, R.57and R.59.

• Official malpractice: R.31, R.32, R.33. R.34, R.35 and R.36.

Analysis of Common Risks

Overview of Common Risks

Of the 24 risks that are common to both systems, the assessment of risks in Appendix 5B indicates

that -

• 8 risks are higher in the chosen system;

• 7 risks are higher in the paper system;
• 9 risks are broadly similar in both systems.

These common risks are listed below in order of the magnitude of the difference in risk between the
two systems, rather than in order of magnitude of the risk itself.

C ommon Risks that are Higher in the Chosen System

The 8 common risks that are higher in the chosen system are as follows:

• Accidental voter identification (small scale) (R.12),

• Alteration of ballots (wide scale) (R.59),

• Voter coercion or bribery (R.28),

• Substitution of ballot box/ballot module (R.29),

• Disabled voter identified (small scale) (R.14),

• Postal voter identified (small scale) (R.13).
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• Postal voter identified (wide scale) (R.44),
• Disabled voter identified (wide scale) (R.45).

When summarised by risk grouping, these risks relate to voter identification (5 risks) and
interference with elections (3 risks). Of these risks, the majority are accidental risks to secrecy
while the remainder are deliberate risks to accuracy.

From this it is suggested that, in terms of comparing the risks that are common to both systems, the
greater, and the more numerous, risks under the chosen system are the risk of voter identification in

certain cases and the risk of interference with elections.

Common Risks that are Higher in the Paper System

The 7 common risks that are higher in the paper system are as follows:

• Inherent fault in counting process (R.51),

• Accidental miscounting of ballots (small scale) (R.II),

• Accidental miscounting of ballots (wide scale) (R.42),

• Accidental damage to ballots during transportation (small scale) (R.8),

• Deliberate damage to ballots during storage or transportation (small scale) (R.26),

• Error in translocation/uploading of ballots (small scale) (R.IO),

• Loss of ballots (small scale) (R.3).

When summarised by risk grouping, the majority of these risks relate to counting or interpretation

errors (3 risks) and process failure (2 risks). Other risks relate to accidental damage (1 risk) and

interference with ballots ( 1 risk). No risks to secrecy are highlighted by this analysis as being higher

in the paper system.

From this it is suggested that, in terms of comparing the risks that are common to both systems, the

greater, and the more numerous, risks under the paper system are the risk of counting errors and the

risk of irretrievable loss or damage to ballots (there being no backup arrangement under the paper

system"'1).

Common Risks that arc Similar in Both Systems

The 9 common risks that are broadly similar in both systems are as follows:

• Votes accidentally lost during counting (R.48),

• Impersonation (small scale) (R.23),

• Interference with ballots during storage or transportation (small scale) (R.25),

• Impersonation (wide scale) (R.57),

• Adding votes before opening of poll (R.31),

• Power failure at a polling station (R.2),

" It was noted in section 5.2. paragraph C.9 above that the paper system is superior in terms of ensuring the integrity of

election data. There is a difference in assessment here because, while there may be a greater likelihood of loss under the

chosen system the fact thai there is a backup ballot module means that the impact of the loss is reduced.
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• Deliberate voter identification (small scale) (R.24),

• Incorrect outcome resulting from sampling error (R.54).

• Deliberate voter identification (wide scale) (R.58).

When summarised by risk grouping the majority of these risks relate to machine or process failures

(3 risks), attempts to influence elections (2 risks) and voter identification (2 risks). Other risks relate
to interference with ballots (1 risk) and official malpractice (1 risk).

From this it is suggested that, in terms of comparing the risks that are common to both systems,

they are subject to broadly similar levels of risk to accuracy from accidental process failures (as

opposed to inherent or built-in ones) and from deliberate (as opposed to accidental) risks to secrecy.

Analysis of Unique Risks

For the purpose of analysing the larger numbers of risks that are unique to each system, the risks are

described by reference to their group classifications as set out above. The groups are listed below in

order of the number of risks in each group while the risks within each group are listed in order of

risk magnitude on the basis of the assessment of risks in Appendix 5B.

Risks Unique to the Chosen System

The 25 risks identified that are unique to the chosen system may be summarised as follows:

• Machine or process failures (R.37, R.46, R.15, R.38. R.41, R.49, R.50, R.l and R.47),

• Interference with equipment (R.61, R.56, R.27 and R.60),

• Recording errors (R.39, R.6, R.5 and R. 7),

• Accidental damage (R.17, R.4, R.9 and R.40).

• Voter identification (R.16 and R.43),

• Inherent fault in counting hardware (R.52),

• Substitution of ballots in CD (R.30).

From this it is suggested that in terms of risks that are unique to the chosen system, the greatest, and
the most numerous, are those relating to machine or process failures (9 risks), interference with

equipment (4 risks), recording errors (4 risks) and accidental damage (4 risks). Unique risks of
lesser magnitude in the chosen system relate to voter identification, counting or interpretation errors

and attempts to influence elections.

Risks Unique to the Paper System

The 12 risks identified that are unique to the paper system may be summarised as follows:

• Official malpractice (R.32, R.33, R.36, R.34 and R.35),

• Counting or interpretation errors (R.53, R.55 and R.21),

• Invalid ballots (R.18, R.19 and R.20),

• Alteration of ballots (small scale) (R.22).
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From this it is suggested that in terms of risks that are unique to the paper system, the greatest are

those relating to counting or interpretation errors (3 risks) and invalid ballots (3 risks). Unique risks
of lesser magnitude in the paper system relate to official malpractice (although these risks are more
numerous) and attempts to influence elections.

Analysis of Risks to Accuracy and Secrecy

The risks to accuracy under cither system and the risks to secrecy under either system are

considered separately below, including risks that are common to both systems and risks that are

unique to either system.

Accuracy

The risks to accuracy that are highest in the paper system are as follows:

• Counting or interpretation errors (R.51. R.53, R.55, R.ll, R.42 and R.21),

• Invalid ballots (R.18 and R.I9).

The risks to accuracy that are highest in the chosen system are as follows:

• Alteration of ballots (wide scale) (R.59),

• Software error in voting machines (small scale) (R.15),

• Widespread tampering with count software (R.61).

From further examination of the above risks, it is suggested that the risks to accuracy in the chosen

system are fewer and of lower magnitude than in the paper system. However, this is based on the

assumption that the chosen system can be shown to be reliable and behaves as intended in all other

respects. The validity of this assumption is addressed in other parts of this report.

Secrecy

The risks to secrecy under both systems are low. The risks under the paper system are generally

lower than under the paper system with only marginal differences between both systems. In this

context, the only areas identified by this analysis in which the risk to secrecy is notably higher (but

still very low) in the chosen system are as follows:

• Abstaining voter identification (spoiled, null or blank ballot) (small scale) (R.16).

• Accidental voter identification (small scale) (R.12).

Findings as a Result of Risk Assessment

The assessment of risks as reported in this section provides a more quantitative basis on which to

consider many of the accuracy and secrecy attributes of the chosen system and the paper system

already considered qualitatively in section 5.2. On this basis, and although some points of

comparison are unique to each assessment, there is nonetheless significant correlation between the
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findings of the two assessments which were conducted independently of each other.

In particular, the risk assessment corroborates and reinforces the principal  findings of the

comparative assessment as follows:

• In relation to accuracy, the principal difference between the paper system and the chosen system

is that there is a very small risk of widespread systemic error and/or fraud in the chosen system

which does not exist in the paper system. If functioning correctly, the chosen system has the

potential to eliminate the widespread minor counting errors inherent in the paper system.

• In relation to secrecy, the paper system provides a higher level of secrecy than the chosen

system but the chosen system could be modified to improve the level of secrecy it provides.
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5.4 Conclusion on Comparative Assessment

This section sets out the Commission's conclusions on the comparative assessment of the chosen

system and the paper system based on the criteria identified in section 5.2 and the risks identified in
section 5.3. The Commission's conclusions arising from its work in relation to other aspects of the

chosen system are set out, in each case, at the end of the other relevant parts of this report. The
Commission's overall conclusion on the chosen system is set out in Part 7.

It is important to re-state that no conclusion can be drawn simply on the basis of the number of
attributes or risks in respect of which each system is recorded above as differing from the other;
different attributes or risks can carry significantly different weights. It has not been necessary for

the Commission to assign these precise weightings since, when those attributes and risks which

appear to the Commission to be of lesser importance are set aside, the balance of superiority is clear

in terms of criteria of obviously greater importance.

Furthermore, since this comparative assessment relates only to attributes concerning secrecy or

accuracy, in accordance with the Commission's terms of reference, it does not include the wider

range of attributes and risks which, if included with appropriate weighting, might yield a different

result.

On the basis of the Commission's consideration of these attributes and risks, and having regard also

to their relative rankings as suggested by the risk assessment carried out by the Commission, it is

concluded that:

• issues of accuracy arise in relation to both systems while issues of secrecy are relatively

insignificant under both systems;

• the chosen system has the potential to be superior to the paper system in many significant

respects concerning its accuracy;

• both systems are broadly similar in terms of secrecy and, while the chosen system can be

improved to match the high standard of secrecy offered by the paper system, it is unlikely to

exceed this standard;

• the achievement of the full potential of the chosen system in terms of secrecy and accuracy

depends upon a number of software and hardware modifications, both major and minor, and

more significantly, is dependent on the reliability of its software being adequately proven.

The Commission accordingly concludes that, when compared in terms of secrecy and accuracy, the

existing paper system is moderately superior overall to the chosen electronic system as currently

proposed for use in Ireland (and in some respects only marginally so). However, the Commission's

work has highlighted modifications to the chosen system and the procedural arrangements for its

deployment, together with further software analysis and testing of the system as a whole that could

potentially remedy this situation.

The aspects of the chosen system that require modification in this respect have been highlighted

specifically in this part in terms of secrecy and accuracy and in Parts 3 and 4 as regards technical

and operational aspects that have a bearing on its secrecy and accuracy. They are also reflected in
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the Commission's recommendations in Part 8.

Taking account of the ease and relative cost of making some of these modifications, the potential

advantages of the chosen system, once modified in accordance with the Commission's

recommendations, can make it a viable alternative to the existing paper system in terms of secrecy

and accuracy.

These conclusions on the comparative assessment of the chosen system and the paper system of

voting have been drawn, and should be interpreted by others, in the context of the Commission's

conclusions arising from other aspects of its work set out elsewhere in this report. This includes the

Commission's work on technical aspects and testing (Part 3) and on physical and operational

security aspects of the chosen system (Part 4). These conclusions are also incorporated within the

Commission's overall conclusion on the chosen system in Part 7.
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6.1 Introduction (Part 6)

This part reports the Commission's work in evaluating the implementation of electronic voting in
Ireland against emerging international best practice in the field of e-voting, specifically, the legal
and operational standards and technical requirements for e-voting contained in Recommendation

Rec(2004)l 1 of the Committee of Ministers of the Council of Europe ("the Recommendation")
agreed in September 2004.

Context of Evaluation

The Commission is required by its ternis of reference to carry out a comparative assessment of the

secrecy and accuracy of the chosen electronic system and the existing paper system of voting as
described in Part 5.

It is a primary objective of the Recommendation that "e-voting shall be as reliable and secure as

elections and referendums which do not involve the use of electronic means" and it thus appears to

the Commission that the Recommendation is a useful benchmark by which to evaluate the proposed

migration from paper to electronic voting methods in Ireland. Furthermore, and although the

Recommendation is broadly based in terms of the democratic principles underpinning elections that

are conducted by electronic means, its specific objective of ensuring the reliability and security of

such elections corresponds very closely with the Commission's mandate in relation to the secrecy

and accuracy of the chosen system.

Therefore, in the interests of completeness and in order to place its work on the chosen system in

the context of current e-voting developments, the Commission has evaluated the implementation of

e-voting in Ireland with respect to the Recommendation. However it was not considered appropriate

to use the Recommendation as the defacto measure of how the chosen system compares with the

paper system for the following reasons:

• the Recommendation has no formal legal status and is non-binding on member states;

• the Recommendation post-dates to the adoption of the chosen system for use in Ireland (but

recommends that member states already using e-voting should comply with its provisions);

• in addition to technical requirements for voting systems, the Recommendation refers to legal

and operational standards, some of which lie beyond the scope of the chosen system;

• the Recommendation also refers to a range of options for the conduct of e-elections that is wider

than the voting and counting aspects implemented in Ireland using the chosen system.

As the scope of the Recommendation is thus wider than that of the chosen system, the
Commission's evaluation accordingly relates to the wider implementation of e-voting in Ireland and
not only to assessing the chosen system as a replacement for the paper system. This evaluation is

accordingly presented separately from the comparative assessment of the chosen system and the

paper system in Part 5.

Although it is not binding, the Recommendation, described by the Council of Europe as "the first
international legal text on e-voting", is nonetheless a valid (and currently the only) internationally
agreed point of reference in terms of emerging e-voting standards and the general requirements for
implementing e-voting systems.
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The Council of Europe Recommendation

The Council of Europe is an international organisation based in Strasbourg, consisting of 46

European member slates based on the principle of the rule of law and the guarantee of fundamental

human rights and freedoms to their citizens. The Council of Europe was responsible in 1950 for the

European Convention on Human Rights, a charter which serves as the basis for the European Court

of Human Rights. The Committee of Ministers is the Council of Europe's decision-making body

comprising the Foreign Affairs Ministers of all the member states, or their permanent diplomatic
representatives in Strasbourg.

Adopted by the Committee of Ministers on 30 September 2004, the Recommendation sets out a

blueprint for governments currently using, or planning to use, electronic voting for elections and

referendums. It is based on experience gathered by the Council of Europe through pilot projects in

several member states, as well as knowledge from legal and technical experts from nearly all 46

member states of the Council of Europe. Member states are to keep under review their policy and

experience of e-voting and report within two years to the Council of Europe Secretariat.

The Recommendation incorporates guidance on how to design, implement, operate and supervise e-

voting systems to ensure that they are as reliable and secure as traditional paper-based methods. It

emphasises the need for new voting methods to meet the democratic principles of universal and

equal suffrage, as well as for free and secret ballots, and for electronic systems to be robust,

transparent and accessible. In addition to the core e-voting functions of vote recording and vote

counting, the Recommendation also addresses related issues such as registration and authentication

of voters, notification of elections, nomination of candidates and provision of information to voters.

In general terms, it recommends that:

• e-voting shall respect all the principles of democratic elections and shall be as reliable and

secure as elections which do not use electronic means;

• the interconnection between the legal, operational and technical aspects of e-voting set out

in the Recommendation must be taken into account when applying the Recommendation;

• while they are not required to change their voting procedures, member states should

consider reviewing their relevant domestic legislation in the light of the Recommendation;

• member states should keep under review their policy and experience of e-voting and report

thereon within two years to the Council of Europe Secretariat.

Specifically, the Recommendation calls on the governments of member states to ensure that their e-

voting systems meet the standards and requirements set out in three appendices to the

Recommendation and relating to legal, operational and technical aspects of e-voting.

The full text of the Recommendation, including the appendices relating to legal standards,
operational standards and technical requirements is set out in Appendix 6.
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6.2 Approach to Evaluation

This section describes the structure of the Recommendation and the approach taken by the

Commission in evaluating the compliance of e-voting in Ireland with the standards and

requirements of the Recommendation.

Structure of the Recommendation

The legal and operational standards and technical requirements of the Recommendation comprise

112 individually numbered measures, together with an additional (unnumbered) general technical

requirement, making 113 in total. These measures are categorised as follows:

• Legal Standards (35 measures)

o   Principles (Universal Suffrage, Equal Suffrage, Free Suffrage, Secret Suffrage)

o   Procedural Safeguards (Transparency, Verifiability, Accountability, Reliability, Security)

• Operational Standards (25 measures)

o Notification
o Voters

o Candidates

o Voting

o Results

o Audit

• Technical Requirements (53 measures)

o General

o Accessibility

o Interoperability

o Systems operation

o Security (General, Pre-voting, Voting, Post-voting)
o Audit (General, Recording, Monitoring, Verifiability, Other)

o Certification

Evaluation Criteria

Compliance with the measures of the Recommendation is evaluated on the basis of a six-point scale

according to the following criteria:

Excellent The implementation of e-voting in Ireland perfectly complies with the

standard or requirement

Very Good      The  implementation of e-voting in Ireland meets the standard or

requirement almost completely

Good The implementation of e-voting in Ireland generally meets the standard

or requirement
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Fair The  implementation of e-voting  in  Ireland meets the standard or

requirement but incompletely

Poor The implementation of e-voting in Ireland only minimally addresses the

standard or requirement and nearly fails to meet it

Fail The implementation of e-voting in Ireland completely fails to meet the

standard or requirement

N/A The standard or requirement is not applicable to the implementation of

e-voting in Ireland (for reasons set out in section 6.3)

The results of the Commission's evaluation on this basis are summarised in section 6.3.
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6.3 Evaluation of Compliance

The Commission's evaluation of compliance with the Recommendation is summarised in this

section with reference to each individually numbered measure of the Recommendation as set out in

Appendix 6.

Non-Applicable Measures

In addition to measures relating to the electronic processes for vote recording and vote counting, the
Recommendation also includes measures relating to other electoral procedures that may be
conducted electronically, such as notification of elections, nomination of candidates, registration

and authentication of voters and provision of information to voters. Although these are relevant to

e-voting generally, they are, in effect, optional for implementation by member states and are not an

integral part of the Irish implementation of electronic voting using the chosen system. These

measures have been excluded from the Commission's evaluation.

Additionally, some of the measures relate to alternative "channels" or methods of voting (such as
remote on-line voting via the internet), while others envisage different types of channel being
available in parallel. Neither remote voting nor voting by different channels (other than in the case
of postal voters as described in Part 5) is envisaged by the Irish implementation. These measures

have also been excluded from the Commission's evaluation.

A further particular class of measure concerning audit has also been excluded. While the principal
audit measures of the Recommendation have been included for evaluation, a number of measures

relate to consequential matters which assume the existence of levels or types of audit information

that are not present in the Irish implementation of e-voting using the chosen system.

The following measures of the Recommendation, comprising 27 in total, have accordingly been
excluded from the Commission's evaluation of e-voting in Ireland in the specific context of the

chosen system:

• electronic registration and identification of voters (Nos. 2, 39, 40, 41, 78, 86, 88, 94);

• electronic nomination and notification of candidates (Nos. 42, 43, 49,82, 87);

• remote and multi-channel e-voting (Nos. 4, 6,44, 45, 50, 51);

• inapplicable audit measures (Nos. 60, 105, 106, 110);

• electronic notification and timetabling at elections (Nos. 36, 37);

• use of election mark-up language (Nos. 67, 68).

Summary of Compliance (Applicable Measures)

With 27 of the original 113 measures of the Recommendation being deemed not applicable for the

purposes of the Commission's evaluation, the compliance levels in respect of the remaining 86
measures are set out below according to the evaluation criteria outlined in section 6.2. For the
purposes of this summary (and in the subsequent analysis of the results of the evaluation) these
remaining 86 measures are regarded as comprising 100% of the applicable measures evaluated by

the Commission.
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Summary of Compliance Levels

Compliance Level        Frequency %

Excellent 10 12
Very Good 18 21
Good 14 16
Fair 17 20
Poor 12 14

Fail_[5_T7
Tola! 86 100

It is important to note that no conclusion can be drawn simply on the basis of the number, or
percentage, of measures in respect of which the implementation of e-voting in Ireland is recorded

here as being compliant or non-compliant with the Recommendation or otherwise. Each individual

measure has its own particular significance and value within the wider context of the chosen system

as a whole and the arrangements for its deployment and the overall levels of compliance must be

considered in light of this. The Commission has also taken account of this in recording its

observations on e-voting best practice in section 6.4 below.

Areas of Compliance (48%)

The level of compliance was evaluated as "excellent" in respect of 10 measures, "very good" in

respect of 18 measures and "good" in respect of 14 measures. The implementation of e-voting in

Ireland is accordingly deemed to be compliant with the Recommendation in the following respects

(relevant measures have been grouped together and summarised for the purposes of description):

Legal Standards

• Voter anonymity and secrecy of the voting process (Nos. 16, 17,18,19)

• Segregation of voter authentication data from vote data (No. 35)

• Clarity and ease of use; avoidance of manipulative influence (Nos. 1, 5, 7, 9,11,12,14)

• Opportunities for voter familiarisation (No. 22)

• Facilitation of partial or complete re-run of election and possibility for re-counts (Nos. 26, 27)

• Disclosure of components for verification purposes (No. 24)

• Prevention of precipitate or unintentional voting (No. 10)

Operational Standards

• Voter guidance and orientation on voting process (Nos. 38, 46, 47, 48)

• Removal of voter preferences from display once vote is cast (No. 52)

• Preservation of secrecy during handling of votes prior to counting (Nos. 53, 54)

• Recording of count results and facilitation of observation (Nos. 55, 56, 57)

Technical Requirements

• Assessment and management of risks (Additional Technical Requirement70)

• Presentation of voting options to voter (No. 65)

' See additional (unnumbered) general technical requirement between Nos. 60 and 61
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• Contingency and backup arrangements (Nos. 70, 71)

• Data availability and avoidance of permanent data loss (Nos. 77, 99)

• Ballot authenticity and validity, voter anonymity, vote recording (Nos. 90, 91, 93. 95. 96)
• Accurate counting of votes and reproducible counting process (No. 98)

• Recording of audit data sufficient to observe and confirm processes comply with law (Nos.
103, 104)

• Ability to participate in development of international e-voting standards (No. 112)

Areas for Improvement (21%)

The level of compliance was evaluated as "fair" in respect of 17 measures. It is suggested that

further work will be required in order for the implementation of e-voting in Ireland to be compliant

with the Recommendation in the following respects (relevant measures have been grouped together

and summarised for the purposes of description):

Legal Standards

• Measures to ensure availability of services and to avoid malfunction or attack (No. 30)

• Reliable incorporation of postal (paper) votes in the count (No. 8)

• Information measures to ensure voters understand and have confidence in system (Nos. 20, 21)

• Facilitation of disabled voters (No. 3)
• Access and staffing controls (Nos. 32, 33)

Operational Standards

• Votes affected by any irregularity to be recorded as such (A'o. 58)

Technical Requirements

• Procedures to check, approve and monitor correct operation and adequate backup (Nos. 72, 73)

• Secure storage of equipment and data; incident reporting and disaster recovery (Nos. 75, 76)

• Provision and independent assessment of time-marked audit and observation data (Nos. 84, 85)

• Sufficiency of means to prevent modification of votes during voting (A'o. 92)

• Self checking for correctness and availability (A'o. 79)

• Controls on access to services (A'o. 80)

Areas of non-Compliance (31%)

The level of compliance was evaluated as "poor" in respect of 12 measures and "fail" in respect of
15 measures. The implementation of e-voting in Ireland is accordingly deemed to be non-compliant
with the Recommendation in the following respects (relevant measures have been grouped together

and summarised for the purposes of description):

Legal Standards (Principles):

• Allowing voters to record null or blank votes (A'o. 13)

• Prevention of changing of votes once cast (A'o. 75)

Eegal Standards (Procedural Safeguards):
• Independent verification of correct equipment functioning and security measures (A'o. 25)
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• Reliability and security; encryption of votes (Nos. 28. 34)

• Adequate testing before use to ensure genuineness and correct operation (No. 31)

• Transparency of processes (No. 23)

• Avoidance of fraud or interruption affecting system while in use (No. 29)

Operational Standards:

• General requirement for e-voting system to be auditable (No. 59)

Technical Requirements;

• Security (General): protection of authentication data; event recording for observation (Nos.

81, 83)

• Security (Voting): integrity and authentication of data (Nos. 89, 97)

• Control procedures on technical operations and equipment changes (No. 74)

• Certification processes for testing and certification of components (No. Ill)

• Implementation of end-to-end audit features to facilitate oversight and verification71 (Nos.

100. 101, 102. 107, 108,109)

• User involvement in design and compatibility with technologies for the disabled (Nos. 62, 64)

• Accessibility of services to all voters and provision of alternative voting methods (Nos. 61, 63)

• Component interoperability, publication of software lists, updated protection software (Nos.

66, 69)

Audit: it should be noted that the Recommendation docs not require voter verifiable audit or a paper trail
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6.4 Observations on e-Voting Best Practice

This section sets out the Commission's observations arising from its evaluation of the

implementation of e-voting in Ireland using the chosen system, having regard to the

Recommendation Rec(2004)l I of the Committee of Ministers of the Council of Europe agreed in

September 2004.

While a number of recommended measures were deemed not to be applicable for the purposes of its
evaluation, the Commission notes that the implementation of e-voting in Ireland using the chosen
system is compliant in many areas with the Recommendation and can, with some further work,
achieve improved compliance in other areas. However, the evaluation has also identified areas of
non-compliance under all three categories of measure contained in the Recommendation, namely,

legal standards, operational standards and technical requirements.

The areas of compliance highlighted by the Commission's evaluation include the following features

of the chosen system and the arrangements for its deployment:

• preservation of voter anonymity and secrecy of the ballot during voting and counting stages;

• ballot authenticity and accurate recording of votes cast;

• availability and avoidance of permanent loss of data;

• contingency and backup arrangements;

• ease of use for voters and optimal presentation of voting options;

• recording and observation of counting process;

• facilitation of partial or complete re-run of whole election or counting process;

• voter guidance and orientation and opportunity for familiarisation;
• assessment and management of risks.

The Commission recognises that these are important and materially significant features of the

overall implementation of e-voting in Ireland involving the chosen system.

The areas of non-compliance, or in need of improvement, as highlighted by the Commission's

evaluation are consistent with those areas for improvement already highlighted in the Commission's

work as reported in Parts 3, 4 and 5, including as regards the following:

• the need for independent verification, testing and certification of the chosen system;

• security measures within and around the system;

• procedural controls and staffing requirements;

• data security and the use of encryption.

The following issues concerning the chosen system and the arrangements for its deployment which
previously emerged peripherally in the Commission's work have also been brought more to the

forefront by the evaluation:

• implementation and facilitation of independent observation and audit;
• accessibility and provision of alternative voting methods for disabled persons;

• allowing null or blank votes.
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Arising from the Commission's work in Parts 3. 4 and 5 in relation to technical, operational and

comparative aspects of the chosen system and the arrangements for its deployment, the further work

that would be necessary in order to meet the standards and requirements of emerging international

best practice on e-voting as represented by the Recommendation would include:

• the modification and further analysis of the hardware and software of the chosen system

followed by independent testing and certification;

• the review and enhancement of the operational procedures for its deployment and use.

Amendment of the electoral law would also be required in order to comply fully with certain

aspects of the Recommendation.

While the Recommendation affords prominence to the issues of secrecy and accuracy ("security and

reliability") falling within the scope of the Commission's work, it is also a useful indicator of the

broader range of considerations on which the introduction of any e-voting system should be based.

These include considerations of cost, speed, accessibility, diversity of voting methods, enhanced

voter participation and independent verification. Where possible and where relevant to its terms of

reference, the Commission has acknowledged these considerations in its comparative assessment of

the chosen system and the paper system in Part 5 and (as regards issues not specifically relating to

secrecy and accuracy) in Appendix 5A.

In view of the constraints identified by the Commission in section 6.1 concerning the full

application of the Recommendation to the implementation of e-voting in Ireland, the Commission's

evaluation must be viewed as merely a first step in identifying and highlighting, with regard to

emerging best practice, areas for improvement in the deployment of the chosen system and in
signposting the future direction of e-voting in Ireland.
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Introduction (Part 7)

This part summarises the Commission's work (section 7.1) and conclusions (section 7.2) in relation

to various aspects of the chosen system as described in the preceding parts of this report and sets out

the Commission's overall conclusion (section 7.3) on the secrecy, accuracy and testing of the

chosen system.

7.1 Work of the Commission (Part 2)

Role of the Commission

The Commission's terms of reference require it to consider the secrecy and accuracy of the chosen

system, to review the testing already carried out and to carry out a comparative assessment of the

chosen system and the paper system of voting. The Commission has not been specifically asked to

test, prove or conclusively verify the chosen system, but rather, in the context of reporting on its

secrecy and accuracy, it may review the tests already carried out and carry out its own further tests.

These requirements have informed the scope and direction of the Commission's work while

responsibility for policy and administration of electronic voting, including the carrying out of
testing necessary to prove or verify the chosen system, remains a matter for the Government, the

Department and returning officers.

Standards of Secrecy and Accuracy

Secrecy of the ballot as required by the Irish Constitution has been held by the Courts72 to mean that
the ballot is secret to the voter - "complete and inviolable secrecy" and includes the particular

requirement that it must not be possible for the voter to be able to prove how they have voted.
Acknowledged subsequently in sections 137 and 162 of the Electoral Act 1992, this standard of
secrecy has been adopted by the Commission in its work.

Electronic processing systems can, when functioning correctly, achieve standards of accuracy that
are considerably higher than the equivalent manual systems. In a critical process such as voting at
national elections, it is to be expected that the highest possible standards of accuracy (i.e. closely
approaching 100%) should be achieved in the electronic recording, handling and counting of votes
and this is the standard of accuracy that has been adopted by the Commission in its work.

Approach to the Work

While analysis and testing of the chosen system were clearly carried out by the Manufacturers, the
Department and others during the development and adaptation of the chosen system for use in
Ireland prior to the appointment of the Commission, different parts of the system were reviewed by
different independent bodies, both within Ireland and internationally. None of these bodies was
asked to take a view of the chosen system as a whole, incorporating all relevant aspects of its

72 McMalum v Attorney General [1972] IR 69, (1972) 106 ILTR 89.
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hardware and software components, its physical environment and the operational arrangements for

its use.

This led the Commission to take a broad view of the system within the particular scope of its terms

of reference. In taking this broad view, the Commission has had regard to the key principles (hat

any system is "more than the sum of its component parts" and is "only as strong as its weakest

link".'

Software Assurance

As the chosen system relies substantially on the correct functioning of its software to achieve its

purpose, a particular focus of the Commission's work has been to investigate the quality of this

software in order to determine that it can be relied upon to achieve that purpose with the requisite

levels of secrecy and accuracy. Translated into software engineering terms, this requirement is

expressed as assuring the "trustworthiness" or "reliability" of the software by confirming, with
reference to its prescribed requirements, specifications and other indicators, that it behaves as it is

intended to and that it displays no unintended behaviour.

The Commission has determined, having regard to the democratic, social and economic

consequences of failure in a system that would be deployed in the critical tasks of recording and
counting votes at public elections, that the standards of software engineering necessary to ensure

that the overall goals of secrecy and accuracy are met by such a system are those applicable to a
"mission critical" system, that is, a system in which failure can impact on the wellbeing of people
who rely on it but who are not necessarily responsible for its failure.

The steps that can provide preliminary indicators regarding the reliability of the software of the
chosen system have now been taken by the Commission as described in Part 2.

Overview of the Work

The Commission's work programme for the purposes of this report has included work in the
following areas:

• Software Assurance (Part 3): Investigation of the quality and reliability of the software, having
regard to its defined requirements and specifications, the design and development process, the
system documentation and the source code.

• Hardware Security (Part 3): Usability analysis and assessment of the security of the hardware

components by inspection, modelling and structured analysis methods and in the context of their
use at elections in Ireland.

• Testing (Part 3): Extension of the Commission's previous testing of the vote counting software

from 10,000 to 100,000 sample election test cases; testing of the hardware for susceptibility to
hacking, electromagnetic eavesdropping or interference and power supply disruptions.
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• Physical Security (Part 4): A "life-cycle" review of the physical and operational security

arrangements for the design, development, manufacture, transport, storage, deployment and use
of the chosen system.

• Comparative Assessment (Part 5): Identification and comparative assessment of secrecy and

accuracy criteria as between the chosen system and the paper system of voting in Ireland.

• e- Voting Best Practice (Part 6): Evaluation of the overall implementation of electronic voting in

Ireland with reference to the legal, operational and technical measures contained in the 2004
Council of Europe recommendation on electronic voting.

The full details of this work, together with the Commission's findings, conclusions and

observations arising from the work are set out in the relevant parts of this report as indicated in each

case above. The conclusion of each part is also reproduced in section 7.2 below.

During the periods that preceded and followed the 10-month timeframe of the work outlined above,

the Commission was fully engaged in preparatory and concluding activities concerning its work. A

significant amount of this effort was directed to overcoming the constraint, identified in the

Commission's earlier reports7', whereby it had not previously been possible for the Commission to

obtain access to the full source code of the chosen system, as well as other intellectual property of

the Manufacturers. Moreover, it was necessary for the Commission to ensure that all aspects of its

work were undertaken with due care and to a high standard.

Following completion of the Commission's work, the Manufacturers and the Department were

invited to review and comment on the Commission's draft report. Where it was found appropriate

or necessary, their observations on specific points have been accepted by the Commission and are

incorporated in this report. Any other observations on specific points that were not accepted by the

Commission or that did not require to be accommodated (being by way of commentary, additional

information or clarification only) have been included at Appendix 7 to this report.

Methodology

Persons and bodies having specialist expertise in areas including electoral law, information

technology and information security were engaged by the Commission to advise and assist it in its
work as provided in its terms of reference and in accordance with relevant public procurement

procedures.

The Commission considered it necessary and appropriate that its work be carried out in a manner
that was free from interruption, influence or interference, and accordingly determined that it would
continue to meet and work in private to prepare this report as it had done for the purposes of its

earlier reports.

' Firs) Report of the Commission on Electronic Voting. December. 2004: Part 2 p.31.
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7.2 Summary of Conclusions (Parts 3, 4 and 5)

This section summarises the Commission's conclusions arising from its work in relation to

technical, operational and comparative aspects of the chosen system as described in the preceding

parts of this report.

7.2.1 Technical Aspects and Testing (Part 3)

On the basis of its consideration of technical aspects and testing of the chosen system74, as

described in Part 3, the Commission concludes as follows:

Hardware

The main hardware components of the system, namely the voting machine, the

programming/reading unit and the ballot module are of good quality and design. They are robust

against failure and are well suited to their purpose. Further investigation, refinement, testing and

independent certification of these components would however be necessary before they could be

recommended for use at elections in Ireland. Specific areas for improvement include user access

controls and device authentication measures on the voting machine and programming/reading unit

and data integrity and security measures on the ballot module.

The measures implemented to secure the hardened PC on which the election management (Delphi

code) software would be installed and used to configure elections and to count the votes are

inadequate and would need to be reviewed and strengthened in light of the Commission's

conclusion further below regarding that software.

The Commission's work has indicated improvements, many of which involve only relatively minor

modifications or additions to the system, that would be necessary in order to address these issues

before the mam hardware components of the system can confidently be used at elections in Ireland.

Software

The embedded C code software within the voting machine and programming/reading unit is of an

adequate standard and, while it is not of mission critical standard, there is evidence to suggest that it

has been developed according to a recognisable structured design process that is broadly in

accordance with industry best practice. Further investigation of its behaviour, followed by

refinements of its functions, further testing and independent certification would be necessary before

hs reliability could be confirmed beyond reasonable doubt for use at elections in Ireland. Specific

areas for attention include those aspects of the software that govern the user interface of the voting

machine and those that govern data security measures on the programming/reading unit and ballot
module. These issues can be easily addressed by modifications to the software itself.

74 The main components of the chosen system referred to in these conclusions are illustrated for reference in Appendix I
and a technical description of the system is provided in Appendix 3.
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The election management (Delphi code) software installed on the hardened PC and used to prepare

elections and to aggregate and count the votes has not been developed in accordance with any

recognisable standard process and is thus unlikely to be capable of meeting the high standards of

software engineering that would be required in a mission critical system. Design weaknesses,

including an error in the implementation of the count rules that could compromise the accuracy of

an election, have been identified and these have reduced the Commission's confidence in this

software.

This finding is significant in view of the critical role of the election management (Delphi code)

software in configuring all of the other hardware devices and peripherals within the system at

elections and its role in handling all election data, including votes. Furthermore, the fact that errors

have been found in those parts of the software that have been examined and tested by the

Commission raises the question of whether errors may also exist in other parts of the software that

are less amenable to such examination and testing.

Given the Commission's findings about the inadequacies of the development process for the

election management (Delphi code) software, and the functional errors and other weaknesses that

continue to emerge it is unlikely that this software could be feasibly amended to enable its

reliability to be confirmed. Accordingly, the Commission does not recommend the use of the

election management (Delphi code) software at elections in Ireland but notes that it is likely that

alternative election management software, compatible with the hardware and embedded C code

software of the system, could be developed at a reasonable relative cost.

Peripherals

While the ballot module is robust and generally well suited to its purpose, the measures for ensuring
the security of the sensitive data stored on it could be improved by the implementation of enhanced
data security measures to give greater confidence in the integrity of the system.

The widespread use of CDs, in the manner currently proposed, to transfer sensitive election data,

including votes, between centres is not sufficiently secure and represents a potential risk to the
accuracy of elections. The use of CDs in this context and the application of appropriate security
measures should be rigorously reviewed and strengthened in the light of the Commission's
conclusions above in relation to the election management (Delphi code) software and the hardened

PC.

The Commission has recommended data encryption and cryptographic signing of data as measures
that can enhance the integrity and security of votes contained on ballot modules and CDs. Such

measures can be implemented in ways that are transparent to users and operators of the chosen

system and that will not impact on its simplicity or ease of use.

Security

The measures provided within the system as a whole to restrict access to its services, to enable
operators and observers to check that the software and hardware versions are correct, and to protect

against unauthorised access and/or alteration of data (including software and votes), are less
rigorous than would be appropriate for the protection of sensitive data in a mission critical system.
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There is. as a consequence, heavy reliance on the integrity of administrative procedures for the

secure deployment of the system. It is desirable that greater protection against unauthorised access
and interference should be afforded by the system itself in the first instance, including by means of
enhanced access controls and independent software and hardware verification procedures.

These issues can also be addressed by relatively minor modifications or additions to the existing
components of the chosen system.

Testing and Independent Verification

The testing of the system as a whole carried out to date, as well as the investigation, analysis and

independent testing and certification of its individual components, is insufficient to provide a secure
basis for the use of the system at elections in Ireland. There is thus a need for comprehensive,
independent and rigorous end-to-end testing, verification and certification by a single accredited

body of the entire system as proposed for use in Ireland. While the Commission's work has laid the

foundations for this process, more work will be required in this area.

7.2.2 Physical and Operational Security Aspects (Part 4)

The Commission recognises that success in ensuring the secure and reliable conduct of elections in

Ireland to date using the paper system has been due largely to integrity and commitment on the part

of the people involved at all levels of election administration. Substantial and genuine effort has

also been expended and a significant amount achieved to date in many areas concerning the

adoption of the chosen electronic system.

Following the assessment in Part 4 of the physical and operational security of the chosen system by

auditors appointed by the Commission, the Commission has noted the following areas for further

improvement:

• the wide variation across constituencies in the proposed or actual physical and operational

security measures for the management of the chosen system as a distributed system;

• the consequent need for clear policy guidance on the minimum security requirements for the

custody, storage, transport, set-up, use and disposal of electronic voting equipment and data

in order to bring enhanced clarity and consistency in the measures implemented across

constituencies;

• the particular need for the security of voting machines to be completely assured at all times

once they have been programmed for use;

• the insecurity of the methods for supplying and distributing the election management

(Delphi code) software and the inadequacy of the controls on the installation, access and use

ofthat software exclusively on the hardened PC;

• the need for enhanced data and physical security measures to be developed and implemented

in the transport of votes and other election data on ballot modules and CDs;
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• the need for the establishment by the Manufacturers and the Department of comprehensive

electronic registers in respect of the identity, location and movement of all items of

electronic voting equipment;

• the need to introduce appropriate documentary controls on the custody and movement of

equipment and data, both at and between elections.

The Commission accordingly concludes that the concerns identified above will require to be

adequately addressed before the overall physical and operational security associated with the

manufacture, transport, storage and deployment for use of the chosen system can meet the

requirements of accepted best practice.

The Commission has noted that attention to most of these physical security issues would not require

any modification to the chosen system, but would nonetheless contribute very significantly to its

overall security.

7.2.3 Comparative Assessment with Paper Voting (Part 5)

On the basis of the Commission's consideration in Part 5 of attributes and risks as between the
chosen system and the paper system, and having regard also to their relative rankings as suggested

by the risk assessment carried out by the Commission, it is concluded that:

• issues of accuracy arise in relation to both systems while issues of secrecy are relatively

insignificant under both systems;

• the chosen system has the potential to be superior to the paper system in many significant

respects concerning its accuracy;

• both systems are broadly similar in terms of secrecy and, while the chosen system can be

improved to match the high standard of secrecy offered by the paper system, it is unlikely to

exceed this standard;

• the achievement of the full potential of the chosen system in terms of secrecy and accuracy
depends upon a number of software and hardware modifications, both major and minor, and

more significantly, is dependent on the reliability of its software being adequately proven.

The Commission accordingly concludes that, when compared in terms of secrecy and accuracy, the
existing paper system is moderately superior overall to the chosen electronic system as currently

proposed for use in Ireland (and in some respects only marginally so). However, the Commission's
work has highlighted modifications to the chosen system and the procedural arrangements for its
deployment, together with further software analysis and testing of the system as a whole that could

potentially remedy this situation.

The aspects of the chosen system that require modification in this respect have been highlighted
specifically in Part 5 in terms of secrecy and accuracy and in Parts 3 and 4 as regards technical and
operational aspects that have a bearing on its secrecy and accuracy. They are also reflected in the

Commission's recommendations in Part 8.
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faking account of the ease and relative cost of making some of these modifications, the potential

advantages of the chosen system, once modified in accordance with the Commission's

recommendations, can make it a viable alternative to the existing paper system in terms of secrecy
and accuracy.
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7.3 Overall Conclusion

Based on the results of its work to date in relation to technical, procedural and comparative aspects

of the chosen system, and recognising that the chosen system can potentially enhance and deliver

real efficiencies in the administration of elections in Ireland (as demonstrated by systems based on

the same design and used elsewhere for some years), the Commission concludes that it can
recommend the voting and counting equipment for use at elections in Ireland, subject to further

work it has also recommended, but that it is unable to recommend the election management

software for such use.

Further work is also required in relation to the security and operational arrangements for the use of

the system as a whole. The enhancement of these administrative arrangements can contribute

significantly to the overall security of the chosen system without requiring any modification to the

system itself.

Further development, testing and analysis of the system, followed by independent certification of its

suitability are thus necessary before it can confidently be used at elections in Ireland. Desirable also

in this context would be the development of Irish standards for e-voting in keeping with emerging

international best practice and the assignment of responsibility to a single body within Ireland for

ensuring that these standards are met.

Areas for improvement in the technical and operational aspects of the system have accordingly been

highlighted by the Commission and it has made recommendations concerning the work that is

necessary to address these. Approaches to further development, testing and analysis of the system

have also been recommended with a view to providing the necessary assurances that the system is

reliable.

Subject to this work being carried out in accordance with the recommendations of the Commission,

it is likely that the chosen system can be deployed and used with confidence in the future.

In presenting its report at this time, the Commission believes that the technical and other knowledge
and information about the chosen system obtained during the preparation of this report can
contribute to any decisions that may be taken regarding the future development and use of
electronic voting in general, and the chosen system in particular, at elections in Ireland.

193



P"rt 7 Second Report of the Commission on Electronic Voting

194



Secrecy, Accuracy and Testing of'the Chosen Electronic Voting System Part 8

Part 8

Recommendations on

the Chosen System

195



Part 8 Second Report of the Commission on Electronic Voting

196



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System Part 8

Introduction (Part 8)

This part contains the Commission's recommendations arising from its work in relation to the

secrecy and accuracy of the chosen system as currently proposed for use.

The findings and conclusions of earlier parts of this report are reflected and prioritised for action in

these recommendations while the Commission also makes further recommendations in Part 9

concerning alternative or complementary measures to enhance the secrecy and accuracy of the

system.

Recommendations

The Commission recommends that the following steps are necessary, as a minimum, to ensure and

confirm the secrecy and accuracy of the chosen system before it could confidently be used at

elections in Ireland:

Hardware, Software and Peripherals

R.l: Protections against potential vulnerabilities or weaknesses of the voting machine,

programming/reading unit and ballot module identified by the Commission (section 3.2)

should be placed beyond doubt by further independent analysis and testing of the embedded

C code software (section 3.3.1) that governs their functions.

R.2: Although such use is not recommended by the Commission, any proposed use of the election

management software (Delphi code) would need to be accompanied by either-

• the implementation of additional measures to enable independent audit of its critical

functions before, during and after the poll, or

• the parallel running of another system to verify the correct operation of those functions.

R.3: The technical arrangements for the use of the hardened PC as a platform for administering
elections should be reviewed and strengthened in view of the issues raised in section 3.2.4.

R.4: The technical arrangements for the use of CDs to transport sensitive election data (including
votes in bulk) should be reviewed and strengthened in view of the issues raised in section

3.2.5.

R.5: Measures should be introduced to allow the authenticity of the hardware and software
components of the system to be independently verified by operators and observers.

R.6: Enhanced controls should be implemented within the software and hardware to restrict
access to the services of the system to authorised operators and voters.

R.7: Modifications to the hardware and software components of the system that are necessary to
implement the above recommendations should be carried out.

197



PartS Second Report of the Commission on Electronic I oting

R.8: Areas where system documentation is not in conformity with actual hardware and software

devices as deployed for use in Ireland should be addressed.

Usability

R.9: Usability issues identified by the Commission concerning the interaction between voters and

the voting machine interface and that may potentially affect secrecy or accuracy at elections
should be addressed.

Data Security

R.10: The security of sensitive election data (including votes) contained on ballot modules and

CDs should be enhanced through the use of encryption (to maintain confidentiality of the
data) and cryptographic signing (to protect against any attempted alteration).

Physical and Operational Security

R.ll: Standard minimum security requirements should be defined and implemented for the

storage, set-up, transport and use of voting equipment by returning officers across all
constituencies.

R.l2: Specific attention should be paid to the security of programmed voting machines and of

ballot modules and CDs containing sensitive election data (including votes) in the periods
immediately prior to, during and immediately after the poll.

R.13: Ballot modules and CDs containing votes cast should be accompanied and/or physically
protected from interference at all times while in transit and their movements and transfers of
custody should be documented.

R.14: The security of the methods for transmitting and distributing new releases of the election
management software between the Manufacturers, the Department and returning officers
should be reviewed and enhanced.

R.l5: The existing security arrangements for international transportation of voting equipment

between Ireland and Holland by third party carriers and, in particular, the arrangements for
collection and distribution to local centres in Ireland should be reviewed and enhanced.

R.l6: A central asset register in electronic format should be established and maintained to record

and manage the ownership, location and movement of electronic voting equipment across all
constituencies.

R.17: The levels of resourcing and guidance that are available to returning officers should be
reviewed in light of the differences in physical security requirements between paper voting
and electronic voting as highlighted by the Commission.
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Testing and Independent Verification

R.18: Verification of the entire system and the assurance of its suitability for use at elections in

Ireland should be sought from a single independent body duly qualified and accredited to

carry out the necessary analysis and testing activities.

R.19: The documented requirements and specifications of the system should be independently

reviewed to ensure that they provide an adequate expression of its intended purpose and a

clear description of its functions against which the system can be independently analysed

and tested.

R.20: Following any modifications of the software and hardware components, rigorous

independent analysis and end-to-end testing will be needed to confirm that the system

behaves as intended and has no unintended behaviour.

R.21: Secure methods should be devised, in cooperation with the Manufacturers and the

independent testing body, to facilitate rigorous testing of the entire system.

General

These recommendations, together with the full details of the work carried out by and on behalf of

the Commission should be submitted by the Department for independent technical and operational

review and advice prior to implementation.
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Introduction (Part 9)

This part contains the Commission's recommendations for alternative or complementary measures

that can enhance the secrecy and accuracy of the chosen system and to underpin the future

development of electronic voting in Ireland.

The Commission's recommendations arising from its work specifically in relation to the secrecy

and accuracy of the chosen system as currently proposed for use were outlined in Part 8.

Recommendations

Electronic Voting Options

In addition to the specific recommendations concerning the chosen system in Part 8, the

Commission further recommends that the following additional steps are highly desirable and would

enhance the secrecy and accuracy of the chosen system and the levels of confidence surrounding its

use at elections in Ireland:

Software and Hardware

R.22: Alternatives to the election management software should be explored, having regard to the

following desirable characteristics:

clear definition of requirements and specifications,

a robust and formal approach to design and development,

appropriate software platform,

integration with existing and future hardware technologies,

separation of critical concerns (election management, count rules, vote file, etc.),

déployable in any combination of elections without modification.

appropriate maintenance and version control methodologies,

key design elements should remain stable between elections,

structured so as to facilitate essential design changes without requiring full re-testing,

data, etc., that are subject to change should be maintained separately.

R.23: In exploring alternatives to the election management software, the use of open source
methods, to an appropriate degree, should be considered as a way to harness and synergise
the considerable levels of interest in electronic voting and elections in Ireland with abundant

and freely available software engineering expertise.

R.24: The feasibility of implementing enhanced levels of audit within the hardware of the chosen
system should be explored, including by means of the printer already present in the voting
machine or by the further adaptation of the voting machine.
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R.25: Alternative technologies, or alternative formats of PC technology, to the hardened PC in the

format currently proposed as a platform for administering critical election management

functions and handling and counting votes should be explored.

Specific Secrecy and Accuracy Issues

R.26: The Irish vote counting rules as used in electronic voting should be changed (for example to

a version of the Gregoiy counting rules) to provide a more accurate method of vote counting

than currently applies due to random sampling under the current rules, thus maximising the

potential for increased levels of accuracy inherent in electronic counting systems.

R.27: Alternative manual vote recording methods (such as optical character recognition and other
scanned-in ballot formats) that are compatible with electronic counting methods should be

provided for postal voters so that their votes can be incorporated in the electronic count with
greater accuracy and secrecy.

Accessibility and Noter Options

R.28: Alternative electronic voting methods should be provided to ensure secrecy and ease of

voting across a broader range of voters with disabilities.

R.29: The voting machine interface should be modified so as to allow the option of casting blank
or null votes uniformly and anonymously as under the paper system.

Requirements, Specifications and Transparency

R.30: Publication or public inspection of the source code of the chosen system would allow a more

open review of the system by computer experts and would facilitate informed debate, greater
understanding and confidence in the system among the public as a whole.

R.31: Confidence in the system could be further enhanced by providing a facility for open public

testing of the vote recording software and the vote counting software via an on-line web
interface designed to simulate the hardware interfaces of the system.

R.32: Future developments of electronic voting in Ireland should be underpinned by a full and

formal process of requirements capture and functional specifications for any proposed new
system.

Physical and Operational Security

R.33: Consideration should be given to the storage of electronic voting equipment on a regional or
central basis rather than locally within constituencies as at present.
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Electronic Voting Context

The Commission also recommends that the following measures in the areas of electronic voting best

practice and electoral administration can contribute to ensuring that the requisite standards of

secrecy and accuracy are met and continue to be maintained in the deployment of electronic voting

in Ireland:

Electronic Voting Standards

R.34: In the context of future implementations of electronic voting, Ireland should continue to

participate, cooperate and contribute actively in the development of international measures

of best practice, guidance and standards in the area of electronic voting.

R.35: The compliance of electronic voting in Ireland with the non-binding Recommendation Rec

(2004)11 of the Committee of Ministers of the Council of Europe should be addressed in the
light of areas for improvement and areas of non-compliance identified by the Commission.

R.36: Pending the agreement of an internationally agreed standard on electronic voting:

• a working Irish standard in accordance with emerging best practice should be developed

and adopted, and

• an independent body should have responsibility for testing and certifying the compliance

of the hardware and software components of the chosen system in Ireland, and the

compliance of the system as a whole, with the Irish standard.

R.37: Following the agreement of an internationally agreed standard on electronic voting, and in

any case, before the future development of electronic voting in Ireland, provision should be

made for the following:

• accreditation, by the relevant Irish authorities, of a body or bodies to test and certify

electronic voting equipment for use in Ireland in accordance with recognised Irish or

internationally agreed standards,

• testing and certification, by such body or bodies, of the compliance of such equipment

with those standards,

• type approval, by the appropriate electoral authorities, for the use in Ireland of electronic

voting equipment so certified.

Electoral Administration

R.38: Consideration should be given to the need for public consultation on electronic voting in
Ireland and how the results of such consultation may inform the further development and
deployment of the chosen system or any alternative methods of electronic voting in the

future.

R.39: The development of an electronic register of voters can contribute significantly to the
accuracy of elections: however the electronic register should remain separate from electronic

voting systems in order to provide continued assurance of voter anonymity in the voting
process.
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R.40: There should he greater segregation of responsibilities for the administration of electronic

voting in the following areas currently administered by the Department:

overall policy formulation, implementation and funding,

monitoring of international best practice and developments,

official testing and type-approval of equipment,

procurement and acceptance of equipment,

direction of overall deployment,

oversight of local deployment by returning officers.

R.41: There is an increased need, in the context of electronic voting, for the establishment of a

single independent statutory electoral commission for Ireland.

Recommended previously in other official reports, such an electoral commission would be in

keeping with best international practice and would have responsibility for relevant aspects of

electoral administration and oversight currently vested in the Department, the Commission

and various other commissions, including the Standards in Public Office Commission, the
Referendum Commission and the Constituency Commission.

The responsibilities of an electoral commission should also include the development of

slandards for electronic voting, ensuring overall compliance with those standards and the
observation of elections conducted by electronic means.

General

These recommendations, together with the full details of the work carried out by and on behalf of

the Commission should be submitted by the Department for independent technical and operational
review and advice prior to implementation.
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Appendix 1

Overview of the Chosen System
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1. System Components

The Nedap-Powervote75 system as configured for use at elections in Ireland comprises the

following elements:

Voting Hardware:

Portable Voting Machine (VM) with attachccfControl Unit Ballot Module (BM)

Programming/Reading Unit (PRU) and Personal Computer (PC) Compact Oise (CD)

75 Nedap-Powervote: The voting machine, the programming reading unit and the ballot module are manufactured in Holland and

supplied by Nedap NV while the election management and counting software is produced in Holland and supplied by Powervote
Ireland. Both companies have cooperated to provide the electronic voting system chosen for use at elections in Ireland.
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2. The Voting Machine
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3. System Context

2.1 Design and Development Process 2.2 System Documentation

1.1 Voting
Machine (VM)

Module

IBM'

1.4 Programming 1.5 Hardened PC

2.3 Operating Manuals and Procedures 2.4 Physical Security Arrangements

Hardware and Software Components

1.1 Voting Machine (VM)
1.2 Embedded Software (C code)

1.3 Ballot Module (BM)
1.4 Programming/Reading Unit (PRU)
1.5 Hardened PC
1.6 IES Software (Delphi Code)
1.7 Election and Votes Files on CD

Context

2.1 Design and Development Process

2.2 System Documentation

2.3 Operating Manuals and Procedures

2.4 Physical Security Arrangements

Election Data

3.1
3.2

Election Configuration
Votes
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4. System Operation ('

The system is typically set up for use by returning officers and voters at elections in the following

manner:

Scttinn up an Election

Before Election Day:

( I ) The programming reading unit is connected to the personal

computer at the offices of the Returning Officer or

elsewhere.

(2) The Returning Officer loads the integrated election software

programme from the compact disc onto the personal

computer and configures the integrated election software

with details of the election. Copies of a replica "ballot
paper" containing the election details are printed for placing
on the panel of each voting machine in the constituency.

(3) Each ballot module to be used in the constituency is inserted

into the programming reading unit in turn and is configured

with the election details and with the delails of the polling

station and centre at winch it is to be used.

The ballot modules and the replica "ballot papers" are delivered

to the polling centres. The appropriate ballot module is inserted

into each voting machine and the ballot paper is placed under the

transparent cover of the Irani panel of the voting machine.

Conducting a Poll (Voting)

On Election Day:

(1) The voting machines arc set up as polling booths. The

machine is activated for each voter by a polling clerk via the

attached control unit.

(2) As voters casi their votes on the voting machines, the votes

arc automatically recorded on the ballot modules.

At the end of polling, backup copies are made of the votes stored

in the voting machines. The ballot modules arc removed from the

voting machines and sent to the count centre.

Counting the Votes

On or after Election Day:

( I ) Each ballot module used in the constituency is

inserted in turn into Ihc programming/reading

unit and the votes it contains are transferred
into the integrated election software running on

the personal computer to be counted (or onto a

compact disc to be counted later).

(2}   Votes are counted using the integrated election software on

the personal computer.

(3)   The results are announced aller each count and are printed

out in tabular form.

76 Confirmed by the Department of the Environment, Heritage and Local Government, December 2004.
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Electoral (Amendment) Act 2004 (May 2004) - extract

PART 3

Commission on Electronic Voting

17.—( 1 ) The Commission constituted by the Government prior to the   Commission on

passing of this Act as the Commission on Electronic Voting and    Electronic Voting.
Counting and styled in the Irish language "An Coimisiún um Vótáil

Leictreonach" and in the English language "Commission on Electronic

Voting" shall continue in being and continue to be so known and

styled (and in this Act is referred to as the "Commission").

(2) A person who immediately before the passing of this Act is the

chairperson or an ordinary member of the Commission shall continue

in office as such chairperson or ordinary member subject to and in

accordance with this Act.

18.—The Commission and its members shall be independent in the    Independence or

performance of their functions under this Part. Commission.

19.—The Commission shall consist of the following members: Membership.

(a) a judge of the High Court who shall be the chairperson of the

Commission;

(/>) the Clerk of the Dáil;

(c) the Clerk of the Seanad; and

(d) 2 other persons with knowledge or experience in the field of

information technology.

20.—(1) Where, before the reports of the Commission referred to in    Provisions in

section 21 have been presented to the Chairman of the Dáil under

section 22, the person appointed to be chairperson of the

Commission—

(a) through ill-health or other reasonable cause becomes unable to
act as such chairperson, the President of the High Court shall

assign another judge of the High Court to be a member and the

chairperson of the Commission,

(b) ceases to hold office as a judge of the High Court, the person
shall continue as such chairperson until the reports of the
Commission have been presented unless the President of the

High Court assigns another judge to be a member and the
chairperson of the Commission,

and the person so assigned shall be a member and the chairperson of

the Commission accordingly.

relation to

members
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(2) Where the holder of an office referred to in paragraph (h) or (c)
of section 19 or a person referred to in paragraph (d) ofthat section,
through ill-health or other reasonable cause, is unable to act as a

member of the Commission, or any such office is vacant, the

Government may appoint, in the case of—

(a) the Clerk of the Dáil, the Clerk-Assistant of the Dáil,

(/)) the Clerk of the Seanad, the Clerk-Assistant of the Seanad,

(c) the person referred lo in paragraph (d) of that section, another
such person,

to be a member of the Commission and the person so appointed shall

remain a member of the Commission until the reports of the

Commission are presented to the Chainnan of the Dáil under section

22.

(3) Where, before the reports of the Commission have been

presented to the Chairman of the Dáil under section 22, a person who

is a member of the Commission ceases to hold an office referred to

in paragraph (h) or (c) oí section 19, that person shall continue as a

member of the Commission until the reports of the Commission have

been presented unless the Government by order directs that the

person's successor in office or the appropriate person referred to in

paragraph (a) or (b) of subsection (2) shall be a member of the

Commission.

(4) Subject to subsections (I). (2) and (3), the Commission may act

notwithstanding vacancies in its membership.

Functions of      21.—It shall be the function of the Commission to make—
Commission.

(it) such reports as are required by the terms of reference given by

the Government to the Commission before the passing of this

Act and which terms of reference are set out in Schedule 5 to

this Act, and

(/;) such reports (if any) as may be required pursuant to section

22(5), and, for the purposes of this Act, the references in

those terms to elections shall be deemed to include references

to any other poll or polls held throughout the State on the date
concerned pursuant to any enactment.

Presentation       22.—(1) The Commission shall present the reports which it is

of reports of    required to make in accordance with section 21(a) to the Chainnan
< 'niiinission.       r,i     r\'-\

ot the Dan.

(2) The Commission shall present any report which it is required to
make pursuant to subsection (5) to the Chairman of the Dáil.
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(3) As soon as may be after the receipt of a report referred to in

subsection (I) or (2) the Chairman of the Dáil shall cause the report to

be laid before each House of the Oireachtas.

(4) Subject to subsection (5), upon the expiry of 2 months from the

presentation by the Commission of the last of the reports (the "final

report") which it is required to make in accordance with section 21(a),

the Commission shall stand dissolved.

(5) If, before the presentation of the final report, the Government by

order (which order the Government is, by virtue of this section,

empowered to make) request the Commission to make such further

report or reports in relation to such matters as may be specified in the

order, the Commission shall not stand dissolved until the presentation

of the report, or the last of the reports, pursuant to that order.

(6) An order under subsection (5) shall not have effect unless and

until it is confirmed by resolution passed by each House of the

Oireachtas.

23.—(1) The Commission may, in accordance with its terms of Commission to
reference, invite and consider submissions from the public on such 'nviteand

. . consider
basis as it may consider appropriate. submissions.

(2) The Commission shall consider submissions made to it pursuant

to this section.

24.—The Secretary General of the Office of the Houses of the   Staff and
Oireachtas shall make available to the Commission such services,    assistance,
including  the services of staff of the  Houses of the Oireachtas
Commission, as may reasonably be required by the first-mentioned

Commission.

25.—(1) The expenses of the Commission, including the reasonable Expenses,

travelling and other expenses of the members of the Commission and
expenses arising from the provision of services to the Commission
pursuant to section 24 shall, subject to such conditions as the Minister
for Finance may determine, be charged on and paid out of the Central

Fund or the growing produce thereof.

(2) Notwithstanding the provisions of any other enactment.
subsection (I) shall apply and have effect in relation to all expenses
incurred by the Commission prior to the passing of this Act and such
expenses shall be recouped from the Central Fund in accordance with
such arrangements as may be determined by the Minister for Ftnance.

(3) Section 5(3) of the Houses of the Oireachtas Commission Act
2003 shall not apply to any monies recouped pursuant to this section.

(4) The Commission shall keep all proper and usual accounts of all
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moneys received or expended by it in the performance of its

functions tinder this Part and shall comply with any direction of the

Minister for Finance as to the form and manner and period in respect

of which such accounts are to be kept.

(5) Accounts kept in pursuance of subsection (4) shall be submitted

by the Minister for Finance to the Comptroller and Auditor General

for audit and, immediately after the audit, a copy of the accounts and

a copy of the report of the Comptroller and Auditor General on the

accounts shall be laid by that Minister before each House of the

Oireachtas.

Procedure of

Commission.

26.—Subject to the provisions of this Act, the Commission shall

regulate its own procedure.

Prohibition on

disclosure of

information and

absolute

privilege of

certain matters.

27.—( 1 ) No person shall, without the consent of the Commission,

disclose to any person any information obtained while serving as (or

during service as) a member of the Commission or as a person

whose services are made available to the Commission under section

24 or as a consultant or other person providing services to the

Commission, being information relative to the business of the
Commission or the perfonnance of its functions.

(2) A person who contravenes subsection (I) shall be guilty of an

offence and shall be liable on summary conviction to a fine not

exceeding €1.500.

(3) The following shall be absolutely privileged:

(a) documents of the Commission, and documents of its

members connected with the Commission or its functions,
wherever published:

(/') reports of the Commission, wherever published;

(c) statements made in any form at meetings or sittings of the
Commission by its members or staff, consultants or other

persons providing services to the Commission and such
statements wherever published subsequently.

Prohibition of
certain

communications.

28.—( I ) Subject to the provisions of section 23. it shall not be
lawful for any person to communicate with the members of the

Commission, or staff whose services are made available to the

Commission under section 24 or a consultant or other person

providing services to the Commission, for the purposes of
influencing the Commission in performing its functions.

(2) A person who contravenes subsection (I) shall be guilty of an
offence and shall be liable on summary conviction to a fine not
exceedine €1,500.
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29.—(1) The Government shall, on such terms as it thinks

appropriate, indemnify the Commission and each of its members

against all actions and claims however they arise in respect of the

performance by the Commission or a member of it of functions under

this Part.

Indemnification

ofCommission

and certain other

persons.

(2) The costs of any indemnification under subsection (1) shall, to

such extent as may be determined by the Minister and the Minister for

Finance, be met in the same manner as section 25 provides that the

expenses of the Commission shall be met.

(3) The Commission may, with the consent of the Minister for

Finance and subject to any conditions that the Minister for Finance

specifies in the consent, indemnify, on such terms as it thinks

appropriate—

(a) any person against any loss or damage in respect of intellectual
property rights or loss or damage that may arise from the

performance by it of functions under this Part, or

(b) any persons against all actions or claims however they arise in
respect of any act or omission ofthat person if it considers such

indemnification ofthat person to be necessary or expedient for

the purpose of the performance by it of functions under this

Part.

(4) References in this section to the performance by the Commission
or a member of it of functions under this Part shall be deemed to
include references to activities undertaken by the Commission or a
member, before the passing of this Act, in fulfilment or purported
fulfilment of the terms of reference as set out in Schedule 5 to this Act
(including those terms as they are to be construed in accordance with

section 21 (b)): accordingly an indemnity under this section may be
given in respect of an act done or an omission made before the passing

of this Act, including in respect of any damage resulting from such an
act or omission.

(5) For the avoidance of doubt, nothing in the Insurance Acts 1909 to
2000, regulations made under those Acts or regulations relating to
insurance made under the European Communities Act 1972 shall
affect anything required or authorised to be done by this section.
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Section 21. SCHEDULE 5

Commission on Electronic Voting

Text of Terms of Reference

The Commission, which shall be independent in the performance of
its functions, shall prepare a number of reports for presentation to the

Ceann Comhairle on the secrecy and accuracy of the chosen

electronic voting and counting system, i.e. the Powervote/Nedap

system.

The Commission shall make one or more of such reports to the

Ceann Comhairle not later than 1 May, 2004 comprising
recommendations on the secrecy and accuracy including the

application or non-application as the case may be of the electronic

voting and counting of the Powervote/Nedap system for the

European and Local Elections on 11 June, 2004.

The Commission's subsequent report or reports will record its views

of'the operation and experience of electronic voting and counting at

elections.

In carrying out its work, it will be open to the Commission to review

the tests already undertaken to validate the electronic voting and

counting system, and to have further tests undertaken. It may also

retain the service of such consultants or other persons that it

considers are desirable.

The Commission shall be entitled to invite and consider submissions

on such basis as it thinks appropriate.
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Appendix 3

Technical Description

of the Chosen system
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Technical Description of the Chosen System

1.    The Powervote Electronic Voting System

This consists of:

• A Voting Machine (VM) Powervote ESI2, which is also the polling booth, has paper ballots

as the user interface inserted into the voter's panel of the voting machine. This allows voters

to select their preferences by pushing buttons for candidates or options, while keeping a full

overview of what they have selected and still can select.

• A Ballot Module (BM), where the election configuration is programmed in with security

checks via PRU and the IES software and that is placed in the VM before the election and

where the votes cast are stored redundantly with security checks.

• A Programming and Reading Unit (PRU), connected to the PC to allow for communication

between PC and Ballot Module. The PRU also verifies the correctness of the election

configuration.

• Integrated Election Software (IES), that runs on a PC. This is used to define polls for all

electoral areas. IES is responsible for configuring the ballot modules and providing the correct
information for printing the ballot paper overlays for fitting to the voter's panel of the voting
machine. At the close of polls IES reads in the vote data from each ballot module, carries out

the count and tabulates the results.

2.    The Electronic Voting Machine Powervote ESI2

The Voting Machine consists of three main parts:

• The voter's panel, with up to 5 ballot paper overlays, with membrane switches underneath
each candidate or option. Next to each ballot paper there are LED displays that show the order
of preferences of the voter when candidates or options are selected. An LCD display presents
instructions to the voter and shows the name of last selected candidate or option to the voter.

The voter uses the Cast Vote button to cast his/her vote.

Source: Nedap-Powcrvote.
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The electronics cabinet in the back of the VM, contains the main

electronics. This cabinet has a slot for inserting the BM. When this BM

is inserted, the machine reads the specific election configuration and the

applicable candidates and options. k

r M

\

A Control Unit, connected to the electronics cabinet, is used to

'activate' the voter's panel by the member of the polling station staff

pressing a button on it. It also enables the staff to put the VM into

functions mode for opening and closing the poll procedures.

3.1   Machine Hardware

The ESI2 VM machine hardware is built up as shown in the picture below:

I   m.t.Eflv | [7777]

n

Cattery

Iwfeins

3.2   Machine Software

All Voting Machine software is written in ANSI C. It consists of three main parts:

1. Main Board Software: The embedded VM software that communicates with the voter's panel
and the ballot module. It displays the voter's preferences and stores these preferences in the

BM when the cast vote(s) button is pressed. It consists of about 25,000 lines of source code.
The source code is compiled by a Metrowerks ANSI C compiler. The development
environment is PC based.

Connection Board Software: The connection board software connects the 5 display boards,
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which communicate via an I C bus, with the parallel interface of the main board. The source

code is compiled by an IAR compiler. The development environment is PC based.

3. Display Board Software: The display board software is responsible for handling the

communication with the membrane switches and the LED displays on one side and the

communication with the connection board on the other side. Each of the 5 display-boards

contains the same software. The source code is compiled by the same IAR compiler as the

connection board software.

4.    Ballot Module

The ballot module consists of two separate flash memories for redundant vote storage. The

election configuration and the candidate names and their positions on the voter's panel are

programmed into this ballot module before the elections. During the election the ballot
module is in the voting machine and the voter's preferences are stored onto this ballot module

each time the cast vote(s) button is pressed.

5. PRU hardware/software

The PRU hardware is the same main board as in the Voting Machine. It is equipped with an
extra connector for the programming slot of the Ballot Module. It holds the same software as

the main board of the voting machine.

6. Integrated Election Software (IES)

IES operates on a PC with Windows software installed. It is structured in a way to enable

electoral administration staff to input all data relating to poll(s). This includes candidates'
details, polling stations, poll data, etc. This data is then used to programme ballot modules,
which are installed into voting machines for the purpose of recording votes. Once the polls
close the ballot modules are delivered to a reading in point. The vote data is read into IES and
it carries out the count. IES then makes presentation of final results.

Summary of the development environment (more detailed information can be found on the

CD "Technical Documentation IES Ireland", last updated 28 October 2004):

The programming language used throughout is Delphi 5.0.

Additional Tools/components used:

• Opus - Database engine

• Multilizer - support multiple languages

• Asyncpro - Serial communication tool

• Eurekalog - Error handling/logging tool
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• ESD_32 - Communication library Nedap

• Several company written libraries

The source code is divided into three parts (as in the code review reported by Nathean):

• Source code A (PR/STV Count module):

o   39,191 lines of code

o    120 pas-files (2,634,153 bytes)
o    71 dfm-files ( 1,367,210 bytes)

• Source code B (Management software):

o   52,151 lines of code

o    101 pas-files ( 1,469,467 bytes)

o    72 dfm-files (458,643 bytes)

• Source code Volereader (programming/collection-module):

o   6,154 lines of code

o   9 pas-files ( 145,063 bytes)
o    7 dfm-files (44,470 bytes)

IES uses the Microsoft Jet database, also used by MS Access 97 and up

• General Database

o   Tables - 23

o    Minimum size - 1060 Kb
o    Occurrence - once

• Election Database

o   Tables - 32

o    Minimum size - 472 Kb

o   Occurrence - once for each election

Update Count rules:

• Count requirements and Commentary on count rules dated 23 June 2000

• Amendment of count rule determining order of election at local elections

Article 88, Local Elections Regulations, 1995 (S.I. No. 297 of 1995)

Made under section 22 of the Local Government Act, 1994 (No. 8 of 1994)

• Update No. 1 dated 23 February 2001: Section 2: Pre-Count menu

Section 19: Screen/Print: Surplus distribution
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Section 27: Print: Result sheet (during count)

Section 30: Screen/Print: Order of election (local

election)

New: Petitions menu

• Update No. 2 dated 9 April 2001 : (A) Filling of last seat(s) shortcuts
(B) Excluding candidate(s) with zero votes

(C) Report writing

• Update No. 3 dated 1 October 2001:     Reconciliation of voter accounts

• Update No. 4 dated 2 October 2001:     STV count rules excluding 'deposit' and 'election

expenses' provisions

• Update No. 5 dated 8 January 2002:     New count summary screen

• Update No. 6 dated 14 March 2002:     Export of count screens

• Update No. 7 dated 14 April 2002:       Available surpluses and candidates with zero votes
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Figure 1.       Life-Cycle Overview
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Figure 2.        Manufacture, Transport. Receipt and Storage
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Figure 3. Pre-election Set-up
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Figure 4.       Polling Day: Set-up and Voting
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Figure 5.       Polling Day: Close of Poll
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Figure 6. Read-in and Counting of Votes

Modules am

statements Fro
Polling Centn

Complete the entry
of paper votes foi
postal and special

Note receipt of

Ballot Moduleons

lis! of Polling

t entres

Report on read-in of

Ballot Modules

Bring 2 statements
to sepárale clerk lor

summarising on a

spreadsheet

Connect

Programming j
Reading Unit to PC

with Election
Management

Software installed

Insert Bailo) Module
into Programming
Reading Unit. Turn

keys to locked

position

Read in voles into

Election

Management

Software until all

Ballot Modules read

Export résolu file
onloCDs to be ser

to Count < 'entres

Transfer CDs will

vote data and

reconciliation shee

to European and
Local Returning

Officers

All Returning

< inkers run the
omit and announce

Ballot Modules

retained ford months

Compare totals

from --Lilernenls

with totals read in

I.rase and transfer

Ballot Modules
back to storage after

lor calculation and

counting

236



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System Appendix 5

Appendix 5

Comparative Assessment:

Reference

237



Appendix 5 Second Report of the Commission on Electronic Voting

238



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System Appendix 5A

Appendix 5A

Comparative Assessment:

Comparison of Additional

Criteria

239



Appendix SA Second Report of the Commission on Electronic Voting

240



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System Appendix 5A

Introduction

In addition to the secrecy and accuracy attributes discussed in section 5.2. of Part 5, the
Commission has identified other important attributes without which any comparative assessment of
both systems would be incomplete.

These attributes have accordingly been considered as part of the Commission's work but, as they do

not relate to the secrecy or accuracy of either system, they have not been included in the

Commission's analysis for the purposes of its comparative assessment in Part 5, nor have they

formed the basis of the Commission's conclusion thereon.

Comparison of Additional Criteria

AC.l: Deliberately Spoiled Votes

As has already been indicated in section 5.2. oí Part 5, it is a strength of the chosen system that it

eliminates the possibility that voters may spoil their votes accidentally. Correspondingly however,

by eliminating the casting of invalid ballots, including those ballots on which all preferences are left

intentionally blank or on which the voter writes or makes other marks which render it knowingly

invalid, the chosen system also significantly limits the option offered by the paper system for voters

to deliberately spoil their votes and to have that fact recorded in the ballot paper accounts.

Approximately half of the 1.6%78 of all ballots cast at elections and referenda in Ireland since 1985

that were invalid are believed to have been deliberately invalidated in this way. While this is not a

matter that can directly affect the accuracy of the result of an election (as such votes are not counted

under Irish count rules but they are reported in the ballot paper accounts), it nonetheless limits the

freedom of expression that is currently available to voters.

AC.2: Anonymous Blank or Null Votes

A closely related difference between the two systems also exists in the case of voters who wish to
cast a blank or null vote anonymously under the chosen system, corresponding to the act of
anonymously placing an unmarked or otherwise spoiled ballot paper in the ballot box under the

paper system.

As it is not possible to press the cast vote button and have a blank or null vote recorded by the
chosen system (other than in a limited way in the case of a multiple ballot as discussed below), such
voters must walk away from the machine and leave it activated. The fact that they have not
expressed any preference or cast a vote will thus be revealed to the election official, who must reset
the machine for the next user, and this will also be revealed to any other observer standing nearby.
Although the reset of the machine will be recorded in the accounts of the machine (and the fact that
a voter turned out to vote but did not express any preferences will thus be officially known) the
manner in which this occurs under the chosen system means that it is not possible for persons to do

this anonymously as in the case of the paper system.

78 Source: Official election results supplied by the Department of the Environment, Heritage
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While it has already been recognised in the Commission's previous reports7'' that the right to
secrecy of such voters is not beyond question, particularly in the context of elections that are
determined on the basis of only those votes cast which actually contain preferences, this issue
nonetheless represents a behavioural difference between both systems and, for those voters
concerned, it does limit their ability to cast a blank or null vote anonymously under the chosen
system. The issue could be resolved by the addition of either an abstention button as an alternative
to the cast vote button or the introduction of a "none of the above" preference on each ballot.

AC.3: Consistency in Allowing Spoiled Votes

A further related issue is the behaviour of either system in allowing and handling ballots which are
invalid due to being left blank, whether accidentally or deliberately. Under the paper system, the
possibility of casting such a vote is available uniformly to the voter, including at multiple

simultaneous elections, in that they may choose not to mark one, more than one, or all of their ballot

papers and/or may choose whether or not thereafter to insert any one or more of such ballot papers

in the appropriate ballot box or boxes.

Under the chosen system, the possibility of casting an apparently blank ballot in this way is more

limited. In the case of a single poll, it is not possible to operate the cast vote button unless at least

one preference has been recorded on the ballot paper whereas at multiple simultaneous polls it is

possible to express preferences in one or more ballots and to operate the cast vote button while

leaving other ballots blank. The behaviour of the chosen system is thus inconsistent in allowing

blank ballots.

AC.4: Transparency and Voter Trust

As noted in section 5.2 of Part 5 in the context of audit, it is important that the conduct of elections

not only fulfils the objectives of secrecy and accuracy, but can transparently be seen by everyone to

do this. A voting process that is in fact secret and accurate is of little value if it is widely perceived

not to be so, and if its secrecy and accuracy cannot be demonstrated. The issues of transparency and

voter trust are thus closely linked because, while it is in theory possible that voters would trust, and

find legitimate, a system that cannot be shown to be secret and accurate, they are far more likely to

trust a system whose secrecy and accuracy can transparently be demonstrated.

With the paper system, it is necessary for voters to place great trust in senior election officials, since

corrupt election officials have it in their power to undermine an election. Neither the paper ballot

nor the chosen electronic system will be trusted and perceived as legitimate by voters if there is no

trust in senior election officials.

Subject to this caveat, voters in Ireland have clearly come to trust the existing paper voting system.

The paper system is also transparent in that, at all stages of the process (except when ballot boxes

are in the custody of election officials en route from the polling station to the count centre, when the

theoretical opportunity for malpractice is at its greatest) the process of casting and counting paper

votes is under direct public scrutiny. The legitimacy of the current paper system in Ireland has thus

been solidly confirmed; there is no sense whatsoever in which the move to electronic voting in

Ireland was motivated by public distrust in paper voting.

First Report of the Commission on Electronic Voting. December, 2004: Part 2 p.34; Part 3 p.46; Part 5 p.67.
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Any new system of voting, including the chosen system, must be able to establish at least the same

levels of trust as exist for the system being replaced. In this regard, any voting system based on

computers has something of an uphill task, since most members of the public who have used
computers will have experienced some form of computer failure or computer-related loss of

important electronic data. Even those who do not use computers may well have encountered some

incorrect occurrence in the course of their daily lives that is subsequently corrected and attributed to

a "computer error", by which is almost invariably meant an error on the part of a human computer

operator or programmer.

A problem for many electronic systems, including the chosen system, in establishing trust among

sceptics is that it does not transparently translate what voters do in the polling booth into an election

result. Voters enter their preferences into a voting machine, it is processed with other votes in the

computer and an election result is declared. Two related features that might enhance voter trust in

electronic voting are absent from the chosen system, as currently proposed for deployment. The first

is parallel running, the second is a voter verifiable audit trail.

Parallel running involves running the existing paper system and the chosen electronic system in

parallel for one or more national elections, to demonstrate that both produce identical results. This

is standard practice in the introduction of many mission critical computer systems, since it is

important to demonstrate that the new system produces the intended results. This is demonstrated

by showing it produces the same results as an existing tried and tested system designed to do the

same thing. Parallel running of two systems for counting votes sounds attractive in theory but in

practice generates some more or less intractable problems. The main problem is to ensure that the

two systems running in parallel have identical inputs, in terms of votes cast. If, on the one hand,

voters are asked to vote twice - using both paper and electronic systems - it is almost certain that

some voters will vote in different ways on the two systems. If, on the other hand, either human

keyboard operators or optical scanners are used to translate paper votes into electronic data files, at

least some level of error is also almost certain. Even if the two parallel systems do indeed do
exactly the same thing, it is likely that they will have somewhat different inputs and thus produce

somewhat different outputs.

The meaning of a voter verifiable audit trail (WAT) was discussed in section 5.2 of Part 5. in the
context of audit as an accuracy consideration during vote recording. In the context of public trust in
electronic voting, the availability of a WAT creates a situation in which paper and electronic
voting systems are in effect run in parallel. Even if the paper system is almost never used, voters
know that it could be used to check any electronic result. Having approved the paper printout of the
vote in the polling booth, and knowing that those paper printouts can be used to check the result of
any electronic count, the voter knows that the existing trusted paper system can be brought to bear
in situations where there is some doubt about the result. The desirability of a VVAT'n this context
was perhaps the most pervasive point made in all of the public submissions made to the
Commission in the context of its previous reports. Under the chosen system, with no WAT, there
is no independent way of resolving any doubt in an electronic voting result. Should such doubt

arise, this creates the potential for the legitimacy of the system to be undermined.

Taking all of these factors into account it is clear that voter trust in the existing paper system has
lone been firmly established. Although public trust in electronic voting generally might well be
enhanced by the use of an alternative system incorporating a voter verifiable audit trail, public trust
in the chosen electronic system as currently proposed remains to be established.

First Report of the Commission on Electronic Voting, December, 2004: Part 3 and Append*
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ACS: Ease of Use by Voters

Most indications from ordinary Irish voters who have actually used the voting machine in a real
election suggest they found it easy to use when it was deployed in three constituencies on a trial
basis in the 2002 Dáil election. This trial, however, involved a single poll being held on election
day, rather than multiple simultaneous polls. The Commission's findings, reported in section 3.2.1
of Part 3, suggest there may be usability issues with the use of the voting machine at multiple polls,
given the possibility that voters may inadvertently not vote in all desired polls, or not express all
desired preferences in some poll.

The Commission has also identified categories of persons, namely those with disabilities and some
elderly or technophobic voters who may find using a voting machine more difficult. On the other

hand, it is likely that voters with literacy difficulties will find using the voting machine easier than
reading and marking their preferences on ballot papers and that this may ultimately lead to
increased voter participation.

AC.6: General Vulnerability to Malpractice

When considering malpractice, a distinction must be made between three cases: malpractice by

election officials or other service providers at the highest level of the system; malpractice by a

maverick individual with authorised access from within the system; and malpractice by an

unauthorised person trying to "attack" the system from outside.

As worldwide experience has shown, no electoral system is proof against malpractice by election

officials or service providers operating at the highest level. However, even with the existence of

independent external observers, the possibility of undetected malpractice by such persons is greater

under electronic voting in general since so many crucial functions are carried out away from public

scrutiny.

For the same reason, there are opportunities under the chosen system for malpractice by a maverick

insider with authorised access - particularly given the ease, noted in section 3.3.2 of Part 3, with

which election data (including votes) can currently be accessed and edited. The opportunities for a

single maverick insider to manipulate an election are fewer under paper voting.

There is very little possibility for an unauthorised outsider to attack a paper ballot in an undetected

way. For example, if a skilled attacker were to gain undetected access to the location where ballot

boxes are stored between elections, there is nothing much that he or she would be able to do. Attack

of the chosen system by an unauthorised outsider is also very difficult though, as reported in Part 3,

it is not impossible. Thus, if a skilled attacker were to gain undetected access to the location where

voting machines were stored between elections, the potential consequences are more serious.

AC. 7: Speed of Counting

The single transferable vote system used in Irish elections is a complicated voting system that takes

a long time to count by hand. It is not uncommon for such counts to take more than one day.

Counting such votes electronically takes a matter of minutes, most of which involves the computer

waiting for inputs from a human operator. While speed of counting lies beyond the scope of the
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Commission's work in relation to secrecy and accuracy of the chosen system, and while it may also

have a low priority for voters, it is nonetheless useful to include it in any comparative assessment
because it is such an obvious point of difference between the two systems.

AC.8: Inspection. Publication and Anonymity of Counted Votes

It is proposed that interested parties will be able to obtain a copy of the electronic file containing all

of the votes cast at a particular election using the chosen system. The publication of the ballots in

this way is intended to compensate for the loss of transparency during electronic counting and to

demonstrate its accuracy by allowing interested parties to verify the result, including by the use of

alternative electronic implementations of the count rules. This feature of the chosen system was also

offered as a substitute for the practice of tallying as described above.

It has already been noted by the Commission in its interim report81 that publication of the counted

ballots under electronic voting as proposed could theoretically operate to diminish the secrecy of the

ballot if it were possible for a voter to prove how they had voted by recording a unique "signature"

in the sequence of their lower order preferences. This can be avoided if only the higher order

preferences of each vote that were necessary to carry out the count under the chosen system were

published, thus rendering the electronic ballots anonymous. The Commission has further noted that

secrecy of the ballot in this context must now be preserved in accordance with section 30(2) of the

Electoral (Amendment) Act 2004, enacted following its interim report.

The proposed publication of multiple copies of the electronic ballots in this way also appears to

represent a departure from the current position under paper voting whereby the unique paper ballots

are retained as confidential election documents, amenable to inspection by a court only in

circumstances of an election petition and required to be destroyed after a prescribed period of time.

AC.9: Scalability

The potential of the chosen system to deliver significant economies of scale in terms of vote

gathering are unlikely to be realised in an Irish context unlike, for example, India where the
gathering of votes using paper ballots involves great logistical challenges of scale. The chosen
system can, however, bring meaningful benefits to Ireland in terms of its capacity for counting.

These benefits are in addition to the simple criterion of speed of counting already discussed.

The manual counting of paper ballots is a time consuming and labour intensive process. Moreover
the time and manpower required both to conduct and to count a paper ballot are to a large extent
functions of the number of ballots cast and the number of polls taken at the same time. This is
because every ballot cast in every poll must be manually manipulated. In contrast, while an increase
in the number of voters and the number of polls conducted simultaneously will add somewhat to the

time and labour needed to run an election under the chosen system, this need will not rise anything
like as rapidly as it does under paper voting.

" Interim Report of the Commission on Electronic Voting, April, 2004: Part 4 p.:
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AGIO: Reliability

Reliability in this context is interpreted as susceptibility to system failures, with effects that might
range from a minor delay in the count to a major disruption, even negation, of an entire election.

This is thus an issue treated in greater detail in the risk analysis in section 5.3 of Part 5. The paper
voting system has the property that all activities are widely dispersed and are not interconnected.
This restricts the possibility that individual failures will propagate themselves throughout the entire
system. With the proposed electronic voting system there are certain failures, an error in the

software for example, that could propagate throughout the entire system. Other failures, a faulty

ballot module or voting machine for example, may be easy to detect and remedy, and will not

propagate. The paper system appears to be more susceptible to small localised failures arising from

human error. The chosen system appears to be more susceptible to a failure, the probability of

which may be remote, but which if it arises may propagate widely throughout the system.

A related matter concerns the ease with which system failure can be detected. Since most aspects of

a paper election take place in the open, subject to public scrutiny, most system failures are likely to

be immediately obvious. Most aspects of an electronic election are not open to meaningful public

scrutiny, although many types of system failure may be self-evident - computer crashes or voting

machine failures, for example.

AC.ll: Cost and Flexibility

Because it is time consuming and labour intensive, the counting of paper ballots is also a costly

process. It was projected by the Department1*" in the context of adopting the chosen system that,

having depreciated the cost of the initial investment over an appropriate period, and taking account

of the costs of running, maintaining and upgrading the chosen system, it may, in the long-run, be

cheaper to operate than the paper system of voting. However it will never be possible to determine

this question without running both systems in parallel for a significant number of elections.

On this basis also, and since a substantial part of the cost of the chosen system will be the sunk cost

of the initial investment, the introduction of the chosen system, once this investment has been made,

may enable subsequent polls to be taken at lower cost. This also potentially introduces a greater

flexibility in that more frequent, and more complex, polls can be taken should the need be felt

during the projected lifespan of the chosen system.

The potential for the achievement of economies in terms of cost and flexibility is thus clearly

present to some degree in the chosen system but is highly dependent on the timing of its first use

after it is acquired and on the frequency of use during its actual lifespan thereafter. However, the

necessary evidence to support the Department's projections in this regard has not been reviewed by

the Commission as it lies somewhat outside its terms of reference in regard to the secrecy and

accuracy of the chosen system.

It is clear that the projected savings associated with adopting the chosen system in substitution for

the paper system have not been proven. It is also unlikely, in the absence of parallel running over an
extended period, that the chosen system will be proven to cost more than the paper system.

Sec Sixth Interim Report of the Committee of Public Accounts (April 2006) on the 2003 Report of the Comptroller
and Auditor General at hltp://\vw\v.oiieachtas.ie/documcnts/committces29(hdail/pacdociiments/6th_Report_2003.pdf
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COUNCIL OF EUROPE committee of ministers

Recommendation Rec(2004)11 of the Committee of Ministers to member states on legal, operational
and technical standards for e-voting

(Adopted by the Committee of Ministers on 30 September 2004 at the 898th meeting of the Ministers'
Deputies)

The Committee of Ministers, under the terms of Article 15.to of the Statute of the Council of Europe,

Considering that the aim of the Council of Europe is to achieve a greater unity between its members for the
purpose of safeguarding and promoting the ideals and principles, which are their common heritage;

Reaffirming its belief that representative and direct democracy are part of that common heritage and are the
basis of the participation of citizens in political life at the level of the European Union and at national, regional
and local levels;

Respecting the obligations and commitments as undertaken within existing international instruments and
documents, such as:

the Universal Declaration on Human Rights;

the International Covenant on Civil and Political Rights;

the United Nations Convention on the Elimination of All Forms of Racial Discrimination;

the United Nations Convention on the Elimination of All Forms of Discrimination against Women;

the Convention for the Protection of Human Rights and Fundamental Freedoms (ETS No. 5), in
particular its Protocol No. 1 (ETS No. 9);

the European Charter of Local Self-Government (ETS No. 122);

the Convention on Cybercrime (ETS No. 185);

the Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data
(ETS No. 108);

Committee of Ministers Recommendation No. R (99) 5 on the protection of privacy on the Internet;

the document of the Copenhagen Meeting of the Conference on the Human Dimension of the OSCE;

the Charter of Fundamental Rights of the European Union;

the Code of Good Practice in Electoral Matters, adopted by the Council for democratic elections of the
Council of Europe and the European Commission for Democracy through Law;

Bearing in mind that the right to vote is one of the primary foundations of democracy, and that, consequently,
e-voting system procedures shall comply with the principles of democratic elections and referendums;

Recognising that as new information and communication technologies are increasingly being used in day-to-
day life, member states need to take account of these developments in their democratic practice;

Noting that participation in elections and referendums at local, regional and national levels in some member
states is characterised by low, and in some cases steadily decreasing, turnouts;

Noting that some member states are already using, or are considering using e-voting for a number of

purposes, including:
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enabling voters to cast their votes from a place other than the polling station in their voting district;

facilitating the casting of the vote by the voter;

facilitating the participation in elections and referendums of all those who are entitled to vote, and
particularly of citizens residing or staying abroad;

widening access to the voting process for voters with disabilities or those having other difficulties in
being physically present at a polling station and using the devices available there;

- increasing voter turnout by providing additional voting channels;

bringing voting in line with new developments in society and the increasing use of new technologies as
a medium for communication and civic engagement in pursuit of democracy;

- reducing, over time, the overall cost to the electoral authorities of conducting an election or
referendum;

- delivering voting results reliably and more quickly; and

- providing the electorate with a better service, by offering a variety of voting channels;

Aware of concerns about certain security and reliability problems possibly inherent in specific e-voting

systems;

Conscious, therefore, that only those e-voting systems which are secure, reliable, efficient, technically
robust, open to independent verification and easily accessible to voters will build the public confidence which

is a pre-requisite for holding e-voting,

Recommends that the governments of member states, where they are already using, or are considering
using, e-voting comply, subject to paragraph iv. below, with paragraphs i. to iii. below, and the standards and
requirements on the legal, operational and technical aspects of e-voting, as set out in the Appendices to the
present Recommendation:

i. e-voting shall respect all the principles of democratic elections and referendums. E-voting shall be as
reliable and secure as democratic elections and referendums which do not involve the use of
electronic means. This general principle encompasses all electoral matters, whether mentioned or not
in the Appendices;

ii. the interconnection between the legal, operational and technical aspects of e-voting, as set out in the

Appendices, has to be taken into account when applying the Recommendation;

iii. member states should consider reviewing their relevant domestic legislation in the light of this

Recommendation;

iv. the principles and provisions contained in the Appendices to this Recommendation do not, however,
require individual member states to change their own domestic voting procedures which may exist at
the time of the adoption of this Recommendation, and which can be maintained by those member
states when e-voting is used, as long as these domestic voting procedures comply with all the
principles of democratic elections and referendums;

v. in order to provide the Council of Europe with a basis for possible further action on e-voting within two

years after the adoption of this Recommendation, the Committee of Ministers recommends that
member states:

keep under review their policy on, and experience of, e-voting, and in particular the implementation of
the provisions of this Recommendation; and

report to the Council of Europe Secretariat the results of their reviews, who will forward them to
member states and follow up the issue of e-voting.
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In this Recommendation the following terms are used with the following meanings:

authentication: the provision of assurance of the claimed identity of a person or data;

ballot: the legally recognised means by which the voter can express his or her choice of voting option;

candidate: a voting option consisting of a person and/or a group of persons and/or a political party;

casting of the vote: entering the vote in the ballot box;

e-election or e-referendum: a political election or referendum in which electronic means are used in

one or more stages;

electronic ballot box: the electronic means by which the votes are stored pending being counted;

-       e-voting: an e-election or e-referendum that involves the use of electronic means in at least the casting

of the vote;

remote e-voting: e-voting where the casting of the vote is done by a device not controlled by an

election official;

sealing: protecting information so that it cannot be used or interpreted without the help of other

information or means available only to specific persons or authorities;

vote: the expression of the choice of voting option;

voter: a person who is entitled to cast a vote in a particular election or referendum;

voting channel: the way by which the voter can cast a vote;

voting options: the range of possibilities from which a choice can be made through the casting of the
vote in an election or referendum;

voters' register: a list of persons entitled to vote (electors).
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Appendix I

Legal standards

A.      Principles

I.        Universal suffrage

1. The voter interface of an e-voting system shall be understandable and easily usable.

2. Possible registration requirements for e-voting shall not pose an impediment to the voter participating
in e-voting.

3. E-voting systems shall be designed, as far as it is practicable, to maximise the opportunities that such
systems can provide for persons with disabilities.

4. Unless channels of remote e-voting are universally accessible, they shall be only an additional and
optional means of voting.

II. Equal suffrage

5. In relation to any election or referendum, a voter shall be prevented from inserting more than one ballot
into the electronic ballot box. A voter shall be authorised to vote only if it has been established that
his/her ballot has not yet been inserted into the ballot box.

6. The e-voting system shall prevent any voter from casting a vote by more than one voting channel.

7. Every vote deposited in an electronic ballot box shall be counted, and each vote cast in the election or
referendum shall be counted only once.

8. Where electronic and non-electronic voting channels are used in the same election or referendum,

there shall be a secure and reliable method to aggregate all votes and to calculate the correct result.

III. Free suffrage

9. The organisation of e-voting shall secure the free formation and expression of the voter's opinion and,

where required, the personal exercise of the right to vote.

10. The way in which voters are guided through the e-voting process shall be such as to prevent their
voting precipitately or without reflection.

11. Voters shall be able to alter their choice at any point in the e-voting process before casting their vote,
or to break off the procedure, without their previous choices being recorded or made available to any

other person.

12. The e-voting system shall not permit any manipulative influence to be exercised over the voter during

the voting.

13. The e-voting system shall provide the voter with a means of participating in an election or referendum
without the voter exercising a preference for any of the voting options, for example, by casting a blank
vote.

14. The e-voting system shall indicate clearly to the voter when the vote has been cast successfully and
when the whole voting procedure has been completed.

15. The e-voting system shall prevent the changing of a vote once that vote has been cast.
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IV.     Secret suffrage

16. E-voting shall be organised in such a way as to exclude at any stage of the voting procedure and, in

particular, at voter authentication, anything that would endanger the secrecy of the vote.

17. The e-voting system shall guarantee that votes in the electronic ballot box and votes being counted
are, and will remain, anonymous, and that it is not possible to reconstruct a link between the vote and

the voter.

18. The e-voting system shall be so designed that the expected number of votes in any electronic ballot
box will not allow the result to be linked to individual voters.

19. Measures shall be taken to ensure that the information needed during electronic processing cannot be
used to breach the secrecy of the vote.

B.      Procedural safeguards

I. Transparency

20. Member states shall take steps to ensure that voters understand and have confidence in the e-voting

system in use.

21. Information on the functioning of an e-voting system shall be made publicly available.

22. Voters shall be provided with an opportunity to practise any new method of e-voting before, and
separately from, the moment of casting an electronic vote.

23. Any observers, to the extent permitted by law, shall be able to be present to observe and comment on
the e-elections, including the establishing of the results.

II. Verifiability and accountability

24. The components of the e-voting system shall be disclosed, at least to the competent electoral
authorities, as required for verification and certification purposes.

25. Before any e-voting system is introduced, and at appropriate intervals thereafter, and in particular after
any changes are made to the system, an independent body, appointed by the electoral authorities,
shall verify that the e-voting system is working correctly and that all the necessary security measures

have been taken.

26. There shall be the possibility for a recount. Other features of the e-voting system that may influence
the correctness of the results shall be verifiable.

27. The e-voting system shall not prevent the partial or complete re-run of an election or a referendum.

III. Reliability and security

28. The member state's authorities shall ensure the reliability and security of the e-voting system.

29. All possible steps shall be taken to avoid the possibility of fraud or unauthorised intervention affecting

the system during the whole voting process.

30. The e-voting system shall contain measures to preserve the availability of its services during the e-
voting process. It shall resist, in particular, malfunction, breakdowns or denial of service attacks.

31. Before any e-election or e-referendum takes place, the competent electoral authority shall satisfy itself

that the e-voting system is genuine and operates correctly.

32. Only persons appointed by the electoral authority shall have access to the central infrastructure, the
servers and the election data. There shall be clear rules established for such appointments. Critical
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technical activities shall be carried out by teams of at least two people. The composition of the teams

shall be regularly changed. As far as possible, such activities shall be carried out outside election
periods.

33. While an electronic ballot box is open, any authorised intervention affecting the system shall be carried
out by teams of at least two people, be the subject of a report, be monitored by representatives of the
competent electoral authority and any election observers.

34. The e-voting system shall maintain the availability and integrity of the votes. It shall also maintain the
confidentiality of the votes and keep them sealed until the counting process. If stored or communicated
outside controlled environments, the votes shall be encrypted.

35. Votes and voter information shall remain sealed as long as the data is held in a manner where they
can be associated. Authentication information shall be separated from the voter's decision at a pre-
defined stage in the e-election or e-referendum.
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Appendix II

Operational standards

I. Notification

36. Domestic legal provisions governing an e-election or e-referendum shall provide for clear timetables
concerning all stages of the election or referendum, both before and after the election or referendum.

37. The period in which an electronic vote can be cast shall not begin before the notification of an election
or a referendum. Particularly with regard to remote e-voting, the period shall be defined and made

known to the public well in advance of the start of voting.

38. The voters shall be informed, well in advance of the start of voting, in clear and simple language, of the
way in which the e-voting will be organised, and any steps a voter may have to take in order to

participate and vote.

II. Voters

39. There shall be a voters' register which is regularly updated. The voter shall be able to check, as a

minimum, the information which is held about him/her on the register, and request corrections.

40. The possibility of creating an electronic register and introducing a mechanism allowing online
application for voter registration and, if applicable, for application to use e-voting, shall be considered.

If participation in e-voting requires a separate application by the voter and/or additional steps, an
electronic, and, where possible, interactive procedure shall be considered.

41. In cases where there is an overlap between the period for voter registration and the voting period,
provision for appropriate voter authentication shall be made.

III. Candidates

42. The possibility of introducing online candidate nomination may be considered.

43. A list of candidates that is generated and made available electronically shall also be publicly available
by other means.

IV. Voting

44. It is particularly important, where remote e-voting takes place while polling stations are open, that the
system shall be so designed that it prevents any voter from voting more than once.

45. Remote e-voting may start and/or end at an earlier time than the opening of any polling station.
Remote e-voting shall not continue after the end of the voting period at polling stations.

46. For every e-voting channel, support and guidance arrangements on voting procedures shall be set up
for, and be available to, the voter. In the case of remote e-voting, such arrangements shall also be
available through a different, widely available communication channel.

47. There shall be equality in the manner of presentation of all voting options on the device used for
casting an electronic vote.

48. The electronic ballot by which an electronic vote is cast shall be free from any information about voting
options, other than that strictly required for casting the vote. The e-voting system shall avoid the
display of other messages that may influence the voters' choice.

49. If it is decided that information about voting options will be accessible from the e-voting site, this
information shall be presented with equality.
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50. Before casting a vote using a remote e-voting system, voters' attention shall be explicitly drawn to the
fact that the e-election or e-referendum in which they are submitting their decision by electronic means
is a real election or referendum. In case of tests, participants shall have their attention drawn explicitly
to the fact that they are not participating in a real election or referendum and shall - when tests are
continued at election times - at the same time be invited to cast their ballot by the voting channel(s)
available for that purpose.

51. A remote e-voting system shall not enable the voter to be in possession of a proof of the content of the
vote cast.

52. In a supervised environment, the information on the vote shall disappear from the visual, audio or
tactile display used by the voter to cast the vote as soon as it has been cast. Where a paper proof of
the electronic vote is provided to the voter at a polling station, the voter shall not be able to show it to
any other person, or take this proof outside of the polling station.

V. Results

53. The e-voting system shall not allow the disclosure of the number of votes cast for any voting option
until after the closure of the electronic ballot box. This information shall not be disclosed to the public
until after the end of the voting period.

54. The e-voting system shall prevent processing information on votes cast within deliberately chosen sub-

units that could reveal individual voters' choices.

55. Any decoding required for the counting of the votes shall be carried out as soon as practicable after
the closure of the voting period.

56. When counting the votes, representatives of the competent electoral authority shall be able to

participate in, and any observers able to observe, the count.

57. A record of the counting process of the electronic votes shall be kept, including information about the
start and end of, and the persons involved in, the count.

58. In the event of any irregularity affecting the integrity of votes, the affected votes shall be recorded as
such.

VI. Audit

59. The e-voting system shall be auditable.

60. The conclusions drawn from the audit process shall be applied in future elections and referendums.



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System Appendix 6

Appendix III

Technical requirements

The design of an e-voting system shall be underpinned by a comprehensive assessment of the risks
involved in the successful completion of the particular election or referendum. The e-voting system shall
include the appropriate safeguards, based on this risk assessment, to manage the specific risks identified.
Service failure or service degradation shall be kept within pre-defined limits.

A. Accessibility

61. Measures shall be taken to ensure that the relevant software and services can be used by all voters
and, if necessary, provide access to alternative ways of voting.

62. Users shall be involved in the design of e-voting systems, particularly to identify constraints and test

ease of use at each main stage of the development process.

63. Users shall be supplied, whenever required and possible, with additional facilities, such as special

interfaces or other equivalent resources, such as personal assistance. User facilities shall comply as

much as possible with the guidelines set out in the Web Accessibility Initiative (WAI).

64. Consideration shall be given, when developing new products, to their compatibility with existing ones,

including those using technologies designed to help people with disabilities.

65. The presentation of the voting options shall be optimised for the voter.

B. Interoperability

66. Open standards shall be used to ensure that the various technical components or services of an e-
voting system, possibly derived from a variety of sources, interoperate.

67. At present, the Election Markup Language (EML) standard is such an open standard and in order to
guarantee interoperability, EML shall be used whenever possible for e-election and e-referendum
applications. The decision of when to adopt EML is a matter for member states. The EML standard
valid at the time of adoption of this recommendation, and supporting documentation are available on
the Council of Europe website.

68. In cases which imply specific election or referendum data requirements, a localisation procedure shall
be used to accommodate these needs. This would allow for extending or restricting the information to
be provided, whilst still remaining compatible with the generic version of EML. The recommended
procedure is to use structured schema languages and pattern languages.

C. Systems operation
(for the central infrastructure and clients in controlled environments)

69. The competent electoral authorities shall publish an official list of the software used in an e-election or
e-referendum. Member states may exclude from this list data protection software for security reasons.
At the very least it shall indicate the software used, the versions, its date of installation and a brief
description. A procedure shall be established for regularly installing updated versions and corrections
of the relevant protection software. It shall be possible to check the state of protection of the voting
equipment at any time.

70. Those responsible for operating the equipment shall draw up a contingency procedure. Any backup
system shall conform to the same standards and requirements as the original system.

71. Sufficient backup arrangements shall be in place and be permanently available to ensure that voting
proceeds smoothly. The staff concerned shall be ready to intervene rapidly according to a procedure
drawn up by the competent electoral authorities.
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72. Those responsible for the equipment shall use special procedures to ensure that during the polling
period the voting equipment and its use satisfy requirements. The backup services shall be regularly
supplied with monitoring protocols.

73. Before each election or referendum, the equipment shall be checked and approved in accordance with
a protocol drawn up by the competent electoral authorities. The equipment shall be checked to ensure
that it complies with technical specifications. The findings shall be submitted to the competent electoral
authorities.

74. All technical operations shall be subject to a formal control procedure. Any substantial changes to key
equipment shall be notified.

75. Key e-election or e-referendum equipment shall be located in a secure area and that area shall,
throughout the election or referendum period, be guarded against interference of any sort and from
any person. During the election or referendum period a physical disaster recovery plan shall be in
place. Furthermore, any data retained after the election or referendum period shall be stored securely.

76. Where incidents that could threaten the integrity of the system occur, those responsible for operating
the equipment shall immediately inform the competent electoral authorities, who will take the
necessary steps to mitigate the effects of the incident. The level of incident which shall be reported
shall be specified in advance by the electoral authorities.

D.      Security

I.        General requirements
(referring to pre-voting, voting, and post-voting stages)

77. Technical and organisational measures shall be taken to ensure that no data will be permanently lost
in the event of a breakdown or a fault affecting the e-voting system.

78. The e-voting system shall maintain the privacy of individuals. Confidentiality of voters' registers stored

in or communicated by the e-voting system shall be maintained.

79. The e-voting system shall perform regular checks to ensure that its components operate in accordance
with its technical specifications and that its services are available.

80. The e-voting system shall restrict access to its services, depending on the user identity or the user

role, to those services explicitly assigned to this user or role. User authentication shall be effective
before any action can be carried out.

81. The e-voting system shall protect authentication data so that unauthorised entities cannot misuse,
intercept, modify, or otherwise gain knowledge of all or some of this data. In uncontrolled
environments, authentication based on cryptographic mechanisms is advisable.

82. Identification of voters and candidates in a way that they can unmistakably be distinguished from other
persons (unique identification) shall be ensured.

83. E-voting systems shall generate reliable and sufficiently detailed observation data so that election

observation can be carried out. The time at which an event generated observation data shall be
reliably determinable. The authenticity, availability and integrity of the data shall be maintained.

84. The e-voting system shall maintain reliable synchronised time sources. The accuracy of the time
source shall be sufficient to maintain time marks for audit trails and observations data, as well as for
maintaining the time limits for registration, nomination, voting, or counting.

85. Electoral authorities have overall responsibility for compliance with these security requirements, which
shall be assessed by independent bodies.

274



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System Appendix 6

II. Requirements in pre-voting stages

(and for data communicated to the voting stage)

86. The authenticity, availability and integrity of the voters' registers and lists of candidates shall be
maintained. The source of the data shall be authenticated. Provisions on data protection shall be
respected.

87. The fact that candidate nomination and, if required, the decision of the candidate and/or the competent
electoral authority to accept a nomination has happened within the prescribed time limits shall be

ascertainable.

88. The fact that voter registration has happened within the prescribed time limits shall be ascertainable.

III. Requirements in the voting stage

(and for data communicated during post-election stages)

89. The integrity of data communicated from the pre-voting stage (e.g. voters' registers and lists of
candidates) shall be maintained. Data-origin authentication shall be carried out.

90. It shall be ensured that the e-voting system presents an authentic ballot to the voter. In the case of
remote e-voting, the voter shall be informed about the means to verify that a connection to the official
server has been established and that the authentic ballot has been presented.

91. The fact that a vote has been cast within the prescribed time limits shall be ascertainable.

92. Sufficient means shall be provided to ensure that the systems that are used by the voters to cast the
vote can be protected against influence that could modify the vote.

93. Residual information holding the voter's decision or the display of the voter's choice shall be destroyed
after the vote has been cast. In the case of remote e-voting, the voter shall be provided with
information on how to delete, where that is possible, traces of the vote from the device used to cast the
vote.

94. The e-voting system shall at first ensure that a user who tries to vote is eligible to vote. The e-voting
system shall authenticate the voter and shall ensure that only the appropriate number of votes per
voter is cast and stored in the electronic ballot box.

95. The e-voting system shall ensure that the voter's choice is accurately represented in the vote and that
the sealed vote enters the electronic ballot box.

96. After the end of the e-voting period, no voter shall be allowed to gain access to the e-voting system.
However, the acceptance of electronic votes into the electronic ballot box shall remain open for a
sufficient period of time to allow for any delays in the passing of messages over the e-voting channel.

IV. Requirements in post-voting stages

97. The integrity of data communicated during the voting stage (e.g. votes, voters' registers, lists of
candidates) shall be maintained. Data-origin authentication shall be carried out.

98. The counting process shall accurately count the votes. The counting of votes shall be reproducible.

99. The e-voting system shall maintain the availability and integrity of the electronic ballot box and the
output of the counting process as long as required.

E.      Audit

I.       General

100. The audit system shall be designed and implemented as part of the e-voting system. Audit facilities
shall be present on different levels of the system: logical, technical and application.
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101. End-to-end auditing of an e-voting system shall include recording, providing monitoring facilities and
providing verification facilities. Audit systems with the features set out in sections II - V below shall
therefore be used to meet these requirements.

II. Recording

102. The audit system shall be open and comprehensive, and actively report on potential issues and
threats.

103. The audit system shall record times, events and actions, including:

a.       all voting-related information, including the number of eligible voters, the number of votes cast,
the number of invalid votes, the counts and recounts, etc.;

to.       any attacks on the operation of the e-voting system and its communications infrastructure;

c.       system failures, malfunctions and other threats to the system.

III. Monitoring

104. The audit system shall provide the ability to oversee the election or referendum and to verify that the
results and procedures are in accordance with the applicable legal provisions.

105. Disclosure of the audit information to unauthorised persons shall be prevented.

106. The audit system shall maintain voter anonymity at all times.

IV. Verifiability

107. The audit system shall provide the ability to cross-check and verify the correct operation of the e-voting
system and the accuracy of the result, to detect voter fraud and to prove that all counted votes are
authentic and that all votes have been counted.

108. The audit system shall provide the ability to verify that an e-election or e-referendum has complied with

the applicable legal provisions, the aim being to verify that the results are an accurate representation
of the authentic votes.

V. Other

109. The audit system shall be protected against attacks which may corrupt, alter or lose records in the
audit system.

110. Member states shall take adequate steps to ensure that the confidentiality of any information obtained
by any person while carrying out auditing functions is guaranteed.

F.       Certification

111. Member states shall introduce certification processes that allow for any ICT (Information and

Communication Technology) component to be tested and certified as being in conformity with the
technical requirements described in this recommendation.

112. In order to enhance international co-operation and avoid duplication of work, member states shall
consider whether their respective agencies shall join, if they have not done so already, relevant
international mutual recognition arrangements such as the European Cooperation for Accreditation
(EA), the International Laboratory Accreditation Cooperation (ILAC), the International Accreditation
Forum (IAF) and other bodies of a similar nature.
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Nedap Comments ' on Summary Conclusion, Executive Summary and
Recommendations

Mr. Alan Murphy Secretary 9m June 2006

Commission on Electronic Voting

Floor 4

Setanta Centre

Nassau Street

Dublin 2

Ireland

Dear Mr. Murphy,

In your letter of May 17m 2006 and in your letter of June 2nd 2006 you invited us to comment on the final draft (version 6

and selected pages of version 6.2) of the second report of the Commission concerning the secrecy, accuracy and testing

of the chosen electronic voting system.

When reading version 6 and the amendments in version 6.2 of the second report we noticed that on a number of issues

the Commission has taken into account our comments we made previously on your invitations.

For completeness we list these documents:

• Our letter and enclosure of April 11"1 2006 with our comments on version 3.9 of Part 1 (Introduction), Part 2 (Work of

the Commission) and Part 7 (Summary, Conclusion and Recommendations).

• Our letter and enclosure of February 14,h 2006 with our comments on version 3 of Part 3 (Technical Aspects and

Testing of the Chosen System).

• Our Letter of March 2"d 2006 with our comments on version 3 of Part 4 (Physical and Operational Security Aspects

of the Chosen System.

• Our letter and enclosures of March 20lh 2006 with our comments on version 3 of Part 5 (Comparative Assessment of

the Chosen System and the Paper System).

• Our letter and enclosure of March 9lh 2006 with our comments on version 3 of Part 6 (e-Voting Best Practice:

Council of Europe Recommendation).

However we do not see the essence of our comments incorporated in version 6. These are:

• The VM. PRU. BM and embedded software have been adequately evaluated and tested by accredited Independent

Test Authorities according the specifications agreed with DOEHLG in 2003.

• In terms of secrecy, accuracy and other important criteria the qualities of the VM. PRU. BM and the embedded

software outweigh the current paper system.

B At the request of Nedap. these comments have been reproduced by the Commission in the fonn they « ere received,
subject only to the deletion of page references as they relate to earlier drafts of the Commission's report. The comments

also refer to text contained in earlier drafts that has been revised in the final version of the report

281



Appendix 7A Second Report of the Commission on Electronic Voting

For that reason we leave the comments that we gave on parts 1 to 7 of the second report unchanged.

Accordingly we restrict the following comments to the summary conclusion, the executive summary and the parts 8 and 9

of version 6 and the amendments in version 6.2.

We request that you publish these comments and our comments and enclosures on versions 3 and 3.9 of the Parts 1 to

7 as mentioned on page 1 of this letter in full as part of the report, with the exclusion of the enclosure of part 7, since its

¡terns are commented in the parts 8 and 9.

As you know our comments relate to the Voting Machine (VM), the Programming Reading Unit (PRU) and Ballot

modules (BM) with their hardware and embedded software.

1. Summary Conclusion

a) Voting and Counting Equipment.

We note the positive findings of the Commission regarding design, hardware components and software of the VM and

relating hardware components:

The voting machine and related hardware components are of good quality and their design, which is based on voting

systems that have been reliable in use elsewhere for some years, has also remained stable since their adaptation for use

in Ireland

We comment on the following conclusions

• Subject to some minor security and usability enhancements, followed by extended and rigorous testing once it has

been so modified, the voting machine can be confidently recommended for use.

• The software of the voting machine is also of adequate quality, requiring only minor modifications followed by further

analysis to confirm its reliability.

The VM, PRU, BM and the embedded software have been delivered according the specifications agreed with the

Department. Any modifications in the hardware or software can only be made after these modifications have been

incorporated in the specifications.

We comment on the following conclusion

• Improvements are also required to the security of the methods by which sensitive election data, including votes, are

stored, transported and accessed on ballot modules and CD's.

Since the risk of attempted access is eliminated by the required procedures that prevent accidental or deliberate loss or

damage there is no need for encryption (to maintain the confidentiality of the data) and there is no need for cryptographic

signing (to protect against any attempted alteration) as recommended in R.10 of part 8.

b) Security Management.

The Commission has also recommended improved physical and operational security measures that do not require
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modification of the chosen system but that can significantly enhance its overall security.

The evaluation and testing of the hardware and software demonstrate the quality of the hardware and software of the

VM, PRU. BM and the embedded software and show that no failures have been detected. In our opinion it is important

that attention is focussed on the procedural side of the election process, including the physical security.

cl Comparison with Paper Voting.

Following the comparative assessment against the paper system of voting that it was requested to cany out, the

Commission has concluded that, in terms of secrecy and accuracy, the paper system is superior to the chosen system as

currently proposed but that, subject to the Commission's recommendations, the chosen system has the potential lo

deliver greater accuracy that the paper system and can provide similarly high levels of secrecy.

We are convinced that in the current situation the chosen system is superior to the paper system (see our comments on

part 5 in our letter and enclosures of March 20,h 2006).

We recommend the use of the chosen system as currently proposed in a small number of constituencies as soon as

possible. It would present a strong signal to the Irish voters and the proposed procedures could be fine tuned.

2. Executive Summary

a) Key Findings and Conclusions

• Hardware and software

• System and Data Security

• Testing and Independent Verification

We note the positive findings of the Commission on the Hardware and software of the VM, PRU and BM.

As we have shown in our comments on part 3 of the second report in our letter and enclosure of February 141 2006 the

requirements, standards and test criteria that were applicable for the design, evaluation and testing of the VM, PRU. BM

and the embedded software are adequate with respect to electronic voting practices in Europe, which were developed

over the last decades and we have shown that the evaluation and testing done by the ITA's have proven satisfactorily

that these components of the chosen system provide the necessarily secrecy and accuracy.

• Physical security

We show in our comments on part 4 of the second report in our letter March 2nd 2006, that further work should address

the procedural side of the election process.

• Comparative Assessment against Paper Voting

We show in our letter and enclosures of March 20th 2006, containing our comments part 5 of the second report, that the

VM. PRU, BM and the embedded software outweigh the paper system in terms of accuracy, secrecy and the other

important criteria mentioned in version 3 of part 5 of the Commission's second report.
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b) Overall Conclusion

We note some highlights from the Commissions overall conclusion.

• Based on the results of its work to date in relation to technical, procedural and comparative aspects of the chosen

system, and recognising that the chosen system can potentially enhance and deliver real efficiencies in the

administration of elections, the Commission concludes that it can recommend the voting and counting equipment for

use at elections in Ireland, subject to further work it has also recommended ...

• Further development, testing and analysis of the system, followed by independent certification of its suitability are

thus necessary before it can be confidently be used at elections in Ireland.

• Approaches to further development, testing and analysis of the system have also been recommended with a view to

providing the necessary assurances that the system is reliable.

• Subject to this work being carried out in accordance with the recommendations of the Commission, it is likely that

the chosen system can be deployed and used with confidence in the future.

It is remarkable that in the eyes of the Commission the official tests and validation undertaken to date are insufficient to

provide the requisite levels of confidence, although the VM, PRU, BM and its embedded software system were

independently reviewed and tested on behalf of the Department by ITA's for compliance with the requirements of 2003

that were issued by the Department of the Environment, Heritage and Local Government.

c) Electronic voting context

We note the positive view of the Commission, where it recognises that, when compared with paper voting, electronic

voting methods in general can deliver enhanced levels of accuracy and similar levels of secrecy and that this potential

also exists in the particular case of the chosen system.

3. Part 8 of the second report

Recommendations

The Commission recommends that the following steps are necessary, as a minimum, to ensure and confirm the secrecy

and accuracy of the chosen system before it could confidently be used at elections in Ireland.

On a number of important issues we have a different opinion than the Commission. In our comments to the Commission

on the second report we have proposed alternatives where applicable. Eventually it will be up to the Irish Government to

decide how to proceed with electronic voting in Ireland. We will consider any future proposals of our customer, the

Department of the Environment, Heritage and Local Government with a positive attitude.

We comment on the Commissions recommendations where applicable for the VM, PRU, BM and the embedded

software.

Hardware, Software and Peripherals

R. 1 : Protections against potential vulnerabilities or weaknesses of the voting machine, programming!reading unit and

ballot module identified by the Commission (section 3.2) should be placed beyond doubt by further independent

analysis and testing of the embedded C code software that governs their functions.
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In our opinion the embedded software of the VM, PRU and BM is adequately analysed and tested by the accredited

German Independent Test Authority "Physikalisch Technische Bundesanstalt" (PTB) against the test criteria derived from

"Requirements for voting machines for use at elections in Ireland DVREC-2" of March 5, 2003

"Functional specification - Nedap voting system ESI2 - Powervote version 1.9" of May 5, 2003

This analysis included a manual source code inspection that discharged potential run-time errors.

R.5:       Measures should be introduced to allow the authenticity of the hardware and software components of the

system to be independently verified by operators and observers.

The following two aspects guarantee the reliability of the hardware and software.

• The source code of the software is only available to Nedap and the ITA's.

• The Voting Machine is stand-alone and its software or hardware cannot be accessed from the outside and this also

applies to the PRU.

The authentication of the software by the use of cryptographic signing could still be bypassed by changes in the

hardware and software. The related key management would mean an extra burden for the election personnel without

bringing any benefits.

R.6:       Enhanced controls should be implemented within the software and hardware to restrict access to the services of

the system to authorised operators and voters.

With the current measures in place (See our comments on part 4 of the second report in our letter March 2nd 2006 pages

2 and 3) we do not see the need for these enhanced controls. One should not add complexity for the election personnel

when it is not needed.

R.7:       Modifications to the hardware and software components of the system that are necessary to implement the

above recommendations should be earned out.

See our comments on R.6

R.8:       Areas where system documentation is not in conformity with actual hardware and software devices as deployed

for use in Ireland should be addressed.

The documentation should be in conformity with the hardware and software except where general principles are

explained, whose implementation can differ in the different voting systems or elections. We would like to clarify the

aspects of non conformity with the Independent Test Authority that has performed the analysis on behalf of the

Commission.

Usability

R 9:       Usability issues identified by the Commission concerning the interaction between voters and the voting machine

interface and that may potentially affect secrecy or accuracy at elections should be addressed

We would like to know which usability issues the Commission is referring to.

The full face user interface that is a replica of the paper ballot offers the voter a high degree of "intuitive"
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steps to select and review their choices and to cast their votes.

Exit surveys held at the pilots during the Dáil elections of 2002 confirm this. (See enclosure to our letter of March 9lh

2006 to the Commission with our comments on part 6. page 1. issue 1 and the enclosure to our letter of February 14'

2006 to the Commission with our comments on part 3. page 3 under usability).

A number of usability issues are mentioned by the Commission, some are minor criticisms (f.i. the

"beeps"), some deal with the same breaches of secrecy as the paper voting system and some deal with the way votes

are recorded.

Data security

R. 10:      The security of sensitive election data (including votes) contained on ballot modules and CDs should be

enhanced through the use of encryption (to maintain confidentiality of the data) and cryptographic signing (to

detect any attempted alteration).

Since the risk of attempted access is eliminated by the required procedures that prevent accidental or deliberate loss or

damage there is no need for encryption (to maintain the confidentiality of the data) and there is no need for cryptographic

signing (to protect against any attempted alteration).

The authentication of the software by cryptographic signing that is checked by the software itself could still be bypassed

by hardware and software changes, while the key management associated with encryption and authentication gives an

extra burden for the polling staff, (see also our comments on R.5 of Part 8 on page 5 of this letter and on part 4 of the

second report in our letter of March 2l1d 2006 pages 3 and 4 and our comment on part 6 of the second report of March 9,h

2006 pages 2 and 3).

Physical and Operational Security

R. 11 :      Standard minimum security requirements should be defined and implemented for the storage, set-up. transport

and use of voting equipment by returning officers across all constituencies.

No comment.

R. 12 :      Specific attention should be paid to the security of programmed voting machines and of ballot modules and CDs

containing sensitive election data (including votes) in the periods immediately prior to. during and after the poll.

We agree.

R. 13:      Ballot modules and CDs containing votes cast should be accompanied andlor physically protected from

interference at all times while in transit and their movements and transfers of custody should be documented.

We agree.

R. 15:     The existing security arrangements for international transportation of voting equipment between Ireland and

Holland by third party carriers and, in particular, the arrangements for collection and distribution to local centres
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in Ireland should be reviewed and enhanced.

In our opinion there is no problem regarding transport between Holland and Ireland.

The shipping agency, the freight companies and sea carrier operate in accordance to the international TAPA standards.

Unaccompanied or unattended voting equipment is stored in sealed containers or in secure areas.

R.16:     A central asset register in electronic format should be established and maintained to record and manage the

ownership, location and movement of electronic voting equipment across all constituencies.

We agree.

Testing

R. 18:     Verification of the entire system and the assurance of its suitability for use at elections in Ireland should be

sought from a single independent body duly qualified and accredited to carry out the necessary analysis and

testing activities.

The varieties of tests that need to be carried out in a voting system certification process make it likely that more than one

Independent Test Authority must be involved. The overview can be the responsibility of one body.

R. 19:      The documented requirements and specifications of the system should be independently reviewed to ensure

that they provide an adequate expression of its intended purpose and a clear description of its functions against

which the system can be independently analysed and tested.

The Department of the Environment, Heritage and Local Government has the knowledge and the skills to specify the

requirements and specifications of the system.

R.20:     Following any modifications of the software and hardware components, rigorous independent analysis and end-

to-end testing will be needed to confirm that the system behaves as intended and has no unintended behaviour

After any adaptations are made, the VM, PRU, BM and the embedded software are always reviewed and tested by ITA's.

This is our standard procedure.

R.21:      Secure methods should be devised, in co-operation with the Manufacturers and the independent testing body,

to facilitate rigorous testing of the entire system in ways that the Commission sought to test it but was unable to

within the scope of its work.

We will consider any future proposals of our customer, the Department of the Environment, Heritage and Local

Government with a positive attitude.
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4. Part 9 Recommendations on Electronic Voting

ELECTRONIC VOTING OPTIONS

Software and Hardware

R.23:     In exploring alternatives to the election management software, the use of open source methods, to an

appropriate degree, should be considered as a way to harness and synergise the considerable levels of interest

in electronic voting and elections in Ireland with abundant and freely available software engineering expertise.

We believe that open source methods have a negative impact on voters trust. Since only IT people can review and

comment on the software the majority of the people cannot judge for themselves. As there are people who advocate

electronic voting and there are those who oppose it, there will not be an objective judgement in this way. The software

will always be discredited and the public cannot judge whether this is true or not. In this way mistrust will not be taken

away. The best way to ensure voters trust is the analysis and testing of the software by ITA's and if needed, parallel

testing before or on Election Day.

R.24: The feasibility of implementing enhanced levels of audit within the hardware of the chosen system should be

explored, including by means of the printer already present in the voting machine or by the further adaptation of

the voting machine.

In our opinion the current audit facilities present within the hardware of the chosen system are adequate. (See enclosure

to our letter of March 9lh 2006 to the Commission with our comments on part 6, page 14, issue 100).

Specific Secrecy and Accuracy Issues

R.27:      Alternative manual vote recording methods (such as optical character recognition and other scanned-in ballot

formats) that are compatible with electronic counting methods should be provided for postal voters so that their

votes can be incorporated in the electronic count with greater accuracy and secrecy.

No comment.

Accessibility and Voter Options

R.28: Alternative electronic voting methods should be provided to ensure secrecy and ease of voting across a broader

range of voters with disabilities.

The VM is prepared for an audio device to be connected, which would allow the majority of the visually impaired voters

and people with reading difficulties to make use of the VM. (See enclosure to our letter of March 9lh 2006 to the

Commission with our comments on part 6. page 1. issue 3).

R.29:      The voting machine interface should be modified so as to allow the option of casting blank or null votes

uniformly and anonymously as under the paper system.
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The VM has a built-in abstain facility that was de-activated and unlabeled following our customers decision. It needs to

be activated and labelled before it can be used.

Requirements, Specifications and Transparency

R.30: Publication or public inspection of the source code of the chosen system would allow a more open review of the

system by computer experts and would facilitate informed debate, greater understanding and confidence in the

system among the public as a whole.

See our comment on R.23.

R.31:      Confidence in the system could be further enhanced by providing a facility for open public testing of the vote

recording software and the vote counting software via an on-line web interface designed to simulate the

hardware interfaces of the system.

The best way of enhancing the confidence in the system is to select a number of VM's and PRU's and test them under

the supervision of cameras and a notary.

R.32: Future developments of e-voting in Ireland should be underpinned by a full and formal process of requirements

capture and functional specifications for any proposed new system.

The requirements and the functional specification of the VM, PRU, BM and the embedded software agreed with the

Department of the Environment, Heritage and Local Government are formulated in:

"Requirements for voting machines for use at elections in Ireland DVREC-2" of March 5, 2003

"Functional specification - Nedap voting system ESI2 - Powervote version 1.9" of May 5, 2003

Physical and Operational Security

R.33:      Consideration should be given to the storage of electronic voting equipment on a regional pr provincial basis

rather than locally as at present and in preference also to storing it centrally.

No comment.

ELECTRONIC VOTING CONTEXT

Electronic Voting Standards

R.34:     In the context of future implementations of electronic voting, Ireland should participate, co-operate and

contribute more actively in the development of international measures of best practice, guidance and standards

in the area of electronic voting.

No comment.
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R.35:     The compliance of electronic voting in Ireland with the non-binding Recommendation Rec (2004) 11 of the

Committee of Ministers of the Council of Europe should be addressed in the light of areas for improvement and

areas of non-compliance identified by the Commission.

Because test criteria for the Recommendation Rec (2004) are absent, an evaluation of the chosen system with respect to

the Recommendation will always be subjective to the interpretation of the general ground rules.

Trying to be as objective as possible we found the VM, PRU, BM and the embedded software in compliance with the

Recommendation (see our comments on part 6 of the second report in our letter and enclosure to the Commission of

March 9in 2006).

R.36:      Pending the agreement of an internationally agreed standard on electronic voting:

•     a working Irish standard in accordance with emerging best practice should be developed and adopted.

The Department has adopted the standards, requirements and best practice methods that are currently applicable for

voting equipment and its embedded software in the European countries where electronic voting is in use today.

R.37:      Following the agreement of an internationally agreed standard on electronic voting, and in any case, before the

future development of electronic voting in Ireland, provision should be made for the following:

• accreditation, by the relevant Irish authorities, of a body or bodies to test and certify electronic voting

equipment for use in Ireland in accordance with recognised Irish or internationally agreed standards,

• testing and certification, by such body or bodies, of the compliance of such equipment with those

standards,

• type approval, by the appropriate electoral authorities, for the use in Ireland of electronic voting equipment

so certified.

Where the requirements and standards for the use of VM's in Ireland are derived from the requirements and standards

that are defined by the other European countries that use VM's and where the requirements that apply to the specific

Irish circumstances are specified by the Department of the Environment, Heritage and Local Government with their

expertise and responsibility of conducting elections in Ireland, we are convinced that these requirements, standards and

derived test criteria form a sound basis for the development and evaluation of the VM, PRU, BM and embedded

software.

The Department has sought accredited ITA's with experience in analysing and testing electronic voting systems. The

hardware and software of the VM, PRU and BM were analysed and tested by the accredited German "Physikalisch

Technische Bundesanstalt" who is the body that is appointed by German law to analyse and test electronic voting

systems before they can be deployed in Germany. (See also the enclosure to our letter of March 9lh 2006 to the

Commission with our comments on part 6, page 17, issue 112).

The environmental tests including electromagnetic compatibility, electrical tests, temperature tests, shock & vibration

tests and drip water tests were carried out by the accredited Dutch TNO. The safety tests were carried out by the

accredited Dutch KEMA.

Electoral Administration
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R.38:     There should be public consultation on the need for, and expectations of. electronic voting in Ireland and the

results of that consultation should inform the future development and deployment of the chosen system or any

alternative methods of electronic voting.

No comment.

R.39:      The development of an electronic register of voters can contribute significantly to the accuracy of elections:

however the electronic register should remain separate form electronic voting systems in order to provide

continued assurance of voter anonymity in the voting process.

No comment.

In our comments we have shown that the VM, PRU, BM and the embedded software we supplied are reliable and well

suited to their purpose and that they outweigh the paper system. Therefore we strongly encourage its use on short term.

Yours sincerely

Nedap NV

Henk Steentjes
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Nedap Comments   on Parts 1, 2 and 7

Mr. Alan Murphy Secretary 11,h April 2006

Commission on Electronic Voting

Floor 4

Setanta Centre

Nassau Street

Dublin 2

Ireland

Dear Mr. Murphy,

In your letter of March 29lh 2006 you invite us to comment on the parts 1, 2 and 7 of the second report of the

Commission. We are happy with this opportunity and request that you publish this letter and enclosure in full as part of

the report.

You invited Nedap and Powervote individually. We will comment on issues that concern the Voting Machine (VM), the

Programming/Reading Unit (PRU), the Ballot Module (BM) and its embedded software.

2 years after the work of the Commission started in March 2004. the Commission is to issue its 2nd report. Part 1 is the

introduction, part 2 provides an overview of the Commission's work as presented in parts 3 to 6 and part 7 contains the

conclusions, observations and recommendations of the Commission.

1. Part 1 of the second report

We note the positive view of the Commission where it is stated that many of the benefits and advantages that are

associated with electronic voting are represented in the chosen system and that the chosen system has the capacity to

deliver enhanced levels of accuracy and acceptable similar levels of secrecy when compared with paper voting in

Ireland.

The Commission does not yet recommend the use of the system because it is as yet unproven in practice at national

elections in Ireland and because the Commission is of the opinion that the reliability and trustworthiness of the chosen

system are as yet unproven by the analysis and testing carried out to date.

Where the Commission concludes in the comparative assessment of the chosen system and the paper system that the

secrecy risks are low (Part 5) and where the Commission concludes that the risks to accuracy in the chosen system are

fewer and of lower magnitude than in the paper system (based on the assumption that the reliability and trustworthiness

are proven) (Part 5) it comes down to the questions:

a)   How can the reliability and trustworthiness of the chosen system be proven ?

" At the request of Nedap. these comments have been reproduced by the Commission in the form they were received,
subject only to the deletion of page references as they relate to earlier drafts of the Commissions report. The comments

also refer to text contained in earlier drafts that has been revised in the final version of the report
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b)    How can voters trust in electronic voting be established?

How can the reliability and trustworthiness of the chosen system be proven?

• Testing against clear defined specifications and standards

When the Commission is of the opinion that the specifications and standards that were agreed in 2003 should be

amended, then it is possible that as a result of these new specifications and standards the system should be adapted

and additional tests should be performed.

However, the Commission does not indicate in its second report where and why there should be deviation from the

specifications and standards that were agreed in 2003.

It is remarkable that the Commission nonetheless concludes that the reliability and trustworthiness are as yet unproven

by the analysis and testing carried out to date, although all EMS system components were independently tested on

behalf of the Department by ITA's for compliance with the requirements of 2003.

By not incorporating this in its evaluations the Commission unintentionally contributes to the undermining of voters trust

in the chosen system.

• End to end testing

Supplemental to the above end to end testing can be introduced. This means that a number of complete election

scenarios are tested, at which the procedural side also gets the necessary attention.

How can voters trust in electronic voting be established?

• "Quality seal" for electronic voting systems

Voters cannot see what happens inside a VM. A "quality seal" for electronic voting systems by clear regulations

regarding the design, the analysis and testing that voting systems have to meet before they can be deployed, creates the

necessary confidence. This is the situation in the European countries where electronic voting is applied today.

Where the requirements and standards for the use of VM's in Ireland are derived from the requirements and standards

that are defined by the other European countries that use VM's successfully for many years and where the requirements

that apply lo the specific Irish circumstances are specified by the Department with her expertise and responsibility of

conducting electrons in Ireland we are convinced that these requirements, standards and derived test criteria form a

sound basis for the development, evaluation and testing of the VM, PRU, BM and embedded software.

• Parallel testing on Election Day

It is important that voters can see that their preferences are accurately recorded and actually taken into account at the

count.

Probably most of the voters trust that certified VM's accurately record their preferences.

In order to convince also those voters who think that VM's are possibly tampered with, parallel testing can be a solution.

On Election Day a number of randomly chosen VM's that are prepared for the election are taken. Under the watchful

eyes of the public (via cameras) and a notary, known votes are cast on these VM's and these are compared with the

result. In this way it is evident for all voters that the VM's accurately record preferences and that these preferences are

actually counted.
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2. Part 2 of the second report

In part 2 the Commission explains its approach to its work being the consideration of the secrecy and accuracy of the

chosen system, the review of the testing carried out and the comparative assessment of the chosen system and the

paper system.

Since we discussed the analysis and testing above, we now shortly address the situation in the USA and the 2004

Recommendation Rec(2004) by the Committee of Ministers of the Council of Europe.

a) Electronic Voting in the USA

The Commission concludes that there is a significant "climate change" with regard to electronic voting, being "significant

alterations in the levels of public and political expectation and acceptance of electronic voting, both in Ireland and

abroad" (part 2).

The climate change did not originate from Europe but from the USA.

The problems with outdated voting systems became apparent in the Presidential elections of 2000. In an answer on that

new electronic voting systems were introduced, systems that were mainly based on a PC platform with a Windows

operating system. Various states have attempted to solve the concerns with regards to the integrity of the voting

equipment by the provision of a Voter Verifiable Audit Trail. In our opinion this provision does not enhance voters trust, it

rather achieves the opposite. (See our letter of March 20lh 2006 with our comments on part 5, enclosure 1 pages 1 and

2)

b) Common standard on electronic voting in Europe

The Commission concludes that "there are clear signs of movements towards a common standard on electronic voting

with the adoption in 2004 of a Council of Europe Recommendation on legal, technical and operational aspects of

electronic voting "[part 2).

The Recommendations Rec (2004) of the Committee of Ministers of the Council of Europe have the character of basic

principles. They are developed in order to harmonize the basic principles in all European countries. They do not aim at

being used as a direct means for performing tests, in particular, against which a specific system is tested. Such testable

requirements must still be developed. In Ireland the "Requirements for voting machines for use at elections in Ireland

DVREC-2" of March 5, 2003 are such requirements. Once such testable requirements have been developed, they shall

not contradict the basic principles. This is the aim of the Recommendations Rec (2004).

3. Part 7 of the second report

a) Summary of conclusions

There are a number of issues where our opinion differs from that of the Commission.

In this respect we refer to our comments on part 1 and part 2 in this letter and our comments on the parts 3, 4 5 and 6 of

the second report respectively. They include:

•     Reliability and trustworthiness of the chosen system

In our opinion a "quality seal" for electronic voting systems by clear regulations regarding the design, the analysis and

testing (hat voting systems have to meet before they can be deployed, creates the necessary confidence. This can be

complemented by parallel testing. (See our comment on part 1 earlier in this letter)
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• Technical aspects and testing

As we have shown in our comments on part 3 of the second report in our letter and enclosure of February 14,h 2006 the

requirements, standards and test criteria that were applicable for the design, evaluation and testing of the VM, PRU, BM

and the embedded software are adequate with respect to electronic voting practices in Europe, which were developed

over the last decades and we have shown that the evaluation and testing done by the ITA's have proven satisfactorily

that these components of the chosen system provide the necessarily secrecy and accuracy when the proper procedures

are applied.

• Physical and operational security aspects

We show in our comments on part 4 of the second report in our letter March 2nd 2006, that further work should address

the procedural side of the election process.

• Comparative assessment

We show in our letter and enclosures of March 20'" 2006, containing our comments on part 5 of the second report, that

the VM, PRU, BM and the embedded software outweigh the paper system in terms of accuracy, secrecy and the other

important criteria mentioned in part 5 of the Commission's second report.

• E-voting best practice: Council of Europe Recommendation

See our comments on page 3 of this letter.

Because test criteria are absent, an evaluation of the chosen system with respect to the Recommendation will always be

subjective to the interpretation of the basic principles.

Trying to be as objective as possible we found the VM, PRU, BM and the embedded software in compliance with the

Recommendation (see our comments on part 6 of the second report in our letter and enclosure to the Commission of

March 9'" 2006).

b) Overall conclusion

We note some highlights from the Commissions overall conclusion.

• The proposed operational arrangements, the official tests and validation undertaken to date are insufficient to

provide the requisite levels of confidence.

• This conclusion is not based on any particular finding that the system will not work, but the operation to the desired

secrecy and accuracy levels is not yet proven.

• When the recommendations of the Commission are met then it is likely that the chosen system can be deployed and

used with confidence in the future.

We refer to our comment on part 1 on pages 1 and 2 of this letter.

It is remarkable that the Commission concludes that the official tests and validation undertaken to date are insufficient to

provide the requisite levels of confidence, although all EMS system components were independently tested on behalf of

the Department by ITA's for compliance with the requirements of 2003.

c) Recommendations

On a number of important issues we have a different opinion than the Commission. In our comments to the Commission

on the second report we have proposed alternatives where applicable. Eventually it will be up to the Irish Government to
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decide how to proceed with electronic voting in Ireland. We will consider any future proposals of our customer, the

Department of the Environment, Heritage and Local Government with a positive attitude.

In the enclosure we comment on the Commissions recommendations where applicable for the VM, PRU, BM and the

embedded software.

We hope that the comments which we present in this letter, just like our comments on the other parts of the second

report can convince the Commission that the VM, PRU, BM and the embedded software are adequately designed,

analysed and tested and that their use in combination with the right procedures is preferred over the use of the paper

based system of voting with its related problems regarding secrecy and accuracy.

We recommend the use of the system on short notice in a limited number of constituencies in Ireland, following the

thorough investigations carried out by the ITA's and the Commission on Electronic Voting. This will present a strong

signal to the Irish voters to enhance voters trust.

Yours sincerely

Nedap NV

Henk Steentjes

End.: Detailed comments on the recommendations in part 7 of the second report of the Commission
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Nedap Comments    on Part 3

Mr. Alan Murphy Secretary Groenlo. 14lh February 2006

Commission on Electronic Voting

Floor 4

Setanta Centre

Nassau Street

Dublin 2

Ireland

Dear Mr. Murphy,

In your letter of January 17th you invite us to comment on part 3 of the second report of the Commission. We are happy

with this opportunity and request that you publish this letter and enclosure in full as part of the report.

We will react on the Voting machine, the Programming Reading Unit and the Ballot module with their hardware and

embedded software.

Election Management System

The Voting machine (VM), Programming Reading Unit (PRU) and Ballot modules (BM) with their hardware and

embedded software, the Integrated Election Software (IES), the PC and the administrative electoral procedures when

combined together constitute the Election Management System (EMS).

Ease of use for election personnel and voters

In our 30 years of delivering voting systems to the market it is our experience that the infrequent and somewhat

unpredictable nature of elections makes it mandatory to keep the election process as simple as possible.

This belief has always been the guiding principle in the development of the EMS where we follow the administrative

electoral procedures currently in place for paper based voting.

Furthermore it is our choice to stay as close as possible to the user interface that the voters are used to in paper voting

systems; the voting machine has a full face replica of the ballot paper.

The value of this was recognised by the Commission in its first report (page 55): "The Commission found the system to

be easily understood, both in general concept and in practical use. For election personnel, its operation conesponds

logically to the administrative electoral procedures currently in place for manual voting. From the voters point of view, the

"booth" design of the voting machine and the replica ballot interface maintain a useful and helpful linkage to the paper

voting procedure. This is not the case with all electronic voting systems".

85 At the request of Nedap, these comments have been reproduced by the Commission in the form they were received,

subject only to the deletion of page references as they relate to earlier drafts of the Commission's report. The comments

also refer to text contained in earlier drafts that has been revised in the final version of the report.
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Difficult to maliciously introduce large numbers of votes

The stand alone design and the proprietary hardware and proprietary software of our VM. PRU and BM makes it difficult

for anyone to tamper with them.

The Commission's statement underlines this:

"the Commission was unable to exercise the ballot module and other downstream components of the system using large

numbers of known votes introduced authentically using a test harness, either to bypass the voting machine interface or to

introduce them directly onto the ballot module itself. Although this was a limitation on the Commission 's proposed work, it

also represents a significant strength of the system. It shows the degree of difficulty presented to anyone seeking

maliciously to introduce large numbers of votes to the system at an election, via either a voting machine interface or a

ballot module".

Election Management System for Ireland designed, tested and delivered according agreed specifications of 2003

The EMS for Ireland was designed and delivered in accordance with the specifications and contracts as agreed with

DOEHLG in 2003.

For the VM, PRU and BM these comprise:

"Requirements for voting machines for use at elections in Ireland DVREC-2" of March 5, 2003.

"Functional specification - Nedap voting system ESI2 - Powervote version 1.9" of May 5, 2003.

All EMS system components were independently tested for compliance on behalf of DOEHLG.

The VM, PRU and BM hardware and embedded software were tested by the German Independent Test Authority

"Physikalisch Technische Bundesanstalt" (PTB).

Important to mention is that the PTB did the static analysis on the VM and PRU internal embedded C-code software and

did the manual source code inspection asked for in part 3 of the Commission's second report by which potential run-time

errors were discharged.

We do not see why this should be repeated by the Commission.

The environmental tests including electromagnetic compatibility, electrical tests, temperature tests, shock & vibration

tests and drip water tests were carried out by the accredited Dutch TNO. The safety tests were carried out by the

accredited Dutch KEMA.

We do not see why this should be repeated by the Commission.

Two years after the work of the CEV started in march 2004. the CEV is to issue its 2nd report. In part 3 of this second

report the Commission makes further judgements on the technical aspects and testing of the chosen system.

After reading part 3 we must conclude that in two years of evaluation and additional testing the Commission did

not find any substantial flaws.

Commission seeks for new specifications and standards
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From reading part 3 of the second report we must conclude that, whereas the VM, the PRU and the BM hardware and

embedded software is designed, tested and delivered according the above mentioned specifications as agreed with

DOEHLG in 2003, the Commission is seeking new standards and specifications to judge the chosen system.

We do not see an analysis of the agreed specifications and we do not see a clear definition of amended

specifications.

If the agreed specifications of 2003 are not adequate to support elections in a trustworthy way, we invite the

Commission to specify why not and what amendments should be made.

Recognised standards for electromagnetic compliance tests

We note that the Commission seeks for recognised standards for electromagnetic performance tests (Standards), saying

"There is currently no international standard for the electromagnetic compliance testing of electronic voting equipment".

We comment: In the Netherlands, Germany and France there are standards for compliance testing, also for

electromagnetic compliance testing, of electronic voting equipment, which were adopted by the DOEHLG in their

"requirements for voting machines for use at elections in Ireland DVREC-2" of March 5, 2003. The voting machines,

programming reading units and ballot modules were tested accordingly by Independent Test Authorities (ITA's).

Extended Ballot module test at 7 Tesla

The extent of the tests done by the Commission is sometimes almost without limit.

We note that the Commission states: "In this test, a ballot module containing data was exposed to a very strong

electromagnetic source of 7 Tesla. Following this exposure, the contents of the module was found to be unaffected".

"Equipment to produce a magnetic field of this strength is in no sense portable or widely available, requiring a large and

very expensive installation". This test was already done by the Commission in the work reported in their first report.

Even in MRI-scans the magnetic field strength is limited to 2,5 Tesla because of the danger for the patients to develop

cancer when higher field strengths are applied.

The test is like using a sledge hammer to test the ruggedness of a plastic case.

Testing against clear defined specifications and standards

When the Commission is of the opinion that the specifications and standards agreed in 2003 should be amended, then it

is possible that as result of these new specifications and standards the system should be adapted and additional tests

should be performed.

Testing without clear defined specifications sets no limit to the time and amount of tests and is not an objective

way of judging a system.

We will comment on the main conclusions as follows:

HARDWARE

"The main hardware components of the system, namely the voting machine, the programming!reading unit and the ballot

module are of good quality and design. They are robust against failure and are generally well suited to their purpose.

Furfher investigation, refinement, testing and independent certification of these components would however be

necessary before they could be confidently recommended for use at elections in Ireland".
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We take notice of the fact that the Commission finds the VM, the PRU and the BM of good quality and design and that

they are robust against failure and are generally well suited to their purpose.

The VM, the PRU and the BM have been tested by ITA's according the specifications as agreed to with DOEHLG.

Further investigation, refinement, testing and independent certification is only meaningful if the Commission defines why

the existing specifications are not sufficient and what amendments should be made.

SOFTWARE

'The embedded C code software within the voting machine and programming/reading unit is of an adequate standard

and. while it is not of mission critical standard, there is evidence to suggest that it has been developed according a

recognisable structured design process which is broadly in accordance with industry best practice. Further investigation

of its behaviour, followed by refinements of its functions, further testing and independent certification would be necessary

before its trustworthiness could be confirmed for use at elections in Ireland. ".

We take notice of the first part of the conclusion of the Commission, We note that the embedded software in the voting

machine, the programming/reading unit and the ballot module has been evaluated and tested by the German

"Physikalisch Technische Bundesanstalt" according the specifications as agreed to with DOEHLG

Important to mention is that the PTB did the static analysis on the VM and PRU's internal embedded C-code software

and did the manual source code inspection asked for in part 3 of the Commissions second report by which potential run-

time errors were discharged.

Further investigation, refinement, testing and independent certification is only meaningful if the Commission defines why

the existing specifications are not sufficient and what amendments should be made.

DATA/PERIPHERALS

While the ballot module is robust and generally well suited to its purpose, the measures for ensuring the security of the

data stored on it are not of a sufficient standard. The use of data encryption and cryptographic signing of this data would

enhance the levels of security and give greater confidence in the integrity of the system.

We take notice of the fact that the Commission finds the ballot module robust and generally well suited to its purpose. On

the wish for encryption it is our view that the secure key-management that is associated with cryptography adds to

complexity of the election process whereas the risks can be neutralized by proper procedures as is the case when

transporting ballots in the paper based system.

We must never forget that the infrequent nature of elections make it mandatory to keep the process simple and easy to

understand in practical use for election personnel and voters. Therefore we follow the administrative electoral procedures

currently in place for paper based voting, the VM is based on a "booth" design and offers a replica ballot interface. This

makes Ihe system easy to work with for the election personnel and the voters

TESTING

The testing of the system as a whole carried out to date, as well as the investigation, analysis and independent testing

and certification of its individual components, is insufficient to provide a secure basis for the use of the system at

elections in Ireland. While the Commission's work has laid the foundations for this process, considerably more work will

be required in this area.
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The chosen system was tested by Independent Test Authorities against the agreed specifications of DOEHLG. Where

applicable they were derived from standards for voting systems in use for years in the Netherlands, Germany and

France.

When the Commission is of the opinion that the specifications and standards agreed in 2003 should be amended, then it

is possible that as result of these new specifications and standards the system should be adapted and additional tests

should be performed.

We do not see an analysis of the agreed specifications and we do not see a clear definition of amended specifications.

Testing without clear defined specifications sets no limit to the time and amount of tests and is not an objective way of

judging a system.

Conclusion

After reading part 3 we must conclude that in two years of evaluation and additional testing the Commission did

not find any substantial flaws in the VM, PRU and BM hardware and embedded software of the chosen system.

Therefore we do not see any reason why to postpone the use of the chosen system

With the proper procedures in place the secrecy of the chosen system is guaranteed and since its accuracy is

much higher than in a paper based system the benefits are clear.

We therefore strongly encourage the use of the chosen system. An election in a moderate number of

constituencies would be a great start.

Yours sincerely

Henk Steentjes

Nedap NV

End.: Detailed comments on part 3 of the second report of the Commission on Electronic Voting.
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Detailed comments on part 3 of the second report of the Commission on Electronic Voting.

3.2.1 The Voting Machine

(b) Desk Review of the Voting Machine

Potential vulnerabilities of the voting machine identified in the course of this review as having a bearing on secrecy or

accuracy were reviewed by the Commission and. where appropriate having regard to security and confidentiality

considerations, these vulnerabilities are reflected in the Commissions findings, listed further below. It should be noted

that these potential vulnerabilities have not generally been assessed or ranked by the Commission according to their

likelihood of occurrence at this time.

In judging vulnerabilities or risks the question is always what risks are tolerable or acceptable. Likelihood of occurrence

(probability) and impact must be defined to compare the chosen system with the current paper system.

(c) Technical Testing of the Voting Machine

Standards: There is currently no specific international standard for the electromagnetic compliance testing of electronic

voting equipment. However, even though the threats to such equipment are not currently well defined, a number of

existing standards are nonetheless appropriate and applicable in the context of the public environment in which such

equipment may be used at elections. The Commission's testing of the system was designed to meet or exceed these

standards.

In the Netherlands, Germany and France there are standards for compliance testing, also for electromagnetic

compliance testing, of electronic voting equipment, which were adopted by the DOEHLG in their "requirements for voting

machines for use at elections in Ireland DVREC-2"of March 5. 2003. The VM, PRU and BM were tested accordingly by

Independent Test Authorities (ITA's).

We would like to know from the Commission what the standards are that the VM was tested against.

Guidance to users of the machine: It was also noted that the system manuals and official guidelines for deployment and

use of the voting machine contain no information about its electromagnetic performance and offer no specific guidance

on the need to locate the equipment away from potential sources of intentional or unintentional electromagnetic

interference.

Election personnel should not have to worry about electromagnetic interference. That is why the VM is in a high degree

invulnerable to electrostatic discharge or RF signals and there is no need for specific guidance on this point.

(d) Principal Findings Concerning the Voting Machine

Reliance on Voters andlor Operators to Detect Faults

The vast majority of voters must vote alone and unaided. Voters will have a wide range of ages, abilities and levels of

technical competence. All voters will be unfamiliar with the voting machine, at least during the first elections in which it is

used. It is quite likely, furthermore, that voters will not detect failures of the voting machine that may occur during polling

and this is something that cannot be mitigated by voters education policies. Any system of electronic voting must
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therefore be designed in a way that does not compromise the accuracy with which the views of even the lest able voters

are recorded.

Errors are very infrequent, so we have the VM halted and a specific error code appears in the displays of the machine.

No further action can take place and this will be noticed by the voter and the operator of the control panel who reports the

error code to the help desk. The error code is directly understood by the people on the help desk and appropriate action

can be taken. Our experience in the various countries where our systems are deployed is that voters of different ages

and also first time voters can handle such a situation. It is also our experience that the polling staff with clear and simple

instructions can also handle these situations.

Other Hardware Vulnerabilities

The Commission's analysis also indicates a further potential vulnerability that may arise from a feature of the system

designed to facilitate voting by visually impaired persons via a physical external data link, which remains present but

unused within the voting machine in its Irish application Taken with the existence of the corresponding embedded C

code software within the voting machine to control this link, serious questions arise as to the effectiveness with which the

functioning of this feature has been fully deactivated for its intended, or possibly unintended, use.

This data link can only be activated when the Visual Impaired Device (VID) is connected to this port. The activation is

done by depressing the VIS button on the control panel. The voting machine checks the presence of the VID before the

data link becomes active.

Given the fact that the the voting machine and the PRU contain the same main board and embedded C software the fear

of the Commission is that:

"If so, this has the serious implication that an attacker with access to a single voting machine and the appropriate

technical knowledge could adapt this to program a large number of ballot modules"

This malicious attacker then has to do something with these programmed BM's. Programmed BM's contain no votes, but

do contain the names of the candidates. If such an attack would take place on VM's already prepared for an election the

candidates in the BM would be replaced by others. This can be detected before the VM is released for voting. This is

comparable with the substitution of paper ballots papers by false ones, which is much easier to do.

Large scale fraud with votes is very unlikely. As the Commission reports:

"the Commission was unable to exercise the ballot module and other downstream components of the system using large

numbers of known votes introduced authentically using a test harness, either to bypass the voting machine interface or to

introduce then directly onto the ballot module itself Although this was a limitation on the Commission's proposed work, it

also represents a significant strength of the system. It shows the degree of difficulty presented to anyone seeking

maliciously to introduce large number of votes to the system at an election, via either a voting machine interface or a

ballot module".

Software and Hardware Security: Access Controls

Only physical security measures such as keys, tamper detection seals and other design features have been applied, but

no additional security measures such as password or other code protections have been implemented.
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The management and application of passwords would mean an extra burden on the polling staff. Since we want to keep

the election process as simple as possible we rely on physical security measures which in our vast experience have

proven to be adequate.

Usability: Ballots that do not Reflect the Intentions of the Vote

Six remarks are made.

Usability: Interfering Voter Behaviour from Voting Machine

Three remarks are made.

The behaviour of the VM is defined in the "Functional specification - Nedap voting system ESI2 - Powervote version 1.9"

of May 5, 2003 that was agreed with DOEHLG.

The beeps generated when preferences are selected referred to can be switched off (option while programming the BM)

In this way beeps say nothing about the preferences that votes select.

3.2.2. The Ballot Module

(c)  Technical Testing of the Ballot Module

Electromagnetic Susceptibility and Compliance

In this test, a ballot module containing data was exposed to a very strong electromagnetic source of 7 Tesla. Following

this exposure, the contents of the module was found to be unaffected.

Equipment to produce a magnetic field of this strength is in no sense portable or widely available, requiring a large and

very expensive installation.

Even in MRI-scans the magnetic field strength is limited to 2,5 Tesla because of the danger for the patients to develop

cancer when higher field strengths are applied.

The test is like using a sledge hammer to test the ruggedness of a plastic case.

Principal Findings Concerning the Ballot Module

Although simple and very short checksums are applied to some of the data on the Ballot module, confidence in the

secrecy of the ballot would be greatly enhanced if the data was protected from unauthorised access and disclosure by

the cryptographic methods mentioned above, which are standard ways of protecting any sensitive electronic information.

The strong checksums are used for the detection of corrupted data. These checks are performed at any time data is read

or votes are stored.

It is our view thai secure key management that is associated with cryptography adds to complexity of the election

process, whereas the risk can be neutralised by proper procedures.

Volume Testing

We note:

The Commission was unable to exercise the ballot module and other downstream components of the system using large

numbers of known votes introduced authentically using a test harness, either to bypass the voting machine interface or to

introduce them directly onto the ballot module itself. Although this was a limitation on the Commission's proposed work, it

also represents a significant strength of the system. It shows the degree of difficulty presented to anyone seeking
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maliciously to introduce large number of votes to the system at an election, via either a voting machine interface or a

ballot module.

3.2.3 The Programming!Reading Unit

(c) Technical Testing of the Programming Reading Unit

The need for such testing was also highlighted in the Commissions first report which noted the very significant

shortcoming that the programming/reading unit had not been independently tested.

As we have commented on the first report (page 414) the software of the PRU is part of the software package for the VM

that is tested by the PTB. The communications is tested. Only defined items are transferred. The reading of votes is

implicitly tested by source code analysis and source code inspection.

Hardware Vulnerabilities - electromagnetic Eavesdropping and Interference

It was noted that no specific operator guidance is given on positioning the device so as to minimise its susceptibility to

electromagnetic threats at elections, whether intended or unintended.

Election personnel should not have to worry about electromagnetic interference. That is why the VM is in a high degree

invulnerable to electrostatic discharge or RF signals and there is no need for specific guidance on this point.

Reliance on Embedded Software

An important example of how the software may behave in response to unintended inputs was discovered in testing

carried out by the Commission, whereby a simple but unexpected command caused the programming!reading unit to

halt. This raises concerns over the Quality of the embedded C code software and the level of testing performed on it.

The PRU software is purposely designed to halt when an unexpected command is received. The only way of recovery

from this is to switch off the PRU and switch it on again. If this occurred when a ballot module was programmed, it now

has to be reprogrammed. If votes were read in, the read in action has to be done again.

3.3.1 Embedded Software (C code)

Software quality

We note:

The analysis for the source code itself did not uncover any major functional failures

A software project management plan was not supplied.

Here we do not agree We did supply to QinetiQ the project overview of the development of the ESI2 voting machine

embedded software with details on the software conventions.

Some useful documentation has been supplied on the design, specification, development and quality of the software,

although its accuracy in relation to the actual source code is questionable.
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Here we no not agree. We did supply to QinetiQ the technical documentation of the hardware and the embedded C

software. This covers the requirements, the software design and the software test plan and the documented software

tests that were performed.

We would like to know from the Commission where the documentation is not in correspondence to the source code.

Version control appears to be inadequate as the version numbers are not common across the code and the procedures

lo find and change the embedded version number is not documented, which means it cannot be quickly or easily

checked.

Here we do not agree. The version control was maintained throughout the project. Some software modules have higher

version numbers than others while they are addressed more often than others, but this the nature of version control. The

version control method is very straightforward and easy to work with.

We note:

The clarity of the code is adequate, although some parts are easier to understand than others.

We note:

One of the three parts of the code is logically structured, with sensible functional layers. The remaining two parts are less

so, but justifiably so because the functionality of the code in these parts is less complex.

The automated analysis found no potential divide by zero errors, but did find a significant amount of other potential

runtime errors present in the code. The significance of these can only be determined by further analysis and it is likely

that many of them will be discharged as false concerns.

The embedded C software was tested by the accredited German PTB. They performed automated analysis and

performed a manual source code inspection of the C code by which the potential runtime errors were

discharged. Owing to the documentation of each individual test scenario in test protocols, which are archived at the

PTB, each of the tests performed in the Software Testing Laboratory is repeatable. The testing method used and the

testing procedure applied belong to the information laid down in protocols.

We do not see why this has to be repeated again.

Architecture

The incorporation, within the C code on the main board, of functionality relating to both the voting machine and the

Programming/reading unit represents an inadequate segregation of functions. A consequence of this is that either

function may be susceptible to changes made in the other and both would have to be retested as a result of any such

change.

Here we do not agree It is a great benefit that the functions for reading and interpreting votes in the VM and the

PRU are done by the same software modules. The software is well structured, that means that when changes apply to

one module it has no effect on others.

3.5 Summary of Findings on Technical Aspects and Testing

3 5.1 Specifications and Requirements capture

There is little evidence that a formal and rigorous process of specification and requirements capture was applied to
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support the adaptations and development of the software components of the system for use in Ireland. This is

inconsistent with software engineering best practice and falls significantly short of the standard that would be required of

a system that has been deemed by the Commission to be mission critical.

We do not understand this. The requirements for the VM, PRU and BM we discussed with DOEHLG and were laid down

in "Requirements for voting machines for use at elections in Ireland DVREC-2" of March 5. 2003.

The requirement for the functionality of the VM, PRU and BM was during the development process discussed with

DOEHLG and was laid down in "Functional specification - Nedap voting system ESI2 - Powervote version 1.9" of May 5,

2003.

No adaptation to the system or of the systems functionality was made before new specifications were agreed.

This method was rigorously applied during the development stage.

From this perspective we do not understand why the Commission did not analyse the agreed specifications and has no

clear definition of amended specifications.

Testing without clear defined specifications sets no limit to the time and amount of tests and is not an objective way of

judging a system.

3.5.2 Documentation

.. while the documentation in respect of the voting machine hardware and software components does not fully

correspond to the configuration of these components as they would be deployed for use in Ireland.

Here we no not agree. We did supply to QinetiQ the technical documentation of the hardware and the embedded C

software. This covers the requirements, the software design and the software test plan and the documented software test

that were performed

We would like to know from the Commission where the documentation is not in correspondence to the source code.

3.5.3 Design and Development Process

A recognisable structured design process, broadly in accordance with industry best practice, was nonetheless deployed

in the design and development of the embedded C Code software, but without sufficient independent review and testing.

The VM, PRU and BM hardware and embedded software were tested by the German Independent Test Authority

"Physikalisch Technische Bundesanstalt" (PTB), including a full source code review.

Important to mention is that the PTB did the static analysis on the VM and PRU internal embedded C-code software and

did the manual source code review asked for in part 3 of the Commissions second report by which potential run-time

errors were discharged Owing to the documentation of each individual test scenario in test protocols, which are archived

at the PTB, each of the tests performed in the Software Testing Laboratory is repeatable. The testing method used and

the testing procedure applied belong to the information laid down in protocols. The full test report has been made

available.

We do not see why this should be repeated by the Commission.

3.5 4 System maintenance

The design, development and documentation processes are generally inadequate in relation to software engineering

best practice and falls significantly short of that required for mission critical systems.
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We are astonished. The Commission states: A recognisable structured design process, broadly in accordance with

industry best practice, was nonetheless deployed in the design and development of the embedded C Code software, but

without sufficient independent review and testing.

The Commission states: The embedded C code software within the voting machine and programming/reading unit is of

an adequate standard and, while it is not of mission critical standard, there is evidence to suggest that it has been

developed according a recognisable structured design process which is broadly in accordance with industry best

practice.

3.5.8. Software authentication

Another major vulnerability for the system arises from the absence of any software mechanism within the system, or any

formal and independent software authentication process outside it, to endure and verify that the embedded software

installed on all voting machines and programming /reading units and the election management software used to

administer the election is indeed the correct version that has been independently tested and certified and that has been

approved for use by the electoral authorities.

We do not agree. As we have explained in our letter of January 6lh 2006 to the Commission both the VM and the PRU

check the correctness of the program software in their program memories. A sum check is performed at start up and

compared with the stored checksums. In case of a difference an error message is displayed. In the FUNCTIONS mode in

the VM there are options to show (menu "versions and checksums") the versions and the checksums of the program

software in the Mam Board, the Connection Board and the Display Boards on the VM display and they can be printed by

the internal printer (menu "print settings").

PRU: In IES the status of the PRU can show the software version number.

3.5.Í0 Testing

Review of previous testing

The Commission concluded in its first report that the level and comprehensiveness of the testing of the system carried

out to date are insufficient to establish the trustworthiness and reliability of the system. As the Commission has not been

advised that any further official or independent testing has been carried out in the interim, this conclusion continuous to

be applicable in respect of the chosen system.

After reading part 3 we must conclude that in two years of evaluation and additional testing the Commission did

not find any substantial flaws.

The EMS for Ireland was designed and delivered in accordance with the specifications and contracts as agreed with

DOEHLG in 2003.

For the VM, PRU and BM these comprise:

"Requirements for voting machines for use at elections in Ireland DVREC-2" of March 5, 2003.

"Functional specification - Nedap voting system ESI2 - Powervote version 1.9" of May 5, 2003.

All EMS system components were independently tested for compliance on behalf of DOEHLG.

The VM, PRU and BM hardware and embedded software were tested by the German Independent Test Authority

"Physikalisch Technische Bundesanstalt" (PTB).
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Important to mention is that the PTB did the static analysis on the VM and PRU internal embedded C-code software and

did the manual source code inspection asked for in part 3 of the Commission's second report by which potential run-time

errors were discharged.

We do not see why this should be repeated by the Commission.

The environmental tests including electromagnetic compatibility, electrical tests, temperature tests, shock & vibration

tests and drip water tests were carried out by the accredited Dutch TNO. The safety tests were carried out by the

accredited Dutch KEMA.

We do not see why this should be repeated by the Commission.

We do not see an analysis of the agreed specifications and we do not see a clear definition of amended

specifications.

If the agreed specifications of 2003 are not adequate to support elections in a trustworthy way, we invite the

Commission to specify why not and what amendments should be made.

Testing without clear defined specifications sets no limit to the time and amount of tests and is not an objective

way of judging a system.
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Nedap Comments   on Part 4

Mr. Alan Murphy Secretary 2 March 2006

Commission on Electronic Voting

Floor 4

Setanta Centre

Nassau Street

Dublin 2

Ireland

Dear Mr. Murphy,

In your letter of February 17th you invite us to comment on part 4 of the second report of the Commission. We are happy

with this opportunity and invite you to publish it as part of the report.

You invited Nedap and Powervote individually and we will comment on issues that concern the Voting Machine (VM), the

Programming/Reading Unit (PRU), the Ballot Module (BM) and its embedded software.

Our conclusion on part 4 of the second report

The physical and operational security aspects of the VM, PRU, BM. the embedded software and the procedures in place

at the Manufacturers addressing the physical and operational security aspects with the manufacture and transport are of

adequate standard. The findings for the security policy management that require attention are equally important for the

current paper bases system.

With the proper procedures in place associated with transport, storage and deployment for use the system is ready for

use at elections in Ireland.

Where the testing of the hardware and software shows that no substantial failures have been detected, further work

should address the procedural side of the election process and not the testing of the election hardware and software.

The Election management System

The voting machine (VM). Programming Reading Unit (PRU) and ballot modules with their hardware and embedded

software and the Integrated Election Software (IES) when combined together constitute the Election Management

System (EMS).

In our 30 years of delivering voting systems to the market it is our experience thai the infrequent and somewhat

unpredictable nature of elections makes it mandatory to keep the election process as simple as possible. Ease of use in

combination with transparency has always been the guiding principle in the development of voting systems.

s" At the request of Nedap, these comments have been reproduced by the Commission in the form they were received,

subject only to the deletion of page references as they relate to earlier drafts of the Commission's report. The comments

also refer to text contained in earlier drafts that has been revised in the final version of the report.
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Furthermore it is our choice to stay as close as possible to the user interface that the voters are used to in paper voting

systems; the voting machine has a full face replica of the ballot paper.

The stand alone design and the proprietary hardware and proprietary software of our VM's. PRU's and BM's makes it

difficult for anyone to tamper with them.

EMS designed and delivered in accordance with agreed specifications

The Election Management System (EMS) was designed and delivered in accordance with the specifications and

contracts as agreed with DOEHLG.

For the VM. PRU and BM these comprise:

• "Requirements for voting machines for use at elections in Ireland DVREC-2" of March 5, 2003.

• "Functional specification - Nedap voting system ESI2 - Powervote version 1.9" of May 5. 2003.

All EMS system components were independently tested for compliance on behalf of DOEHLG.

The VM, PRU and BM hardware and software were tested by the German independent test institute "Physikalisch

Technische Bundesanstalt" (PTB), including a full source code review and source code inspection.

The environmental tests including Electromagnetic Compatibility, electrical tests, temperature tests, shock & vibration

tests and drip water tests were carried out by the accredited Dutch TNO. The safety tests were carried out by the

accredited Dutch KEMA.

Part 4 of the second report

2 years after the work of the CEV started in March 2004, the CEV is to issue its 2nd report. In part 4 of this second report

the Commission evaluates the physical and operational arrangements concerning the manufacture, transportation,

storage and use of the chosen system are reviewed in the light of recognised standards applicable to information

security management systems.

The reference was the Irish national standard on information security management systems IS1799 -2:2002 - Part 2

Specification an Guidance for Use.

We note the Commission's findings:

Nedap has sought to adopt best practice in terms of preventing unauthorised access to its premises and secure areas

and sufficient controls appear to be in place to prevent unauthorised third parties from gaining access to the

development, manufacturing and assembly facilities at which the hardware and embedded software components of the

chosen system are produced.

Storage and Custody During Elections

Once programmed, each voting machine has the combined sensitivity of an empty ballot box and a number of blank

ballot papers. While the same sensitivity also exists under the paper system, segregation of empty ballot boxes and

blank ballot papers (usually locked within one or two ballot boxes until the day of the election) is more easily achieved

and proven. There are also additional sensitivities of the programmed voting machine and its configuration that do not

exist under the current paper system.

There are measures in place on the VM to secure the VM against these risks. There are seals on the electronic cabinet.
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a lock on the user panel and a seal on the programmed BM in the VM. The integrity of the candidate names and the

layout on the voter panel as programmed in the BM can be checked against the names and layout on the Ballot on the

voters panel of the VM and the BM can be checked prior to the start of the poll to ensure that no votes are stored. This

can be printed in the open poll statement and be time stamped by the presiding officer. The VM's ID and the software

version and checksums are also printed on the open polls statement. Together these measures provide a strong means

of detecting if unauthorised access to the VM has taken place.

Findings on Physical and Operational Security

Manufacture and Transport

There is however a critical reliance of Nedap's hardware and embedded software components on the availability and

reliability of the election management software developed by Groenendaal B. V. and supplied by Powervote Ireland such

as that any loss or failure of that software could render the Nedap components of the chosen system unusable beyond

the control of Nedap.

In order to deal with the situation of loss of the election management software the election management software is

placed under escrow to ensure continuity.

In addition DOEHLG was given an option to purchase the IES-lreland software, so that it could be under the direct

control of DOEHLG.

There is a potential risk to the security of voting equipment (hardware and embedded software) that is unaccompanied

andlor unattended while in transit from the Manufacturers by road and sea internationally and also during local delivery to

individual Returning Officers.

The shipping agency that selects the freight companies and sea carrier works according the international TAPA

standards. Unaccompanied or unattended voting equipment is stored in sealed containers or in secure areas.

Use at Elections

The transport of the ballot module from the polling station to the read-in and count centre is the most sensitive stage in

the entire life-cycle process of the chosen system. There is a low risk associated with the main theoretical threat of the

substitution of a ballot module that has been programmed with bogus votes by a person with access to the election

management software and a programming/reading unit. However there are also the threats of accidental or deliberate

damage, destruction or loss of the ballot module which, notwithstanding the existence of a backup ballot module, can

have an impact on confidence in the electronic voting sysiem.

The main theoretical threat of substitution of a ballot module with one that has been programmed with bogus votes is

also confirmed several times in Part 3 of the second report We refer to the finding of the Commission in Part 3: the

Commission was unable to exercise the ballot module and other downstream components of the system using large

numbers of known votes introduced authentically using a test harness, either to bypass the voting machine interface or to

introduce then directly onto the ballot module itself. Although this was a limitation on the Commission's proposed work, it

also represents a significant strength of the system It shows the degree of difficulty presented to anyone seeking

maliciously to introduce large number of votes to the system at an election, via either a voting machine interface or a

ballot module.

Since the risk of substitution of a ballot module with one that has been programmed with bogus votes is mainly
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theoretical and can be mitigated even further by physical security measures that mitigate the risk of accidental or

deliberate damage, destruction or loss of the ballot module. So there is no reason to prevent access to the stores votes

by cryptographic signatures. Furthermore the related key management would mean an extra burden for the election staff

Also there is no need for encryption of the votes to prevent reading of the votes. A further disadvantage of encryption is

that it makes the ballot module less transparent. The ballot module is the primary source of the votes cast on Election

Day.

We therefore place emphasis on the physical security measures for the transport of ballot modules.

Conclusions on Physical and Operational Security
The overall critical dependency of the chosen system, including the supply dependency by the hardware suppliers, on

the election management software and the contingent dependency on a limited resource base for the development and

maintenance of that software.

In order to deal with the situation of loss of the election management software the election management software is

placed under escrow to ensure continuity.

In addition it was offered to DOEHLG to buy the election management software so that it could be under the direct

control of DOEHLG.

The specific need for enhanced physical and data security measures to be developed and implemented in the transport

of votes and other election data on ballot modules and CD's.

We place emphasis on the physical security measures for the transport of ballot modules for reasons set out before in

our comments on Findings on Physical and Operational Security.

The need for the establishment by the Manufactures and the Department of comprehensive electronic registers in

respect of the identity, location and movement of all items of electronic voting equipment and the need to introduce

appropriate documentary controls on the movement of equipment and data both and between elections.

We note the Commission's finding: The manual records kept by the Manufacturers in respect of the transportation of

such voting equipment are not easily referenced against the location of specific machines in Ireland.

The register the Commission is asking for is in place and operational in manual form.

We note the Commission's finding: A communications and documentation trail is kept in respect of the equipment during

transportation which gives visibility on progress and on any problems arising while in transit and records are maintained

by the Manufacturers to account for the delivery of all equipment in Ireland.

Conclusion

The physical and operational security aspects of the VM. PRU, BM, the embedded software and the procedures in place

at the Manufacturers addressing the physical and operational security aspects with the manufacture and transport are of

adequate standard. The findings for the security policy management that require attention are equally important for the

current paper bases system.

With the proper procedures in place associated with transport, storage and deployment for use the system is ready for

use at elections in Ireland.
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Where the testing of the hardware and software shows that no substantial failures have been detected, further work

should address the procedural side of the election process and not the testing of the election hardware and software.

Nedap N.V.

Henk Steentjes
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Nedap Comments   on Part 5

Mr. Alan Murphy Secretary 20h March 2006

Commission on Electronic Voting

Floor 4

Setanta Centre

Nassau Street

Dublin 2

Ireland

Dear Mr. Murphy.

In your letter of February 3rd 2006 you invite us to comment on part 5 of the second report of the Commission. We are

happy with this opportunity and request you to publish it as part of the report.

You invited Nedap and Powervote individually. We will comment on the issues that concern the Voting Machine (VM),

the Programming/Reading Unit (PRU). the Ballot Module (BM) and its embedded software.

2 years after the work of the CEV started in March 2004. the CEV is to issue its 2nd report. In part 5 of this second report

the Commission compares the chosen system against the current paper based system for voting at elections and

referenda in terms of secrecy and accuracy.

Part 5 of the second report

The Commission has identified criteria for secrecy and accuracy and other relevant attributes that do not relate to

secrecy and accuracy and compared the two systems in regard to these criteria.

Secondly the Commission has identified assessed and compared the potential risks to secrecy and accuracy in both

systems.

1. Commission's conclusion on comparative assessment

With regard to the comparative assessment the Commission comes to the following conclusions:

First conclusion of the Commission

•     The chosen system has the potential to be superior to the paper system in many significant respects concerning its

accuracy.

We emphasise that the VM, PRU, BM and the embedded software do not only have this potential, but that they are

already superior to the paper system.

In fact this is also the conclusion of the Commission whereas they conclude:

" At the request of Nedap. these comments have been reproduced by the Commission in the form they were received,
subject only to the deletion of page references as they relate to earlier drafts of the Commission's report. The comments

also refer to text contained in earlier drafts that has been revised in the final version of the report
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"From further examination of the above risks, it is suggested that the risks to accuracy in the chosen system are fewer

and of lower magnitude than in the paper system. However this is based on the assumption that the chosen system can

be shown to be reliable and behaves as intended in all other respects".

Taking the above into account, we cannot find any evidence in the second report that show that the paper system is

superior in terms of accuracy of the vote capture process, whereas the audits and tests done by the accredited

Independent Test Authorities assure the reliability. This reliability is confirmed by the fact that the additional audits and

tests carried out in the past two years by the Commission show no failures in the VM, PRU, BM and the embedded

software.

Second conclusion of the Commission:

•      The chosen system is unlikely to exceed the standard of secrecy offered by the paper system and. as currently

configured: it fails to meet this standard.

The Commission finds in C.20 that on the important issues of breach of secrecy by collusion or duress, the chosen

system is superior because under the paper system it is possible for a third party to have control even in the polling

booth over what preferences the voter makes.

In C.22 the Commission finds that under the paper system ballot papers can be marked in a way that it can be identified

during the count, thereby breaching the secrecy of the ballot.

The Commission finds in the risk analysis:

" The risks to secrecy under both systems are low. However, the risks to secrecy under the chosen system at least equal,

and in most cases exceed, the risks under the paper system Two areas of risk are significantly higher in the chosen

system".

The Commission finds the risks to secrecy under both systems low, but we conclude that the possibility of breach of

secrecy by collusion and duress under the paper system is significant.

On basis of the arguments given above we conclude that the secrecy offered by the VM, PRU, BM and the embedded

software is superior to the secrecy offered by the paper system.

Third conclusion of the Commission:

•      The achievement of the full potential of the chosen system in terms of both secrecy and accuracy depends upon

a number of modifications, both major and minor, being made to its present configuration and. more

significantly, is heavily reliant on the trustworthiness and reliability of the chosen system being adequately

proven.

As we have shown in our comments mentioned below, the VM, PRU. BM and the embedded software have the

necessary qualities and abilities concerning accuracy and secrecy as usability, error detection and prevention, audit

facilities and the audits and tests carried out by accredited Independent Test Authorities (ITA's).

Adding extra's may only lead to a more complicated voting process, both for the voter and for the election personnel,

unless the benefits of these measures outweigh this.

In our opinion this balance is optimal in the chosen system.
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We refer to our comments on

• Usability :

Our letter of March 9lh 2006 with comments on part 6 enclosure 1 issue 1 page 1.

Our letter of February 14,h 2006 with comments on part 3 enclosure 1 pages 1, 2 and 3.

• Null, blank votes:

Our letter of March 9lh2006 with comments on part 6 page 3 and enclosure 1 issue 13 page 2.

• Accessibility & alternative voting methods for disabled persons

Our letter of March 9lh 2006 with comments on part 6 page 3 and enclosure 1 issue 3 page 1.

• Audit facilities:

Our letter of March 9lh 2006 with comments on part 6 page 3 and enclosure 1 issue 100..110

pages 14.16.

• Enhanced measures for the prevention and detection of system failures

Our letter of March 9m 2006 with comments on part 6 enclosure 1 issue 30 pages 5 and 6.

• Audits and test carried out by ITA's:

Our letter of February 14lh 2006 with comments on part 3 pages 2. 4 and 5 and enclosure 1 pages 1. 3 and 4.

Our letter of March 9lh 2006 with comments on part 6 page 2 and enclosure 1 issue 92 page 13.

Fourth conclusion of the Commission:

•     This proof is currently absent and it is not something that can be easily achieved with the system as currently

configured!proposed for use in Ireland.

As we have commented above, the VM. PRU, BM and the embedded software have been adequately tested by ITA's

and the Commission's findings in part 3 found no substantial flaws.

Apparently the Commission wants to ensure her objectivity, but the question remains why the Commission does not in

any way take into account the outcome of the investigations and tests carried out by the accredited Independent Test

Institutes, the German "Physikalisch Technische Bundesanstalt" and the Dutch TNO.

Our conclusion is that the proof of trustworthiness and reliability of the VM, PRU BM and the embedded software is

present in the test reports of these accredited ITA's.

2. In part 5 of the second report also some other essential issues are addressed on which we want to comment.

1) Transparency, Legitimacy and Voter Trust. (C.24)

In C.24 the Commission advocates the use of WAT as the means to enhance voters trust in the chosen system.

The use of a WAT does not enhance voters trust as we have indicated in our comments on the first report were we

referred to the study of Ted Selker and Jon Goler both from MIT in their Voting Technology Project working paper of April

2004.

The design and thorough tests carried out by Independent Test Authorities combined with the proper procedures ensure

the integrity of the chosen system. In addition we favour the use of parallel testing of a random number of VM's to

establish voters trust in Ireland.

This view is acknowledged by the recent technical studies on four voting systems by professors at the University of

Maryland College Park and Baltimore County campuses of February 2006 (www.elections.state.md us).

Our detailed comments on transparency, legitimacy and voter trust are given in enclosure 1.
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2) Ease of use by Voters (C.25)

The two pilots in 2002 showed that voters found the VM easy to use. Pressing a button is easier than writing.

In the VM the number of the preference is determined by the sequence in which the buttons for the candidates are

pressed. This procedure allows people with writing considerations to vote unassisted. This is not the case in the paper

system.

More detailed comments on ease of use are given in enclosure 1.

3) General vulnerability to malpractice (C.26)

The possibility within the paper system with regard to secrecy violation by people that have ballot papers

available(genume or bogus ones) who pre-mark ballots and have voters cast these ballots makes the paper system

vulnerable for an attack on paper ballots, whereas it is much more difficult to tamper with VM's and BM's in an

undetected way.

More detailed comments on malpractice are given in enclosure 1.

4) Summary and analysis of other criteria

The Commission mentions voters trust in the system, ease of use and general integrity as aspects where they find the

paper system superior while the strengths of the chosen system concern the important (but less critical in an electoral

context) performance issues of speed, scalability and efficiency.

As we have explained above and more in detail in the enclosure 1 to this letter we find that the qualities of the VM, PRU,

BM and the embedded software with regard to these issues are higher in comparison to the paper system.

3. Summary

The findings and conclusions of the Commission on accuracy and secrecy together with our comments and the findings

of the Commission on the important other criteria mentioned show that in terms of accuracy, secrecy and the other

important criteria the qualities of the VM, PRU, BM and the embedded software outweigh the paper system.

These qualities that were aggregated in 30 years of assisting and supplying voting equipment to our customers make the

VM, PRU and BM excellently suitable for use in elections as is shown in the Netherlands, Germany and France.

We recommend the use of the system on short notice in a limited number of constituencies in Ireland, since this will

present a strong signal to the Irish voters to enhance voters trust, following the thorough investigations carried out by the

Commission.

Yours sincerely

Henk Steentjes

Nedap NV

End. 1 :  Detailed comments on analysis and findings of criteria other than secrecy and accuracy.

End. 2: Detailed comments on risk analysis.
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Enclosure 1. Detailed Comments on the Comparative Assessment as stated in part 5 of the second report of the

Commission on Electronic Voting.

Detailed comments on analysis and findings of criteria other than secrecy and accuracy.

Transparency, legitimacy and voters trust (C.24)

The Commission states:

The paper system is also transparent in that, at all stages of the process (except when ballot boxes are in the custody of

election officials en route from the polling station to the count centre when the theoretical opportunity for malpractice is at

its greatest) the process of casting and counting paper votes is under direct public scrutiny.

Part of the voters trust in the current system is due to the fact that the general public is used to it and one does not think

of the possible risks any more.

The process of casting votes is not entirely under direct public scrutiny as said by the Commission because the voter

marks his ballot in the polling booth in private. There he could swap his ballot paper by a pre marked one and take his

own out for the next voter. This is described as "chain voting" by the Commission. This can not be done with a VM.

It is also possible for a voter to take a picture of the marked ballot paper in private environment of the polling booth. It is

also possible for voters to take pictures or to film of the ballot as proof for any third party of how he or she has voted. The

VM has the advantage that it is still possible for the voter to change the preferences after the picture has been taken.

M
The problem for the chosen system in establishing trust among sceptics is that it does not transparently translate what

voters do in the polling booth into an election result.

Voters enter some preferences into a voting machine, the computers go into action, and an election result is declared.

The main question with regard to voters trust is: Does the VM record the preferences correctly?

The thorough tests by independent accredited Independent Test Authorities (ITA's), confirmed by test reports guarantee

that the hardware and embedded software accurately records the voters preferences. The checks that can be executed

at all times on the VM show the correctness of the candidate names and their assignment to the voters panel and the

calculated software checksums. The security seals show that no attempts have been made to tamper with the VM or

PRU.

The Commission refers to two methods for enhancing further voters trust: Parallel running and a Voter Verifiable Audit

Trail (WAT) (C24).

The Commission states: Under the chosen system, with no WAT, there is no independent way of resolving any doubt in

an electronic voting result (C24).

The use of a WAT does not enhance voters trust as we have indicated in our comments on the first report were we

referred to the study of Ted Selker and Jon Goler both from MIT in their Voting Technology Project working paper of April

2004. We favour the use of parallel testing of a random number of VM's to establish voters trust in Ireland.

This view is acknowledged by the recent technical studies of four voting systems by professors at the University of
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Maryland College Park and Baltimore County campuses of February 2006. These reports can be found on the internet:

(www.elections.state.md.us).

There are a number of weaknesses associated with WAT that seldom get attention, but that makes this method

unusable for auditing and verifying that the recorded preferences are the preferences cast by the voters.

We will mention some of the weaknesses:

• The voting process becomes more complex. Anything that takes a voters attention away from the selection of

preferences and casting the vote will reduce the chance of voting them for the candidates they intended.

• The time required to vote will increase.

• People in general often do not pay attention to receipts, as a consequence voters won't always look at the receipt of

the WAT, so the check by the voter is always far from 100%.

• Variations in formats between the ballot and a verifiable paper receipt make it difficult for people to compare them.

• The WAT is vulnerable to the fraud it is intended to neutralise: tampered embedded software.

If the VM embedded software is tampered and for instance in 1 out of 50 votes the VM prints other preferences

than what the voter has chosen and also records this, then there is a big chance that this will not be noticed by

the voter. The preferences that are recorded and printed are then not the preferences that the voter has chosen

and when the printed receipts are counted by hand the electronically recorded preferences match the paper

recordings.

If the voter notices that the printed preferences do not match is choice he will deselect his

preferences and make the choice again and this time the preferences are printed correctly.

A result manipulated this way will not be detected by the WAT procedure.

• There could be printed more receipts than that there are voters.

• Problems with printers, like defects or problems with paper jams can cause missing or not readable receipts can

compromise the integrity or accuracy of the vote.

• Other disadvantages are the increased complexity of the voting equipment which means an additional burden for the

election personnel and additional errors during Election Day in every polling station.

It is clear from the above that the WAT is not the answer to voters trust.

Parallel election with a random number of VM's, already prepared for the election where the votes are cast under

supervision and compared with the result is a far more accurate and transparent way of demonstrating that the VM

records preferences accurately than the supposed certainty offered by WAT.

Furthermore this method does not introduce the above mentioned disadvantages for voters and poll workers in the

polling stations.

Ease of use by voters (C.25)

We note the Commission finding: Most indications from Irish voters who have actually used the voting machine in a real

election suggest they found it easy to use when it was deployed in three constituencies on a trial basis in the 2002 Da/7

election. (C25)

It is difficult to see how using the voting machine is easier for any voter than writing preferences on ballot papers; and it

is easy to imagine that some elderly or technophobic voters may find using a voting machine more difficult. The paper

system is superior in this respect.(C25).

324



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System Appendix 7A

We comment:

The two pilots in 2002 showed that voters found the VM easy to use.

The Commission expects more serious usability issues with multiple polls.

The booth design of the voting machine and the replica ballot interface are a useful and helpful linkage to the paper

voting procedure. Instead of writing preferences now the voter presses the button next to the candidate, whose picture is

also present on the ballot sheet. In the chosen system the number of the preference is determined by the sequence in

which the buttons for the candidates are pressed. This procedure allows people with writing considerations to vote

unassisted, which is not the case under the paper system.

In addition to that the VM is prepared for an audio device so that the majority of the visually impaired voters can make

use of the VM without assistance.

In the paper based system visually impaired people and individuals with reading considerations normally require

assistance, so this would be a significant improvement.

The suggestion that some elderly or technophobic voters may have difficulties in using the VM is not supported by our

experience in other European countries.

General vulnerability to malpractice (C.26)

The Commission states: There is very little possibility for an unauthorised outsider to attack a ballot paper in an

undetected way (C26). The Commission continues: Attack of the chosen system by an unauthorised outsider is also very

difficult though, as reported in Part 3. it is not impossible (C26) and concludes that The paper system is thus superior in

this respect (C26)

Here we emphasise the major vulnerability of secrecy violation by people that pre-mark unmarked ballots and have

voters cast these ballots in a "chain" voting process.

A possibility to prevent the use of non official ballot papers each official ballot paper should have authentication marks

that needs to be checked before the marked ballot paper is cast.

We conclude that the chosen system is superior in respect to general malpractice.

Reliability (C.29)

The Commissions conclusion is: Overall, however, considering the possibility of undetected failures, the paper system is

superior in this respect. Whereas the current paper system offers the possibility of fraud with pre marked paper ballots in

the unsupervised polling booth we think the paper system is not superior.

General integrity

The VM. PRU, BM and the embedded software offer a number of advantages in comparison to the paper system.

• In the paper system the preferences are manually marked on the ballot. Because there is a wide variety in the way

voters mark their ballots it is not always clear in the count what the voter's intentions are. The VM records the

preferences on a uniform way that leaves no room for different interpretations during the automated count

• The possible breaches of secrecy when genuine or bogus paper ballots are pre marked and used persuade voters

to "sell" their vote (e.g. in "chain voting" as described by the Commission) do not exist under the chosen system.

• The vulnerabilities to malpractice during storage and during the transport to the polling place and during the

transport of the ballots from the polling station to the count centre are higher under the paper system than under the

chosen system.
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The proprietary hardware and proprietary embedded software of the VM, PRU and BM and the stand alone nature of the

VM, the thorough evaluations and testing of the system, the built in facilities to check the integrity of the VM at all times

together with the proper procedures before, on and after the Election Day together with the proper procedures ensure the

integrity of the VM, PRU and BM.

When the votes are stored in the BM it is possible to do the count more than once, on different PC's and even with

different count software or to print the ballots and count by hand. This is an extra way of checking the count process.

With the proper procedures in place the integrity of chosen system is assured and is superior to the paper system.
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Enclosure 2. Detailed Comments on the Comparative Assessment: Assessment of Risks, as stated in Appendix

5F of part 5 of the second report of the Commission on Electronic Voting

R5 Single ballot not recorded.

Description A ballot is cast by the voter, but not recorded on the ballot module.

Comparison A small risk in the chosen electronic system, which does not exist in the paper-based system.

Remark The impact of this risk for EV should be rated as small since the impact of an inadvertently spoiled

ballot in R.18 is rated as small for paper voting.

Voter coercion or bribery

Description A voter is bribed or intimidated into voting in a particular way

Comparison The problem here is verification that the voter has voted as instructed or (in the case of the ballot

being taken out of the polling station) has cast the ballot although a fraudster could always cast the

ballot him or herself. For a large-scale operation, the risk is slightly greater with an electronic

system. For small scale, the situation is comparable in both systems.

A major disadvantage of the paper system is the vulnerability of malpractice by people in

possession of real or bogus paper ballots by which they can influence the voter's choice (see "chain

voting" under C20). The probability and impact for the paper system should be rated higher than for

the chosen system.

R.29 Substitution of ballots in ballot box/ballot module

Description A ballot module or modules is switched for a pre-setup module, either at the polling station or at a

service centre

Comparison Doing this is theoretically possible in both cases. Doing it with a paper-based system would require

careful observation, suborning several officials and a certain amount of luck. This is a theoretical

possibility with the current system, but impractical in reality

Doing this with an ballot module is very difficult as stated by the Commission in part 3 more than

once. Substitution of paper ballots would be easier. The probability under the paper system is

therefore higher than under the chosen system.

R.50 Software error in voting machines (wide scale)

A bug in the voting machine software causes it to fail or incorrectly record votes.Description

This is a risk in the chosen electronic system that does not exist in the paper-based system.Comparison

Remark Since the embedded software in the VM has been extensively tested by the accredited German

Physikalisch Technische Bundesanstalt, including a source code inspection the probability should

be rated as very low instead of moderate.
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R51 Inherent fault in counting process

Description     The votes are recorded and transferred correctly, but the count is wrong.

Comparison    It is virtually certain that there will be errors in a paper-based count. The chances of errors in an

electronic count are almost zero and, in any event, the count can be tested using different software

if necessary. This is therefore, a higher risk in a paper-based system.

Remark Regarding the comparison that values the chance of errors in an electronic count as almost zero,

the probability under EV should not be rated as moderate but as tiny.

R.59 I Alteration of ballots

Description     An attempt to alter the votes on several ballot modules during transportation from polling station to

service or count centre.

Comparison   This is a broadly comparable risk with both systems. It would probably be marginally easier to do

electronically, given the relative size and manageability of ballot boxes and ballot modules.

However, the logistical problems make both frauds improbable.

Remark See also R.29. Doing this with a ballot module is very difficult as stated by the Commission in part

3 more than once. Substitution of paper ballots would be easier. The probability under the paper

system is therefore higher than under the chosen system.
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Nedap Comments   on Part 6

Mr. Alan Murphy Secretary 9lh March 2006

Commission on Electronic Voting

Floor 4

Setanta Centre

Nassau Street

Dublin 2

Ireland

Dear Mr. Murphy,

In your letter of February 3,d you invite us to comment on part 6 of the second report of the Commission We are happy

with this opportunity and request that you publish this letter and enclosure in full as part of the report.

You invited Nedap and Powervote individually and we will comment on issues that concern the Voting Machine (VM). the

Programming/Reading Unit (PRU), the Ballot Module (BM) and its embedded software.

2 years after the work of the CEV started in March 2004, the CEV is to issue its 2"" report. In part 6 of this second report

the Commission evaluates the chosen system against the Recommendations Rec(2004)11 of the Committee of Ministers

of the Council of Europe ( "the Recommendation"), agreed in September 2004.

Context of evaluation

The Commission does not consider the Recommendation as the de facto measure because amongst others the

Recommendation has no legal status and is non-binding on member states, post-dates to the adoption of the chosen

system and has a scope wider than the deployment of the chosen system.

Nevertheless the Commission sees the Recommendation as a valid European agreed point of reference for evaluating

the chosen system (resume).

Part 6 of the second report

The Commission has found 86 of the 113 measures of the Recommendation appropriate for evaluation of the chosen

system. We found 77 of the 113 measures appropriate for evaluation of the VM, PRU. BM and the embedded software.

The Commission comes to the conclusion that the total chosen system does not comply with 43% of the 86 applicable

measures of the Recommendation.

This does not surprise us. The conclusion is mainly based on the supposed shortcomings of the total chosen system as

is accounted for by the Commission in part 3 and 4 of the second report.

m At the request of Nedap. these comments have been reproduced by the Commission in the form they were received,
subject only to the deletion of page references as they relate to earlier drafts of the Commission's report. The comments

also refer to text contained in earlier drafts that has been revised in the final version of the report.
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However, as the Commission may know, we commented on the VM, PRU, BM and the embedded software and here we

disagree with the Commission's findings. We have explained this in our letter of February 14,h 2006 on part 3 and in our

letter of March 2nd 2006 on part 4 of the second report.

Based on these comments and addressing the issues that relate to the VM, PRU, BM and the embedded software it is

logical that we come to another conclusion. We find that the VM, PRU, BM and the embedded software comply with 75

of the 77 applicable measures of the Recommendation.

Area's of non compliance:

Requirement 20: Member states shall take steps to ensure that voters understand and have confidence in the e-voting

system in use.

The way in which e-voting is introduced in Ireland does not contribute to the confidence that voters have in the chosen

system. This is due to the appointment of a Commission on Electronic Voting, the subsequent postponement of the

planned nationwide introduction of the chosen system in June 2004 and the very long period of testing that followed.

Requirement 66: Open standards shall be used to ensure that various technical components or services of an e- voting

system, possibly derived from a variety of sources, intemperate.

The VM. PRU and BM hardware and the embedded software are proprietary, so the interface between the system

components is not according open standards (requirement 66).

For all clarity now we will address the areas of non-compliance or in need of improvement as mentioned by the

Commission in part 6 of the second report.

Need for independent verification, testing and certification of the chosen system

The numerous tests and audits carried out on by Independent Test Authorities (ITA's) on behalf of the Department of

Heritage. Environment and Local Government and the test carried out on behalf of the Commission on Electronic Voting

have shown that the system accurately records and counts votes and is resistant against environmental threats even

beyond specification. We refer to our comments of February 14lh 2006 on part 3 of the second report.

Security measures within and around the system

The proprietary hardware and software of the VM. PRU and BM combined with its stand alone nature makes them

difficult to tamper with.

Proper procedures enhance the security to an appropriate level. We refer to our comments of March 2nd 2006 on part 4

of the second report.

Procedural controls and staffing requirements

The Department of the Environment Heritage and Local Government should comment on this.

Data security and the use of encryption

Encryption is asked for the BM data including the votes. The election data and the votes are stored onto the BM as non

encrypted data. This contributes to the transparency. The necessary key management associated with encryption gives

an extra burden to the polling staff, which we do not favour.
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When the data is not left unattended we do not see the need for encryption. So also here proper procedures are needed,

like checking the authentication of the contents of candidate, lay out and election data in the BM and compare it with the

info on the Ballotsheet on the VM. During transport of the BM from the polling station to the count center must be under

surveillance, as is the case with Ballot Boxes.

And Ballot Boxes are easier to tamper with, because no special knowledge is required, whereas introducing votes in the

BM or bypassing of the VM interface is extremely difficult.

We refer to part 3 of the second report where the Commission states her inability to introduce votes in the BM or to

bypass the VM interface number of times (e.g. part 3 second report).

We refer also to our comments of March 2nd 2006 on part 4 of the second report under use at elections.

Implementation and facilitation of independent observation and audit

The VM offers a number of audit facilities by which the process of vote registration can be audited.

The hardware and embedded software versions and the checksums can be checked at any time via the display and via

the printer. The VM offer the possibility of checking the candidate names as programmed in the BM against the names

on the Ballot sheet on the voters panel of the VM. The time marked and signed open and close poll statements show the

candidates and layout and the number of votes cast at start of voting (open poll) and the number of votes cast at the end

(close poll) where the activation of the printing of the close poll statement locks the BM for further vote storage. The VM

directs the voter through the election procedure. The number of voters that have cast votes is shown on the control unit

display and is increased every time a new voter casts his preferences.

When the VM malfunctions an error code is displayed to the operator and voter indicating exactly what the problem is.

Error codes are also stored in the PRU. Every mode switch (standby mode, voting mode, functions mode) is recorded

and time stamped relative to the start of the VM as is the case for every error that occurs.

Accessibility and provision of alternative voting methods for disabled persons

The full face replica of the paper ballot on the voters panel makes the voting process similar to that in the paper voting

process. The same facility for voters who need assistance can therefore also be applied.

A tilting table gives greater access to the voting panel for people with disabilities.

Additionally, the VM can be equipped with an audio device so that the majority of the visually impaired voters can make

use of the VM without assistance.

In the paper based system visually impaired people and individuals with reading considerations normally require

assistance, so this would be a significant improvement.

Allowing null or blank votes

The VM has a built-in abstain facility that was de-activated and unlabeled following our customers decision. It needs to

be activated and labelled before it can be used.

Conclusion

We find the VM, PRU and BM in compliance with the Recommendation. This underlines that the VM concept's broad

range of qualities can deal with all situations in real elections that are foreseen in the Recommendation. These qualities

that were aggregated in 30 years of assisting and supplying voting equipment to our customers make the VM, PRU and

BM excellently suitable for use in elections as is shown in the Netherlands. Germany and France.

We recommend the use of the system on short notice in a limited number of constituencies in Ireland, since this will

present a strong signal to the Irish voters to enhance voters trust, following the thorough investigations carried out by the
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Nedap N.V.

Henk Steentjes

End.: Detailed comments on Recommendation evaluation.
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Comments on the compliance of the VM, PRU, BM and the embedded software to the measures of the

Recommendation as stated in Appendix 6B of part 6 of the second report of the Commission on Electronic

Voting

We note that the Recommendation states:

E-voting shall be as reliable and secure as democratic elections and referendums which do not involve the use of

electronic means (Appendix A).

1 The voter interface of an e-voting system shall be understandable and easily usable.

Compliance: Good.

Compliance: Very Good

The voters are purposely not asked for a final conformation of preferences before casting a vote because that can lead to

confusion. The full face user interface, that is a replica of the paper ballot, offers the voter a high degree of "intuitive"

steps to select and review their preferences and to cast their votes. One normally casts the vote only once.

When the VM has a failure, an error message is displayed on the displays of the voters panel and the control unit, thus

alarming the operator and the VM halts, so no further action can take place. So the detection of an error and the proper

corrective action does not only rely on the voter, but on the more trained operator.

The user interface makes the VM easy to use for voters. That is our experience during the years the system is in use in

Europe. Exit surveys held at the pilots during the Dáil elections of 2002 confirm this, also for the people above 65 years.

3    E-voting systems shall be designed, as far as is practicable, to maximise the

opportunities that such systems can provide for persons with disabilities.

Compliance: Poor.

Compliance: Good.

The user interface has a full face replica of the ballot paper. After the first 2 pilots the number of rows was reduced from

28 to 14 to allow larger fonts and large LED displays for the preference numbers.

The VM can be placed on a tilt table to allow more disabled people access to the VM. In addition to that the VM is

prepared for an audio device so that the majority of the visually impaired voters can make use of the VM without

assistance.

In the paper based system visually impaired people and individuals with reading considerations normally require

assistance, so this would be a significant improvement.

We feel that in terms of "as far as practicable" the compliance of the VM should be rated as "good" rather than "poor".

5

7

8     Where electronic and non electronic voting channels are used in the same election,

there shall be a secure and reliable method to aggregate all votes and calculate the
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correct result.

Compliance: Fair.

Compliance: good.

Where two persons work together to enter postal votes in the VM it is likely that the "laboratory conditions" are more met

than the "field" conditions. As postal votes are currently counted by hand, "the double check" when entering postal votes

in the VM should lead to less errors. Therefore this complies with the recommendation.

9

10    The way in which voters are guided through the e-voting process shall be such as to

prevent their voting precipitately or without reflection.

Compliance: Fair.

Compliance: good.

The voter can select his preferences one by one. The user interface with its full face replica of the paper ballot allows the

voter to oversee all of his preferences at all times.

The voter is not asked for a final confirmation because this can lead to votes not cast. Our experience in other countries

showed that a lot of people do not press the cast vote button twice. Therefore this complies with the recommendation.

11

12

13   The e-voting system shall provide the voter with a means of participating in an election

or referendum without the voter exercising a preference for any of the voting options,

for example by casting a blank vote.

Compliance: Fail.

Compliance: Good.

The VM allows the voters not to press the cast vote button. The VM is then deactivated by the poll staff and the VM

stores this deactivation. In multiple elections the null votes are recorded in the BM.

The requirement is met

The VM has a built-in abstain facility that was de-activated and unlabeled following our customers decision. It needs to

be activated and labelled before it can be used.

14

15   The e-voting system shall prevent the changing of a vote once that vote has been cast.

Compliance: Poor.

Compliance: Excellent.

The Commission states (Appendix 6B no 15): It is impossible for a voter to change a vote once it has been cast and
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extremely difficult for anyone else to change a vote while it is in the ballot module. The requirement is met.

16

17

18

19

20   Member states shall take steps to ensure that voters understand and have confidence in the e-voting system in use.

Compliance: Fair.

Compliance of the introduction of e-voting in Ireland: fail

Here the Recommendations oblige the member states to ensure that voters understand and have confidence in the

system. As the Commission states (Appendix 6B no 20): a high level of information, education and assistance was

provided to voters in the three constituencies where e-voting was used on a pilot basis in 2002. Similar measures were

planned for the nation-wide deployment of the system in 2004.

So the first part of this requirement is met.

The Commission continues (Appendix 6B no 20): However the doubts raised about the system which lead to the

establishment of an independent Commission, the conclusions of the Commission's interim and first reports and the

subsequent non-use of the system in 2004 have diminished public confidence in the system to a level that will be

extremely difficult to overcome

The way in which e-voting is introduced does not contribute to the confidence that voters have in the chosen

system.

First a system is chosen that has a proven record and subsequently it is adapted to the specific Irish Election conditions.

Then it is tested and pilots are run. Adaptations are made according the findings and the system is tested again by

DOEHLG and ITA's against the agreed specifications. Then just before the intended use in the European Elections of

June 2004 a Commission is installed to investigate if the chosen system is trustworthy and the deployment of the chosen

system is postponed.

Now 2 years after the Commission started its work the Commission did not find substantial flaws. The system accurately

records and counts votes and with the right procedures in place the secrecy is guaranteed.

But new standards are sought and after two years of investigation the conclusion of the Commission is that still more

testing is needed.

This way of introducing the e-voting system in Ireland undermines the confidence of voters in the system. Whereas

technology is trusted in supporting nearly all of our activities in daily life we do not understand that a system that is robust

and has been tested for years, that is easy to understand and easy to use, cannot assist voters in electing the people

who they want as their representatives in local and national government.

Our conclusion on this requirement is: The requirement is not met
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22

23 Any observer, to the extent permitted by law. shall be able to be present to observe and

comment on the e-elections. including the establishments of the results.

Compliance: Poor.

Compliance: Good.

There are facilities available for observers.

The VM offers a number of audit facilities by which the process of vote registration can be audited.

The hardware and embedded software versions and the checksums can be checked at any time via the display and via

the printer. The VM offer the possibility of checking the candidate names as programmed in the BM against the names

on the Ballotsheet on the voters panel of the VM. The time marked open and close poll statements show the candidates

and layout and the number of votes cast at start of voting (open poll) and the number of votes cast at the end (close poll)

where the activation of the printing of the close poll statement locks the BM for further vote storage. The VM directs the

voter through the election procedure. The number of voters that have cast votes is shown on the control unit display and

is increased every time a new voter casts his preferences.

When the VM malfunctions an error code is displayed to the operator and voter indicating exactly what the problem is.

Every mode switch (standby mode, voting mode, functions mode) is recorded and time stamped relative to the start of

the VM as is the case for every error that occurs. The requirement is met.

24 The components of the e-voting system shall be disclosed, at least to competent

electoral authorities, as required tor verification and certification purposes.

Compliance: Fair.

Compliance: Excellent.

All the design issues including the embedded source code and the worst case calculations of the electronic hardware

were made available to accredited Independent test Authorities (ITA's) and to the Commission on Electronic Voting. The

VM, PRU, BM and the embedded software were intensively audited and tested including a source code inspection by the

PTB. Numerous environmental tests were carried out. Of all these tests are reports available. The requirement is met.

25 Before any e-voting system is introduced, and at appropriate intervals thereafter, and in particular, after any changes

have been made to the system, an independent body, appointed by the electoral authorities, shall verify that the e-

voting system is working correctly and that all security measures have been taken.

Compliance: Fail.

Compliance: Excellent.

See 24. In the "Requirements for voting machines for use at elections in Ireland DVREC-2" of March 5, 2003 it is

foreseen that a periodic inspection shall take place. The requirement is met.

26 There shall be the possibility of a recount. Other features of the e-voting system that may influence the correctness

of the results shall be verifiable.

Compliance: Poor.

Compliance: Very good
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The votes in the BM can be printed if legal force is applied. The ballot papers can be counted as the mix can be restored

because the ballots of the mix are known in the count software.

The voting machines integrity can be tested in parallel voting sessions or a from a number of randomly chosen VM's the

embedded software can be compared with the code that is released in the test report. The requirement is met.

27

28 The member state's authorities shall ensure the reliability and security of the e-voting

system.

Compliance: Poor.

Compliance: Good.

The reliability and security of the VM, PRU, BM and its embedded software is very good as can be seen in the test

reports of the ITA's that have tested the VM, PRU and BM according the specifications as agreed lo with DOEHLG and

also no errors were found during the two years of testing by the Commission.

The Commission confirms the reliability and security in part 3 of the second report:

The main hardware components of the system, namely the voting machine, the programming/reading unit and the ballot

module are of good quality and design. They are robust against failure and are generally well suited to their purpose.

Further investigation, refinement, testing and independent certification of these components would however be

necessary before they could be confidently recommended for use at elections in Ireland" (part 3).

"The embedded C code software within the voting machine and programming/reading unit is of an adequate standard

and. while it is not of mission critical standard, there is evidence to suggest that it has been developed according a

recognisable structured design process which is broadly in accordance with industry best practice, (part 3).

Therefore the requirement is met.

29 All possible steps shall be taken to avoid the possibility of fraud or unauthorised

intervention affecting the system during the whole voting process.

Compliance: Fail.

Compliance: Good

The proprietary hardware and embedded software and the stand alone nature of the VM and PRU and BM makes it

difficult for anyone to tamper with.

The Commission's statement in part 3 underlines this:

"the Commission was unable to exercise the ballot module and other downstream components of the system using large

numbers of known votes introduced authentically using a test harness, either to bypass the voting machine interface or to

introduce them directly onto the ballot module itself. Although this was a limitation on the Commission's proposed work, it

also represents a significant strength of the system. It shows the degree of difficulty presented to anyone seeking

maliciously to introduce large numbers of votes to the system at an election, via either a voting machine interface or a

ballot module".

The requirement is met.

30 The e-voting system shall contain measures to preserve the availability of its service during the e-voting process. It
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shall resist, in particular, malfunction, breakdowns or denial of service attacks.

Compliance: Fair.

Compliance: Very good.

We note the Commission's statement on this (Appendix 6B no 30): The hardware and software used for voting and for

transport of votes to read-in centres are generally robust against malfunction, breakdown and denial of service.

Therefore the compliance with the Recommendation should be rated as good.

31 Before any e-election or e-referendum takes place, the competent electoral authority shall satisfy itself that the e-

voting system is genuine and operates correctly.

Compliance: Fail.

Compliance: Good.

All EMS system components were independently tested for compliance against the specifications on behalf of DOEHLG.

The VM, PRU and BM hardware and embedded software were tested by the German Independent Test Authority

"Physikalisch Technische Bundesanstalt" (PTB).

Important to mention is that the PTB did the static analysis on the VM and PRU internal embedded C code software and

did the manual source code inspection asked for in part 3 of the Commission's second report by which potential run-time

errors were discharged

The environmental tests including electromagnetic compatibility, electrical tests, temperature tests, shock & vibration

tests and drip water tests were carried out by the accredited Dutch TNO. The safety tests were carried out by the

accredited Dutch KEMA.

The software and hardware configuration of the VM and PRU can be reported through the software and hardware itself.

The embedded software calculates its own checksums at start-up and these are displayed as well as the hardware

configuration. This can be checked. The assignment of the candidates to the voters panel and their names can be

checked against the ballot paper on the voters panel and these are printed in the time marked and signed open poll and

close poll statements at the beginning and the end of the poll. So the requirement is met.

32 Only persons appointed by the electoral authority shall have access to the central infrastructure, the servers and the

election data. There shall be clear rules established for such appointments. Critical technical activities shall be

carried out by teams of at least two people The composition of the team shall be regularly changed. As far as

possible, such activities shall be carried out outside election periods.

Compliance: Poor.

Compliance: Good.

We note the Commissions statement on this(Appendix 6B no 32): While teams of two are used at the counting stage,

the voting machine is currently proposed to be operated by one person only.

That is correct. But the Recommendation says. Critical technical activities shall be carried out by teams of at least two

persons. The operation of the VM is an operational activity and not a critical technical activity.

The maintenance and service functions of the system are critical functions of the VM. Personnel of the manufactures and

suppliers are foreseen to help the election personnel on the help desk. It is up to the electoral authority to appoint and

train election staff to execute the maintenance and service functions. It is a matter of proper procedures.

So the requirement is met.
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33 While an electronic ballot box is open, any authorised intervention affecting the system shall be carried out by teams

of at least two people, be the subject of a report, be monitored by representatives of the competent electoral

authority and election observers.

Compliance: Poor.

Compliance: Good.

The operation of the VM, that is activating the VM for a voter or deactivating it when someone did not press the Cast

Vote button is not an intervention but a normal operational activity. This can be done by one person.

Interventions like opening (open poll statement) and closing (close poll statement and back-up of BM) or handling

when there is an error in the VM is normally foreseen to be done by more than one person. So the requirement is

met.

34 The e-voting system shall maintain the availability and integrity of the votes. It shall also maintain the confidentiality

of the votes and keep them sealed until the counting process. If stored or communicated outside controlled

environments, the votes shall be encrypted.

Compliance: Poor.

Compliance: Good.

We note the Commission's statement on this ¡(Appendix 6B no 34): the controls within the voting machine and ballot

module to maintain availability and integrity of the votes once cast are good.

However the measures to maintain the confidentiality are less than would be desirable as votes stored on the ballot are

not encrypted or cryptographically signed Here we comment:

In part 4 of the second report the Commission states: The transport of the ballot module from the polling station to the

read-in and count centre is the most sensitive stage in the entire life-cycle process of the chosen system There is a low

risk associated with the main theoretical threat of the substitution of a ballot module that has been programmed with

bogus votes by a person with access to the election management software and a programming/reading unit. However

there are also the threats of accidental or deliberate damage, destruction or loss of the ballot module which,

notwithstanding the existence of a backup ballot module, can have an impact on confidence in the electronic voting

system (Part 4).

The main theoretical threat of substitution of a ballot module with one that has been programmed with bogus votes is

also confirmed several times in Part 3 of the second report. We refer to the finding of the Commission in Part 3: the

Commission was unable to exercise the ballot module and other downstream components of the system using large

numbers of known votes introduced authentically using a test harness, either to bypass the voting machine interface or to

introduce then directly onto the ballot module itself. Although this was a limitation on the Commission's proposed work, it

also represents a significant strength of the system. It shows the degree of difficulty presented to anyone seeking

maliciously to introduce large number of votes to the system at an election, via either a voting machine interface or a

ballot module.

The risk of substitution of a ballot module with one that has been programmed with bogus votes is mainly theoretical and

is even further mitigated by the physical security measures that mitigate the risk of accidental or deliberate damage,

destruction or loss of the BM.
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A disadvantage of encryption or cryptographically signing is that it makes the ballot module less transparent. Remember

that the BM is the primary source of the votes cast on Election Day.

Furthermore the related key management would mean an extra burden for the election staff.

Since there is no reason to prevent access to the stores votes by encryption or to apply cryptographically signing, we

place emphasis on the physical security measures for the transport of BM's.

The requirement is met.

35

38

47

48

52

53

54

55

56

58 In the event of any irregularity affecting the integrity of votes, the affected votes shall be

recorded as such.

Compliance: unknown

Compliance: Good.

Each vote consists of 4 vote copies that are separately stored in the BM and have an error detection mechanism. 3 out of

the 4 copies of a specific vote must be defective or 2 by 2 unequal before this vote is invalid. The affected vote (correct

and defective copies) remain in the BM. Only valid votes are counted. The change that a vote is invalid is extremely

small due to the redundancy.

59 The e-voting system shall be auditable.

Compliance: Poor.

Compliance: Good.

The VM offers a number of audit facilities by which the process of vote registration can be audited.

The hardware and embedded software versions and the checksums can be checked at any time via the display and via

the printer. The VM offer the possibility of checking the candidate names as programmed in the BM against the names

on the Ballot sheet on the voters panel of the VM. The time marked and signed open and close poll statements show the
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candidates and layout and the number of votes cast at start of voting (open poll) and the number of votes cast at the end

(close poll) where the activation of the printing of the close poll statement locks the BM for further vote storage. The VM

directs the voter through the election procedure. The number of voters that have cast votes is shown on the control unit

display and is increased every time a new voter casts his preferences.

When the VM malfunctions an error code is displayed to the operator and voter indicating exactly what the problem is.

Error codes are also stored in the PRU. Every mode switch (standby mode, voting mode, functions mode) is recorded

and time stamped relatively to the start-up of the VM as is the case for every error that occurs.

The requirement is met.

67    Measures shall be taken to ensure that the relevant software and services can be used by alt voters, and if

necessary, provide access to alternative ways of voting.

Compliance: Poor.

Compliance: Good.

See 3.

62 Users shall be involved in the design of e-voting systems, particularly to identify constraints and test ease of use at

each main stage of the development process.

Compliance: Fail.

DOEHLG has been looking for an e-voting system that had a proven track record. The chosen system is the result of 30

years of experience with the infrequent and somewhat unpredictable nature of elections. We have learned from election

personnel and voters that the best practice is to keep the election process as simple as possible. Over the years the

effects of user involvement is clearly seen. Ease of use in combination with transparency has always been the guiding

principle in the development of voting systems.

We have stayed as close as possible to the user interface that the voters are used to in paper voting systems, the VM

has a full face replica of the ballot paper.

When DOEHLG had chosen for the Nedap Powervote concept the VM was adapted to the Irish election system. Two

pilots were held and after evaluation adaptations to the VM were made accordingly, including to the findings of voters

and poll staff.

E.g. the number of rows was reduced from 28 to 14 to allow larger fonts and large LED displays for the preference

numbers.

The requirement is met.

63 Users shall be supplied, whenever required and possible, with additional facilities, such as special interfaces or other

equivalent resources, such as personal assistance. User facilities shall comply as much as possible with the

guidelines set out in the Web Accessibility Initiative (WAI).

Compliance: Poor.

Compliance: Good.

The user interface is a full face replica of the paper ballot which makes the voting process easy to understand. A tilting

table is provided for easier access to the VM for people with disabilities. The voters can have personal assistance as
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they have in paper based system.

Additionally, the VM can be equipped with an audio device so that the majority of the visually impaired voters can make

use of the VM without assistance.

In the paper based system visually impaired people and individuals with reading considerations normally require

assistance, so this would be a significant improvement.

The requirement is met.

64   Consideration shall be given, when developing new products, to their compatibility with existing ones, including

those using technologies designed to help people with disabilities.

Compliance: Fail.

Compliance: Good.

See 63.

65

66    Open standards shall be used to ensure that various technical components or services of an e-

voting system, possibly derived from a variety of sources, intemperate.

Compliance: Fail.

Compliance: Fail.

No open standards are used but proprietary hardware and software. The basic components of the system, the VM, PRU

and BM on the one hand and the Integrated Election Software are in use for many years in the Netherlands and

Germany and the interoperability of the system components is very good

69   The competent electoral authorities shall publish a list of the software used in an e-election or e-referendum.

Member states may exclude from this list data protection software for security reasons. At the very least, it shall

indicate the used software, the versions, its date of installation and a brief description. A procedure shall be

established for regularly installing updated versions and corrections of the relevant protection software. It shall be

possible to check the state of the protection of the voting equipment at any time.

Compliance: Fail.

Compliance: Very good.

We note the Commission's statement on this (Appendix 6B no 69): Although these requirements refer more to integrated

election systems operating over networks based on communication standards of hardware and software, they also

illustrate the limitations imposed by the proprietary nature of the chosen system.

We comment: The embedded software and hardware versions and the embedded software checksums of the VM and

PRU are published in the test reports. On every VM the hardware and embedded software versions and the checksums

can be checked at any time via the display and via the printer. When the embedded software should be updated, it would

be tested again by an ITA and published in the test report.

Therefore the requirement is met.

70
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71

76 Where incidents that could threaten the integrity of the system occur, those responsible for operating the equipment

shall immediately inform the competent electoral authorities, who will take the necessary steps to mitigate the effects

of the incident. The level of incident which shall be reported shall be specified in advance by the electoral authorities.

Compliance: Fair.

Compliance: Good.

We note the Commission's statement on this (Appendix 6B no 76): The anangements for intervention and reporting by

election officials and for the provision of technical assistance in the event of irregular incidents concerning the hardware

and software during voting are very good. However, the detection of many potential malfunctions of the voting machine

falls in practice to the voter as the main user of the machine and may thus remain undetected by the operator.

We comment: The VM constantly checks itself and in case of malfunction a specific error code indicating the specific

error is displayed on the displays of the voters panel and the control unit, thus alarming the operator and the VM halts, so

no further action can take place. So the detection of an error and the proper corrective action does not only rely on the

voter, but on the more trained operator.

The requirement is met.

77

79 The e-voting system shall perform regular checks to ensure that its components operate in accordance with its

technical specifications and that its services are available.

Compliance: Poor.

Compliance: Good.

At start-up the VM calculates the checksums of its embedded software, checks the election data, candidate names.

ballot lay-out and the votes in the BM and checks the hardware components. The software checksums, the hardware

and software versions can be verified by poll staff at all times. After start-up of the VM the checks on the election data,

candidate names, ballot lay-out, the votes in the BM and the hardware components are constantly repeated. The open

poll and close poll statements are printed, checked and time stamped and signed by poll staff.

The requirement is met.

80 The e-voting system shall restrict access to its services, depending on the user identity or the user role, to those

services explicitly assigned to this user or role. User authentication shall be effective before any action can be

carried out.

Compliance: Poor.

Compliance: Good.

The VM has keys and locks for physical access. In the chosen system user authentication of operators and voters is a

manual process. With the proper procedures in place restricted access depending on the user identity or the user role is

guaranteed. Therefore the requirement is met.

83 E-voting systems shall generate reliable and sufficient detailed observation data so that election observation can be

carried out. The time at which an event generated observation data shall be reliable determinable. The authenticity.

343



Appendix 7A Second Report of the Commission on Electronic Voting

availability and integrity of the data shall be maintained.

Compliance: Poor.

Compliance: Good.

The VM offers a number of audit facilities by which the process of vote registration can be audited.

The hardware and embedded software versions and the checksums can be checked at any time via the display and via

the printer. The VM offer the possibility of checking the candidate names as programmed in the BM against the names

on the Ballot sheet on the voters panel of the VM. The time marked and signed open and close poll statements show the

candidates and layout and the number of votes cast at start of voting (open poll) and the number of votes cast at the end

(close poll) where the activation of the printing of the close poll statement locks the BM for further vote storage. The VM

directs the voter through the election procedure. The number of voters that have cast votes is shown on the control unit

display and is increased every time a new voter casts his preferences.

When the VM malfunctions an error code is displayed to the operator and voter indicating exactly what the problem is.

Error codes are also stored in the PRU. Every mode switch (standby mode, voting mode, functions mode) is recorded

and time stamped relative to the start of the VM as is the case for every error that occurs.

There is no time clock in the system because this could threaten the secrecy of the votes.

The requirement is met.

84   The e-voting system shall maintain reliable synchronised time sources. The accuracy of the time source shall be

sufficient to maintain time marks for audit trails and observation data, as well as for maintaining the time limits for

registration, nomination, voting or counting.

Compliance: Fair.

Compliance: Good.

Besides errors also mode switch events (standby mode, voting mode, functions mode) are time stamped relative to the

start of the VM. There is no lime clock in the system because this could threaten the secrecy of the votes.

The requirement is met.

89   The integrity of data communicated from the pre-voting stage, (e. g voter's registers and lists of candidates) shall be

maintained. Data-origin authentication shall be carried out.

Compliance: Poor.

Compliance: Good.

The VM offers the possibility of printing the open poll and close poll statements. These are time marked and signed. Here

the candidate names, the lay out of the candidates on the voters panel, the software checksums and software and

hardware versions are shown. Every time the VM is released for a new voter the integrity of the candidate names and the

lay out of the candidates on the voters panel present in the BM, is checked for integrity by the VM.

The candidate names and the lay-out of the candidates on the voters panel can be checked in functions mode at all

times. Therefore the requirement is met.

91   The fact that a vote has been cast within the prescribed time limits shall be ascertainable.

Compliance: Poor.

Compliance: Good.
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There is no time marked of the votes as this may infringe the secrecy of the votes. The time marked and signed open poll

statement witnesses that before open poll there were no votes cast (number of voters is on open poll statement) and the

time stamped close poll statement witnesses that no votes were cast after that time (after close poll statement voting is

blocked by the BM). So the requirement is met

92   Sufficient means shall be provided to ensure that the systems that are used by the voters to cast the vote can be

protected against influence that could modify the vote.

Compliance: Fair.

Compliance: Very good.

We note the Commission's statement on this(Appendix 6B no 92): Votes could be modified on the ballot module but with

some considerable difficulty of access. We comment: In Part 3 of the second report the Commissions states: the

Commission was unable to exercise the ballot module and other downstream components of the system using large

numbers of known votes introduced authentically using a test harness, either to bypass the voting machine interface or to

introduce then directly onto the ballot module itself. Although this was a limitation on the Commission's proposed work, it

also represents a significant strength of the system. It shows the degree of difficulty presented to anyone seeking

maliciously to introduce large number of votes to the system at an election, via either a voting machine interface or a

ballot module.

We note the Commission's statement(Appendix 6B no 92): Further investigation is required to establish the

trustworthiness of the voting machine software that is responsible for handing the storage of votes on the ballot module.

We comment: The embedded software is intensively tested by the German Physikalisch Technische

Bundesanstalt, including a full source code review and source code inspection. The Commission has reviewed

the software for 2 years now and found no substantial flaws. Our conclusion here is that there is no need for

further investigation and it would only undermine the trustworthiness in the eyes of the public.

The requirement is met.

93

95

96

97   The integrity of data communicated during the voting stage (e.g. votes, voter's registers, list of candidates) shall be

maintained. Data-origin authentication shall be canied out.

Compliance: Poor.

Compliance: Good.

See 89 for candidate info and 92 for data integrity of the BM.

The requirement is met.

98

99
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100 The audit system shall be designed and implemented as part of the e-voting system. Audit facilities shall be present

on different levels of the system: logical, technical and application.

Compliance: Fail.

Compliance: Good.

The VM offers a number of audit facilities by which the process of vote registration can be audited.

The hardware and embedded software versions and the checksums can be checked at any time via the display and via

the printer. The VM offer the possibility of checking the candidate names as programmed in the BM against the names

on the Ballot sheet on the voters panel of the VM. The time marked and signed open and close poll statements show the

candidates and layout and the number of votes cast at start of voting (open poll) and the number of votes cast at the end

(close poll) where the activation of the printing of the close poll statement locks the BM for further vote storage. The VM

directs the voter through the election procedure. The number of voters that have cast votes is shown on the control unit

display and is increased every time a new voter casts his preferences.

When the VM malfunctions an error code is displayed to the operator and voter indicating exactly what the problem is.

Error codes are also stored in the PRU. Every mode switch (standby mode, voting mode, functions mode) is recorded

and time stamped relative to the start of the VM as is the case for every error that occurs.

The requirement is met.

101 End-to-end auditing of an e-voting-system shall include recording, providing monitoring facilities and providing

verification facilities. Audit systems with the features set out in No's 102 to 110 below shall therefore be used to

meet these requirements.

Compliance: Fail.

Compliance: Good.

See 102 to 110

102 The audit system shall be open and comprehensive, and actively report on potential issues and threats.

Compliance: Fail.

Compliance: Good.

See 100.

103 The audit system shall record times, events and actions, including:

a. all voting-related information, including the number of eligible voters, the number of votes cast, the number of

invalid votes, the counts and recounts, etc.:

b. any attacks on the operation of the e-voting system and its communications infrastructure;

c. system failures, malfunctions and other threats to the system.

Compliance: Fail.

Compliance: good.

The VM and PRU record the events and actions under a. b. and c.

The number of voters that have cast votes on the VM is shown on the control unit display and is increased every time a

new voters casts his preferences.
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When the VM malfunctions an error code is displayed to operator and voter on the voters and control unit displays

indicating exactly what the problem is. Error codes are also stored in the PRU. Every mode switch (standby mode, voting

mode, functions mode) is time stamped relative to the start of the VM and recorded as is every error that occurs.

The requirement is met.

104   The audit system shall provide the ability to oversee the election or referendum and to verify that the results ands

procedures are in accordance with the applicable legal provisions.

Compliance: Fail.

Compliance: Good.

With the presence of seals and locks, the ballot paper on the VM voters panel, the open poll statement, the number of

voters that have cast votes that is shown on the control unit display, the error codes, the close polls statements, the

hardware and software version numbers, software checksums and the time stamped error and event logging provide an

oversight of the election or referendum.

The requirement is met.

Í05   Disclosure of the audit information to unauthorised persons shall be prevented.

Compliance: NIA

Compliance: Good.

The time stamped errors and events that are recorded can only be shown in a special mode.

The requirement is met.

Í06   The audit system shall maintain voter anonymity at all times.

Compliance: NIA

Compliance: Good.

See 16 to 19 and 105. The requirement is met.

107 The audit system shall provide the ability to cross-check and verify the correct operation of the e-voting system and

the accuracy of the result, to detect voter fraud and to prove that all counted votes are authentic and that all votes

have been counted.

Compliance: Fail.

Compliance: Good.

The actual number of voters for each election are constantly displayed on the control panel for the operator and these

are printed in the close poll statement. The proprietary hardware and software of the VM, PRU and BM, their stand alone

nature and the physical seals and locks makes it difficult to tamper. The in depth evaluation and testing by accredited

Independent Test Authorities is proof that the VM, PRU and BM accurately record voters preferences. The final proof that

the votes cast are the votes counted is to use a random number of VM's in a parallel election with the input of known

preferences.

The requirement is met.

108 The audit system shall provide the ability to verify that an e-election or e-referendum has complied with the
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applicable legal provisions, the aim being to verity that the results are an accurate representation of the authentic

votes.

Compliance: Fail.

Compliance: Good.

See 107.

709   The audit system shall be protected against attacks which may corrupt, alter or lose records in the audit system.

Compliance: Fail.

Compliance: Very good.

The Commission states (Appendix 6B no 109):  The protection against alternation or loss of the limited audit data

generated by the voting process (vote tallies at open and close of poll and error logs) are very good but their value is

limited. As we have pointed out several times (no 23. 59, 83, 100) there is more audit data then described here by the

Commission.

The VM offers a number of audit facilities by which the process of vote registration can be audited.

The hardware and embedded software versions and the checksums can be checked at any time via the display and via

the printer. The VM offer the possibility of checking the candidate names as programmed in the BM against the names

on the Ballot sheet on the voters panel of the VM. The time marked and signed open and close poll statements show the

candidates and layout and the number of votes cast at start of voting (open poll) and the number of votes cast at the end

(close poll) where the activation of the printing of the close poll statement locks the BM for further vote storage. The VM

directs the voter through the election procedure. The number of voters that have cast votes is shown on the control unit

display and is increased every time a new voter casts his preferences.

When the VM malfunctions an error code is displayed to the operator and voter indicating exactly what the problem is.

Error codes are also stored in the PRU. Every mode switch (standby mode, voting mode, functions mode) is recorded

and time stamped relative to the start of the VM as is the case for every error that occurs.

There must be proper procedures in place to protect the paper audit material.

The requirement is met.

7 7 7 Member states shall introduce certification processes that allow for any ICT component to be tested and certified as

being in conformity with the technical requirements described in this recommendation.

Compliance: Fail

Compliance: Good.

The Department of the Environment, Heritage and Local Government introduced its own certification process for testing

of the VM. PRU, the BM and the embedded software.

The VM, PRU and BM's hardware and software were tested by the German accredited Independent Test Authority

"Physikalisch Technische Bundesanstalt" (PTB), including a full source code review and source code inspection.

The environmental tests including Electromagnetic Compatibility, electrical tests, temperature tests, shock & vibration

tests and drip water tests were carried out by the Dutch accredited Independent Test Authority TNO. The safety tests

were carried out by the Dutch accredited Independent Test Authority KEMA.

In Germany the PTB is appointed by the federal government to test the compliance of Voting Machines with the technical

requirements.

The requirement is met.

348



Secrecy, Accuracy and Testing of the Chosen Electronic Voting System Appendix 7A

112 In order to enhance international co-operation and avoid duplication of work, member states shall consider whether

their respective agencies shall join, if they have not done so already, relevant international mutual recognition

arrangements such as the European Co-operation for Accreditation (EA), the International Laboratory Accreditation

Co-operation (ILAC), the International Accreditation Forum (IAF) and other bodies of similar nature.

Compliance: excellent.

Compliance: Excellent.

The Commission should not start all over again, but should build on what has already been done by the Department of

the Environment, Heritage and Local Government.

The Department has sought accredited Independent Test Authorities with experience in testing e-voting systems.

In Germany the PTB is appointed by the federal government to test the compliance of Voting Machines with the technical

requirements.

That is why they asked the the German accredited Independent Test Authority "Physikalisch Technische Bundesanstalt"

(PTB), to evaluated and test the The VM, PRU and BM's hardware and software, including a full source code review

and source code inspection.

The environmental tests including Electromagnetic Compatibility, electrical tests, temperature tests, shock & vibration

tests and drip water tests were carried out by the Dutch accredited Independent Test Authority TNO. The safety tests

were carried out by the Dutch accredited Independent Test Authority KEMA. Both have experience is these tests for

Voting Machines.

The requirement is met.
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Response by Commission to Nedap Comments

Mr. Henk Steentjes

Head of Development

Nedap NV
Parallelweg 2g

105 NL-7141 DC
Groenlo

The Netherlands

Second Report of the Commission

Dear Mr. Steentjes

I enclose for your information the Commission's response to your comments on of the

Commission's draft report as contained in your letters to me of 14 February, 2 March, 9 March, 20

March, 11 April and 9 June.

The Commission has noted that your comments relate only to the voting machine, the

programming-reading unit, the ballot module and the embedded C code software.

I confirm that your comments will be included in the report when it is presented, together with the

Commission's enclosed response.

I also acknowledge your request that your comments be included in their original form,

notwithstanding that they may refer to parts of the Commission's report that have subsequently

been revised. However the page and paragraph references to earlier drafts of the report have been

removed as they do not refer correctly to the final version.

The Commission has reviewed its report in light of your comments generally and a number of

changes have been made on this basis.

I would like to take this opportunity to thank you and your colleagues for your cooperation with the

Commission in its work.

Yours sincerely

Alan Murphy

Secretary to the Commission

29 June. 2006
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Second Report of the Commission on Electronic Voting

Response by Commission (CEV) to Nedap Comments on Versions 3 and 6

Part 3 (Nedap letter of 14 February)

Issue 1: Testing and Analysis Work on Embedded C code Previously Carried out by PTB

Nedap Comment: PTB did the static analysis on the VM and PRU embedded C-code software.

They performed automated analysis and performed a manual source code inspection asked for in the

Commission's report by which potential run-time errors were discharged. Owing to the

documentation of each individual test scenario in test protocols, which are archived at the PTB,

each of the tests performed is repeatable. We do not see why this has to be repeated again.

CEV Response: It was the Commission's preferred choice to have its own independent analysis and

testing of the code carried out rather than reviewing or relying on work carried out previously by

PTB for either Nedap or the Department.

Issue 2: Adequacy of Specifications

Nedap Comment: ... the Commission is seeking new standards and specifications to judge the

chosen system. We do not see an analysis of the agreed specifications and we do not see a clear

definition of amended specifications. If the agreed specifications of 2003 are not adequate to

support elections in a trustworthy way we invite the Commission to specify why not and what

amendments should be made.

CEV Response: The Commission does not find or conclude, as suggested above, that the agreed

specifications of 2003 are not adequate to support elections in a trustworthy way and has clarified in

section 2.7 of Part 2 that many of the non-technical requirements that formed the basis of the

adoption and procurement of the system in fact lie beyond the scope of its work.

However, and as indicated in section 2.3 of Part 2, the Commission did seek to review the technical

requirements and specifications for the system and found them insufficient to support the formal

methods approach it had originally intended (but that less formal analysis and testing could still be

carried out to assess the system further). The Commission's work proceeded on this basis.

Issue 3: Requirement for Further Investigation. Refinement and Independent Certification

Nedap Comment: Further investigation, refinement and independent certification is only

meaningful if the Commission defines why the existing specifications are not sufficient and what

amendments should be made.

CEV Response: The Commission's response on specifications is set out at Issue 2 above. As
regards further investigation, refinement and certification of the system, the Commission's earlier
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reports reviewed the previous testing of the system and concluded that it was incomplete in ways

and limited in other ways. The Commission has indicated that further analysis and testing would

also be required to address a number of specific issues raised by its second report. The

Commission's work has also highlighted the need for certain modifications and additions to the

system and it would be preferable that these should be carried out first. Finally, the Commission has

recommended that the additional analysis and testing work should be carried out, and the whole

system verified and assured, by a single independent body.

Issue 4: Standards Applied by the Commission

Nedap Comment: We would like to know from the Commission what the standards are that the VM

was tested against.

CEV Response: The Relevant EMC Standards have been specified in footnotes to Part 3 of the

report.

Issue 5: Software Quality Management Plan not Supplied

Nedap Comment: We did supply to QinetiQ the project overview of the development of the ESI2

voting machine embedded software with details on the software conventions.

CEV Response: This matter has now been clarified.

Issue 6: Correlation between Software/Hardware and Documentation

Nedap Comment: We would like to know from the Commission where the documentation is not in

correspondence to the source code.

CEV Response: This matter has now been clarified.

Issue 7: Adequacy of Design, Development and Documentation Processes

Nedap Comment: We are astonished ...

CEV Response: This and other comments represented the Commission's overall findings

concerning the software and other components and features of the system as a whole, i.e. including

in this case both the C-code and the Delphi code software. This reference has been deleted from the

report while the Commission's findings on each individual hardware and software component

remain in sections 3.2 and 3.3.

Issue 8: Two Years of Testing

Nedap Comment: After reading Part 3 we must conclude that in two years of evaluation and

additional testing the Commission did not find any substantial Haws in the VM, PRU and BM

hardware and embedded software of the chosen system.
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CEV Response: The Commission has clarified in section 2.1 of Part 2 that its role was not to test
the system but to form an independent view of its secrecy and accuracy, including as compared with

the paper system. The Commission's role and work have thus been more broadly based than merely

testing the system for Haws and. while some additional testing has been carried out in accordance
with the Commission's terms of reference, it is incorrect to suggest that the Commission has spent

two years testing the system and has come up with nothing substantial as a result.

Part 5 and Appendix 5 (Nedap letter of 20 March)

Issues that are not strictly related to secrecy and accuracy have been moved to a new Appendix 5A

to clarify that, while they have been included for completeness, they do not form part of the

Commission's comparative assessment. Some comparators of lesser significance have been deleted.

Part 6 and Appendix 6 (Nedap letter of 9 March)

CEV Response (General): It should be noted that while individual Nedap components may meet or

exceed certain requirements of the recommendation, the Commission's evaluation relates to the

overall compliance with the recommendation of the Irish implementation of e-voting, that is, the

chosen system as a whole (Nedap and Powervote components) as well as the procedures for its

deployment. Thus the evaluation in each case takes account of the combined strengths and

weaknesses of these different components and procedures.

Issue 9: Audit

Nedap Comment: As we have pointed out several times (no 23, 59, 83, 100) there is more audit data

than described here by the Commission.

CEV Response: It is noted that audit information is recorded by both the voting equipment and the

counting equipment that would make it possible to monitor and verify that an election had been

properly conducted in accordance with law (and this has been acknowledged in the evaluations on

measures 103 and 104). However, the system does not currently appear to provide audit features on

the scale envisaged (measures 100 to 102) that would be necessary to verify the accuracy of the

result (measures 107 and 108).

Part 8 (Nedap letter of 9 June)

Issue 10: Usability Issues

Nedap Comment: R.9: We would like to know which usability issues the Commission is referring

to.

CEV Response: The usability issues referred to here are those set out in the Commission's principal

findings concerning the voting machine in section 3.2.1(-/) of Part 3. These issues relate mainly to
behaviour of the user interface that is inconsistent or that may cause voters to cast their ballots in a

precipitate or unintentional manner, thus diminishing the accuracy with which voters' true

intentions are recorded. The issues concerning secrecy are fewer and are of lesser concern. The
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Commission has indicated that many of these issues can be addressed by amendment of the

embedded C code software or by minor modifications to the design of the voting machine hardware.

Issue 11: Independent Review of Requirements and Specifications

Nedap Comment: R. 19: The Department of the Environment, Heritage and Local Government has

the knowledge and skills to specify the requirements and specifications of the system.

CEV Response: The Commission acknowledges the role of the Department to date in developing

requirements and specifications of the system. However this recommendation relates to the

important additional requirement for independent review of the adequacy and clarity of these

requirements and specifications before any further independent analysis and testing of the system is

carried out.
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Powervote Ireland Comments on Parts 3, 4, 5 and 6

10lh March 2006.

Mr A Murphy Secretary

Commission on Electronic Voting

Floor 4

Setanta House
Nassau Street

Dublin 2
Ireland

Dear Mr Murphy,

Matter: Final draft parts of second report provided for review 3,4,5 and 6.

It is acknowledged by the Commission and Powervote that the Commission has received a letter dated 14
February directly from Groenendaal b.v. regarding the Commission's proposed second report.
Having reflected and discussed the letter with Mr Groenendaal and considered the content of the report
sections we have reviewed, we find that the documents contain errors, omissions and inaccuracies. On this
basis, and taking account of the Groenendaal letter to the Commission we have decided not to respond in
detail to the individual sections of the report provided.

We request that you include our response unedited as part of your report.

Our view remains unchanged regarding the system;

■ IES and its successful use depends upon the use of effective electoral procedures and administrative
management.

■ Groenendaal's Election Management Software and its associated versions in use in The Netherlands,
Germany and France and as used for the pilots in Ireland have an unblemished record spanning 20 years.

■ Millions of votes have been processed and counted under a range of electoral systems.

■ The system has exceeded more than 500,000 hours of accumulated use.

■ It has been subjected to exhaustive, independent testing.

The Dept appointed 3 independent organisations in addition to its own staff to conduct proving and
acceptance tests prior to the systems use at a Dail Election, followed by the referendum on the Nice treaty. A
major reason for the success of the system is its proven simplicity and ease of use. This is key in our

discussions with customers where we strive to avoid complexity due to the associated failures this can

inevitably bring.

• The pilot uses of the system in Ireland worked successfully.

• Government announced its decision to extend the use of the system nationally.

• At this time, pressure and some political groups decided to object to the introduction of the system.

• Media coverage ensued.

• Government delayed its introduction and appointed the Commission to report on the accuracy and secrecy

of the system.

Appendix 7B
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We have co-operated fully with the Commission at all times during their work associated in testing and
evaluating our system.
As the Commission finalises their second report it is evident that the system as supplied works in accordance
with those documents and specifications agreed with our customer, the Department. It has also become
evident that the criteria applied by the Commission in evaluating the chosen system deviates from that which
we agreed with our customer.

Where the Commission indicate a need for procedural/administrative changes we understand that the
Department have been reviewing this area as part of their on-going work. Post election audits are standard
practice as a formal method of considering if and where changes might be required. This is and must be a
continuous process.

Our customer (the Department) remain satisfied that with effective procedures in place and an opportunity to
reflect on certain aspects that the Nedap Powervote system would be fit for purpose within a relatively short
timeframe.

We have suggested to the Department that subject to the completion of their review that consideration could
be given to a phased introduction of the system. This would be based upon its use in a small number of
constituencies initially. Such an approach would enable additional practical experience to be accumulated
and confidence to be rebuilt to the levels experienced at the previous pilots in Ireland.

Our wish remains, to work with our customer to ensure the readiness of the system at the earliest possible

opportunity.

Yours sincerely

Roy Loudon

Powervote Ireland Limited
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Powervote Ireland Comments on (Draft) Second Report

29TH June 2006.

Mr A Murphy Secretary

Commission on Electronic Voting
Floor 4

Setanta House
Nassau Street
Dublin 2
Ireland

Dear Mr Murphy,

Matter: (Draft) Second report of the Commission on Electronic Voting.
We request that this letter, un-edited be included within the CEV Second report.
A letter dated 10th March 2006 was also sent to the Commission and its comments and content were
based on the Commissions draft report to that point.

We acknowledge the invitation of the CEV to review and comment on the draft of their Second Report and
the Principal Significant Changes (version 6.2).
Mr Groenendaal has written directly to the Minister for the Environment, Heritage and Local Government in
this matter.
Powervote Ireland Limited remains in total agreement with our business partners Nedap N.V. and
Groenendaal b.v. responses to the CEV and that the chosen system should be deployed for use in Ireland. It
is acknowledged that some procedural processes may require changes but that these fall outside the scope
of our system.
We have not seen anything within the report, which unequivocally proves that the system is not fit for
purpose.
The Department of the Environment, Heritage and Local Government (DOEHLG) developed and approved
the system specifications of the chosen system. After testing they determined that it was fit for purpose.
Work undertaken by the CEV deviates and exceeds in many areas the work undertaken by the DOEHLG

during the life of the project. Further testing of hardware and embedded software is called for by the CEV. No
clear definition of testing parameters is included.

We respond in this instance to some points raised in the report.

•It is incredible and undermines the credibility of the report that no dialogue was sought by the CEV or their
appointed testers with the main Groenendaal developer of the Integrated Election Software (IES).
Dialogue with this developer would have given a clear insight into the working methods used and how these

apply in the field of elections. His many years of practical experience in the field of specific software design

for use at elections in a variety of countries would have represented a significant contribution to the testers.

It is acknowledged that the developer suffered a period of illness. As the main contributor to the development
of the Irish version of the software it was agreed with the CEV that he would be the best person to enter into
what was anticipated would be detailed technical discussions. His recovery and subsequent availability was
made known to the CEV. This recovery was in time to contribute to the work of the CEV and their testers.

•The report cites an 'error' within the count section of the software.

As has already been described in writing, this event is attributable to an interpretation of a rule. Had dialogue
taken place with the main Groenendaal developer then this would have made an essential contribution to the
work of the testers appointed by the CEV.

Estimates are that such an outcome as that described in the CEV report would possibly occur, but without
any certainty, once in 10,000,000 cases.

•Questions raised in the report regarding the reliability and proven operation of the Integrated Election
Software are incorrect. The CEV state that the software is under continuous development.
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The Integrated Election Software can be divided into 3 main sections.
1. Preparation and Administration.
2. Programming and reading in ballot modules.
3. The Count.

Sections 1 and 2 have been in use in other countries for many years. Millions of votes have been processed
and counted without incident or challenge. These 2 crucial sections are therefore very well proven in practice
and form part of the Irish version.

Unlike Sections 1 and 2, Section 3 was developed specifically for Ireland. This was subjected to extensive
testing by the Department prior to its deployment at the Dail election and the Nice referendum.
IES is a mature and stable design. Adaptations and enhancements are inevitable for each new country.
Changes to electoral practices are common and require software which can be readily adapted to meet
these changing requirements in a very timely way. Each time a change is introduced requires testing to be
carried out.

Once testing is completed satisfactorily then that particular build number is not allowed to be changed and is
issue for use.

It is inaccurate and misleading that the CEV state in their report that the software is under continuous
development.

Our objective remains to work with The Department in preparation for the systems use in Ireland.

Yours Sincerely

Roy Loudon

Powervote Ireland Limited
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Response by Commission to Powervote Ireland Comments

Mr. Roy Loudon. Director

Powervote Limited

Stonely. St. Neots

Cambridgeshire

PE19 5EJ
England

Second Report of the Commission

Dear Mr. Loudon

I refer to your letters of 10 March and 9 June in response to the Commission's invitations to you to

comment on versions 3 and 6 respectively of its second report in draft form and 1 confirm that your

comments will be included in the report when it is presented.

Your letters raise a number of issues on which the Commission has asked me to respond to you.

This response will also be included in the report.

Agreed System Specifications and the Commission's Evaluation Criteria

In your letter of 10 March you stated that the chosen system works in accordance with the

documents and specifications agreed between your Company and the Department and that the

criteria applied by the Commission in its evaluation of the system deviate from this agreement.

Your letter of 9 June further states that the Commission's work has exceeded in many areas the

work of the Department in approving the system. There is thus a suggestion in your letters that that

the Commission may have deviated from or exceeded its brief in relation to the chosen system.

The Commission has recognised at all times in its work (and has also acknowledged in its report)

that there are essential and necessary differences between its approach to evaluating the chosen

system and the work carried out previously by the Department in the context of procuring and

deploying the chosen system for use. Foremost among these differences is the fact that the

Commission's role is specifically to consider the secrecy and accuracy of the chosen system

whereas the Department's work in procuring the system took account of a broader range of e-voting

considerations and requirements. Significant also is the fact that the Commission, as an independent

statutory body, approached its work with an open view, and from a neutral standpoint, not having

been involved either in the policy decision to adopt electronic voting in Ireland or in the selection

and adaptation of the chosen system for that purpose. Nor was the Commission asked to review or

comment on these events.

The Commission remains satisfied that these differences in the scope and basis of assessment of the

chosen system as between its procurement by the Department and its evaluation by the Commission

are necessary and appropriate and that they in no sense alter the validity of the Commission's work

as presented in its report.
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Errors, Omissions and Inaccuracies in the Commission's Report

The Commission has previously invited you to specify any errors, omissions and inaccuracies that

may be contained in the Commission's report as stated in your letter of 10 March so that they can

be considered by the Commission. While a number of general issues concerning the Commission's

approach to its work and selected aspects of the report are set out in your letter of 9 June, the

Commission has not received any specific indication from you as to where any such errors,
omissions or inaccuracies lie.

In the absence of any such indication, the Commission has nonetheless reviewed its report in so far

as possible in light of the more general concerns set out in your letters and in light of the concerns

highlighted in separate correspondence with the third party developer of the IES election

management software (see below). Changes have been made to the report as a result of this review

and, while the Commission has made every effort to ensure the accuracy and fairness of its report,

the Commission cannot respond to. or be held accountable for, unsubstantiated allegations that its

report contains errors, omissions or inaccuracies.

Communications with Developer

Your letter of 9 June states that no dialogue was sought by the Commission or its agents with the

main developer of the IES election management software and that this undermines the credibility of

the Commission's report. This statement gives the impression that the Commission has formed its

view of the software based on a review process that was deficient for the want of direct consultation

with the person who wrote it.

The Commission has engaged fully with your company, Powervote Ireland, as end-suppliers in

Ireland of the IES software product developed and maintained by a third party developer Company.

These communications were on the clear understanding that Powervote Ireland represented the

interests of the developer Company and would act as a conduit for information sought by the

Commission. Experts appointed by the Commission also exchanged communications directly with

the developer Company on technical matters.

The Commission has at all limes had due regard to the interests of the developer Company and has

recognised the expressed and implied wishes of Powervote Ireland regarding the manner in which

communications with the developer Company and its personnel should be conducted,

notwithstanding the limitations imposed by some of these arrangements.

Error in Count Algorithm

Your letter of 9 June indicates that the error found in the IES count algorithm would occur only

once in an estimated 10.000.000 test cases. The Commission has in fact uncovered two errors in the

software. The first is in selecting between tied candidates, the second is in the reporting of this

selection. Because they are interconnected, these errors combine to produce an enhanced effect.

The Commission is not basing its view solely on the fact that these errors were found or on their
materiality to the result of an election but rather on their significance in the context of other

evidence obtained by the Commission regarding the quality of the software and the design and
development processes that underpin it.
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Thus the significance of these failures for the Commission lies not in their potential impact on an

election (the likelihood of occurrence of which is of course remote) but in the fact that errors exist

in that part of the code that is most amenable to testing, i.e. the count algorithm. This raises the

significant question of what potential errors may exist in other parts of the code such as the vote

read-in, aggregation and disaggregation functions that are less transparent in operation, that are less

amenable to testing, that have not been independently tested and that the Commission was unable to
test either.

Experts appointed by the Commission have also indicated that, based on the number of lines of
source code - and the logical complexity of the counting algorithm being implemented - as an

indicator of the range of possible paths of execution that may be followed through running the code,

the 100,000 sample elections tested by the Commission comprise only a very small fraction of the

total number of possible execution paths that would need to be followed in the case of the IES

software in order to develop a high level of assurance based on testing of the software alone.

Software Under Continuous Development

Your letter of 9 June takes exception to the Commission's description of the IES software as being

under "continuous development". Although this description is based mainly on the evidence of the

Commission's work in reviewing the software development process to date, and ongoing, it is also

based on the use of the same term by your Company in discussions with the Commission to

describe the likely requirement to update the software to meet the particular needs of each

successive election and to take account of other changes arising between elections. For these

reasons, the Commission has also found it appropriate to describe the software as being under

continuous development.

Similar Software in use Elsewhere

The Commission acknowledges the value, as a general indicator, of prior usage of closely related

software designs in other countries over a long period of time and in many elections as set out in

your letters. However the same evidence cannot be applied as a substantive indicator of reliability

of the software proposed for use in Ireland, given the many changes that have been made to adapt it

for such use and the well-established principle that even the smallest changes to software can have

disproportionately large and sometimes unexpected consequences in terms of its behaviour.

I would like to take this opportunity to thank you and your colleagues in the developer Company for

your cooperation with the Commission in its work.

Yours sincerely

Alan Murphy

Secretary to the Commission

30 June, 2006
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If so, give particulars

5.   Is a motion of approval necessary?

Commission on Electronic Voting

Second Report of the Commission on Electronic

Voting on the Secrecy, Accuracy and Testing of the

Chosen Electronic Voting System

Electoral (Amendment) Act 2004 - Section 22(3)

No

No

*Three copies of the document in respect of each House, or six copies where it is to be laid before one House only.



Ceann Comhairle Chairman of Dáil Eireann

Librarian

Houses of the Oireachtas

4 July 2006

Dear H

Please find enclosed Second Report of the Commission on Electronic Voting on the

Secrecy, Accuracy and Testing of the Chosen Electronic Voting System - received by

the Ceann Comhairle from Mr. Justice Matthew P. Smith, Chairman of the

Commission on Electronic Voting.

Please arrange to have these documents laid before the House pursuant to section

22(3) of the Electoral (Amendment) Act 2004.

Kind Regards

Private Secretary to

the Ceann Comhairle

Dáil Eireann
Dublin 2
Tel: 01 6183343
Fax: 01 6184100

Email:

ceann.comhairle@oireachtas.ie
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Dublin 2
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CEV 12/03/06/03

Dr. |

Ceann Comhairle

Leinster House

Dublin 2

I am pleased to enclose herewith the Second Report of the Commission on Electronic Voting
appointed by the Government in March 2004 to report on the secrecy, accuracy and testing of the
Nedap/Powervote electronic voting system.

Following the Commission's Interim and First Reports presented to you in April and December
2004, this report concerns the further work of the Commission pursuant to an Order of the

Government approved by both Houses of the Oireachtas in June 2004 and requesting the
Commission to report further concerning the work envisaged by its earlier reports and requesting it
to carry out a comparative assessment of the secrecy and accuracy of the current (paper) system for
voting.

Yours sincerely

Chairman of the Commission

4 July, 2006


